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We define s(SC, f) as the state of Agent, where s contains the
features of the tested contract SC and previous function-call se-
quence f = {fi, f2, ..., fn}, which contains each function executed
by the tested contract. At each step, Agent selects f by its policy x
as the new action g, which is expressed as follows,
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Figure 2: Overview of RLF. At each step, Agent selects an ac-
tion to Backend, Backend returns the state and reward to
Agent.
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Figure 3: Working flow of Agent. At this step, DNN chooses
Group 1 as Action and function setStatus is selected to exe-
cute tested contracts.
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Table 1: Status operations in function.

Operation | Description

Payable The function can receive ether from other addresses.
Call The function can transfer ether or invoke other contracts.
Store The function can change the storage.

Selfdestruct | The function can destroy the contract.
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Table 2: State of Agent. f is the last call function in f.

Features | Description

Action Frequency of each action.
SC | Trace Proportion of 8 key opcodes being executed cumulatively.

Coverage | Instruction and block coverage of tested contract.

Revert Fraction of ending with revert when executing f.
Return Fraction of ending with return when executing f.
Assert Fraction of ending with assert when executing f.
Call Frequency of f being executed in f.

Coverage | Instruction and block coverage of function f.
Arguments | Number of arguments of f.
Opcodes Counts of 50 representative opcodes in function f.

Name Word embedding of f’s name.




Algorithm 1: Workflow of Training RLF.

input :lteration steps T, Sample size M, Search rate e,
Episode E, Smart Contract SC
output:Network Q

Q — InitializeNetwork(); S getInitState();
A G — groupFunctions(SC);
fork < 1toT do
a <— getRandomOrBestAction(A,Q, €);
f(x) «— selectFunction(G[a]);
S’, r executeFunction(f(x),SC);
saveExperience(s, ar, S’.);
s «—s’;
if kK moD E == 0 then
{(si, ai, ri, S:)} ¢— loadExperience(M);
Q « train({(s;, ai, 13, 57)}, O);

end

end




C

d

. REFER (s, a, 1, 8") (ATBIZERRENE QM%3)



d. REFERK (s, a, 1, 8") (ATEBIRKEMENER QML)

el

ZULAEE, BT —MERAYISEN, BE—LPHRELRFHERIETS, TR REEEIHRIZRE.,

EE—ERENCIZEE", FERTE—LHNREEE—BRIRNRE(s). RKIAIEF(). KGR
B(r). BBENFRE(S)URRSEER RS, SRRRET—EHER, IGHABIENEIRE
ERRIENENE, MEMZARPREHHMEVMEERBEEREFQME., XTI EEABMFTHESLAT
[BREEEXTE, ERHEZNBEFISERRIIFYIEREE)ISFAMERRE, FifREIRSEET

S-afEEfGT, NRREIGIEFRAREEE.

A 2Nt ) 25
REL » RE2 » KE3 » ... GEAED
l ! A
=5 =3 F2l e EEAHREIEAL

AAS AR RTT R
MBI B RAF :
RAE3
WEL o« AHXHE
W5

l

%3]

8 E ST RERE)I%, BELKitHPaIH EEUEEH QL.

\|



SRRV

LG R

EIIEMER, B hRAE, EEEREERsEERRTESINSHNE,; MEUKMER, FHilEepEE0.15, £
B REUNBEIE T B I GRS ROt I LR A RS R

#UEER: D1 RFETREEUES [31], ®3 Ether-Leaking # Suicidal Contract FIZRKFi3Z 2 7R A RYIRIR. 79
FRIETEeTEME, (MEERrE TR o1RY 85 NEiEEZY, EHAiwkk 108 4~ Ether-Leaking EREIF] 46
Suicidal Contract B¥%{, B ALNNALEIESEN. D2 AELHFEIESE, KBLIKIHEEM Solidity 0.4.25 &
£y (X&H XBlock) , EE/GHENIHEY 1,206 ME2Y.

Table 5: Datasets Used.
ID Source Used For Avg. LoC Num. of Contracts
D1 VeriSmart [2] ROQ1, RQ2, RQO3 330 85
D2 XBlock [6]  RQ3 343 1206
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Table 6: The number of functions in each group (action) that
are classified by status operations. The function group with

e (0) means the functions contain (not contain)

operations. The function group with

the status

means the functions

contain either status operations or no status operations.

Payable Call Store Selfdestruct | Number
Group 1 o . [] o 51
Group 2 o . [ o 242
Group 3 . o [ o 97
Group 4 o o . o 659
Group 5 [] L [] . 55
Pure/View Functions o O O 0 929
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Figure 4: Detected vulnerabilities by fuzzers with different
rewards. The number of all vulnerabilities is computed as
the union of all vulnerabilities detected by each fuzzer.
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Figure 5: True vulnerabilities being found versus time (sec-

ond) by different tools in D1.
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Table 7: Vulnerabilities reported by different tools in D1.
The number in ( ) is the number of functions with corre-
sponding vulnerabilities. TP is the number of True Positives
and # is the number of reported vulnerabilities.

EL (108) SC (46) ALL (154)
TP # |TP # | TP #
Symbolic | Mythril [25] 9 12 |26 26| 35 38
Executors | gmarTEsT [31] | 62 63 | 41 41| 103 104
SMARTIAN [11] | 21 21 | 22 22| 43 43
ILF etrained [15] | 78 78 | 41 41| 119 119
ILF [15] 8 88 | 43 43| 129 131
our RLF 98 100 | 43 43 | 141 143

Tools

Fuzzers
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