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® Challenges
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® Challenges
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® Challenges
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Figure 5: High level event state before and after Op-
tions$$OnOptionsClick was clicked in Figure 2.
Highlighted in green is the path taken, and highlighted
gray with dotted outlines are disabled events.



Overview of Proposed Approach
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Overview of Proposed Approach

B ULhENE (Recover Ul Semantics)
» HFUnity Embedded Ul £&5t3 , Ulex AZIFTE/ERIZHEIAPKR, THEL-
ZEo L\ BEEdAndroidManifest xmIEEWHIRENUNRE X,
> Unity SXEFRFNIIAS i (Scripting Backend)
»—= Mono, XHRIESZmiE (JIT, Just-In-Time) #lHl;
» —2 IL2CPP, RETRIF/IERIGRIE (AOT, Ahead-Of-Time) #l4l, IL2CPP £
C# RI3/FiEES iR C++ BImERAILZHS], oJmRKESRNsI TR SE T
FeFA, RAUERBIEEPFERRAIZ.
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Overview of Proposed Approach

B ULhENE (Recover Ul Semantics)
> ATIREUREN, (FERRH—MIIFSStiESHIEA:
> B WNZHEHIE libil2cpp.so JEFE IL2CPP APIsEREIIY TS AR TTEL
(metadata),

> 875 M global"metadata.dat X EREHSE.

> £ Unity i Ei¥ME, global-metadata.dat &5 libil2cpp.so (Android) 3k
GameAssembly.dll (Windows) Bt&, RARRIGHY C# 4514, global-metadata.dat
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Overview of Proposed Approach

B £pEziUI 1R (Generative Ul Modeling)
» Ul EventsisFFBIY R EIEE, WRTRE, MARISEMY,

> B5: Unity IRETRMHSHEBHESIN (BEE9E)
> TNSHITE :
1813 AddListener() FiARINREE, XA REEREFER, £E
A {R{LTEEditor,

> HESYHTE:
B, eI 2B REENE "48E" ZlinspectorEiik
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Overview of Proposed Approach

B £pEziUI 1R (Generative Ul Modeling)
> HTSENSHYE, EHENBETHEISIE UltE. DIRVISTERNSEMEER (R Ul

Events) 2RAEMERY, {FERE:
> 1Eid IL2CPP ZEAF (Class Introspection) API, 7EIBSMNEFFIAE, BEGEFFrE

GameObject SEHEHIIAEM, RF. WEEsEH IEventSystemHandler #0O/94A4:
(H)

> tbal Button, Toggle. IPointerClickHandler &, E37SNEBEHXLESERIRYSLE], RIEREKEE "L
A4 Ul 4" BNiREsE (R, OIRERHE) | NEsEmnENREREEEMUES.
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Overview of Proposed Approach

m Epkzl Ul % (Generative Ul Modeling)

> 1B IL2CPP FERE (Field Introspection) API, 721178, 15
hook WEFH&BEHIEHREIAE;

> {FF IL2CPP M=ER R 991 B R AL AIRERRY UnityEvent =E;, ##
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Overview of Proposed Approach

m Epkzl Ul % (Generative Ul Modeling)
> B X—2HBENEEEREFE 2 HIE FiHES P seRZ=RIU IR,
> BUH: EEFESHIISYE, BEAE Ul [BE, FERENSEMEES
WHE, BEREMHITEMIVUIERS
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Overview of Proposed Approach

B Rk TVIIIE SR {HEIR (Generative Physics Modeling)

> BE—UnitylR TR A G
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Overview of Proposed Approach

B EpkINH{HHTT (Execute Generative Events)
> BT Unityf7fE UIRNEIESERK, ARVl EventsH TEIR, ST
%, AMARTESEIMERER, BFUnityFEMARESRAIER, &

oA —ER1T, TEH UIBHEBEToREM.

> {EERRE, B Unityly LoadSceneAsyncNamelndexintergi#y, LIl
SRUSEFME, MM —MErrIRN ERNEE, X LAERIEE A E
HISHHIRTZ.
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Overview of Proposed Approach
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Overview of Proposed Approach

_RSEE
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Technical Details

m Ul iEXIkE
F.g 441 8R :

global-metadata.dat HITEBRENEBER MBFHSTEUE), EBFEH

BMFEER (RE/RGIEZR)EI—AKER, libil2cpp.so HITEF
EEEMGERYES (ST TEIERBINIERING, WE—RHETEUES

1) . REERNETSMEPR LGRS, EERERERRINNAEH X

RS (XJfEstREs|A) M Frida LU’fE'_—Ll--—AG’I*E‘BTx{’E% EREREER
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Technical Details

m Ul iEXIRE
1. EEEETTEE (Class Metadata)

libil2cpp.so @ global-metadata.dat HIERSITEUEE=ITATAHELK
B]ipalvEre, FEIEITRTINERIRNE, IL2CPP BYRE APl REEXLLE{H

AMEREIRE, 81 Frida FEANTEPERALL il2cpp_class FLRI—ZHZER
2API, AJLAERFHRIZEEER. KX, FB. BE. 5EE
( MethodInfo* HIEIHR) , TTZEEEIGEZSEL. REHE. REEETTTEH
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Technical Details

m Ul iEXIRE
2. B3 ATcEE

1libil2cpp.so 38 global-metadata.dat HIERSITTEEEEIE{TATAR
AIGRAGEH, FHERITRTINEZIRTE; WAL il2cpp_method JIBIZRAY

—/HNE API fmﬂﬂuéﬁz{;%, BiEh AR, 28R, 2=, RBIEE
8 LiAIEE. iEsR, AEEIIMENEEBrREIEE (Global Function
Table, GFT) : LARRZIAOMELUE (offset) A%, BREG|IBIWAE. 1%

GFT aJ T /RZeRYS4eREL (EFC) RBIS D,
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Technical Details

m Ul iEXRE
iz,
FiETXAEKREGENA D
il2cpp _class _get methods(Il2CppClass* klass, void**
iter);
B2I8177ZH MethodInfo* ,
BEdHZEZAEZENERER
const char* name = il2cpp _method get name(method);
const I1l2CppType* ret =

il2cpp_method _get return_type(method);
const I12CppType* param = il2cpp_method_get param(method,
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Technical Details

m Ul iEXIKE
3. REWIK

BIdIL2CPPIi= TR {F A TZREB(memory snapshot)3EiR Bl LIk B ERY
I, IERYIIE,

1. ERAFREBEE—OFHSH HAE". EFREATLSESRIFERY
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Technical Details

m Ul iEXIkE
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Technical Details

m RV EHEIR
RBIUTE

M UnityEventBase RHAIFEMNFER m_calls (E{TEEIEFIFEIIEA{LE]
VE4EHA) ] m_PersistenCalls R (FRALENE) fEHT. RENEIERZETEL
B

AERRk R FHERAE e XL Nt
- Runtime callbacks (@& ZE{Th AR
InvokableCall AddListener() zhZ5EM) - B SA4EIR (VEERFIE{T AddListener() @M
List m_Calls (INEKATM PersistentCallGroup 4530 HAE1 B34 HETBINRIFA

k) (RGN
PersistentCall FhETIA8/
Group FRETE Inspector PHECEY IFAWEIE  Prefab 34  TE4wiERS
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Technical Details

B ARV SRR

IRAIES
Trigger Colliders Collision Colliders
RB Static Kinematic RB Static Kinematic
RB X X X v v v
Static X X v v X X
Kinematic X v v v X X

Table 1: Rule matrix of two colliders executing physics
events where v indicates event is executable, and X not
executable. RB = colliders with Rigidbody attached, Static
= colliders without a Rigidbody, Kinematic = RB colliders
with the kinematic property set to true.

{EZREUH Trigger Functions ( OnTriggerEnter, OnTriggerStay, and OnTriggerExit ) # Collider

Functions ( OnCollisionEnter, OnCollisionStay, and OnCollisionExit ) RYEHUMELE, A THESHE
=
an . <
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Technical Details

B Rk SHHERIR
{417 (To be more holistic)
1. A Frida TB (4&1813GFT (Global Function Table)) , #2EXFunction Offset F1£&%4

2. ¥JIREFC (Event Function Callbacks) FEt/l1iE#%E

3. JGETAERAYEFC {9 Dependency, FHEIdHIZErIE S

4. {&EIEEMEINEG]: 0REAChild EFC 538 (Disabled, ECAEEADIAR#HEER),
a. HHParent EFC 2 =ESEHE, SEZHIIARE, NiH 1 TIHEESR(Scene Reloading);
b. EHParent EFC 2iERSFHFHERIE, Wit TRFBEER (Parent EFC Replaying);
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Technical Details
B AR EIR

Initial state - Triggered event | state  : Triggered event 2 state

Triggered event M state
(a) : (b)

(d)

Start = Event #1

Options = Event #§2 I P it (e e ey
TurnOptions = Event #3 A
Validate Options = Event #4

Start = Event #1 . Start = Event #1
. Options = Event #2

Figure 4: Generative Ul-driven model of the running example. This is analogous to Scene 0 in Figure 3, where the

modeling process per scene is repeated for every scene in a VR game. The lighter colored text indicates the Ul event has
been found but not yet triggered, whereas the darkened colored text indicates a the Ul event has been triggered.
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Implementation & Appilication

B FREUR SN (Sensitive Data Detection)
» AUTOVR: application-agnostic
> XF AntMonitor &TVPNERSS, EREAEIRTIZ T, EIRE LB —1 AR

==a)HY VPN #=0, MMEERSBMaHHMEEIEIES, M LHIRS
root fPR) =& VR Apps_SSL/TLS Traffic

> A, E%=7 Unity RZ AR, SSL/TLS Pinning KINERBEMERE, £
BAntMonitorETEFERE, FEMRELZBIEMNLNDTTEERN
SaielEP oS F IR HES T ERE.
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Implementation & Appilication

B FEEEYS (Sensitive Data Detection)

» TLS (Transport Layer Security) 2EEXMIB(EF AT INZBEHREREITMY,

> ABENZN, TEEZEER HTTP Ak, [EXSE,; RS "oHiE"
(metadata)

» SSL (Secure Sockets Layer) Z2—FfHTEME LIEWINESIRENZEMN. EREH
TLS BUR, BIRZSAMNLIRFHFRS “SSL”

» SSL/TLS Pining: RIFATEFESZ HTTPS/TLS i&EZRS, NMUGIIRESF[IEBERTEN, K
"BEE (pin) " —MFEUERELH, RELALIIRS S5 BEEIdRIE,

> B HTTPS iEERENFPBHSMEER] CA(Certificate Authority GIERBMANE) E&H
o] LUEig L,
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Implementation & Appilication

m GURkEHELSEN (Sensitive Data Detection)
> [aiE:
> I E o TR iR 2 [EHE NS (B) REAIRTE, MITM)
> NREFinREE CA MAREEMNIED, WEEMAILIEERE.
> Pinning B{ERARL=E:
> 1EEREEEN BEIED/21H AIRS=EEE,
> (HIEPBEIREPSBOERRM, MMFELE MITM K.
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Implementation & Appilication

B fRRFE: 853 Pining (Bypassing)
> Android EE NS B

»Java B8 1% Android RZF(EHR Java/Android APl (% OkHttp.
HttpsURLConnection, X509TrustManager) f# TLS I&iE, SJLATEE
17ETIEE APl hooking (3 Frida) =@iXEmEZEN, FiLioutREiR

o] "A[{E" .

> [RERFEIZE: ELETE native B (fAI%0i@1d openssl 8% BoringSSL) {i#

USIE, NIFRE=EAENAY native RRZYL,

Je=l

d
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Implementation & Appilication

B fBR7G%: £2i3Pining (Bypassing)
> Unity 2
>Unity WHRIEEEEE C# (IEEE) WNEBtE (UnityWebRequest,
WWW) , tBrJ8EA native BY TLS FE (40 Unity B EEE =75
mbedTLS) . MA Unity Ba{TAY (Mono g IL2CPP) &1 C# 1B4E
1EEEE /9 native, 8E hook RA—EL.

%h_lﬁ
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Implementation & Appilication

B RRTE: 853 Pining (Bypassing)

> Unity|

M EXERZLE B JHRE

I ZPR 2R EEEEX flag, {FUES

\N—y—

> {EE1T

Ih"
> X7

|

SRR A
>1E native BRSO/ iEN

OB

"B (%0 Frida Y native hooking §817)

SUERSISRAA ST "B

; BZRX callback 17 AFEEBNIS ™ISIGE,

58]

= (C#) EGIEBHEE, T Mono/IL2CPP EE#EBMNATIES
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Experiment

B ISR MR
» One Custom VR Unity App

Scene 1: Ul Only . Scene 2: Physics Only : Scene 3: Combined
P4 1a
1 - : CCube#1—>» 6
22 =~ 2b CCube#1 CCube#GE 1
2 < . g: ; CCube#2 CCube#7 S "Tc#uzbe
. CCube#3 CCube#8 '
3B - @ HerE 2—> 5 —> 7
+ CCube#4 CCube#9
3 —> 3a < 3¢ - :
3d - CCube#5 TCube#1 3 —— TCube#1 —> 4
ytonz4 I
Button#1
Bu:(m‘-r-.‘!a

_Bll"ﬂﬂf":(

Juttone6

Figure 8: Custom VR app describing the dependency
structure for each scene, where each alphanumerical value
(e.g., 1, 2d, 3a, etc.) indicates a Ul event, each ""Cube' pre-
s LAB fixed with ""C" indicates a collisionable event and ""T"
un = indicates a triggerable event. 35



Experiment

B SERSRISR AR
> Efth Unity Apps:

>263 BEApp(841FKEMeta Quest store, 179 "3kHSideQuest
store)

>103 1N EBEMeta Quest app store FTZEApp

> BIE3661NApp
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Experiment

B SH{HMALSR
> Custom Scenefy="Mzgs=AYEvent fitxER (XdtkMonkey FiABBE &)

Scene 0

Event ID 1 la 2 2a 2b 2¢ 2d 3 Ja 3b RS 4
AUTOVR 41 40 41 40 39 40 39 41 40 39 39 41
Monkey 0 | 0 0 0 0 ) 0 0 0 0 0

Scene 1
Event ID CCube#l CCube#2 CCube#3 CCube#4 CCube#s CCube#6 CCube#7 CCube#8 CCube#Y TCube#l

AUTOVR a7 212 355 249 243 200 108 619 503 9
Monkey 0 0 0 0 0 0 0 0 0 0

Scene 2
Event ID 1 2 3 4 5 6 7 CCube#1 | CCube#2 | TCube#1 | TCube#2
AUTOVR 19 ) 19 4 I8 3 17 133 133 10 10
Monkey 2 0 1 0 0 0 0 0 0 0 0

Table 2: Total number of events triggered by AUTOVR and Monkey, grouped by scene number from Fig-
ure 8. Physics events (e.g., CCube#1, TCube#1) sum up the total events triggered from all three callbacks (e.g.,
On (Trigger/Collision)Enter,On (Trigger/Collision)Stay,On(Trigger/Collision)Exit).
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Experiment

m 3661 Unity App ISR

Free Apps Paid Apps
S S s o
y o S P P S s NI e \s\°
Rating R TR A RIINC I P Sl Cal AN q’% «\“‘
[25.2.75) | 23 | 57 | 61357 913 | 494 | 775 | 335320 || 3 ] 4 ] 1.536 0] 0 13 30521
275.30) | 2| 14| 9778 73 0 [ 147 17589 || 1| 28 | 7.722 0 [ 0| 54 | 47236
30,325 | 6 | 18 | 35914 82 | 780 | 281 195654 || 1 | 11 | 682 510 2| 243.72
32535 | 9 | 17 | 29.162 | 2.896 0 7| 117612 || 3 | 48 | 42.789 0] 0] 2| 80712
[35.375) | 20 | 99 | 65731 | 11,320 | 170 | 541 | 369656 || 5 | 17 | 12016 99 | 2 | 877 | 861.57
[4.0,425) | 39 | 158 | 158.823 | 10,879 | 191 | 3116 | 1736033 || 14 | 45 | 66,106 | 130 | 230 | 266 | 3126.5]
[425.45) | 39 | 158 | 222434 | 6474 | 1130 | 2774 | 1023870 || 18 | 30 | 49873 | 1483 | 0 | 107 | 311151
[45,475) | 41 | 187 | 327,099 | 1,999 | 1114 | 4082 | 581147 || 29 | 194 | 210,346 | 4.396 | 451 | 520 | 6590.65
[475.5) | 84 | 426 | 439.990 | 22,118 | 4967 | 5466 | 16773.521 || 29 | 217 | 115270 | 1.338 | 341 | 632 | 5437.94

Table 3: Aggregated data for Meta apps & SideQuest apps based on ratings, separating paid and free games.

s LADB 38



Experiment

m HiERAREIREER
> Unity Apps ERIEURIR AL IRE]

VR Sensory Data
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Figure 10: Total number of sensitive data flow occurrences grouped by app store, categorized by PII (Personal Identifiable
Information), Fingerprinting, VR Sensory Data.
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Experiment
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Experiment

B R EIREIE R
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Experiment

m5ig
> AERR LAAIETESRE

FEAIE APP INFO, PLATFORM INFO,
SESSION DATA, iX&84313m]

ITFEFIESL (digital fingerprinting) .
> %40 SCREEN_INFO. GPU_INFO. CPU INFO. DEVICE_INFO 2

=R
HWIEE L BT BRI IRERF 1T A5 RRE .
> ERfRZR9%ES, USER ID 5 DEVICE ID EREEAHREUE.
> (TENAERMEENTE/RL (LRPSEHTE App 5 23.5) , Et
SEaReEN RS T EVMNNE; MRFMABEZKE Unity NEDITTTHE,
X IEEsAEE Unity RS i@ RiXE0E,
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Experiment

Outgoing Hostnames
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Experiment
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Figure 11: Comparison of the effectiveness with respect to the number of unique sensitive data flow occurrences found
using AUTOVR vs Monkey.
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Experiment
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> EEZ &I/ tmEFIRuNntimes® relation coefficient of r = 0.24 and, (b) a stronger positive

correlation coefficient r = 0.6721.
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Future Work

B BEGSHIT (Integration of symbolic execution)
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Future Work

B BEGSHIT (Integration of symbolic execution)
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