2025 40th IEEE/ACM International Conference on Automated Software Engineering Workshops (ASEW)

Explaining Software Vulnerabilities with Large
Language Models

Oshando Johnson
Fraunhofer IEM
Paderborn, Germany
oshando.johnson @iem.fraunhofer.de

Vaibhav Chaudhari

Paderborn University

Paderborn, Germany
vaibhav.chaudhari @uni-paderborn.de

Abstract—The prevalence of security vulnerabilities has
prompted companies to adopt static application security testing
(SAST) tools for vulnerability detection. Nevertheless, these tools
frequently exhibit usability limitations, as their generic warning
messages do not sufficiently communicate important information
to developers, resulting in misunderstandings or oversight of crit-
ical findings. In light of recent developments in Large Language
Models (LLMs) and their text generation capabilities, our work
investigates a hybrid approach that uses LLMs to tackle the SAST
explainability challenges. In this paper, we present SAFE, an
Integrated Development Environment (IDE) plugin that leverages
GPT-4o to explain the causes, impacts, and mitigation strategies
of vulnerabilities detected by SAST tools. Our expert user
study findings indicate that the explanations generated by SAFE
can significantly assist beginner to intermediate developers in
understanding and addressing security vulnerabilities, thereby
improving the overall usability of SAST tools.

Index Terms—vulnerability explanation, static analysis, large
language models, explainability, vulnerability detection

I. INTRODUCTION

With the rise in software security vulnerabilities such as
those in the Common Weakness Enumeration (CWE) Top
25 Most Dangerous Software Weaknesses list [1], many
companies resort to static application security testing (SAST)
tools for the detection of software vulnerabilities. Given that
many SAST tools provide generic warning messages and also
lack sufficient information about the detected vulnerabilities,
developers often misunderstand or ignore the tool findings
[2]. As an alternative, developers have expressed the need for
improved warning messages similar to the explanations found
on blogs and online forums [2].

To address the explainability challenges of SAST tools,
recent developments in Large Language Models (LLMs) have
provided new possibilities for security-oriented tasks such
as vulnerability detection, given the capability of LLMs to
understand code and convey information in natural language
[3]. However, these approaches often present LLMs as possible
alternatives for established static application security testing
approaches. Despite advancements in vulnerability detection
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using LLMs, previous studies have unequivocally demon-
strated that for critical systems, SAST is advisable due to its
ability to deliver the requisite reliability and precision [4]. This
underscores the necessity of investigating complementary roles
of LLMs in vulnerability detection rather than viewing them
only as substitutes. However, there is little research exploring
hybrid approaches that integrate SAST tools with LLMs to
leverage the strengths of both methodologies. To address this
research gap, we explore the effectiveness of using LLMs to
explain the cause, impact, and mitigation for vulnerabilities
detected by SAST tools [2].

In this paper, we present SAFE (Static Analysis Findings
Explainer), an IntelliJ IDEA plugin that leverages LLMs to
explain vulnerabilities for developers with limited software
security experience. To identify the most suitable LLM for
SAFE, we benchmarked widely used open and closed-source
models on vulnerability detection tasks using various prompt
engineering techniques. Using one of the top performing
model, GPT-40, we evaluated SAFE in an expert study, which
revealed that the explanations are helpful for developers with
beginner to intermediate experience in software security.

We present SAFE in Section II, evaluate it in Section III,
review related work in Section IV, and conclude in Section
VI. The plugin source code, demo and evaluation results are
available online [5].

II. APPROACH

In this section, we describe the SAFE plugin, which explains
software vulnerabilities detected by SAST Tools. Figure 2
shows an overview of the plugin’s architecture. The parser
processes SAST result files and extends the vulnerability
findings with code snippets sourced from the Integrated De-
velopment Environment (IDE). Additionally, the results are
enriched with supplementary information from security cat-
alogs [6] through the annotator. The prompt engine utilizes
the annotated results to construct a prompt, which is sent to
the LLM to produce explanations. The plugin’s user interface
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The SAST tool flagged the following line of code as the cause of the vulnerability:

er () .print (bar);

4 Vulnerability explanation from LLM

The code snippet is vulnerable to Cross-Site Scripting (XSS) due to unvalidated and unescaped user input being directly written
to the HTTP response. This can allow attackers to inject malicious scripts into web pages viewed by other users. In the provided
code snippet, the vulnerability arises from the handling of the 'Referer' header from the HTTP request. The header value is
extracted and URL-decoded, then assigned to the variable 'bar’, which is subsequently printed directly to the HTTP response:
using 'response.getWriter().print(bar)'. This process bypasses any HTML escaping mechanisms, making the application
susceptible to XSS attacks. XSS occurs when an attacker is able to inject malicious scripts into web pages, which can then be
executed in the context of other users' browsers. This can lead to unauthorized actions, data theft, or session hijacking. The
wulnerability is exacerbated by the fact that the ‘Referer’ header can be manipulated by an attacker, allowing them to craft a
request with a malicious payload. To mitigate this vulnerability, it is crucial to validate and sanitize all user inputs before includin
them in the HTTP response. a view that al escapes HTML, such as JavaServer
Faces (JSF), can help prevent XSS by ensuring that any user input is properly escaped before being rendered in the browser.
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Fig. 1. SAFE’s tool window screenshot showing the tree view (@) and tabbed pane (8) containing tabs for result details, explanations, and data-flow. The
result details (9) and explanation (0) for a sample cross-site scripting vulnerability are shown.

(UI) displays both the identified vulnerabilities and their corre-
sponding explanations. In the following sections, we describe
the modules for parsing and annotating the SAST results,
generating explanations, and the user interface.
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Fig. 2. Architecture of the SAFE Integrated Development Environment plugin
for explaining static analysis tool results with large language models.
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A. Parsing and Annotating SAST Vulnerability Results

The parser processes the output of static analysis tools
provided in the industry standard Static Analysis Results Inter-
change Format (SARIF) [7]. From the SARIF file, the parser
extracts a property named results, an array containing single
results detected by the SAST tool [7]. The property contains
objects for the result’s type, severity, message, and location.
Using the location property, the source code of the method
containing the vulnerability is obtained using application pro-
gramming interfaces (APIs) provided by the Intelli] IDEA
platform. When available, the parser extracts the threadFlows
property, which is an array storing the code location for a
specific single thread execution path through the program [7].
From this property, the parser extracts data-flow information
relevant for taint analysis, such as the source, intermediate
elements, and sink for the vulnerability [6]. The results are
annotated with information from two security catalogs: the
CWE list of software weaknesses [1] and a list of critical
methods [6] in programs that influence security.

B. Explaining SAST Results with Large Language Models

To explain the results, SAFE employs a zero-shot prompting
strategy [8], in which the explanation task is presented to the
model without any prior examples. Using role-playing [8], we

assign the role of a security expert to the LLM in the system
prompt, while the user prompt outlines the specific explanation
task. Using the data extracted in Sub-Section II-A from the
SARIF file, we populate the below zero-shot prompt template.

4 3\
System: You are an assistant with expertise in explaining

software security vulnerabilities in code snippets. You will
be given a code snippet and the result from a static analysis
security testing tool for the code snippet. Your task is to explain
the static analysis result to a software developer based on their
software security experience level. Provide information about
the underlying cause, consequences, and mitigation strategies
for the reported vulnerability.

When providing a response, follow these guidelines:
{Formatting and output Guidelines}.

User: Explain the vulnerability detected in the code snippet to
a developer who has {level} experience in software security.
Detected Vulnerability: {rule name}:{rule message}

Code Snippet: {location}

Line with vulnerability: {location-line}

Data-flow: {data-flow}

The level field is replaced with the user’s experience level
(beginner, intermediate, or advanced) with software security
and impacts the level of detail of the explanations. The rule-
name and rule-message fields are replaced with the vulnera-
bility rule name and warning message reported by the SAST
tool. The location and location-line placeholders are replaced
with the source code of the vulnerable method and line,
respectively. Finally, the data-flow placeholder is replaced with
the taint source, intermediate, and sink lines of codes.

C. User Interface

The plugin’s user interface uses a tool window (child win-
dows in IntelliJ Idea for displaying information) and contains
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a toolbar with tool window buttons. Figure 1 displays a
screenshot of the plugin’s tool window with the result message
and explanation for a cross-site scripting vulnerability detected
by the static analysis tool Semgrep v1.119.0. A screencast of
the plugin is available on GitHub [5]. The tool window is
divided into two parts: a custom tree view to hierarchically
display the results from the SARIF file (@) and a tabbed
pane to show content (8). The Results tab (&) shows the
result details (results property), the Explanation tab shows the
LLM explanation (@), and the data-flow tab shows data-flow
information from the threadflow property. The explanation tab
additionally contains the vulnerability type, severity, and im-
pact, as well as the SAST tool’s confidence, general mitigation
strategies, and thumbs up/down feedback buttons.

III. EVALUATION

In this section, we evaluate SAFE’s main objective of
explaining vulnerabilities detected by static analysis tools with
LLMs using the following research questions:

e RQ1I: Which large language models and prompt engineer-
ing techniques achieve the best performance in detecting
security vulnerabilities?

e RQ2: To what extent can large language models explain
vulnerabilities detected by static analysis tools for users
with different software security experience?

For the evaluation, we use the OWASP Benchmark [9], a
comprehensive Java vulnerability test suite containing more
than 2000 test cases across 11 vulnerability types. In the next
subsections we describe the experiments and results.

A. RQI: Vulnerability Detection with Large Language Models

Before evaluating the quality of explanations provided by
LLMs (addressed in RQ2), it is essential to first determine
which model and prompting strategy are most suitable for the
task of vulnerability detection. To this end, we developed a
benchmarking framework, VuLLMBench [10], that system-
atically compares multiple LLMs and different prompting
techniques for vulnerability detection. The rationale is that
if a model employing a specific prompting strategy excels in
vulnerability detection, it is likely to exhibit internal reasoning
capabilities, which may enable it to produce reliable explana-
tions of the identified vulnerabilities.

We evaluated role-based prompts without examples (zero-
shot), with code examples (few-shot), and also with a series
of intermediate reasoning steps (chain-of-thought). Using these
prompting techniques, we tested 22 open- and closed-source
LLMs that have been recommended for vulnerability detection
tasks. Our experiments confirmed previous research [11],
which reported that zero-shot prompts are more effective for
vulnerability detection tasks.

To further evaluate the robustness, generalization, and real-
world applicability of the models, we experimented with basic
name-based obfuscation techniques in which variables, meth-
ods, and classes were renamed. Experimenting with obfuscated
code provides insights into how well models can identify
vulnerabilities when the code is altered, thereby testing their
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TABLE 1
PRECISION (P), RECALL (R) AND F1-SCORE (F1) FOR VULNERABILITY
DETECTION WITH LLMS ON THE OWASP BENCHMARK.

Original Obfuscated
Model P R F1 P R F1
GPT-5 078 098 087 075 096 0.84
03-mini 082 090 08 084 088 0.86
GPT-5-mini 072 096 083 075 095 084
GPT-40 059 1.00 074 053 099 0.69
Deepcoder (14B) 070 075 072 065 0.68 0.66
Llama3.1 (70B) 057 096 072 056 096 0.70
GPT-40-mini 054 098 070 055 097 0.70
Gemma?2 (9B) 053 099 069 053 083 0.66
CodeGemma (7B) 057 086 0.69 052 0.88 0.65
CodeLlama (70B)  0.53 096 0.68 0.52 094 0.67

ability to discern underlying logic and security flaws. Table I
reports the performance of the top 10 LLMs using a zero-
shot prompt on the OWASP Benchmark for the original and
obfuscated test cases. The complete results are available in the
project repository [10].

The reasoning models (GPT-5 and 03) outperformed the
other models on the OWASP Benchmark with F1-Scores above
0.83, given their increased ability to make more reliable and
accurate decisions, work through ambiguity that may exist in
the code snippets, and solve problems [12]. The performance
of these models could be possibly improved by designing
prompts that following the guidelines for reasoning models
such as using developer instead of system messages [12].
The general models (GPT-40, Llama3.1, and GPT-40-mini)
as well as the code models (Deepcoder, CodeGemma and
CodeLlama) also achieved relatively good F1-Scores due to
high recall, however, the models have relatively low precision.
These findings suggest that the models produce a high rate
of false positives and are unable to effectively filter noise—a
known challenge for developers using static analysis tools [2].

The performance of most of the models was negatively
impacted due to the minor lexical changes from the name-
based obfuscation. Although simply renaming identifiers does
not impact the presence of the vulnerabilities and most SAST
tools would be robust against such changes, some of the
models seem to misled by such alterations in the code.

Although GPT-5 achieved the strongest overall performance
in our benchmarks, its August 2025 release postdated our
user study (see RQ2), for which GPT-40 had already been
selected; consequently, GPT-5 was not included. We added the
reasoning model 03-mini to the benchmark alongside the GPT-
5 reasoning models. Although 03-mini outperformed GPT-40
on the metrics in Table I, it required approximately twice
the runtime in our benchmarks and was more expensive.
Accordingly, we selected GPT-40, consistent with OpenAl’s
guidance for coding and agentic tasks; moreover, GPT models
remain well suited for well-defined tasks, with lower latency
and cost [12].



B. RQ2: LLM-generated Explanations Evaluation

To evaluate the explanations, we analyzed the OWASP
Benchmark with the open-source static analysis tool Semgrep
(version 1.119.0). From the benchmark results, we selected
two random samples of the top 3 most dangerous vulner-
abilities [1], namely CWE22 Path Traversal, CWES9 SQL
Injection, and CWE79 Cross-site Scripting. Figure 1 shows
the message reported by Semgrep as well as SAFE’s generated
explanation. Semgrep’s message for the “no-direct-response-
writer” rule is intentionally generic, as it is reused across all
detected instances. In contrast, SAFE’s explanation provides
a step-by-step walkthrough tailored to the specific finding,
referencing the variables and lines of code that may contribute
to the vulnerability. SAFE’s explanations align with research-
recommended warning practices: they are detailed and descrip-
tive, outline the analysis steps, and adapt to the coding context
in which the vulnerability occurs [13].

To further assess the quality of SAFE’s explanations, we
conducted an expert study with four experienced software
security trainers to evaluate the accuracy, correctness, read-
ability, and helpfulness of the generated messages. Three
of the trainers were certified scientific trainers. On average,
they had four years of training experience and had delivered
eight training sessions, primarily to participants with beginner-
to-intermediate software security backgrounds. The trainings
focused on secure software engineering and information tech-
nology security. We opted for a human evaluation study [14]
with experts to verify the explanations against the source code
and the SAST tool’s results.

The one-hour study comprised a survey to capture partici-
pants’ training experience, a plugin demonstration, an expert
usability test, and an interview. Participants evaluated the
LLM-generated explanations using five criteria or attributes:

1) Relevant: relates to vulnerability, appropriate for user’s
experience, fitting vocabulary, and essential details
Faithful: free from hallucination (information that is not
supported by the source text and vulnerability)
Concise: information-dense, does not repeat the same
point multiple times, and is not unnecessarily verbose
Coherent: well-structured, easy to follow, not just a
jumble of facts, grammatically and syntactically sound
Accuracy: captures the original warning message and
code meaning

2)
3)
4)

5)

Relevance and (coherency) cohesiveness are commonly
used in human evaluations of generated text [14]. Because
effective warning messages should clearly identify the detected
issue, explain why it matters, and describe how to fix it [2],
we emphasized conciseness. For vulnerability detection tasks,
it is critical to convey accurate information; accordingly, we
assessed faithfulness and accuracy. These criteria are evaluated
using a S-point Likert scale with options ranging from very
poor to very good.

Figure 3 shows the expert evaluations of the explanations
for the vulnerabilities detected in the OWASP Benchmark with
Semgrep. For all of the criteria, the trainers considered 64%
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of the explanations to be at least acceptable and none of them
were considered to be very poor. The relevant criteria had the
highest distribution (35%) of poor evaluations, arising from an
overlap in the content of explanations for the different levels
and explanations being more relevant for another level. Al-
though the trainers mentioned that beginner and intermediate
explanations were usually fitting, more general explanations
would be helpful for beginners while intermediate explana-
tions could explain the detected vulnerability. For the faithful
category, all of the explanations evaluated were considered
to be at least good and therefore free from hallucinations.
This was also confirmed in an initial assessment by four of
the authors: the explanations contained no hallucinations and
correctly referenced the given the prompt-provided context.
The distribution among the responses for the concise criteria
arises because the explanations contained information that was
not fitting, repeated or unnecessary, too wordy, too technical,
and often a mere rephrasing of the SAST tool output. A
similar evaluation of the coherent criteria is observed given
the even split across acceptable, good and very good. The
trainers cited that the structure of the explanation was not
always logical and missed important information such as
mitigation strategies. 90% of the explanations were considered
to be accurate (good and very good) given that the code
was often correctly explained by the LLM. However, in the
initial assessment by the authors, it was observed that even for
false positives, the explanations still implied a vulnerability in
the source code, indicating that the language model tended
to assume all findings were true positives. This issue can be
mitigated by instructing the large language model to validate
each reported vulnerability or by applying other false-positive
detection methods before generating explanations.

reitnful - S
Concise  [NAE% % s [N2SEI
Coherent 37§ a2% o s [T
0% 25% 50% 75% 100%
Very Poor Poor Acceptable mGood mVeryGood
Fig. 3. Stacked bar chart showing the evaluation of the vulnerability

explanations using a Likert scale with options from very poor to very good.

Qualitatively, the participants found the generated expla-
nations useful for novice and intermediate users and more
effective than the SAST tool messages for explaining the
vulnerability causes, impact, and mitigation strategies. They
recommended improvements to explanation utility, automatic
skill-level detection, and overall plugin usability improve-
ments. Explanation quality (relevance, concision, coherence)
could be enhanced by refining the prompt template with clearer
instructions and sufficient task context. They also advocated
for a clearer distinction between novice and intermediate levels



and level-specific prompts, rather than a single prompt for all
users.

IV. RELATED WORK

Prior work on explainability in static analysis has introduced
contextual information, visualizations, and standardized re-
porting formats. For example, rule graphs encode the rules and
data flows underlying vulnerability detection, thereby visualiz-
ing the internal reasoning of analysis tools [15]. While effec-
tive, this approach assumes domain knowledge of taint analysis
to interpret the depicted flows. Our approach addresses this
barrier by using Al-generated natural-language explanations of
data flows, making them accessible to developers with limited
software security expertise.

In the domain of artificial intelligence, prior work has
examined large language models for vulnerability detection
and explanation, often positioning them as replacements for
state-of-the-art Al techniques and static application security
testing (SAST). LLM-based approaches such as LLMVulExp
[3] focus on using various prompt engineering and fine tuning
techniques to enhance vulnerability detection, explanation and
repair. LLM4SA [16] builds on these approaches but also
considers the static analysis warnings in order to filter out false
positives. Using LLMs to explain vulnerabilities detected by
static analysis tools has not been well-researched and SAFE
bridges this gap by providing explanations using the calling
context in which the vulnerability was detected.

V. LIMITATIONS AND THREATS TO VALIDITY

We acknowledge several threats to validity that may affect
the interpretation and generalizability of our results, which we
outline below.

a) External validity: Our evaluation relied on security
experts rather than the target user population (beginner/inter-
mediate developers), which may limit generalizability. We plan
to refine the plugin based on expert feedback and conduct a
large-scale user study with developers at these levels.

b) Construct/conclusion validity: : RQ1 underpins RQ2,
but we did not analyze the relationship between vulnerabil-
ity detection performance and explanation quality in LLMs.
This warrants further investigation through experiments that
compare multiple models, analyze their outputs to identify
similarities and differences, and quantify the correlation be-
tween detection accuracy and explanatory quality. We plan to
undertake a more comprehensive investigation of the relation-
ship between LLMs’ vulnerability detection performance and
explanatory capabilities.

VI. CONCLUSION

In this paper, we address some of the usability/explainability
limitations of static analysis tools by developing an approach
SAFE that uses LLMs to explain security vulnerabilities.
We bench-marked various models and prompt engineering
techniques and evaluated the explanations generated with GPT-
40 in a study with software security trainers. Our results
showed that a hybrid approach combining LLMs with SAST
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can help to improve the limitations of both approaches for
vulnerability detection tasks, especially for developers with
beginner to intermediate software security experience.
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