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Abstract—Formal verification of programs has long been
used to provide rigorous correctness guarantees on program
behavior. However, the scalability of these techniques is limited,
as they require appropriate encoding for various program con-
structs—encodings that are often unavailable in practice, or may
grow in complexity, making them difficult to solve using these
techniques.

On the other hand, coverage-guided fuzzing (CGF) is a random
testing technique that uses program coverage to select and pri-
oritize inputs. While it can scale to more complex programs—as
it does not require any state encoding—this very characteristic
makes it fall short in providing correctness guarantees, as it is,
by definition, an incomplete approach.

In this paper, we propose improving automated program
verification for Java programs using program fuzzing to find
counterexamples. More precisely, we adapt a coverage-guided
fuzzing tool to be used on verification tasks from the top
software verification competition (SV-COMP). Our results show
the advantages of using fuzzing in verification, either due to the
difficulty or absence of appropriate verification summarization
for certain program functions, or when path/state explosion
becomes a bottleneck.

Index Terms—program verification, fuzzing, symbolic execu-
tion, testing, program analysis

I. INTRODUCTION

Formal verification of programs uses formal methods to
prove or disprove the correctness of a property in a program
under test. Such verification techniques are widely used in
safety-critical software systems and, in recent years, have
been adopted in larger-scale industrial software. For example,
Amazon has employed pioneering software verification re-
searchers in its AWS Automated Reasoning Group to provide
high-assurance security at scale for its products [1], [2].
Similarly, formal methods have been used to verify Kubernetes
controllers in Google clusters [3]. With the current wave of
AI and the growing need to validate and verify its outputs,
new research has emerged focusing on developing methods
and tools for verifying AI components, such as neural network
classifiers and reinforcement learning policies [4].

In formal verification, programs are usually modeled as a
finite-state machine, where the nodes represent the states of a
system and the edges represent possible transitions between
states. In Bounded Model Checking (BMC), the program
model is constructed by unrolling the program into a fixed
number of iterations (i.e., states). The property to be checked

is then conjoined with the bounded model of the program, and
the result is checked for satisfiability using Satisfiability Mod-
ulo Theories (SMT) or SAT solvers. Symbolic execution (SE)
can be considered as a bounded model checking technique
that is based on program analysis, where the programs are
analyzed by executing them dynamically while using symbols
for program inputs instead of concrete values.

These techniques, while they provide assurance over the cor-
rectness of programs, require heavy machinery for translating
the program into an appropriate logical formula, in addition
to the computational expense of checking the satisfiability
property—often an expensive task. These factors limit the
scalability of such techniques to large and complex programs.

On the other hand, Coverage-Guided Fuzzing (CGF) is
an incomplete random testing approach that can be easily
scaled, as it does not require the heavy machinery needed in
formal verification. In CGF, the program under test is executed
with random inputs that are prioritized based on whether they
achieve new program coverage. That is, when a particular input
leads to new coverage, it is identified as interesting and used as
the basis for generating subsequent inputs. These new inputs
are produced by mutating the bits of the interesting input.

One important feature that verification techniques provide
is that when they fail to prove a property, they typically
generate a counterexample. A counterexample illustrates a
concrete execution path or input that violates the property
under consideration, demonstrating precisely why the property
does not hold. This is crucial for the verification process,
since counterexamples guide the next steps: either refining or
correcting the property, or modifying the program itself. In this
way, counterexamples enable an iterative cycle of improve-
ment, allowing developers and researchers to make tangible
progress. By contrast, if verification terminates with a timeout
or inconclusive result without producing a counterexample, it
becomes far less actionable—leaving no clear direction for
what to fix or how to proceed.

In this paper, we argue that coverage-guided fuzzing can
complement verification techniques by improving the reacha-
bility of property falsification in Java programs. By producing
concrete failing inputs that act as counterexamples, fuzzing
makes the verification feedback cycle more efficient and ac-
tionable. More precisely, we show how we modified the usage
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1.void checkPattern(String input) {
2.  if (input.length() < 7)
3.    return;
4.  if (input.charAt(0) == 'f')
5.    if (input.charAt(2) == 'a')
6.      if (input.charAt(4) == 'i')
7.        if (input.charAt(6) == 'l') 
8.          assert false;
9.  System.out.println("Pattern NOT found");}

Fig. 1: Example of a program checking whether the input
contains the word fail in every other character

of the popular coverage-guided fuzzer AFL [5], to be applied
in the context of verification tasks. Since AFL is traditionally
designed to fuzz C programs, we built on an extension called
JQF-AFL [6], which is an existing extension that enables AFL
to fuzz Java programs. This is achieved by spawning a proxy
between the Java program and AFL, allowing the exchange
of coverage information and new inputs between AFL and the
Java program.

To evaluate the modified JQF-AFL extension, we tested
it on 420 unsafe verification tasks from SV-COMP 2025. A
verification task consists of a program and a property, and
we call it unsafe if the program fails to satisfy the property.
Our results show that the fuzzer was able to reach the unsafe
statement in 281 of these tasks, including 3 that were not found
by any of the verification tools. Our results highlights the
advantage of using a fuzzer when the verification techniques
face limitation from having to explore a large state space, i.e.
path/space explosion.

II. EXAMPLE OF VERIFICATION AND FUZZING

To illustrate the differences between symbolic execution and
fuzzing, we use a simple program that checks whether its input
matches a specific pattern. Symbolic execution systematically
reasons about program paths using logical constraints, while
fuzzing explores them through randomized inputs and cover-
age feedback.

Figure 1 shows a program that attempts to check whether
the input contains the word fail at every other character. To
verify this program using symbolic execution, the verification
tool systematically explores all possible execution paths while
constructing logical constraints that capture the conditions on
input variables and checking their satisfiability.

For example, in Figure 1, there are six execution paths –
one that reaches the assert statement (line 8) and others
that represent incomplete patterns. Listing 1 shows the con-
straint generated to check the path that reaches the assert
statement. This logical constraint is then passed to the solver
to check whether there exists a satisfiable assignment. The
constraint begins by specifying the string logic to be used
by the solver (line 1). Then, the input variable is declared
(line 2), and constraints are placed on its pattern (lines 3–7).
Finally, (lines 8–9) check whether the constraint is satisfiable

and, if so, instruct the solver to print the model – a satisfying
assignment to the characters in the input variable.

1.(set-logic QF_S)
2.(declare-fun input () String)
3.(assert (>= (str.len input) 7))
4.(assert (= (str.at input 0) "f"))
5.(assert (= (str.at input 2) "a"))
6.(assert (= (str.at input 4) "i"))
7.(assert (= (str.at input 6) "l"))
8.(check-sat)
9.(get-model)

Listing 1: SMT-LIB encoding of the path to assert false

On the other hand, when testing this program using
coverage-guided fuzzing, the fuzzer does not create any logical
constraints. Instead, the fuzzer starts with random values for
the input variable. If new coverage is achieved, the random
input used in the test is deemed interesting and is further
mutated by the fuzzer.

For example, the fuzzer initially starts with
input="welkrjerlkj". Running the program on
this input results in covering lines 2 and 9 in Figure 1. The
fuzzer then saves this input and tries to create more inputs
from it by mutating some of its characters. For example, it
generates "welkrjerlkj1111", "telkrjeprgj", and
"felkrsbrlkj". Running the first two inputs does not
achieve new coverage since the program again executes the
same path line 2, 9. However, the third input changes the
first character to f, which triggers the then-side of the if
statement at (lines 2, 4, 9). New coverage is now achieved,
and subsequent inputs will be mutated from this interesting
one — the one that achieved the recent coverage, i.e.,
felkrsbrlkj". This process continues until the correct
input is constructed to explore the deepest part of the program
— i.e., the assert-statement at line 8, at which point the
assertion failure is triggered.

III. MOTIVATION

Figure 2 and Figure 3 show two SV-COMP verification tasks
that were unsolved by all verification tools participating in the
2025 Java Safety track, but were successfully solved by JQF-
AFL. The first example in Figure 2 starts by defining two
symbolic variables, m and n (lines 12, 15), and constraining
them to be within the range 0–9999 (lines 13–14, 16–17). It
then invokes the addition method, which increments the
constant c while decrementing the variable n if n > 0, or
decrements m otherwise (lines 7–10). The recursive function
addition stops when n == 0 and fails when the constant
c ≥ 150 (lines 3–6). After the addition method terminates,
the program checks that the returned value equals the sum
of both m and n (lines 19–20). All verification tools fail to
reach the assertion line 150. For example, Java Ranger runs
out of memory, while JBMC, JDart runs times out in the 15
minutes budget, and finally, MLB fails to run the program. In
particular, Java Ranger attempts to inline the recursive method
deeply to explore the program state, but since each recursive
step introduces two additional calls, the number of required
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1.public class Main {
2.  public static int addition(int m, int n, int c){
3.    if (n == 0) 
4.      return m;
5.    if (c >= 150) 
6.      assert false;
7.    if (n > 0) 
8.      return addition(m + 1, n - 1, ++c);
9.    else 
10.      return addition(m - 1, n + 1, ++c);}
11.  public static void main(String[] args) {
12.    int m = Verifier.nondetInt();
13.    if (m < 0 || m >= 10000) 
14.      return;
15.    int n = Verifier.nondetInt();
16.    if (n < 0 || n >= 10000) 
17.      return;
18.    int c = 0;
19.    int result = addition(m, n, c);
20.    assert (result == m + n); }}

Fig. 2: Addition01: an SV-COMP example unsolved by all
other tools, but successfully solved by JQF-AFL

1.public void benchmark10(double x, double y, double z) {
2. if (Math.sin(x * Math.cos(y * Math.sin(z))) 
3.          > Math.cos(x * Math.sin(y * Math.cos(z))))
4.  assert false; }

Fig. 3: Coral10: an SV-COMP example unsolved by all other
tools, but successfully solved by JQF-AFL

inlinings grows exponentially. To handle inputs as large as 200,
Java Ranger would need to perform up to 2200 inlinings, which
leads to memory exhaustion before completing the analysis.

On the other hand, JQF-AFL does not require any program
analysis; it simply uses program coverage to identify interest-
ing inputs and further mutates them to reach deeper parts of
the program. Since the input space in this example is limited
and the program is not very complex, JQF-AFL was able to
reach the assertion within the 15 minute timeout.

Figure 3 shows another instance where fuzzing was able
to reach the assertion, while none of the verification tools
were able to do so. The program computes some trigonometric
functions using the sin and cos functions over three free
(symbolic) variables x, y, and z.

This particular example is not inherently difficult, as there
is no complex branching—only a single conditional in the
code. The real challenge comes from the need to support
trigonometric functions as logical constraints over symbolic
variables. In fact, none of the verification tools support these
functions, which is why they fail to solve the task, i.e., they
cannot reach the assertion. On the other hand, fuzzing does
not require any special setup, translation, or treatment of Java
functions; it simply tries different values for the free variables
until it reaches the assertion line.

IV. TECHNIQUE AND IMPLEMENTATION

Figure 4 shows the general architecture of JQF-AFL for
fuzzing Java programs, with our extension highlighted in gray.
The process of fuzzing a Java program using JQF-AFL works
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Fig. 4: Architecture of the extended JQF-AFL modified to run
verification tasks. Our extension highlighted in gray

as follows. Initially, AFL passes a random input to the JQF
proxy, which then forwards it to the JQF Driver. The JQF
Driver runs this input on an instrumented version of the Java
program. The instrumentation collects coverage information as
the program executes. Additionally, the result of the execution
is recorded. If the execution is successful, JQF skips storing
the result; otherwise, the newly found result—often indicating
a failure or bug—is added to the collection of invalid results.
After execution completes, the JQF proxy sends the collected
coverage map to AFL, which uses it to generate new random
inputs. This process continues until a timeout is reached.

To support fuzzing verification tasks we have added a
verification proxy which is responsible for two main functions:
intercepting the creation of symbolic objects, and enforcing
assumption checks.

A. Intercepting the Creation of Symbolic Objects

The idea here is that whenever the program-to-be-verified is
about to request a new symbolic (fresh) variable, our process
of symbolic variable creation intercepts the request and instead
of creating a fresh symbolic variable, it creates the appropriate
variable type based on the type of the object using the AFL-
passed input. We support the creation of Java primitive types,
including byte, char, int, boolean, long, float and double. In the
implementation, the received input from AFL is intercepted
as a stream of bytes, which depending on the object type
requested by the program, our proxy creates the right object
by reading and formatting the appropriate bytes from the input
stream as per the Java language standards.

In addition to supporting primitive types, the object creation
module can also create Java strings from the stream of bytes
as UTF-8. Java String objects consist of Unicode characters, to
support a variety of character sets and languages. For testing
purposes, it is desirable to allow generated strings to contain
any Unicode character, but to more frequently generate the
more commonly-used characters such as those from ASCII.
Therefore, we generate characters with a probability distri-
bution matching the Unicode Transformation Format 8-bit
encoding (UTF-8). UTF-8 encoding supports all valid Unicode
code points using a variable-width encoding. The encoding
can vary from using one byte to a maximum of four bytes. It
uses specific bit-patterns to define valid UTF-8 sequences [7].
More precisely, a prefix of (0), (110 and 10), (1110, 10, and

155



Algorithm 1: Generating string for UTF-8 encoding with
shifting and a geometric distribution

input: input stream of bytes i
1 output: random utf-8 string s
2 data: single byte b
3 data: array of four bytes c, initially invalid utf-8 char
4 data: array of four bytes c′

5 data: number of bytes read n, initially 0
6 b = readNextByte(i)
7 while b > 25 do
8 repeat
9 while n < 4 do

10 b = readNextByte(i)
11 n = n+1
12 c[n] = b
13 end
14 c′ = getUtf8(c)
15 if ¬isValidUtf8(c′) then
16 c[0] = c[1]
17 c[1] = c[2]
18 c[2] = c[3]
19 c[3] = 0
20 n = n - 1
21 end
22 until ¬ isValidUtf8(c′)
23 s = append(s, c′)
24 b = readNextByte(i)
25 end
26 return s

10), and (11110, 10, 10, and 10) specifies the correct encoding
for valid UTF-8 sequences of one-byte, two-bytes, three-bytes,
and four-bytes, respectively. Thus, the expected probability of
generating a valid UTF-8 sequence from a random stream of
bytes is (231 + 227 + 224 + 221)÷ 232 × 100 = 53%.

Algorithm 1 shows how we maximize the usage of a
random stream of bytes to generate valid UTF-8 characters
with the same probability, where the length of the random
string is geometrically distributed with a mean of 10. The
algorithm uses a shift-by-one approach to construct valid UTF-
8 characters. More precisely, the algorithm takes an input
stream of bytes i and produces a Java random string s. It
begins by reading the next byte from the input stream into b
(line 6). This value is used (lines 7–24) to simulate a geometric
distribution with a mean of 10. This is enforced by excluding
any value less than or equal to 25, since 26/256 (possible
characters) ≈ 10%. Starting with an invalid UTF-8 character
c′, the loop between lines 8–22 executes. It begins by filling
the byte array c with four bytes from the input stream. It
then uses the function getUtf8(c) (omitted for simplicity) to
check whether any of the prefixes in c result in a valid UTF-8
encoding, producing c′. If true, i.e., if c′ holds a character that
has a valid UTF-8 encoding, then that character is appended
to the resulting string s (line 23), and a new byte b is read to

attempt to increase the string’s length (line 24). If c′ does not
contain a valid UTF-8 encoding, the contents of c are shifted
by one byte to create a new four-byte candidate, reusing three
bytes that were previously in c (lines 16–20). When no more
bytes can be added to the output s, the constructed random
string is returned (line 26).

B. Enforcing Assumption Checks

In verification, sometimes some initial constraints are en-
forced on input variables, called assumptions. These assump-
tions are usually added through a set of assert statements in
Java. To support enforcing pre-condition constraints (assump-
tions) on input variables, we use a try-and-check approach.
More precisely, we intercept any assumption on the symbolic
input, then, we check whether the random object created from
the AFL-passed input satisfies the assumption condition. If not,
the Java program is terminated. The JQF proxy then requests
a different input from AFL, and the entire process is repeated
with a presumably different input. This continues until a
valid object (i.e., one that satisfies the assumed condition)
is created from the AFL-passed input. In our experiments,
this approach works well—once a valid object is created, new
coverage is collected, which leads AFL to recognize the input
as interesting. As a result, it becomes the basis for generating
new random inputs.

V. EVALUATION

There are three research questions we were interested in
answering in our evaluation: Can fuzzing solve verification
tasks? What are the types of verifications tasks that fuzzing
can have an advantage in? What is the performance of the
fuzzer when used to solve verification problems? And finally,
what are the strengths and limitations of fuzzing in the context
of program verification?

To address these questions, we evaluate JQF-AFL [8] in
comparison with state-of-the-art verification tools from the
Software Verification Competition (SV-COMP). Since our pri-
mary interest lies in assessing the effectiveness of fuzzing as a
complementary technique to formal verification–particularly in
improving the reachability of property falsification–we restrict
our experiments to the subset of unsafe verification tasks,
where counterexamples are expected. For this set, fuzzers can
be used to improve the reachability of counterexamples, and
thus There are a total of 420 unsafe verification tasks in
the latest version of SV-COMP (2025). We ran our extended
version of JQF-AFL as well as other verification tools that
exists in SV-COMP 2025, these included four tools.
• Java-Ranger [9]: a dynamic symbolic execution tool that

tries to summarize pieces of branching code within the
program to a logical formula to avoid the dynamic path-
explosion problem.

• JBMC [10]: a bounded model checking tool for Java
programs. It summarizes the entire code to be executed
into a logical formula. While the tool avoids the dynamic
explosion problem, the heavy lifting is handled by the
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TABLE I: Number of correctly identified tasks vs incorrect
and unknown ones. Tasks unknown in the first third of the
budget (≤ 300 s) are considered premature unknowns

JQF-AFL Java-Ranger JBMC GDart MLB
# of unsafe
verification 277 287 321 383 390

# incorrect 0 1 0 0 5
# unknown 143 133 99 137 30
# premature
unknown 25 124 90 130 23

TABLE II: Unique UNSAFE tasks that were found by JQF-
AFL but missed by each tool respectively

Java-Ranger JBMC GDart MLB
unique tasks found
by JQF-AFL 83 54 90 10

unique tasks found
only by JQF-AFL 3

unique tasks found by
all except JQF-AFL 61

solver used to find the satisifiablity of the generated
constraint.

• GDart [11]: a modular framework designed to perform
dynamic symbolic execution on JVM-based programs.
It integrates three core components: a decision-making
engine for symbolic exploration, a concolic execution
module named SPouT, and JConstraints, an SMT-solving
backend.

• MLB [12]: a dynamic symbolic execution tool that is
driven by machine learning instead of relying on tra-
ditional solvers. In MLB, the feasibility problems of
the path conditions are transformed into optimization
problems, by minimizing some dissatisfaction degree. For
the evaluation, we used MLB’s version used in SV-COMP
2024, since the submitted version in 2025 seems to be
broken.

We ran our experiments on a Dell Inc. Precision T3600
machine with 32 GB RAM running Ubuntu 22.04.4 LTS. We
configured a time out of 15 minutes for all tools. Due to the
inherent randomness of JQF-AFL, we repeated the experiment
10 times and report the statistical results over all runs.

A. Can fuzzing solve verification tasks?

Table I shows the number of unsafe tasks identified by
each tool out of 420 total unsafe tasks. Although, JQF-AFL
solved the least number of verification tasks, it was not too
far off from Java-Ranger (277 vs. 287), the gold medal winner
tool for the Java track in SV-COMP 2025. We also observe
that JQF-AFL produces no incorrect results, similar to JBMC
and GDart. In contrast, Java-Ranger yields a single incorrect
result, and MLB incorrectly solves five. We attribute JQF-
AFL’s reliability to its simplicity: it executes programs directly,
so any detected issue must exist. Java-ranger, however, relies
on task summarization, which is error-prone, while MLB uses
a solving technique that is incomplete because their search
process is unsound.

TABLE III: Number of UNSAFE tasks per SV-COMP cate-
gory. Categories highlighted in gray indicate > 75% verified
by JQF-AFL. Here JR refers to Java-Ranger

count JQF-AFL JR JBMC GDart MLB
algorithms 22 12 20 19 16 19
float-nonlinear 74 57 5 15 4 68
java-ranger-reg. 10 10 8 5 6 7
jayhorn-rec. 9 3 6 8 4 8
jbmc-reg. 87 78 64 81 63 84
jdart-reg. 13 13 8 11 11 12
jpf-reg. 52 52 47 51 49 52
juliet-java 6 0 0 0 0 3
mine-pump 56 56 56 56 52 56
securibench 91 0 73 75 78 81
Total 420 281 287 321 283 390

Finally, we observed that JQF-AFL reported 143 unknown
tasks, compared with 137 for GDart, 133 for Java Ranger, 99
for JBMC, and 30 for MLB. Notably, only 25 of JQF-AFL’s
unknowns terminated prematurely (within the first third of the
time budget), whereas Java Ranger, JBMC, GDart, and MLB
had 124, 90, 130, and 23 premature unknowns, respectively.
For verification tools, the high ratio of premature to total un-
knowns largely stems from unsupported language features and
sometimes tool bugs. In contrast, JQF-AFL’s low premature
rate (25/139) highlights its scalability and absence of verifica-
tion tool’s limitations; its premature cases arose instead from
other runtime failures (e.g., InputMismatchException,
StringIndexOutOfBoundsException) rather than the
expected AssertionError indicating a property violation.

To assess JQF-AFL’s unique performance, we analyzed the
unsafe tasks it identified but were missed by other tools.
Table II shows that, among the 281 unsafe tasks found by
JQF-AFL, 83 were not found by Java-Ranger, 54 by JBMC,
90 by GDart, and 10 by MLB. Notably, 3 of these tasks
were not invalidated by all the tools combined. Looking at
the reverse case–tasks solved by all tools but missed by JQF-
AFL–we found 61 such tasks. Among the 61 tasks, 14 of them
JQF-AFL stopped prematurely because it detected a differ-
ent failure/exception (e.g., InputMismatchException,
StringIndexOutOfBoundsException) than the asser-
tion error (java.lang.AssertionError) expected from
property violation. Also, in five cases, JQF-AFL ran out
of memory. The remaining tasks involved difficult string-
construction problems, which are generally better handled by
verification tools than fuzzers.

B. What are the types of verifications tasks that fuzzing can
have an advantage in?

To further evaluate the tasks were JQF-AFL was better at,
we analyzed the different categories of tasks within the SV-
COMP. Table III show the different category of tasks with
the SV-COMP. In total there are 10 different categories with
420 unsafe task. The table shows the total number of the tasks
within each category and the number of unsafe tasks found by
each of the tools. JQF-AFL reached over 75% of the unsafe
tasks in 6 of the 10 categories (float-nonlinear, java-reg., jbmc-
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TABLE IV: Runtime performance for each tool, all figures is
computed from CPU time, in seconds. The last row shows the
number of tasks that took over 800 seconds (for implemen-
tation reasons, the timeout threshold varies by tool between
approximately 800 and 900 seconds).

JQF-AFL Java-Ranger JBMC GDart MLB
average 244.77 29.50 20.97 27.68 27.57
median 9.99 7.19 2.44 10.98 5.07
stdev 373.35 124.30 111.95 108.50 123.33
max 876.59 803.63 878.65 901.02 900.92
min 8.85 2.54 1.04 7.06 4.20
unsafe-avg 20.17 17.46 2.94 13 11.79
≥ 800s 111 5 6 6 8task jqf-afl java-ranger jbmc gdart mlb

1 3.044 2.54 1.04 7.06 4.2
2 3.053 2.55 1.04 7.36 4.45
3 3.056 2.56 1.04 7.37 4.46
4 3.096 2.58 1.04 7.37 4.47
5 3.103 2.59 1.05 7.37 4.47
6 3.138 2.59 1.05 7.39 4.49
7 3.149 2.59 1.05 7.39 4.51
8 3.167 2.59 1.05 7.4 4.51
9 8.845 2.59 1.05 7.42 4.51
10 8.918 2.59 1.05 7.44 4.53
11 8.995 2.59 1.05 7.44 4.53
12 8.997 2.6 1.06 7.45 4.53
13 9.038 2.6 1.06 7.45 4.53
14 9.043 2.6 1.06 7.45 4.54
15 9.044 2.6 1.06 7.46 4.54
16 9.067 2.61 1.06 7.46 4.55
17 9.069 2.61 1.06 7.49 4.55
18 9.075 2.62 1.06 7.49 4.55
19 9.099 2.62 1.06 7.51 4.56
20 9.101 2.62 1.06 7.53 4.56
21 9.105 2.62 1.07 7.53 4.56
22 9.13 2.62 1.07 7.53 4.56
23 9.133 2.62 1.07 7.54 4.57
24 9.161 2.62 1.07 7.57 4.58
25 9.173 2.62 1.07 7.57 4.58
26 9.176 2.63 1.07 7.58 4.58
27 9.183 2.63 1.07 7.59 4.58
28 9.188 2.63 1.07 7.62 4.58
29 9.193 2.63 1.07 7.63 4.58
30 9.198 2.63 1.07 7.64 4.59
31 9.199 2.64 1.07 7.64 4.59
32 9.211 2.64 1.07 7.65 4.59
33 9.218 2.64 1.07 7.67 4.59
34 9.222 2.65 1.07 7.7 4.59
35 9.239 2.65 1.07 7.73 4.59
36 9.245 2.65 1.07 7.73 4.6
37 9.245 2.67 1.07 7.73 4.61
38 9.25 2.67 1.07 7.74 4.61
39 9.26 2.68 1.08 7.75 4.61
40 9.263 2.69 1.08 7.76 4.61
41 9.271 2.69 1.08 7.81 4.61
42 9.275 2.7 1.08 7.81 4.61
43 9.277 2.7 1.08 7.82 4.62
44 9.279 2.7 1.08 7.83 4.62
45 9.285 2.71 1.08 7.84 4.63
46 9.287 2.71 1.08 7.85 4.63
47 9.29 2.71 1.08 7.86 4.63
48 9.293 2.72 1.08 7.86 4.63
49 9.302 2.72 1.08 7.86 4.63
50 9.307 2.73 1.08 7.86 4.63
51 9.309 2.73 1.08 7.87 4.63
52 9.312 2.74 1.08 7.88 4.63
53 9.314 2.75 1.08 7.89 4.63
54 9.318 2.75 1.08 7.91 4.64
55 9.324 2.76 1.09 7.93 4.64
56 9.33 2.79 1.09 7.93 4.64
57 9.34 2.79 1.09 7.96 4.64
58 9.34 2.8 1.09 7.97 4.65
59 9.36 2.82 1.09 7.98 4.65
60 9.361 2.87 1.09 7.99 4.65
61 9.369 2.87 1.09 7.99 4.65
62 9.376 2.9 1.09 8 4.65

Fig. 5: Execution of each tool, presented in CPU time.

reg., jdart-reg., jpf-reg., mine-pump). Most notably, it found
57 of 74 faults in non-linear problems, while jr (5/74), JBM
(15/74), and GDart (4/74) struggled. This reflects a limitation
of complete verification methods, which face undecidability
and solver challenges with non-linear constraints. By contrast,
fuzzing executes programs with concrete random inputs and
gathers coverage, making it more likely to expose faults in
such cases. Both MLB and JQF-AFL are incomplete tools, but
MLB’s heuristic-driven search was more effective than JQF-
AFL’s random strategy on these benchmarks.

On the other hand, JQF-AFL performed poorly on
securibench, with an average success rate of zero across
the 91 tasks. Upon analysis, we found that the verification
tasks in this benchmark category depend on matching specific
string patterns, such as "<bad/>". While a fuzzer could
eventually discover such patterns, it may require more time
than the 15 minutes allocated for the experiment, and it might
also benefit from a dictionary of likely useful strings. In con-
trast, other verification tools, if they support string operations,
can detect these patterns more efficiently by encoding them as
constraints and solving them symbolically.

C. What is the performance of the fuzzer when used to solve
verification problems?

Figure 5 shows the runtime performance of all tools. JQF-
AFL was the slowest, but it completed about 3/4 of the unsafe
tasks within 100 seconds. For the remaining ∼1/4 (≈ 100

tasks), it exhausted the full 15-minute budget. As table IV
shows, its number of unknown results was comparable to
GDart and Java-Ranger. However, table I reveals that JQF-
AFL used the full budget on 111 of 143 tasks, unlike Java-
Ranger, JBMC, GDart, and MLB, which only timed out (≥
800s) on 5, 6, 6, and 8 tasks, respectively.

Table IV shows the performance statistics for all five tools.
JQF-AFL has the highest standard deviation (≈ 373s) due
to alternating between early termination and full-time usage.
Java-Ranger, JBMC, and GDart have similar averages (be-
tween 20-30 seconds), reflecting their common use of SAT
solvers. MLB is often faster when it quickly finds a verdict, as
it can save time wasted on querying SMT solvers. On the other
hand, JQF-AFL tends to exhaust the full budget to maximize
chances of reaching unsafe code.

VI. DISCUSSION

Fuzzing proved most effective when verification tools strug-
gled with theoretical limits, such as non-linear constraints. It
also scales better, since it requires no special encoding. For in-
stance, our experiments showed missing symbolic support for
methods like String.regionMatches() in both JBMC
and Java-Ranger, and Math.toRadians() in JBMC.

On the other hand, fuzzers are not well suited for verification
tasks that require certain assumptions to be satisfied before
execution. In our evaluation, we allowed the fuzzer to fail if
some predetermined assumption was not met, and regenerate
new ones. However, this can significantly affect the fuzzer’s
performance when the chance of randomly generating a valid
input is low. One approach to improve the fuzzer’s effective-
ness is to allow it to use special inputs, possibly generated
by a verification tool. In general, other works have explored
analyzing programs using a combination of verification and
fuzzing [13], [14], and have shown promising results by
leveraging the strengths of both approaches.

VII. RELATED WORK

Many works have attempted to develop both bounded and
unbounded modeling techniques [2], [9]–[12], [15]–[31] to
verify various program properties, such as reachability [18],
[19], [24], memory safety [18], [32], [33], termination [29],
[33], overflows [33]–[35], and concurrency [20], [21], [36].
Some of these techniques rely purely on static execution [10],
[16], while others combine static and dynamic execution [9],
[15], [26], [27], [37], [38], with the latter often offering better
scalability.

On the other hand, fuzzing is a well-known random testing
technique with many variations. In coverage-guided fuzzing
(CGF) [5], [39]–[44] the fuzzer uses random testing with
lightweight instrumentation of the program under test for cov-
erage computation. Using the coverage information, fuzzing
tools can then make informed decisions about the choice of
interesting input likely to achieve new coverage if mutated.
CGF revealed many bugs in widely used/tested programs, such
as in Clang, OpenSSH, JavaScriptCore, LibreOffice, Python,
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SQLite, Google closure-compiler, JDK, Mozilla, and BCEL to
mention a few [5], [6], [45].

However, as CGF lacks information about the input struc-
ture, its effectiveness can be negatively affected. Grammar-
based fuzzers such as CSmith [46], jsfunfuzz [47], and Gram-
marinator [48] use a declarative form of the input that defines
input’s grammar. Generator-based fuzzers (GBF) utilize pro-
grammatically defined generators to create structured inputs.

Some work proposes hybrid approaches that combine ver-
ification and fuzzing [13], [14], [49]. The advantage is that
symbolic execution can turn input search into constraints;
solving them produces inputs that reliably hit targeted paths.

This paper evaluates coverage-guided fuzzing for verifica-
tion. Our results show it outperforms other tools in some cases,
and we expect combining it with traditional verification could
yield even better outcomes.

VIII. FUTURE WORK

Our findings suggest that fuzzers can be significantly more
effective when guided toward input values that are semanti-
cally meaningful for the verification task. One promising direc-
tion is to explore hybrid approaches, where symbolic analysis
or static analysis is used to extract input constraints or likely
input shapes, which are then used to seed or guide the fuzzer.
Additionally, maintaining a dynamic dictionary of program-
specific constants, especially string patterns observed during
execution or analysis (e.g., tags, error codes), could help the
fuzzer target deeper or otherwise unreachable branches. In-
vestigating how to integrate such dynamic knowledge sources
while preserving fuzzing efficiency and scalability remains an
interesting and open problem.

IX. CONCLUSION

In this paper, we showed how we used JQF-AFL, a Java
fuzzer, to verify unsafe verification tasks from SV-COMP
2025. To evaluate the modified JQF-AFL extension, we tested
it on 420 verification tasks from SV-COMP 2025 that exhibit
unsafe properties. Our results show that the fuzzer was able to
reach the unsafe statement in 281 of these tasks, including 3
that were not found by any of the verification tools. From
our findings, we observed that the fuzzer can outperform
traditional verification tools in tasks where summarizing the
program into logical constraints is either difficult or simply,
not supported. Additionally, because the fuzzer explores one
path at a time, it avoids the path and state explosion that
often limits verification techniques. Overall, our comprehen-
sive evaluation suggests that incorporating fuzzing into the
verification process is an effective strategy, especially in cases
where verification tools face limitations.
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[39] V.-T. Pham, M. Böhme, and A. Roychoudhury, “Aflnet: a greybox fuzzer
for network protocols,” in 2020 IEEE 13th International Conference on
Software Testing, Validation and Verification (ICST). IEEE, 2020, pp.
460–465.
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