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Abstract—Autonomous Driving Systems (ADS) must reliably
perceive and react to complex environments, even when sen-
sor blind spots obscure critical objects. While existing test-
ing methods often focus on dynamic interactions, they signif-
icantly underestimate safety risks arising from both dynamic
occlusions (e.g., vehicles) and persistent static occlusions (e.g.,
buildings). This research proposal introduces a novel, unified
framework for occlusion-aware ADS testing. We present Blind-
Spot Guided Fuzzing, a technique that systematically generates
critical test scenarios by leveraging Large Language Models
(LLMs) to synthesize realistic seeds from accident reports and
employs multi-objective optimization to evolve them. This ap-
proach is implemented in our Occlusion-Sensitive Fuzzing (OS-
Fuzz) framework, which encompasses two specialized modules:
BlindSpotFuzz (BSF) for dynamic occlusions and StaticOcclu-
Fuzz (SOF) for static environmental occlusions that persistently
hide Vulnerable Road Users. At its core, OS-Fuzz integrates
a generalized occlusion model and innovative metrics to guide
test generation and quantify the exploration of obscured inputs.
Preliminary results against Apollo show BSF identifies over 50%
more blind-spot-related collisions. Our comprehensive evaluation
plan will benchmark OS-Fuzz against state-of-the-art techniques,
rigorously analyzing the relative impact of static versus dynamic
occlusions. This research aims to significantly enhance ADS
safety by incorporating the critical dimension of sensor and
environmental limitations into automated testing.

Index Terms—Software testing, Autonomous driving system,
Fuzzing.

I. INTRODUCTION

Autonomous Driving Systems (ADS) represent a complex
integration of software, hardware, and mechanical compo-
nents, promising to revolutionize transportation by enhancing
safety, convenience, and efficiency. However, ensuring their
reliability and safety remains a paramount challenge, as high-
profile failures underscore. An ADS typically comprises four
principal modules: sensing, perception, planning, and control,
which function in a tightly coupled pipeline [1]. A failure in
any one module, whether due to software bugs, sensor noise,
or adversarial interference, can compromise the entire system’s
safety.

Testing is widely recognized as an indispensable technique
for uncovering latent faults and verifying ADS behavior under
realistic conditions [2]. A significant body of research has
emerged to address this, often employing fuzzing techniques
to generate diverse scenarios involving dynamic object in-
teractions [4], [8]–[12]. However, a critical and frequently

overlooked vulnerability stems not only from the behavior
of other objects but also from the inherent physical limi-
tations of the sensors themselves and the structure of the
environment—specifically, sensor blind spots. These occluded
regions can be categorized into two fundamental types: Dy-
namic Occlusions, caused by other moving objects (e.g., a
bus obscuring a pedestrian), and Static Occlusions, caused by
persistent environmental features (e.g., a building corner or a
large parked vehicle obscuring a crosswalk).

While some prior work has begun to explore environmental
factors [13], the systematic generation and evaluation of tests
specifically designed to exploit both types of sensor limita-
tions remain an open challenge. Static occlusions present a
uniquely challenging problem, creating persistent blind spots
that conceal Vulnerable Road Users (VRUs) and necessitate
explicit reasoning from the ADS, forming a combinatorial state
space that is poorly addressed by traditional fuzzing methods.
Current testing methodologies lack a unified approach to
generate and evaluate scenarios that specifically target this full
spectrum of blind-spot-induced vulnerabilities.

To address this comprehensive gap, this research proposal
introduces Blind-Spot Guided Fuzzing, a novel testing frame-
work designed to systematically uncover failures caused by
sensor occlusions. Our approach, implemented in Occlusion-
Sensitive Fuzzing (OS-Fuzz), encompasses two integrated
modules: BlindSpotFuzz (BSF), which targets failures induced
by dynamic occlusions, and StaticOccluFuzz(SOF), which
expands the paradigm to target failures induced by static
environmental occlusions.

Our approach leverages Large Language Models (LLMs)
to generate realistic initial scenarios from accident reports
and employs multi-objective optimization to evolve test cases
that maximize occlusion severity, diversity, and realism. The
primary contributions of this work are: (1) an LLM-driven
technique for seeding occlusion-critical scenarios, (2) a novel
fuzzing framework with specialized metrics for quantifying
blind-spot exploration, and (3) a rigorous evaluation protocol
to benchmark OS-Fuzz against state-of-the-art methods and to
analyze the relative impact of static versus dynamic occlusions.

This proposal outlines our research methodology, presents
encouraging preliminary results for dynamic occlusions, de-
tails the plan for expanding into static occlusions, and defines
our comprehensive evaluation strategy. The remainder of this
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document is structured as follows: Section II discusses related
work, Section III details our methodology, Section IV outlines
the evaluation plan, and Section V concludes with progress and
future work.

II. RELATED WORK

A. Testing for Autonomous Driving Systems

The multidisciplinary nature of ADS, spanning hardware,
embedded software, machine learning, and real-time control,
renders traditional testing approaches insufficient [3]. In recent
years, a growing body of literature has proposed novel testing
frameworks to address this challenge [4], [5], [11]. These
works often concentrate on generating diverse dynamic object
interactions and traffic scenarios, effectively exploring the
behavioral space of other actors on the road. For instance,
tools like ScenoRITA [4] focus on generating diverse and
mutable test scenarios, while BehAVExplor [5] uses behavior
diversity to guide the testing process. Though valuable, these
approaches often operate under the assumption of a perfectly
functioning sensor suite, neglecting a fundamental source of
real-world failures.

B. Fuzzing in ADS Testing

Fuzzing provides a compelling black-box approach for
stimulating complex systems, such as ADS, without requiring
internal access to proprietary or third-party components [14].
By systematically generating diverse input stimuli, fuzzing
can probe an ADS’s operational robustness and detect faults
that manifest only under rare or unexpected conditions [15].
Frameworks such as DoppelTest [9] and AV-FUZZER [10]
demonstrate the effectiveness of fuzz testing for identifying
safety violations in autonomous driving software. However,
a key challenge in ADS fuzzing is the test oracle prob-
lem—determining whether the system’s behavior under test
is correct. The absence of fine-grained insight into internal
module states means that subtle safety violations induced by
perceptual uncertainties (such as occlusions) may go unde-
tected without sophisticated, domain-aware oracles.

C. Addressing Sensor Limitations and Blind Spots

One critical but often overlooked aspect of ADS testing is
the effect of sensor blind spots—regions occluded or outside
the field of view of one or more sensors. Blind spots can arise
from static occlusions (e.g., buildings, parked vehicles) or dy-
namic occlusions (e.g., pedestrians darting from behind obsta-
cles). While some recent work begins to address environmental
factors [13], the systematic generation and evaluation of tests
specifically designed to exploit these sensor limitations remain
an open challenge. Most existing fuzzing techniques, including
those mentioned above, are behavior-centric, focusing on the
actions of other objects rather than the perceptual capabilities
of the ego vehicle itself. This work directly addresses this gap
by proposing a sensor-aware fuzzing paradigm that explicitly
targets the vulnerability space created by physical sensor
constraints.

III. RESEARCH METHODOLOGY

Our research will be guided by a set of core questions
designed to validate the effectiveness of our proposed approach
across different occlusion types.

A. Research Questions

• RQ1: To what extent does leveraging LLMs for seed
generation from accident reports improve the relevance
and efficiency of discovering blind-spot-related failures
in ADS, compared to random-based seed generation?

• RQ2: How effectively do the proposed occlusion-aware
metrics guide the fuzzing process towards generating
critical and diverse blind-spot scenarios?

• RQ3: How does our fuzzing framework perform in terms
of fault detection effectiveness and scenario diversity
compared to state-of-the-art ADS fuzzing techniques?

• RQ4: What is the relative impact and difficulty of static
environmental occlusions versus dynamic occlusions on
ADS perception and planning modules?

B. Overall Approach

The core of our approach is developing a unified fuzzing
framework that can generate scenarios exploiting both dy-
namic occlusions (such as a bus blocking a pedestrian) and
static occlusions (like a building corner hiding a cyclist). We
argue that static occlusions create a persistent and uniquely
challenging combinatorial state space that traditional fuzzing
methods struggle to address. Our method, summarized in
Figure 1, consists of four integrated phases.

Fig. 1. An overview architecture of OS-Fuzz.

Phase 1: LLM-Driven Seed Generation This phase ad-
dresses RQ1. We will develop a seed generation module
that uses a Large Language Model (e.g., GPT-4) to analyze
real-world accident reports. For dynamic occlusion seeds, the
LLM will extract features like interacting objects and motion
paths. Importantly, for static occlusion seeds, the LLM will be
prompted to identify and extract descriptions of environmental
structures, which will then be mapped to parameters for
environmental models in simulators. This approach enables us
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to programmatically generate worlds with specific hazardous
static occlusion points.

Phase 2: Multi-Objective Test Case Evolution with an
Occlusion Model This phase addresses RQ2 and RQ4. We
will implement a fuzzing engine using the NSGA-II algorithm
[16]. The key innovation is a generalized Occlusion Model that
calculates risk for both occlusion types. For dynamic Occlu-
sions, the model uses quaternions and relative positioning to
calculate transient blind spots. For static occlusions, the model
analyzes the persistent geometry of the environment to identify
static blind zones. The fitness function for the evolutionary
algorithm will aim to optimize: Occlusion Severity, which
measures the “persistent risk” of a location in static occlusions;
Scenario Diversity, to ensure exploration of both dynamic and
static occlusion scenarios; and Realism, maintaining physically
plausible environments and object behaviors.

Phase 3: The Integrated Fuzzing Framework This phase
involves integrating all components into a cohesive framework,
which we propose to call Occlusion-Sensitive Fuzzing (OS-
Fuzz), comprising the BSF for dynamic occlusions and the
StaticOccluFuzz module for static ones. The framework will
utilize several core metrics to guide the process and evaluate
outputs: Severity of Occlusion (SO) Measures the potential risk
of a scenario; Evolutionary Coverage (EC) Tracks diversity
over generations; Scenario Change Detection (SCD) Identifies
significant shifts; Coverage of Blind Spot (CBS) Quantifies
exploration of the occlusion space; Static Occlusion Persis-
tence (SOP) Quantifies the duration and spatial consistency of
a blind spot created by an environmental object.

Phase 4: Iterative Development and Comparative Val-
idation The development will follow an iterative action re-
search cycle [15]. We will first design and implement the
framework (Diagnosing/Planning), then conduct comparative
experiments on ADS platforms such as Apollo and Pylot (Ac-
tion Taking). Importantly, the evaluation will be structured to
answer RQ3 and RQ4 by comparing: OS-Fuzz (dynamic) vs.
State-of-the-Art Fuzzers (e.g., DoppelTest); OS-Fuzz (static)
vs. State-of-the-Art Fuzzers; OS-Fuzz (dynamic) vs. OS-Fuzz
(static) to directly analyze the relative impact and difficulty of
each occlusion type (RQ4). The insights from each iteration
(Learning) will be used to refine the models and algorithms,
ensuring the framework is robust against both classes of
occlusion challenges.

IV. EVALUATION PLAN

To expand on our initial findings and thoroughly validate
the OS-Fuzz framework, we have developed a detailed, multi-
phase evaluation plan. This strategy is specifically designed to
address the research questions presented in Section III.

A. Evaluation Overview and Baselines

Our evaluation will target two open-source, production-
grade ADS platforms to ensure generalizability: Baidu Apollo
[17]: A full-stack ADS widely used in research. Pylot [18]:
A modular ADS framework ideal for testing perception and

planning components in isolation. We will benchmark OS-
Fuzz against state-of-the-art ADS fuzzing techniques, which
serve as our baselines: DoppelTest [9]: For general scenario
generation. BehAVExplor [5]: For behavior diversity-guided
testing. AV-FUZZER [10]: As a representative of earlier
fuzzing work.

B. Experimental Design to Address Research Questions

The evaluation will be conducted in three phases, each
corresponding to a core part of our methodology.

Phase 1: Evaluating Seed Generation (Addressing RQ1)
• Objective: Quantify the improvement in relevance and

efficiency gained by using LLM-generated seeds from
accident reports.

• Method: We will generate two sets of initial scenarios: (1)
using our LLM-driven method, and (2) through random
generation (the baseline). Both sets will be evolved using
the same NSGA-II configuration for a fixed time period
(e.g., 12 hours).

• Metrics:
– Relevance: Percentage of initial seeds that lead to a

safety violation (collision, comfort violation).
– Efficiency: Time to first failure (TTFF) and number

of unique failures found per unit time.
• Expected Outcome: We expect the LLM-generated seed

set to yield a higher proportion of relevant seeds and
a significantly lower TTFF, demonstrating superior effi-
ciency in finding critical blind-spot scenarios.

Phase 2: Evaluating Framework Effectiveness (Address-
ing RQ2, RQ3, and RQ4)

• Objective: Compare the overall fault-finding capability
and diversity of OS-Fuzz against baseline methods, and
analyze the differences between static and dynamic oc-
clusion failures.

• Method: We will run each fuzzing tool (OS-Fuzz-
Dynamic, OS-Fuzz-Static, DoppelTest, BehAVExplor,
AV-FUZZER) for an extended period on both ADS
platforms across diverse environments (urban, highway,
intersection).

• Metrics:
– Fault Detection: Total number of unique collisions,

comfort violations, and unsafe lane changes detected.
– Scenario Diversity: Measured using the five metrics

from our framework (SO, EC, SCD, CBS, SOP) and
entropy-based measures.

– Occlusion Type Analysis (RQ4): We will categorize
all found failures by their root cause: Dynamic
Occlusion, Static Occlusion, or Other. We will then
analyze the relative proportion and severity for fail-
ures in each category.

• Expected Outcome: We expect OS-Fuzz (in both modes)
to significantly outperform all baselines in finding unique
failures, especially those related to occlusions. We further
expect that failures caused by static occlusions will be
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uniquely elusive to baseline methods and may reveal
more fundamental planning flaws.

Phase 3: Case Studies
• Objective: Demonstrate the practical relevance of the

failures found by our framework.
• Method: We will select the top-most severe failures

discovered by OS-Fuzz and conduct a qualitative analysis.
This will involve inspecting the ADS’s perception and
planning modules to identify the root cause and assess
the real-world criticality of the scenario.

• Expected Outcome: This qualitative analysis will provide
strong evidence that the failures found by OS-Fuzz are
not just simulation artifacts but represent tangible, high-
severity safety risks.

V. PROGRESS AND FUTURE WORK

To date, we have successfully implemented a proof-of-
concept for the core BSF framework, with a focus on dynamic
occlusions. We have conducted the preliminary evaluation
against Baidu Apollo, as reported in Section IV, which val-
idates our core approach and provides a baseline for further
development.

The next step in our research will involve executing the
evaluation plan and expanding the framework as follows:
First, develop and integrate the SOF module into the unified
OS-Fuzz framework. This includes implementing the static
occlusion model and the SOP metric. Next, carry out Phases
1 and 2 of the evaluation plans. This involves conducting
large-scale fuzzing campaigns on both Apollo and Pylot,
collecting extensive data on failures and metrics to answer
RQ1 through RQ4. Following that, execute Phase 3 of the
evaluation plan. Perform in-depth qualitative analysis and case
studies of the most critical failures identified. Finally, complete
the thesis writing and dissemination process by finalizing the
dissertation and preparing manuscripts for top-tier conferences
and journals.

This plan ensures a thorough and systematic validation
of our research contributions, leading to a successful PhD
dissertation and a notable scholarly impact.
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