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Abstract
Large Language Models (LLMs) have revolutionized AI, yet their
inherent uncertainties pose significant challenges to reliable de-
ployment. This paper presents a comprehensive systematic re-
view of uncertainty in LLMs, bridging theoretical foundations and
cutting-edge methodologies. We analyze over 45 papers from top
venues—including ASE, NeurIPS, ICML, and Nature—to trace the
evolution of uncertainty quantification (UQ). We categorize un-
certainty into aleatoric and epistemic types, detailing probabilis-
tic modeling, confidence estimation, and calibration techniques.
Through illustrative case studies in high-stakes domains such as
medical diagnosis and code generation, we demonstrate UQ’s piv-
otal role in enhancing reliability. We further discuss limitations,
ethical considerations, and future directions, emphasizing the need
for granular interpretability and human-AI collaboration. This work
advances the understanding of LLM uncertainty to enable safer,
trustworthy, and responsible real-world integration.

CCS Concepts
• Computing methodologies → Natural language process-
ing; Machine learning; • Information systems → Uncertainty
quantification.
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1 RESEARCH PROBLEM AND MOTIVATION
Modern AI systems increasingly make high-stakes decisions, yet
they often lack calibrated confidence. In safety-critical domains
(healthcare, autonomous driving, law enforcement), unquantified
uncertainty in LLM-driven tools can lead to catastrophic outcomes [8,
16]. For example, biased facial-recognition systems have produced
wrongful arrests, and LLM chatbots routinely “hallucinate” confi-
dently with false information [11, 16]. In healthcare, AI diagnostic
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Figure 1: Uncertainty Estimation in Question Answering:
Comparing Accurate and Risky Predictions Across LLMs.

models frequently give fixed predictions with no “I don’t know” op-
tion, causing unchecked medical errors [1]. Likewise, autonomous
vehicles must recognize rare outliers (e.g. unexpected pedestri-
ans) to avoid crashes, but deep models struggle with long-tail
events [21, 38]. A better understanding of uncertainty and how
people deal with uncertainty [28]. A key challenge is that mod-
ern neural models are notoriously overconfident and poorly cali-
brated [35, 38], and they lack robust detection of out-of-distribution
inputs [3, 6, 8]. Without selective prediction or reliable confidence
estimates, AI outputs cannot be trusted. Thus, rigorous uncertainty
quantification is essential for building safe, trustworthy AI systems.

2 RELATEDWORKS
2.1 Uncertainty of LLMs
Large languagemodels (LLMs) are increasingly vital across domains,
necessitating robust uncertainty estimation to assess prediction con-
fidence, especially in high-stakes fields like medical diagnosis where
errors can be critical [9, 30, 34]. This estimation also helps mitigate
LLM hallucinations by identifying knowledge boundary issues [23],
enhancing trust in transformer-based outputs [17]. Uncertainty
reflects output distribution variability, distinct from confidence in
prediction accuracy. Research in [36] explores LLM confidence in
code token accuracy, finding a strong correlation between entropy-
based uncertainty [23] and token correctness in code completion
tasks [47]. High uncertainty often signals potential errors, which
highlights its role in improving the reliability of code generation.

2.2 Optimizing LLM Code Generation
The rapid advancement of LLMs like GPT-4 [25], GPT-5 [24] and
Grok-4 [42] has revolutionized code generation, leading to spe-
cialized Code LLMs such as CodeLlama [29], Deepseek-coder [10],
and Qwen-coder [2]. These models excel in multi-language pro-
gramming, code completion, debugging, and refactoring [4, 20, 45],
trained on vast codebases to grasp complex logic and intents [11, 18].
Enhancement techniques include prompting with domain knowl-
edge [15, 19, 33], fine-tuning on specific datasets [41], and decoding

4127

2025 40th IEEE/ACM International Conference on Automated Software Engineering (ASE)

2643-1572/25/$31.00 ©2025 IEEE
DOI 10.1109/ASE63991.2025.00392



 (c ) Model-Agnostic Framework for Risk Estimation in Decision Making

P(Alice)

P(Bob)

P(Alice)= 0.2

P(Bob)= 0.8
Can we teach a model to recognize when it doesn't know the answer?

Challenge for Robust Deep Learning in Uncertainty 

(a) What’s Uncertainty
(b) Selective Prediction: Reliable Decision-Making Under Uncertainty

Data

Model

Training
Algorithm

Trained Model

Test Data

Biases

Uncertainty

Label Noise

Prediction

OR

Figure 2: Illustration of Uncertainty Challenges in Deep Learning: (a) Defining Uncertainty with Recognition Examples; (b)
Selective Prediction for Reliable Decisions; (c) Model-Agnostic Framework for Risk Estimation in Robust AI Systems.

strategies using test cases and feedback [48]. Chain-of-Thought
(CoT) prompting [40] addresses reasoning bottlenecks by generat-
ing intermediate steps, validated in zero-shot and simple instruc-
tions. Derivatives like self-consistency and integrations in mod-
els like OpenAI o1 [37] and Deepseek-R1 boost performance. In
code generation, CoT variants such as Self-planning, SCoT and
LVLMs [14] incorporate planning, structures, and reflection to sim-
plify problem-solving.
3 APPROACH
We systematically categorize uncertainty (e.g. epistemic vs. aleatoric)
and survey state-of-the-art UQ methods (Bayesian models, deep
ensembles, calibration, etc.) for LLMs. Illustrative case studies in
medical diagnosis and code generation ground our discussion. Ex-
ample of Question Answering with correct response and risky
response Figure 1 exemplifies our analysis: it compares three LLMs
answering a numerical question, showing one model’s confident
(0.69) correct prediction versus another’s low-confidence (–0.31)
error. Meanwhile, OpenAI claims GPT-5 model boosts ChatGPT
to PhD level [13]. Figure 2 presents a conceptual illustration of
Uncertainty Challenges, Selective Prediction, and Model-Agnostic
Risk Estimation in Deep Learning. These figures clarify how LLM
output distributions reflect different uncertainty sources, highlight-
ing how quantifying uncertainty enables models to defer or warn
when predictions may be unreliable.
4 RESULTS AND CONTRIBUTIONS
Across LLM tasks (code generation, QA, summarization, MT), en-
hanced uncertainty measurement via perturbation strategies proves
valuable yet insufficient for full risk assessment (as conceptualized
in Figure 2). This necessitates optimized prompting for researchers
and an "ask more, get more" interactive strategy for developers,
alongside future research priorities (outlined in Table 1) for trust-
worthy deployment.

Contributions. Our work introduces a unified framework for
categorizing and quantifying uncertainty in LLMs (aleatoric/epistemic)
through Bayesian, calibration, and ensemble methods. We compre-
hensively review 45+ papers, supported by case studies in medical
diagnosis and code generation. Finally, we outline future direc-
tions—granular uncertainty, trustworthy AI, and scalable UQ—to
guide research and deployment as show in the Table 1.

Table 1: Future Directions in Uncertainty Research

Area Future Directions src.
Uncertainty
in Modern
Models,
Suitability
and Meta
Learning

Scalability, over-parameterization,
predictive distributions, data shift,
label-free detection, agentic in-
ference, meta learning, composi-
tional generalization, causal infer-
ence, synthetic data, TL techniques.

[7, 22,
27, 39,
43, 46]

UnCert-CoT Hyperparameter robustness. [47]
Uncertainty
Quant.

Knowledge redundancy assessment,
reasoning structure insights.

[5, 18]

Trustworthy
AI

Diagnosis uncertainty, bias mitiga-
tion, system improvement.

[8, 26,
39]

Industry Use Trustworthy LLMs for industry. [7, 12]
Data &
Bench.

Datasets for UQ, challenges, bench-
marking.

[31,
32, 44]
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