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Abstract—Build reproducibility of container images is essential
to ensure that deployed systems will work as expected and have
not been tampered with. However, bit-by-bit reproducibility of
container images is almost never achievable due to external
factors, and it is also very slow and labor intensive to determine
the causes and severity of reproducibility failures. In this paper,
we present a taxonomy of reproducibility issues for container
images, as well as a tool, Vessel Diff, to help automatically
categorize the type and severity of reproducibility failures in
container images. We analyzed a set of open source repositories
where container images are built to find common patterns
and configure our tool to properly categorize failures. Our
analysis shows that approximately 87% of their reproducibility
failures were automatically classified by the tool according to
our taxonomy. However, the vast majority of these failures were
caused by trivial issues and not non-trivial issues, which could
cause noticeable changes in execution of container applications
and are more difficult to detect. These results highlight the need
for additional research and tooling to detect, classify, and fix
reproducibility issues, especially those that can lead to major
failures.

Index Terms—containers, builds, Docker, reproducibility

I. INTRODUCTION

A critical component of trusting the software supply chain
is securing the build process from malicious tampering. The
SolarWinds [1] and Codecov [2] hacks, where malicious
code was inserted into a build environment, highlight the
consequences of not having measures that can be used to
detect unauthorized modifications. Build reproducibility is an
essential method that provides strong guarantees that built
capabilities have not been tampered with. Security frameworks
such as Supply-Chain Levels for Software Artifacts (SLSA)
[3] were developed in response to these attacks by industry
members including Google, Red Hat, Intel, and Microsoft,
and require reproducible builds to achieve their highest levels
of assurance (Level 4). However, despite its recognized im-
portance, a recent study revealed that build reproducibility is
the least adopted practice by organizations due to not only
organizational but also technical challenges [4].

A build is reproducible when, given the same build environ-
ment, any party can recreate bit-by-bit copies of all specified
artifacts [5]. However, in practice builds are often not repro-
ducible [6], [7], due to elements of the build environment that
rely on external nondeterministic factors such as timestamps,
filesystem file ordering, and unique ID generation.

Container images are increasingly being used as the main
method for software deployment [8], so ensuring the repro-
ducibility of container images, among others, is becoming a
critical step in protecting the software supply chain as a key
aspect of overall build reproducibility. Lack of trust, changing
build behavior, and broken builds [6] can all result from build
unreproducibility, and significantly hinder efforts to build and
deploy services securely and reliably. Cito et al. [9] performed
a study on container build files (Dockerfiles) on GitHub and
reported that 34% of the containers in the study did not build
and that most container quality issues come from missing ver-
sion pinning (28.6%). Adding reproducibility to build source
code (e.g., Dockerfiles) is a manual and time-intensive process
of identifying and fixing reproducibility gaps, and the state-
of-the-art lacks sufficient tooling for automation. Furthermore,
there is no taxonomy that identifies the most common types of
reproducibility issues for container images, nor their criticality.

Our contributions to address this container reproducibility
problem include (1) a taxonomy of nine common reproducibil-
ity issues based on an empirical analysis of open source
container build files, (2) an open source tool to automate the
categorization of reproducibility failures in container images
according to the taxonomy, and (3) empirical results and
insights from applying our tool to 199 open source projects.

The paper is structured as follows. Section II presents
related work. Section III introduces the taxonomy to categorize
reproducibility issues. Section IV presents the reproducibility
issue identification tool that was built based on the taxonomy.
Section V describes the repositories studied and their analysis.
Section VI discusses the results and observed limitations.
Finally, Section VII concludes the paper and describes planned
extensions to this work.

II. RELATED WORK

As noted by Butler [6] and Wheeler [7], most builds in the
software industry are not designed to be reproducible. Butler
cites the high level of effort required, unclear direct benefits
to the customer, lack of awareness, and technical difficulty
as significant barriers to widespread adoption. In open source
software, the Reproducible Builds project, a non-profit initia-
tive to promote reproducible builds, maintains a list of projects
that are working toward reproducible builds [10]. One notable
example is Debian [11] which has achieved reproducibility
in over 30,000 packages (95%) [12]. In industry, awareness
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of reproducible builds is low, with safety-critical and security
domains seeing the highest adoption [6].

A key to achieving build reproducibility is to identify issues
that exist in the software build process that cause its lack of
reproducibility. Some tools exist that aim to lint or identify
errors in Dockerfiles. Hadolint [13] is a linter that performs
static analysis on a Dockerfile using a list of rules to identify
violations of best practices [14]. Dockle [15] and Docker
Bench for Security [16] are similar tools that perform linting
for best practices and operate on the final container image
rather than the Dockerfile. Binnacle [17] and DRIVE [18] are
linters whose rules were extracted from a set of well-formed,
existing Dockerfiles. Some tools suggest improvements and
attempt to fix Dockerfiles directly; Shipwright [19] is an
example that looks for internal problems and attempts to au-
tomatically provide fixes for those issues. FLAKIDOCK [20]
uses large language models to fix Dockerfiles that are failing
to build, but it does not focus directly on reproducibility.
Although these tools can identify and fix some reproducibility
issues, such as the lack of version pinning, they are not
designed with the goal of reproducibility and do not identify
other issues, such as volatile input sources or timestamps.

The Reproducible Builds [5] project consolidates software
development practices and tools to help developers make their
builds reproducible. Notable tools found in this portal include
diffoscope, disorderfs, reprotest, and diffoci. Diffoscope [21]
compares files or directories to present differences in a human-
readable fashion. Disorderfs [22] is a filesystem that inten-
tionally injects non-determinism to help find reproducibility
issues with unstable inputs. Nondeterministic stripping [23] is
a tool that removes nondeterministic information from files,
such as timestamps, as a post-build step to make builds more
reproducible. Reprotest [24] builds the same source code
in different environments to identify reproducibility failures
in the output binaries or packages. Diffoci [25] compares
container images to provide a detailed comparison between
manifests, configuration files, and metadata, and to identify
files with differing checksums. These tools assist developers
with creating reproducible builds of binaries and archives;
however, with the exception of diffoci, they do not focus
on containers and, therefore, do not address issues such
as container-specific files and metadata or package manager
version pinning. Diffoci helps bridge this gap but does not
analyze or consider deltas between differing files.

The largest source of guidance that lists issues that prevent
reproducibility is also the Reproducible Builds project [5],
which maintains documentation on ways to help achieve deter-
ministic builds. An associated paper by Lamb [12] discusses
these issues as well, including build timestamps, build paths,
filesystem ordering, archive metadata, randomness, and unini-
tialized memory. While many of these issues apply to container
image builds, containers present some unique challenges be-
cause they encapsulate an entire runtime environment with
software applications and all of their dependencies. The work
presented in this paper aims to address this gap by sharing a
taxonomy of reproducibility issues specific to container builds,

and tooling to detect and help address these issues.

III. REPRODUCIBILITY ISSUE TAXONOMY

First, we define key concepts related to reproducible builds.
We define a reproducibility failure as a difference between
two OCI (Open Container Initiative) [26] images that are built
using the same build process. We define a reproducibility issue
as a characteristic of the container build process that is capable
of triggering a reproducibility failure. Reproducibility failures
occur when a reproducibility issue in the build process aligns
with a change in external factors (e.g., external dependency
change, current time change) that occurs between two builds.

Reproducibility issues may differ in their severity, and
thus some organizations may not need to prioritize fixing
inconsequential issues. For example, timestamp changes are
nearly unavoidable without a large amount of manipulation of
the build process and do not alter the behavior of the container.
We separate issues into three categories based on the effect of
the failures they can cause: trivial when failures resulting from
the issue do not alter the functioning of a container, non-trivial
when failures could cause noticeable changes in execution of
container applications, and unknown when failures are detected
but cannot be classified. An example of a non-trivial issue is:
A Dockerfile installs the latest version of a system package
(reproducibility issue). Between the first and second builds of
the image, a new version of the package is released (external
factor). This causes the two container images to have different
packages installed with different files (reproducibility failure).

To start building a taxonomy of reproducibility issues, we
performed a survey of existing tools and literature, using a
keyword-based search plus snowballing approach, to identify
reproducibility issues that impact container builds.

The following 8 tools were identified:
• Dockerfile error detection and repair tools: hadolint [13],

binnacle [17], shipwright [19]
• Tools from the Reproducible Builds website [5], includ-

ing disorderfs, diffoscope, reprotest, and diffoci
We also identified 11 papers in the following categories:
• Dockerfile specification [27]
• OCI image specification [26]
• Dockerfile analysis papers: [9], [28], [17], [29], [30], [31]
• Infrastructure-as-code (IaC) analysis papers: [32], [33]
• Docker container vulnerability analysis papers: [34]
As a result of the analysis of these tools and the literature,

we defined a taxonomy of reproducibility issues to aid in
identifying and understanding reproducibility failures in the
container build process, shown in Table I. To the best of
our knowledge, this is the first build reproducibility taxonomy
targeting container image builds.

Unverified external dependency (EXT) [5], [19] repro-
ducibility issues occur when a Dockerfile or build script pulls
files from remote sources (e.g., the Internet) without checking
that the file’s checksum matches a known hash.

Lack of version pinning (VER) [5], [9], [19], [13], [34]
reproducibility issues occur when a Dockerfile depends on a
base container image or installs an unpinned package version.
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TABLE I
REPRODUCIBILITY ISSUE CLASSES

Type Abbreviation Severity
Unverified external dependency EXT Non-trivial

Lack of version pinning VER Non-trivial
Use of current timestamp TIME Trivial

Installation of recommended
dependency REC Non-trivial

Use of platform variable PLAT Non-trivial
Not clearing cache CACHE Situational*

Use of randomly generated data RAND Situational
Use of environment variable

or build argument ENV Non-trivial

Reliance on filesystem ordering FILE Non-trivial
* Situational means that severity depends on the specific issue

Use of current timestamp (TIME) [5], [26], [27] repro-
ducibility issues occur when a Dockerfile or a build script run
by a Dockerfile includes a timestamp in its output.

Installation of recommended dependency (REC) [13],
[17] reproducibility issues occur when a Dockerfile installs a
package without specifying the package manager to not install
weak or recommended dependencies.

Use of platform variable (PLAT) [5], [13], [19], [26] re-
producibility issues occur when a Dockerfile does not specify
a platform or uses platform information in its output.

Not clearing cache (CACHE) [13], [17] reproducibility
issues occur when a Dockerfile does not clear the caches
of programs (e.g., package managers) within the same layer
where the cache was created and used.

Use of randomly generated data (RAND) [5] repro-
ducibility issues occur when a Dockerfile or build script run
by a Dockerfile uses of randomly generated data in its output.

Use of environment variable or build argument (ENV)
[5], [27] reproducibility issues occurs when a Dockerfile
makes use of build arguments in its output.

Reliance on filesystem ordering (FILE) [5] issues occur
when a Dockerfile or build script run by a Dockerfile relies
on the ordering of the filesystem to have consistent output.

These classes of reproducibility issues were identified using
listed sources and refined through an analysis of GitHub
repositories, as discussed in detail in Section V.

IV. VESSEL DIFF TOOL

Existing tools for analyzing container reproducibility do
not provide a holistic view of build differences. To help in
the analysis of reproducibility between images, we created
the Vessel Diff tool [35] that automates the linking of re-
producibility failures to reproducibility issues according to
our taxonomy. The tool compares two container images (two
builds of the same Dockerfile) at the file system level and
categorizes differences between these to provide the user with
a more manageable set of differences to investigate.

The tool takes two container transport paths to images as
input, extracts the files in the image layers into a unified file
system view, and then compares the two file systems. The
first step is to pull the images with skopeo [36] and unpack the

images with umoci [37]. After the images have been unpacked,
they are compared using two methods: SHA256 checksums
and the diffoscope tool. The checksum comparison identifies
the file pairs that are different, and diffoscope generates
human-readable unified diffs using specialized file compara-
tors. The tool then analyzes the checksum comparisons and
diffoscope output, using flags to categorize the differences
(i.e., reproducibility failures). Each flag is a group of regular
expressions used to match differences that occur due to a
known reproducibility issue. There are regexes for file path,
file type, command diffoscope used to find the diff, comment
from diffoscope, and for the unified diff. These categorized
failures are linked back to the files to explain the cause of their
mismatched checksums. Checksum mismatches between files
without associated diffoscope output are treated as unknown
failures. The final result is a summary file that contains a list
of different files associated with their unknown and classified
reproducibility failures. It also contains a list of files that were
only found in one of the images. If multiple failures are found
in a file, they are reported as separate failures.

V. ANALYSIS PROCESS

To apply our taxonomy and create flags for the Diff tool, we
analyzed reproducibility failures occurring in containers built
from open-source repositories on GitHub. We selected 199
public repositories with Dockerfiles in their root directories
and filtered them by activity metrics (>= 30 stars, >= 3
commits, updated in 2024 or 2025). We successfully built
container images for 61 of them (using one Dockerfile from
each) and compared two builds using the Diff tool.

To evaluate the representativeness of the repositories that
were evaluated with the tool, the programming language
distribution of files included in all the repositories that met
the search criteria was compared with the distribution of files
in the repositories that were built and compared successfully.
As shown in Table II, the distributions are similar, ensuring
that the subset of repositories is representative.

TABLE II
LANGUAGE DISTRIBUTION OF FILES IN OPEN-SOURCE DATASET

Language Distribution
of Files Overall Repositories Compared Repositories

Shell 24.9% 34.4%
Dockerfile 34.8% 21.9%

Python 13.7% 10.9%
Go 5.8% 10.9%

JavaScript 5.6% 9.4%
TypeScript 2.1% 1.6%
Makefile 1.5% 1.6%
HTML 1.7% 1.6%
Ruby 0.6% 1.6%

Once the Diff tool was run on each pair of images, the
results were manually analyzed to identify reproducibility fail-
ures that could be associated with reproducibility issues from
our taxonomy. Flags were created for failures that could be
recognized as being caused by a reproducibility issue through
a pattern, so that the Diff tool could automatically categorize
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reproducibility failures in future runs. We repeated the compar-
isons to evaluate how effectively the Diff tool could categorize
trivial and non-trivial issues, detect checksum differences, and
identify unknown failures. During this analysis, we found that
several of the classes of issues would be quite difficult to
identify in an automated way when analyzing the resulting
images. These classes include EXT, VER, REC, ENV, and
FILE. This is because the failures caused by these issues are
not consistent and can be widespread in unpredictable ways.
We found that these classes of issues can be detected more
easily in Dockerfiles before being built. A tool that searches
Dockerfiles for these issues before the image is built would
be much more effective than trying to detect the failures after
being built. A tool like this would also be able to fix issues
that fall under classes that the Diff tool is able to detect, such
as CACHE and PLAT.

VI. ANALYSIS RESULTS

After running the Diff tool on images built from each
repository in the dataset, we analyzed the number of fail-
ures that were categorized according to our taxonomy. We
found that of the 415,526 reproducibility failures detected,
87% (359,517) were classified as being caused by known
reproducibility issues in our taxonomy. We then reviewed the
issue class distribution of failures and, as shown in Table III,
the vast majority of classified failures (87.5%) fell under the
TIME class, while the rest fell under the CACHE, RAND, or
PLAT classes. A majority of these failures (81%) were TIME
failures traced back to file modified time metadata, rather than
changes in the file contents themselves.

TABLE III
DISTRIBUTION OF FAILURES BY REPRODUCIBILITY ISSUE CLASS

Issue Class Total Percentage
TIME 87.5%

CACHE 11.9%
RAND 0.3%
PLAT 0.3%

To better understand failures that were not flagged, we
manually reviewed files associated with the 13% (55,009)
of failures that were unknown. We traced 81% (44,658) of
them back to one outlier repository whose images each had
22,329 identical cache files buried in non-matching, randomly-
generated folder names. Of the remaining 19% (10,351), we
found that many of these failures were caused by external
dependencies (EXT) and lack of version pinning (VER), which
led to a large number of binary differences. Although these
failures were not identified by the Diff tool, we determined that
they do fit within our taxonomy and could be addressed more
easily by linting and repairing the Dockerfile before being
built, as mentioned earlier.

Because many of the identified failures were caused by
timestamp metadata and not related to the contents of the files,
the next stage of the analysis focused on investigating which
reproducibility issues contributed to checksum mismatches in
the image file system. We found that 91% of non-metadata,

trivial failures were associated with byte-compiled Python
files (.pyc). In contrast, non-metadata, non-trivial failures were
mainly associated with ASCII text (41%), unknown data
(48%), ELF executables (4%), and secret keys (3%).

Through this analysis, we find that the vast majority of
reproducibility failures are caused by timestamps, especially
modified file times, which can be easily detected and safely
ignored using automated tooling. For files with actual check-
sum differences (not just metadata), cache files make up the
large majority of them, which can either be ignored or used as
feedback to clean up the container build process. In projects
that have files with unknown reproducibility failures, we find
that these can be largely attributed to changes in external
dependencies and can be used as feedback to pin versions
and verify checksums of dependencies.

The scripts used to perform this analysis, along with the
full results, can be obtained from the following link: https:
//zenodo.org/records/15870502.

VII. CONCLUSIONS AND FUTURE WORK

In this paper, we describe a taxonomy for reproducibility
issues present in Dockerfiles, as well as a tool that can be
used to easily automate the categorization of failures using
this taxonomy. To configure and illustrate the use of the tool
and the usefulness of the taxonomy, we applied the tool to
a set of 61 open-source projects. We used these results to
properly configure the tool and reviewed the categorization
results it provided. We found that the Diff tool categorized
87% of the differences (reproducibility failures) in our dataset,
showing that our taxonomy properly covers the majority of
failure instances found in representative projects from the real
world. Using the Vessel Diff tool will save time and effort for
maintainers to focus on non-trivial reproducibility issues that
need to be addressed.

Despite our work showing the ability to detect and classify
a large number of trivial reproducibility failures between
two images, we found that additional work is required to
detect, classify, and fix non-trivial failures, especially related
to unverified external dependency (EXT) and lack of version
pinning (VER), as they account for significant differences
when they occur. As part of our current and future work,
we are extending the tool with Dockerfile linting functionality
for finding reproducibility issues before a container image is
built as well as functionality to perform automated repairs on
Dockerfiles based on identified issues. A reproducibility tool
that combines these diff, lint, and repair capabilities would
provide organizations with the capability to build reproducible
container images with greater software assurance and avoid
build process exploits.
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