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Abstract—Despite great progress in fuzzing browser APIs,
systematic approaches for testing web storage techniques remain
absent. IndexedDB, the most popular NoSql database in modern
browsers, brings unique challenges for fuzzing its API due to its
asynchronous event-driven feature and strict phase separation.
Current browser fuzzing techniques frequently struggle to gener-
ate nested event flows and invocations, which significantly impacts
semantic correctness. Moreover, they often rely heavily on the try-
catch block to suppress exceptions, which introduces substantial
performance overhead. We propose IDBFuzz, the first fuzzing
approach tailored for the IndexedDB API, which effectively
tackles the challenge of capturing the execution context and
event semantics inherent to IndexedDB, as well as handling large
persistent objects. We design a seed generator based on inter-
mediate representation (IR) that decouples layered IR skeletons
from input object generation. With the aid of a global database
snapshot, IDBFuzz can generate semantically controllable seeds,
enabling the efficient production of high-quality test cases that
significantly improve coverage.

Index Terms—fuzzing, web storage, web API, IndexedDB.

I. INTRODUCTION

Recent years have seen a growing focus on fuzzing tech-
niques aimed at web APIs, which has become an essen-
tial means for examining browser security [1]-[4]. For in-
stance, Minerva [5], a representative whole-browser fuzzing
technique, employs dynamic dependency analysis to identify
interactions between various web APIs, generating closely
correlated call sequences to reveal potential logic flaws within
components. In parallel, the research community has de-
veloped various domain-specific fuzzers that concentrate on
specific subsets of web APIs. Fuzzers like Domato [6] and
FreeDom [7] focus on testing structural manipulations of the
document object model (DOM) and their rendering processes.
Additionally, targeted fuzzing frameworks have emerged for
various interfaces, including WebGL [8], WebAudio, Service-
Worker [9], and WebGPU [10].

Despite the numerous successes achieved in detecting
browser internals, a systematic methodology for fuzzing the
built-in persistent storage component that manages structured
client-side data remains lacking. IndexedDB API stands out as
the most widely used storage API in modern browsers [11]. It
exhibits unique characteristics, including a version migration
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mechanism, a transaction isolation model, and asynchronous
event-driven execution chains. Its API usage is governed by
strict phase separation throughout the operation lifecycle. For
example, schema operations like deleteObjectStore ()
can only be defined or modified during the upgradeneeded
event, while data operations within transactions are tightly
coupled with asynchronous event scheduling [12]. Such fea-
tures require an approach to accurately capture phase-specific
contexts and event-chain dependencies.

1 try {var vi4 v2.onfocusin; } catch(e) {}
try {v6.onversionchange v4d;} catch(e) {}

2

Fig. 1. A simplified piece of a seed generated by Minerva [5].

However, most existing browser fuzzers can generate syn-
tactically valid test cases for the IndexedDB API but fail to
satisfy the aforementioned semantic requirements on input
dependency and contextual behavior. For example, Minerva
constrains assignment targets to type-consistent variables, but
struggles to simulate complex IndexedDB event flows. As
shown in Figure 1, the onversionchange event indis-
criminately binds onfocusin, the EventHandler from
the Ul event. Such binding bypasses the IndexedDB event
chain, leaving database-specific callbacks inactive. Moreover,
they overlook object lifetimes and transaction boundaries,
causing frequent exceptions. To guarantee the error-free ex-
ecution of generated test cases, a commonly used yet brute-
force approach is to wrap all API calls within try-catch
blocks in order to suppress exception propagation [5], [7],
[13]. Although this improves the success rate of execution,
it introduces significant performance overhead.

In response to the asynchronous event-driven nature and
object-oriented storage features of IndexedDB API, we are
committed to developing IDBFuzz, a fuzzing approach specif-
ically designed for browser-side structured storage interfaces.
This approach generates precise asynchronous operation flows
through a customized intermediate representation (IR) and de-
couples the IR skeleton and input objects generation to achieve
controllable semantics. It refers to maintaining database snap-
shots and hierarchical IR semantic constraints to ensure that



the generated test cases strictly follow the stage semantics and
context dependencies. By combining coverage feedback, it can
generate effective seeds with both diverse event-driven control
flow and data flow with interleaved read/write operations
across transactions and object stores, thereby increasing the
likelihood of triggering deep and subtle behaviors in the
IndexedDB runtime. By far, we have discovered and reported
two bugs' in Chromium’s implementation of this API family,
one of which, although previously unknown and recently fixed,
cannot be disclosed due to restricted visibility.

II. BACKGROUND

IndexedDB is a low-level client-side database API designed
to store large amounts of data in a structured key—value
form [11]. It is constrained by the policy of the same origin,
ensuring isolation between different origins. Each origin may
host multiple object stores, and each object store supports ver-
sioning mechanisms that enable controlled schema evolution.
An object store organizes items as key—value pairs, where keys
may be numbers, strings, dates, or compound keys represented
by arrays. IndexedDB also provides secondary indexes for
query optimization, asynchronous transactions that avoid UI
blocking, and cursor-based iteration for sequential data access.

IR [14] is a formal abstraction between high-level source
code and low-level execution that captures program semantics
in a structured and analyzable form, which enables modeling
of IndexedDB’s asynchronous, event-driven features and sys-
tematic testing of its complex API behaviors. Building on this,
we design an IR-based fuzzing framework for the APL

I1I. IDBFuzz

The proposed IDBFuzz is a structured fuzzing framework
tailored to explore and validate the event-driven behavior of
the IndexedDB API. Figure 2 shows its overall architecture,
which is composed of three main modules: (i) a schema
parsing module that utilizes MDN documentation [11] and the
WebIDL specification [15] to automatically abstract a compre-
hensive IndexedDB API schema, which is further refined into
a chain-accessible schemaTree. This process ensures the accu-
racy of subsequent single-API invocations and type inference.
(ii) A seed generation module that leverages our customized
intermediate representation to model typical IndexedDB oper-
ation flows. This essentially forms an IR without input data,
namely IR skeleton. An item driver is also introduced to
implement an independent mechanism for item generation and
management, which decouples the IR skeleton from the actual
input data. Items can be flexibly matched and filled based
on the current context information within the IR skeleton.
(iii) A converter composed of a lifter, which transforms the
generated skeleton into executable JavaScript code, and an
HTML wrapper, which embeds the lifted code into a complete
HTML template to produce the final executable HTML file.
The fuzzing engine mutates both the IR skeleton and items,
using coverage feedback to guide exploration toward diverse
structures likely to trigger new paths.

Uhttps://issues.chromium.org/issues/442392370
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A. Intermediate Representation (IR)

1) IR Design: Our IR disentangles data generation from
control flow construction. It consists of the IR skeleton that
describes the structural operations and concrete input items
managed by a separate item corpus. The skeleton is composed
of a set of nodes representing basic syntactic units such as
expressions, statements, functions, and variables, as shown
in Part I of Figure 3. To ensure syntactic correctness, we
introduce an auxiliary environment called IRContext, which
is responsible for tracking variable declarations, type infor-
mation, and the set of visible objects across lexical scopes.
This guarantees valid variable usage and consistent reference
resolution throughout the IR generation process. We further
construct a layered IR skeleton to encode the event-driven
control flow (as shown in Part I of Figure 3), which includes
four types of layers: invocation, registration, execution, and
access. We also introduce a coverage-guided data generation
component called item driver. During fuzzing, this component
dynamically generates valid object items based on a database
snapshot IDBContext (as shown in Part III of Figure 3). These
items are then injected into the placeholders reserved in the
IR skeleton to generate the complete seeds.

2) Achieving Controllable Semantic Correctness: The main
issue with current fuzzers that generate test code for the
IndexedDB API is their lack of awareness regarding the
database state and the context of events. This oversight leads to
operations that violate semantic constraints, resulting in many
invalid or ignored requests. As a result, these fuzzers heavily
depend on try-catch blocks to manage runtime errors
and ensure successful execution. To address this limitation,
we introduce the notion of controllable semantics, which
ensures that generated test cases strictly follow the stage
semantics and contextual dependencies of IndexedDB, thereby
reducing invalid operations and minimizing the reliance on
try-catch. Its concrete realization is as follows.

We propose IDBContext, a metadata snapshot mechanism
that is maintained throughout the entire lifecycle of the
database. Its primary role is to ensure that object store
operations adhere to schema semantics, thereby producing
controllable, valid, and structurally rich data access flows.
First, during the schema construction phase, IDBContext
records metadata such as object stores, indexes, transactions,
and key sets in real time, forming a semantically consistent
global view. This snapshot supports cascading operations: once
an object store or index is deleted, its related structures,
such as index lists and registered keys, are also removed,
preventing semantic errors or context pollution caused by
stale references. Second, during actual transaction execution,
IDBContext synchronously tracks the operation flow within
each transaction and ensures that operations from aborted or
committed transactions do not contaminate the global view.
This design enables us to generate semantically strong test
code in a controllable manner. For example, a get operation
is generated only when the snapshot contains a valid key, rather
than by constructing parameters solely based on data types.
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Tllustration of the IR design using schema initialization as an example. Part I shows the IR skeleton composed of basic syntactic nodes.

Part II demonstrates the layered control flow structure: (1) database initialization triggers indexedDB.open () and registers event handlers like
onupgradeneeded; (2) schema operations perform structure updates such as createObjectStore and deleteIndex; (3) data manipulation executes
core object store APIs and transactional logic; (4) event flow generation models asynchronous nesting using both IDBContext and IRContext. Part III shows

how concrete items are generated and injected based on the dual contexts.

Moreover, we construct a context-aware layered IR consist-
ing of over 20 semantic layers. Based on domain knowledge,
these layers are first grouped into four functional categories:
the invocation layer, registration layer, execution layer, and
access layer. These categories naturally exhibit dependency
relations, as the registration layer depends on invocation, and
both execution and access layers also rely on invocation. We
then refine these categories by extracting API dependencies
from schemaTree, yielding a complete structure of semantic
layers. The four categories correspond respectively to event
initiation, event listener registration, data operations, and data
queries within transactions. This layered design provides each
test path with a clear semantic position and enables robustness
evaluation by injecting invalid nodes, such as placing schema-
violating operations in the wrong layer to trigger exceptions.
This layered design, combined with the snapshot, enables the

IR generation to accurately identify the schema state and
event context required for each operation during the generation
phase, and to place it into the appropriate semantic layer.

3) Efficient Generation of Rich Data Flows: To construct
complex access chains and data propagation paths among
input objects during transactional interactions, we focus on
the IDBObjectStore interface, the only interface in the
IndexedDB API that allows data read and write operations.
We treat all instance methods of IDBObjectStore as pipe
ends; the sequential relationships between these ends are
considered pipes, and multiple pipes form a pipe flow. We
construct a directed weighted graph, called a pipe graph, to
capture dependency strength among these methods in typical
execution sequences. Based on this graph, we can randomly
generate pipe flows with arbitrary invocation lengths, data
dependencies, and semantic diversity as needed, enabling
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the construction of targeted test inputs that drive complex
transactional interactions. Specifically, we extract all instance
methods of IDBOb ject Store from the constructed schema-
Tree to define the pipe ends in the graph. When initializing
edge weights, we consider the varying testing value of different
method combinations in transactional scenarios. We assign
higher weights to operation sequences with clear read-write
dependencies, medium weights to common self-loops and
mixed write patterns, and lower weights to read-only combi-
nations that typically lack strong dependencies. These initial
weights are then dynamically adjusted during fuzzing using
the Upper Confidence Bound strategy [16], [17] according to
new coverage, unique crashes and novel data access behaviors.

B. Item Driver

Effective fuzzing the IndexedDB API relies not only on
the diversity of API call sequences, but also on the ability
to generate high-quality, structured input data. IndexedDB is
built upon a transactional object store system, typically imple-
mented on top of key-value storage engines such as LevelDB
[18] or SQLite [19]. Input objects must conform to specific
schema constraints, including keyPath configurations, index
definitions, and compound key structures. Also, IndexedDB
supports complex usage scenario beyond primitives, such as
ImageData, Blob, and large objects.

To meet the above requirement for input data, we design
the item driver component to manage a collection of data
items that is decoupled from the IR skeleton. Specifically,
IDBContext provides database snapshot information to guide
the appropriate referencing and insertion of items within test
cases. During IR construction, write operation nodes use type
labels as placeholders to indicate insertion positions. When
generating a test case, the main engine requests candidate
items matching the specified keyPath based on these labels
and fills them into the corresponding operation nodes to form
complete test statements. During fuzzing, if replacing only the
filled data while keeping the structure unchanged, it can result
in new coverage, the item is considered to have contributed
to path exploration, and is added to the item corpus. To
control the overall size, the item corpus is equipped with a
coverage-guided replacement strategy that retains only items
with high coverage gains, gradually evolving into a diverse
and semantically effective input set.

IV. CASE STUDY

We conducted a preliminary experiment to evaluate the
effectiveness of IDBFuzz. The experiment was run on a
machine equipped with an Intel(R) Core(TM) Ultra 7 265K
CPU (3.90 GHz) and 48 GB RAM. Among some pioneering
browser fuzzers [7], [20], [21], we selected Minerva [5] as
our baseline for this case study, as it explicitly claims to
have found a bug related to IndexedDB API. To evaluate
effectiveness, we ran both Minerva and our proposed tool,
IDBFuzz, on Chromium in five independent trials, each lasting
24 hours. Table I shows that IDBFuzz consistently covers
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significantly more edges than Minerva across all five trials,
with an average improvement of over 34%.

TABLE 1
THE NUMBERS OF EDGES TRIGGERED IN EACH TRIAL

Fuzzer | 1 | 2 | 3 | 4 | 5 | Average
Minerva | 154,712| 155,003 | 155,221 | 155,097 | 155,387 | 155,084
IDBFuzz| 207,012 | 208,632 | 207,944 | 206,308 | 209,174| 207,814

To evaluate the performance benefits of our approach,
we designed a set of micro-benchmark tests. In each
round, we generated a transaction that triggered 1,000
IDBObjectStore API calls and measured the elapsed time
from the start of the transaction to the firing of the complete
event. We compared performance under two configurations:
(1) wrapping every API call in a try—-catch block to sup-
press errors; (2) uses our approach to limit t ry—catch usage
and apply it only when necessary. Figure 4 shows that our
approach consistently outperforms the configuration 1 across
all test rounds. Specifically, it achieves an average reduction of
over 29% in execution time, highlighting the efficiency gains
from avoiding unnecessary exception handling.
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Fig. 4. Execution time comparison under two configurations.

V. EXTENSIBILITY AND FUTURE WORK

In terms of extensibility, the methodology of IDBFuzz is
broadly applicable, as it is based on the idea of separating the
IR skeleton from data generation, which allows abstraction
of general operation flows while flexibly substituting specific
data. The challenge lies in the heterogeneous operational
semantics of different NoSQL databases, such as keyPath
definition rules, transaction models, or support for nested
structures, all of which require targeted adaptations and im-
plementations to ensure correct migration of the approach. As
future work, beyond exploring such cross-database application,
our first step will be to investigate clearer boundaries and rules
for aborting asynchronous programs, which remain vague and
may currently waste computational resources.
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