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Abstract—Log-based software reliability maintenance systems
are crucial for sustaining stable customer experience. How-
ever, existing deep learning-based methods represent a black
box for service providers, making it impossible for providers
to understand how these methods detect anomalies, thereby
hindering trust and deployment in real production environ-
ments. To address this issue, this paper defines a trustworthi-
ness metric—diagnostic faithfulness—for models to gain service
providers’ trust, based on surveys of SREs at a major cloud
provider. We design two evaluation tasks: attention-based root
cause localization and event perturbation. Empirical studies
demonstrate that existing methods perform poorly in diagnostic
faithfulness. Consequently, we propose FaithLog, a faithful log-
based anomaly detection system, which achieves faithfulness
through a carefully designed causality-guided attention mech-
anism and adversarial consistency learning. Evaluation results
on two public datasets and one industrial dataset demonstrate
that the proposed method achieves state-of-the-art performance
in diagnostic faithfulness.

Index Terms—Software Reliability, Log Analysis, Anomaly
Detection, Trustworthiness.

I. INTRODUCTION

Software systems are growing increasingly large and com-
plex, with their composition and operational logic becoming
more intricate, while being subject to more failures [1]–[4].
In the real world where availability is critical to customer
experience, service providers have designed software reliabil-
ity maintenance systems that aim to rapidly and efficiently
manage anomalous events to enhance reliability [5], [6].

Logs record system operational states and serve as the
primary observable data utilized by software reliability mainte-
nance systems. The use of logs for detecting system anomalies
has been extensively studied [7]–[15]. Recent approaches
focus on deep learning, particularly attention-based sequence
models [16]–[20]. These methods employ sequential neural
networks to extract system operational patterns from logs, then
utilize attention mechanisms [21] to assign differential weights
to distinct system events, and finally integrate diverse events
to detect system anomalies. This strategy demonstrates the
capability to learn historical operational patterns of systems,
thereby enabling anomaly detection and has been proven
effective in maintaining software system reliability [22]–[25].
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Fig. 1. The proposed attention-based diagnostic faithfulness assessment
method for software reliability maintenance systems. These two tasks re-
spectively evaluate the alignment between attention scores and anomaly root
causes, and the consistency of between attention scores and detection results.

Although these methods have proven effective in detecting
system anomalies, their black-box nature inherent to deep
learning makes them difficult to deploy in real production
environments. Specifically, these deep learning-based anomaly
detection systems function as black boxes to service providers
utilizing them [26]–[28], allowing providers only to obtain
detection results without understanding how anomalies are
detected, or whether the results are trustworthy. Providers
cannot ascertain whether the anomaly detection system gen-
uinely comprehends the operational patterns of the software
system, or is merely overfitting to historical operational states.
In other words, these methods intended to maintain software
system reliability may themselves be unreliable. Consequently,
to avoid unanticipated financial and operational losses, these
deep learning-based approaches face significant barriers to
deployment in actual production environments.

A comprehensive solution to this problem necessitates open-
ing deep learning’s black box, rendering its decision logic fully
transparent to service providers, yet substantial research [29]–
[33] demonstrates this is exceptionally challenging. Therefore,
this paper aims to establish a framework for anomaly detection
systems to gain service providers’ trust, ensuring their trust-
worthiness when deployed in real production environments.
Specifically, through extensive surveys of SREs at a major
cloud service provider, we define Diagnostic Faithfulness,
which encompasses two critical aspects prioritized by service
providers: 1) Diagnostic Causality: whether the anomaly
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detection system genuinely comprehends the root cause events
when anomalies are detected? 2) Diagnostic Consistency:
whether the detection results align with the system events the
model considers most significant?

To comprehensively assess the diagnostic faithfulness
of anomaly detection systems, we designed an attention
mechanism-based evaluation method as illustrated in Figure
1. Specifically, it evaluates: 1) the alignment degree between
attention scores and root causes when system anomalies are
detected; 2) the magnitude of detection result changes when
perturbing system events with highest attention scores, to
quantify the diagnostic faithfulness of models. Subsequently,
we conducted an empirical study on the Thunderbird super-
computer system [34]. Results demonstrate that state-of-the-art
existing methods exhibit suboptimal performance in diagnostic
faithfulness, rendering their detection outcomes untrustworthy.

To address this issue and enhance the diagnostic faithful-
ness of anomaly detection systems, we propose FaithLog, a
service-provider-faithful log-based failure prediction method.
Its core principles are: 1) guiding attention score allocation
toward root cause events of anomalies; 2) aligning detection
results with system event consistency through adversarial
training. Evaluations on two public datasets and one industrial
dataset demonstrate that the proposed method remains faithful
to service providers and yields trustworthy detection results.

In summary, our contributions are as follows:
• We present the first investigation into the trustworthiness

of log-based anomaly detection systems.
• We define diagnostic faithfulness for log-based anomaly

detection systems and establish its evaluation method.
• An empirical study revealing that existing log-based

anomaly detection systems lack faithfulness.
• A service-provider-faithful log-based anomaly detection

system, with evaluations confirming its faithfulness.

II. EMPIRICAL STUDY

This section evaluates diagnostic faithfulness of existing
log-based anomaly detection methods using the Thunder-
bird system log dataset collected from a supercomputer sys-
tem [34]. We investigate state-of-the-art attention-based log
anomaly detection methods, specifically including LogRobust
[16], PLELog [19], NeuralLog [17], and SwissLog [18].

A. Can existing methods comprehend root causes when de-
tecting anomalies?

This study evaluates the diagnostic causality of existing
methods, employing a root cause localization task for assess-
ment. Specifically, we first train baseline methods on anomaly
detection tasks then utilize their attention scores for root
cause localization. Using Hit Rate (HR@k) as the metric
with k=1, 3, 5 for evaluation, the results are presented in
the table I. Overall, baseline methods achieve only 13.70%
HR@1, 30.42% HR@3, and 41.13% HR@5. This indicates
that current log-based anomaly methods fail to assign attention
scores to root cause events despite detecting system anomalies,

rendering model-generated anomaly alerts unrelated to actual
root causes, thus making their detection results untrustworthy.

TABLE I
DIAGNOSTIC CAUSALITY EVALUATION OF EXISTING METHODS

Model
Metrics

HR@1 HR@3 HR@5

LogRobust [16] 17.19 31.83 43.14
PLELog [19] 17.36 29.09 38.44

NeuralLog [17] 13.58 39.54 53.46
SwissLog [18] 6.67 21.22 29.48

Average 13.70 30.42 41.13

B. Whether the detection results align with the system events
the model considers most significant?

This study evaluates diagnostic consistency of existing
methods, for which we designed an event perturbation task.
Specifically, after model decision-making, we remove the sys-
tem event with highest attention score and observe confidence
changes in new detection results. If confidence decreases, it
indicates that the highest-scored event suppresses detection
results; conversely, increased confidence suggests support. We
employ Support Rate (SR) as the metric, representing the
proportion of supportive cases; higher SR indicates better
alignment between detection results and most critical system
events. Table II presents our results, showing an average SR
of merely 61.31%, demonstrating that existing methods do not
rely on their identified most critical system events for decision-
making, rendering detections untrustworthy.

TABLE II
DIAGNOSTIC CONSISTENCY EVALUATION OF EXISTING METHODS

Model
Metrics

SR

LogRobust [16] 71.37
PLELog [19] 70.69

NeuralLog [17] 40.42
SwissLog [18] 62.76

Average 61.31

Summary. Current log-based anomaly detection methods
neither comprehend anomaly root causes during detection
nor maintain consistency between results and their priori-
tized system events, resulting in unreliable outcomes.

III. METHODOLOGY

A. Overview

In this paper, we propose FaithLog, a service-provider-
faithful log anomaly detection method. For input log event
sequences, FaithLog first employs the advanced log parser
Drain [35] to process unstructured raw logs, to obtain struc-
tured log event sequences. Subsequently, following prior work
[14], we extract semantic embeddings for each log event,
which are fed into a Transformer Encoder-based sequence
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Fig. 2. The overview pipeline of FaithLog.

encoder [36]. Finally, the features encoded by the sequence
encoder are delivered to a detector for anomaly identification.
During the training phase, FaithLog incorporates a causality-
guided attention mechanism and an adversarial consistency
learning process, where the former directs attention score
allocation toward root cause events of anomalies, while the
latter aligns detection results with system event consistency
through adversarial learning. Figure 2 illustrates the FaithLog’s
pipeline.

B. Causality-Guided Attention Mechanism

Existing log-based anomaly detection methods fail to assign
attention scores to root cause events when detecting system
anomalies, resulting in model alerts unrelated to actual causes
and untrustworthy detection outcomes. To address this issue,
FaithLog designs a Causality-Guided Attention Mechanism
that aims to allocate maximal attention scores to root cause
events, thereby enhancing diagnostic causality.

Specifically, FaithLog first incorporates a negative pathway
into the attention mechanism, enabling the emergence of neg-
ative attention scores. When assigned negative scores, system
events exhibit low probability of being anomaly root causes,
yet their magnitude signifies the event’s importance, a strategy
that enhances the representational capacity of attention scores.
Given input log event embeddings [e1, e2, ..., en], for the i-
th event embedding ei, the FaithLog employs a Sinusoidal
positional encoding function PE to encode its sequential
position vector pi.

PE(i,2j) = sin(
i

10000
2j

dmodel

),

PE(i,2j+1) = cos(
i

10000
2j

dmodel

),
(1)

Where dmodel signifies the dimension of ei, with j indexing
individual components within ei. The resulting E = ei + pi,
incorporating positional information, is then input to the
encoder as the log vector. Inside the encoder, the causality-
driven attention mechanism autonomously learns both positive
and negative attention weight matrices, calculating attention
scores for each log event as the arithmetic difference between
positive and negative components.

Qpos = EWQ
pos,Kpos = EWK

pos, Vpos = EWV
pos,

Qneg = EWQ
neg,Kneg = EWK

neg, Vneg = EWV
neg,

(2)

A = Softmax(
QposK

T
pos√

dk
)Vpos − Softmax(

QnegK
T
neg√

dk
)Vneg,

(3)
The computed attention scores are utilized to integrate the

final features, and optimize the detector by minimizing cross-
entropy loss.

argmin
θ

LCE(θ) =
n∑

i=1

[−(yi log(ŷi) + (1− yi) log(1− ŷi))],

(4)
Subsequently, FaithLog learns root cause scores and guides
attention score redistribution. For the input sequence X =
[e1, e2, ..., en], FaithLog establishes a locator L to encode root
cause scores L(ei). Root cause score learning is based on
ranking loss [23], [37].

argmin
θ

LRank(θ) = max(0, 1 + max
ei∈Xn

L(ei)− max
ei∈Xa

L(ei)),

(5)
Where Xn and Xa represent normal and anomalous runtime

log sequences, respectively. Finally, FaithLog aligns attention
scores to root cause scores based on KL divergence, to enhance
diagnostic causality.

argmin
θ

LKL(θ) = KL(L(X)∥A) =
∑
i

L(ei) log
L(ei)

A(ei)
,

(6)

C. Adversarial Consistency Learning
Existing log-based anomaly detection methods exhibit in-

consistency between detection outcomes and highest-attention
system events during decision-making, resulting in untrustwor-
thy results. To address this issue, FaithLog designs Adversarial
Consistency Learning, aiming to align detection results with
the most critical system events.

Specifically, during training, FaithLog first employs detector
D for initial detection, and identifies the system event with
highest attention score emax = argmaxi∈1,2,...,n ai, with ini-
tial detection confidence p = D(X). Then, FaithLog removes
the highest-attention system event emax, and performs a sec-
ondary detection, yielding new confidence p′ = D(X \emax).
FaithLog establishes the following constraint during training,
which encourages reduced detection confidence after removing
the most critical system event, thereby enhancing diagnostic
consistency.

argmin
θ

LConsistency(θ) = max(1 + p′ − p), (7)

D. Training
Following this approach, FaithLog can be deployed on real

industrial software systems, to deliver reliability maintenance
strategies faithful to service providers. FaithLog undergoes
end-to-end training by integrating the aforementioned loss
functions:

argmin
θ

L(θ) = λ1LCE(θ) + λ2LRank + λ3LKL + λ4LConsistency,

(8)
where λ1, λ2, λ3, λ4 are hyperparameters for balancing the
loss functions.
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TABLE III
DIAGNOSTIC CAUSALITY EVALUATION OF FAITHLOG

Dataset Model
Metrics

HR@1 HR@3 HR@5 PR@3 PR@5 MAP@3 MAP@5 MRR

BGL

LogRobust [16] 37.98 65.13 67.89 39.90 41.15 39.26 39.94 52.78
PLELog [19] 44.32 65.30 73.52 47.59 51.27 46.07 51.27 58.22

NeuralLog [17] 37.04 49.83 52.28 40.87 42.69 39.09 40.38 43.49
SwissLog [18] 31.89 37.04 39.24 31.55 31.90 31.98 32.28 36.84

FaithLog 70.03 77.29 79.42 72.56 73.70 71.31 72.18 74.29

Thunderbird

LogRobust [16] 17.19 31.83 43.14 24.11 32.24 20.53 24.40 20.76
PLELog [19] 17.36 29.09 38.44 23.22 30.07 20.29 23.47 29.66

NeuralLog [17] 13.58 39.54 53.46 31.14 43.11 22.77 29.86 30.33
SwissLog [18] 6.67 21.22 29.48 14.36 19.89 10.78 13.90 17.93

FaithLog 34.13 48.93 55.86 40.82 47.84 37.54 40.97 45.86

System A

LogRobust [16] 44.15 54.24 60.58 45.28 47.50 44.70 45.56 53.40
PLELog [19] 52.41 63.13 67.93 53.29 54.84 52.80 53.46 59.14

NeuralLog [17] 52.45 67.19 74.72 53.71 56.32 52.93 54.05 61.64
SwissLog [18] 43.57 54.14 56.90 45.20 47.17 44.34 45.28 49.41

FaithLog 58.41 76.73 81.63 62.13 65.06 60.30 61.95 68.36

TABLE IV
DIAGNOSTIC CONSISTENCY EVALUATION OF FAITHLOG

Dataset Model
Metrics

SR

BGL

LogRobust [16] 77.86
PLELog [19] 81.76

NeuralLog [17] 66.44
SwissLog [18] 54.58

FaithLog 88.58

Thunderbird

LogRobust [16] 71.37
PLELog [19] 70.69

NeuralLog [17] 40.42
SwissLog [18] 62.76

FaithLog 82.74

System A

LogRobust [16] 75.73
PLELog [19] 52.73

NeuralLog [17] 48.07
SwissLog [18] 66.34

FaithLog 83.28

IV. PRELIMINARY EVALUATION

A. Experimental Setup

We conducted experiments on two public datasets (BGL
and Thunderbird) [34] and an industrial log dataset System
A collected from real-world systems, to assess FaithLog’s di-
agnostic faithfulness. Detailed experimental configurations are
provided in Section II. For a more comprehensive assessment,
in the root cause localization task, we employ HR@k, PR@k,
MAP@k, and MRR for evaluation [38].

B. Diagnostic Causality of FaithLog

This section evaluates whether FaithLog comprehends root
causes when detecting anomalies, with Table III present-
ing comparative results against existing methods. Overall,
FaithLog achieves superior performance across all three eval-
uation datasets. Existing methods employ naive attention
mechanisms, where attention scores only indicate impor-
tance without representing causality, potentially assigning high
scores even to normal system events. Conversely, FaithLog
incorporates a carefully designed causality-guided attention
mechanism, assigning maximally possible attention scores to

root cause events, effectively enhancing diagnostic causality.
These findings demonstrate FaithLog’s substantial potential for
direct application in root cause localization.

C. Diagnostic Consistency of FaithLog
This section evaluates whether FaithLog’s detection results

maintain consistency with the system events it deems most
critical, with Table IV presenting results. Notably, SR of
existing methods are suboptimal across all evaluated datasets.
This occurs because existing methods merely utilize attention
to combine features of system events, where event weights
fail to represent their capacity to influence detection, resulting
in attention scores being incapable of explaining the model’s
decision logic. Conversely, FaithLog benefits from meticu-
lously designed adversarial consistency learning, maintaining
high consistency between detection results and its prioritized
system events, thereby enabling attention scores to reflect the
model’s decision logic, consequently empowering it to deliver
trustworthy anomaly detection results for service providers.

V. CONCLUSION AND FUTURE WORK

In this paper, we present the first study on the trustwor-
thiness of software reliability maintenance systems. Through
surveys of SREs at a major cloud service provider, we de-
signed a metric—diagnostic faithfulness—for evaluating the
trustworthiness of software reliability maintenance systems,
and developed two evaluation tasks: attention-based root
cause localization and event perturbation. Empirical studies
demonstrate that existing methods fail to comprehend root
causes when detecting system anomalies, and exhibit in-
consistency between detection outcomes and their prioritized
system events, rendering their detection results untrustworthy.
Therefore, we propose FaithLog, a faithful log-based anomaly
detection system. This work provides a pathway for assessing
the trustworthiness of maintenance systems, and we plan
to deliver transparent, trustworthy, and explainable reliability
maintenance systems in future work.
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