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Abstract—Permission explanations, explanatory text accom-
panying mobile app permission requests, are crucial for user
privacy transparency and informed consent. Despite their impor-
tance, current practices often fall short of regulatory expectations
due to the lack of systematic evaluation mechanisms. Through
an empirical study of 600 mainstream mobile apps, we reveal
widespread deficiencies: 15% of permission requests provide no
explanation, others use vague language or technical jargon, and
critically, many fail to disclose third-party SDK data access
despite these components actively using granted permissions.
To address these transparency gaps, we present SCOPE, an
automated multi-agent framework that systematically evaluates
permission explanation compliance and generates targeted op-
timization recommendations. SCOPE employs four specialized
agents working collaboratively: multimodal LLM-based expla-
nation extraction, few-shot learning-based linguistic analysis,
dynamic API-based purpose inference, and adaptive report
generation. Comprehensive evaluation demonstrates SCOPE’s
effectiveness, achieving 98% accuracy in explanation extraction,
93.5% consistency in compliance analysis, and 92% accuracy in
purpose inference. A user study with 30 participants shows 84.6 %
preference for SCOPE-optimized explanations, confirming prac-
tical utility. Our work provides the first systematic analysis
of permission explanation practices and establishes a scalable
solution for enhancing mobile app privacy transparency.

Index Terms—permission explanation, usable privacy, data
transparency, mobile apps

1. INTRODUCTION

Mobile apps often require access to substantial amounts
of sensitive user information, such as location data, contact
lists, and device identifiers, to deliver various functionali-
ties [1,2]. App permissions serve as a critical access-control
mechanism regulating an app’s ability to access such sensitive
resources: an app needs to request relevant permissions and
users need to explicitly grant them before the app can access
restricted data or perform restricted actions [3]. User deci-
sions regarding permission grants—whether to allow or deny
these requests—crucially shape the privacy landscape of their
devices and associated risks. This is particularly concerning
given that a significant proportion of Android apps exhibit
permission-greedy behavior, requesting permissions beyond
what is necessary for their stated functionality [4,5]. However,
users frequently struggle to make such decisions, mainly be-
cause existing practices often fall short in providing adequate
transparency regarding permission usage, e.g., how, why, and
by whom their data is accessed, leaving users uncertain about
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whether to give access [6]. Consequently, users often grant
permissions simply to “click away” permission requests and
continue with their primary task, thereby increasing the risk
of data leakage and privacy violations [7].

The situation is further complicated by Android’s permis-
sion inheritance model, where embedded third-party libraries
can access all permissions granted to the host app. In modern
app development, it is common practice to integrate multi-
ple third-party libraries (e.g., advertising, social, or analytics
SDKs) to delegate specific tasks and functionalities, thereby
simplifying the development process. Since these libraries
inherit all privileges of the app, they can often become over-
privileged relative to their actual functional requirements. It
has been reported the issue of “permission piggybacking” [8],
where third-party libraries probe already granted permissions
and use or collect available data without explicitly requesting
permissions themselves. Moreover, app developers often lack
detailed knowledge of the exact internals of each library and
its background operations [9]. Consequently, these libraries
may collect personal and sensitive user data beyond what is
necessary for their primary functionality, creating substantial
privacy risks without user awareness or developer intent.

Privacy regulations such as the EU’s General Data Protec-
tion Regulation (GDPR) [10], the US’s California Consumer
Privacy Act (CCPA) [11], and China’s Personal Informa-
tion Protection Law (PIPL) [12] emphasize user rights to
informed consent and control over personal data, mandating
clear, accessible disclosures and explicit consent before data
collection. While apps commonly rely on privacy policies to
communicate data practices, such documents are often lengthy,
complex, and difficult for ordinary users to comprehend,
thereby diminishing their effectiveness in delivering timely
and meaningful transparency. Further, the industry has increas-
ingly promoted the use of “permission explanation”, where
developers proactively provide concise and user-friendly in-
app prompts that clarify the purpose and necessity of a
permission request (as shown in Figure 1) as a mechanism
for enhancing user awareness and empowering more informed
decision-making. Given that most users rarely read privacy
policies thoroughly and instead rely more on real-time per-
mission prompts for decision-making [13,14], well-designed
permission explanations represent a promising pathway toward
improved transparency. Research indicates that users are more
likely to provide informed consent when permission requests
are accompanied by clear explanations [15,16].



However, the implementation of permission explanations
currently operates with minimal regulatory oversight. Devel-
opers have complete discretion over explanation content and
design, and no system-level enforcement mechanisms exist to
ensure compliance with privacy regulations. This regulatory
gap creates opportunities for manipulative practices designed
to nudge user consent, such as the dark patterns exposed in
prior research [17,18]. These concerns underscore the need for
systematic evaluation mechanisms to ensure that permission
explanations genuinely uphold the transparency principles and
user empowerment they are intended to advance.

To understand the current landscape, we first conducted
an empirical study examining permission explanation prac-
tices across 600 mainstream mobile apps. Our investigation
revealed three major categories of deficiencies: (/) many apps
provide no explanation whatsoever, (ii) others employ vague
or technical language that obscures actual data usage, and
(iif) most critically, explanations systematically fail to dis-
close third-party SDK access despite these embedded libraries
inheriting and potentially exploiting all granted permissions.
To address these transparency gaps and support developers
in creating compliant, user-centered explanations, we present
SCOPE, a multi-agent framework that systematically evalu-
ates permission explanation compliance and generates targeted
optimization recommendations. Our framework employs four
specialized agents for explanation extraction, linguistic appro-
priateness analysis, purpose inference, and adaptive report gen-
eration, enabling comprehensive assessment across visibility,
linguistic quality, and substantive accuracy dimensions. We
conducted extensive evaluations demonstrating that SCOPE
achieves high accuracy in explanation extraction (98% with
multimodal LLMs), linguistic compliance analysis (93.5%
evaluation consistency), and purpose inference (92% accu-
racy with contextual enhancement). A user study with 30
participants showed that 84.6% preferred SCOPE-optimized
explanations over originals, validating the practical utility of
our optimization approach. The tool is publicly available [19].
In summary, this work makes the following contributions:

o We present the first systematic empirical analysis of
permission explanation practices, uncovering widespread
transparency deficiencies across three tiers, including
prevalent missing explanations, linguistic opacity, and
systematic failure to disclose third-party SDK data access.

« We introduce a novel multi-agent framework for au-
tomated explanation evaluation and optimization. Our
approach integrates multimodal LLMs, dynamic API
analysis, and regulatory compliance assessment to pro-
vide comprehensive, actionable feedback for improving
explanation quality across multiple dimensions.

« We conduct extensive experimental validation demon-
strating both technical effectiveness and user acceptance
of our approach. Our evaluation shows superior perfor-
mance over traditional methods and confirms significant
user preference for framework-optimized explanations,
validating real-world applicability.

]

Permission Explanation

Camera access is required to scan
article QR codes from the

Allow toaccess photos,
media, and files on your device?

Camera Access
Please enable camera permission
website and view them in the app. to take photos or videos, send
Declining will not affect other services. messages, set your profile picture,

Cancel Allow and edit your personal homepage.

(c) Example 3

(a) Example 1 (b) Example 2

Fig. 1. Examples of permission explanation screens with diverse styles.

II. BACKGROUND AND MOTIVATION
A. Permission Explanation

Since Android 6.0 (Marshmallow) introduced the dynamic
permission authorization model, apps must request permis-
sions at runtime for interactive user authorizations. Under this
model, permission request dialogs are generated uniformly by
the Android operating system, typically displaying standard-
ized prompts like “Allow this app to access your location?”.
Developers cannot customize the content of these system-
generated dialogs. To promote user understanding of permis-
sion usage, Android officially recommends that developers
proactively explain the reasons and necessity for permission
requests through in-app interfaces, such as custom dialogs or
overlay prompts, before calling the system dialog [20]. Such
explanatory information or textual prompt provided by app
developers to clarify the purpose and necessity of a requested
sensitive permission is referred to as permission explanation.

Since developers have full control over the content and
design of these explanations, they can vary significantly in
format and style. As illustrated in Figure 1, several design
patterns are commonly used: some apps supplement the default
system dialog with an additional explanatory text box (Exam-
ple 1), others introduce custom explanatory dialogs prior to
the system prompt (Example 2), and certain apps adopt more
visually engaging designs incorporating illustrations or inter-
active elements to encourage user comprehension (Example
3). These diverse design practices reflect developers’ attempts
to balance information transparency with user experience,
while also revealing the lack of unified design standards and
evaluation criteria in current permission explanation practices.

B. Bright-side and Dark-side

Permission explanations are widely regarded as a useful
mechanism for enhancing user comprehension and informed
decision-making, compared to lengthy and often ambiguous
privacy policies [13,14]. Research demonstrated that users
were 12% more likely to grant permissions when they were
given a reason for the request [16].

However, the actual effectiveness of permission explana-
tions depends heavily on implementation quality, given that
developers have full freedom over the content and design
in practice. While regulatory guidelines provide high-level
principles (e.g., data minimization, transparency, and contex-
tual permission requests), they remain conceptually broad and
lack specific implementation instructions or concrete templates
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for developers to follow. Moreover, there is no system-level
enforcement mechanism that prevents developers from vio-
lating these regulations. These lead to inconsistent quality
and potential misuse of permission explanations. For example,
Mohamed et al. [17] found that real-world implementations
of iOS App Tracking Transparency (ATT) alerts employed
misleading, vague, or incentivizing language that confused
users and distorted their permission understanding. Such dark
patterns undermine the original intent of permission expla-
nations, shifting from facilitating informed consent to subtly
coercing user decisions, ultimately reducing transparency and
weakening users’ control over their personal data.

C. Motivation

Prior work has explored various dark patterns that mobile
app developers can use to mislead users into taking unintended
actions [17,21]-[23]. In the context of permission requests,
however, less is known about whether and how real-world
Android apps adopt any strategies within developer-defined
explanations to influence users’ decisions. Key questions re-
main unresolved: what types of dark patterns appear in permis-
sion explanations, how can these practices be systematically
identified, and what mechanisms can mitigate such misuse?
These knowledge gaps motivate our systematic investigation
into current permission explanation practices and development
of strategies for enhancing their transparency and integrity.

III. EMPIRICAL STUDY

To understand the current landscape of permission ex-
planation practices and identify systematic deficiencies, we
conducted an empirical study examining 600 mobile apps. This
empirical study serves two purposes: establishing a scientifi-
cally grounded evaluation framework and providing empirical
evidence of transparency gaps in real-world implementations.

A. Hierarchical Compliance Review Framework

To systematically evaluate permission explanation compli-
ance and quality, we developed a three-layer hierarchical re-
view framework. Since existing regulatory guidelines provide
only high-level principles without specific evaluation criteria,
we employed expert consensus building to operationalize these
requirements into practical assessment dimensions.

1) Expert Consensus Building: We began by examining key
regulatory documents including GDPR, PIPL, and industry
guidelines such as the Chinese “Guidelines for the Use of
System Permissions in Mobile Internet Applications [24].”
These regulations emphasize principles such as purpose clarity,
user accessibility, and avoidance of misleading content, but
lack specific operational guidance for systematic evaluation.

To establish a scientifically grounded and practically
applicable evaluation framework, we adopted the Delphi
method [25] to facilitate structured expert consultation. This
approach is particularly suitable for areas lacking unified
standards and enables systematic development of evaluation
criteria through multiple rounds of anonymous expert feed-
back [26,27]. We recruited six domain experts: two privacy
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researchers from academia, two mobile app developers from
the technology industry, and two compliance professionals
from regulatory agencies, all with over three years of relevant
experience. The consultation process comprised two rounds:

« Round 1: Experts received comprehensive materials includ-
ing summaries of regulatory principles and requirements
from major privacy regulations. Without predefined evalu-
ation dimensions, experts independently identified critical
aspects that should be assessed when evaluating permis-
sion explanation compliance. Through open-ended ques-
tionnaires, experts proposed various evaluation dimensions
including visibility, accessibility, clarity, specificity, compre-
hensibility, completeness, accuracy, third-party disclosure,
purpose alignment, and avoidance of misleading content. We
synthesized expert responses and identified recurring themes
across these proposed dimensions.

Round 2: Based on Round 1 synthesis, we organized
the identified dimensions into three hierarchical layers:
explanation visibility (whether explanations are accessible
to users), linguistic appropriateness (whether explanations
are clearly and appropriately expressed), and substantive
accuracy (whether explanations truthfully reflect actual per-
mission usage). We presented this three-tier framework to
experts. Kendall’s W coefficient analysis showed values
exceeding 0.75 for all framework components, indicating
strong expert consensus and satisfying established Delphi
standards [28].

2) Three-Layer Evaluation Framework: Drawing on expert
feedback, we finalized a layered structure (as follows) for sys-
tematically evaluating permission explanations, which serves
as the basis for our empirical analysis and tool development.

o L1: Visual Accessibility. This layer examines whether
the explanation is visibly presented by the time of the
permission request. The explanation must not be concealed
in less accessible resources like privacy policies or other
hidden information pages. Only apps that demonstrate a
visible explanation proceed to further evaluation stages.

o L2: Linguistic Appropriateness. This layer evaluates the

clarity, specificity, and appropriateness of the explanation

text. The explanation should (1) explicitly state the purpose
of the permission, avoiding vague or overly broad terms;

(2) use plain and understandable language, avoiding obscure

technical jargon; and (3) not contain any misleading claims

that exaggerate necessity or pressure the user. This assess-
ment primarily relies on semantic and textual analysis.

L3: Substantive Accuracy. This layer assesses whether

the explanation truthfully reflects the actual use of the re-

quested permission. It checks for completeness and honesty,
ensuring that all relevant uses, including those by third-
party SDKs or data-sharing practices, are clearly disclosed.

This step needs to integrate dynamic analysis techniques to

compare the app’s real behavior with the explanation content

and identify potential inconsistencies.

This three-layered framework establishes a progressive, in-
depth compliance evaluation structure that spans accessibility,



linguistic appropriateness, and behavioral alignment. Firmly
grounded in legal requirements, practical insights, and expert
consensus, it serves as the foundation for subsequent evalua-
tion and system design in this study.

B. State-quo of Permission Explanations

With this three-layered framework, we conducted a system-
atic analysis of 600 real-world mobile apps across various cat-
egories from the Chinese marketplace, aiming to examine the
implementation status of permission explanations in practice.

1) Analysis Process: Given the limitations of automated Ul
exploration tools in achieving comprehensive permission cov-
erage, we adopted manual testing to ensure maximum trigger-
ing of permission requests. Trained researchers systematically
explored each app for at least 5 minutes, focusing on triggering
permission-sensitive features such as location services, cam-
era access, contact management, and media access. During
testing, we applied Frida [29], a dynamic instrumentation
toolkit, to hook Android system APIs at runtime and capture
call stack traces for sensitive resources, including calendars,
call logs, contacts, location, device IDs, body sensors, SMS,
storage, camera, and microphone. We captured screenshots of
all permission request dialogs and simultaneously monitored
corresponding sensitive API calls.

Two authors with relevant expertise independently evaluated
each collected permission explanation following the three-
layer hierarchical framework: First, the explanation visibility
(L1) was assessed. If this was deemed acceptable, the linguis-
tic appropriateness (L2) was evaluated, and the substantive
accuracy was examined using the captured API call informa-
tion (L3). Any disagreements were resolved through consensus
discussions with all authors.

2) Key Findings: Through systematic analysis of 600 apps,
we captured a total of 1,031 permission requests across
various sensitive resources. Our evaluation using the three-
layer framework revealed significant deficiencies in current
permission explanation practices:

« Missing Explanations: Among the 1,031 permission re-
quests, 158 cases (15%, involving 89 apps) provided no
explanatory explanation whatsoever. These apps directly
presented system permission dialogs without any contextual
information about permission purposes, making it difficult
for users to make informed decisions.

« Linguistic Appropriateness Issues: Among the 873 expla-

nations that were present, 70 cases (involving 60 apps) failed

to meet linguistic appropriateness standards. The primary
issues included: Lack of specificity (43 cases): explanations
used vague language such as “to provide better services”
without explaining specific use contexts. Complexity and
jargon (9 cases): Technical terminology like “SDK” or

“LBS services” that ordinary users might not understand.

Manipulative language (18 cases): Misleading claims that

exaggerated necessity or employed pressure tactics, such as

“must authorize for normal use” without justification.

Substantive Accuracy Concerns: Most critically, 246

explanations (28% of those with explanation, involving
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159 apps) demonstrated incomplete information disclosure,
particularly regarding third-party SDK usage. This rep-
resents a conservative estimate as many permission us-
ages may not have been triggered during our testing pro-
cess. Our API analysis revealed many cases where ad-
vertising or analytics SDKs accessed permissions with-
out any mention in the accompanying explanations. For
example, one navigation app stated that location access
was “for route planning and nearby vehicle finding,” but
our analysis detected that a ByteDance advertising SDK
(com.bytedance.sdk.openadsdk) was also access-
ing location data in background threads—a usage com-
pletely undisclosed to users.

Modern apps typically integrate 5-10 third-party SDKs
(with some containing up to 50) [8], and these components
inherit all permissions granted to the host app. However, our
analysis showed that explanations consistently focused solely
on primary app functionality while omitting third-party usage
scenarios. This represents a transparency gap where users
consent to specific stated purposes while remaining unaware
of secondary data uses by integrated SDKs.

C. Problem Statement

Our empirical analysis reveals substantial deficiencies
in current permission explanation practices that undermine
their intended transparency benefits. Three critical problems
emerge: (1) widespread absence of explanations (15% of
permission requests), (2) linguistic barriers preventing user
comprehension due to vague language and technical jargon,
and (3) systematic omission of third-party SDK data usage
despite API calls by these components being clearly detected
in our monitoring.

These deficiencies represent fundamental violations of in-
formed consent principles mandated by privacy regulations.
Users cannot make genuinely informed decisions when expla-
nations are missing, unclear, or incomplete, while undisclosed
third-party access creates privacy risks that users cannot antic-
ipate or protect against. The gap between regulatory intentions
and practical implementation demonstrates the urgent need for
systematic evaluation and optimization approaches that can
automatically assess explanation quality and provide targeted
improvement recommendations.

IV. SCOPE

To address the identified challenges, we present SCOPE
(Smart Compliance and Optimization of Permission
Explanations), an automated multi-agent framework that
systematically evaluates permission explanation compliance
and generates targeted optimization recommendations.
Built upon OpenAl Agents SDK [30], SCOPE embodies
key characteristics of intelligent agent systems such as
autonomous planning, reasoning, and action, enabling
systematic assessment across the three-layer evaluation
framework established in our empirical study.
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Fig. 2. Overview of the SCOPE workflow.

A. Overall Architecture

SCOPE adopts a collaborative multi-agent architecture
where specialized agents work together through structured
planning, execution, and communication mechanisms. As il-
lustrated in Figure 2, the framework orchestrates four special-
ized agents and follows a structured pipeline with conditional
branching based on intermediate results:

Explanation Extraction Agent processes captured screen-
shots to identify and extract permission explanation texts
using multimodal large language models (MLLM). The agent
employs planning capabilities to determine the execution path:
if explanation text is successfully extracted, the coordinator
routes the content to both Linguistic Appropriateness Analysis
Agent and Purpose Inference Agent for parallel analysis; if
no explanation is found, the workflow bypasses linguistic and
purpose analysis, directing control to the Adaptive Report
Generation Agent to document the absence finding.

Linguistic Appropriateness Analysis Agent evaluates ex-
tracted explanation texts for regulatory compliance using few-
shot learning approaches. This agent maintains memory of
linguistic patterns and compliance criteria, enabling consistent
evaluation across different explanation styles.

Purpose Inference Agent analyzes runtime API call infor-
mation and app metadata to determine actual permission usage
scenarios. The agent employs Retrieval-Augmented Genera-
tion (RAG) to incorporate app descriptions and privacy policy
information, combined with contextual reasoning and third-
party SDKs identification, enabling comprehensive purpose
inference and truthfulness assessment.

Adaptive Report Generation Agent synthesizes results
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from all preceding agents to generate comprehensive evalu-
ation reports. This agent aggregates findings, identifies com-
pliance gaps, and generates targeted recommendations based
on the specific combination of issues detected.

B. Explanation Extraction Agent

The explanation extraction agent processes captured screen-
shots to identify and extract permission explanation texts.
Given the diverse presentation formats of permission expla-
nations across different apps, this agent must accommodate
various UI styles, text layouts, and visual designs.

We considered multiple text extraction approaches, includ-
ing traditional OCR techniques (e.g., Tesseract, PaddleOCR)
and multimodal large language models (e.g., gemini 2.0 flash,
gpt-40). While traditional OCR methods provide basic text
recognition capabilities, they face significant limitations when
dealing with complex UI scenarios, including low contrast
text, complex Ul elements, and varying font styles. Moreover,
OCR methods extract raw text without contextual under-
standing, requiring additional post-processing to filter relevant
permission-related content. In contrast, MLLMs demonstrate
superior performance by directly understanding interface con-
text and leveraging their language modeling capabilities to
pinpoint permission explanation text. Our preliminary eval-
uation showed that MLLMs achieve higher accuracy in text
extraction, better adaptability to diverse UI designs, and more
efficient end-to-end processing by eliminating the need for
extensive post-processing. We thus adopt MLLMs as the core
technology for explanation extraction.

The agent employs carefully designed prompts to guide
the MLLM in precisely identifying and extracting explana-
tion content. As shown below, the prompt includes specific
instructions for recognizing permission-related explanations
while filtering out irrelevant interface elements.

System: You are an assistant who helps extract text from images.
User: Analyze this mobile app screenshot and extract any
explanatory text that justifies permission requests. Focus on
developer-provided explanations that clarify why specific permis-
sions are needed, not system-generated permission dialogs.
Extract the exact explanation text if present. If no developer
explanation exists, respond with “No explanation found.”
Output format:

« Permission Type: [specific permission being requested]
« Explanation Text: [exact explanation text for the permission]

C. Linguistic Appropriateness Analysis Agent

This agent evaluates the quality of extracted explanation
texts to ensure they meet regulatory requirements for clar-
ity, specificity, and non-manipulative communication, three
critical dimensions established through expert consensus in
our empirical study. To enhance the accuracy and adapt-
ability of text quality assessment, this agent employs few-
shot learning techniques with LLMs. Unlike traditional rule-
based approaches that rely on predefined keyword libraries or



readability metrics, the LLM-based method provides more nu-
anced semantic understanding and better generalization across
diverse expression styles. The agent evaluates explanation texts
across the following three key dimensions:

(1) Clarity and Specificity: The agent assesses whether the
explanation provides concrete, specific explanations of permis-
sion usage rather than vague, generic statements. It identifies
ambiguous terms and evaluates the overall comprehensibility
of the explanation.

(2) Language Accessibility: The analysis examines whether
the language is accessible to average users, avoiding excessive
technical jargon or complex legal terminology that may im-
pede user understanding.

(3) Non-manipulative Communication: The agent detects
potentially manipulative or coercive language patterns, includ-
ing pressure tactics, emphasis on benefits while downplaying
privacy implications, or use of persuasive techniques designed
to unduly influence user decisions.

The few-shot learning approach incorporates multiple an-
notated examples in the prompt to guide the LLM in making
accurate assessments, as shown in the following example.

System: You are an expert in text semantics and linguistics.
User: Evaluate the following permission explanation text across
three dimensions:
Evaluation Criteria:
1) Clarity & Specificity: Is the purpose concrete and specific?
2) Language Accessibility: Is it understandable without tech-
nical expertise?
3) Non-manipulative Communication: Does it avoid coer-
cive or unduly persuasive language?

Examples:
o Clarity & Specificity:
— Compliant: “We access your photo album to upload

profile pictures.”
— Non-compliant: “Photo album permission needed to op-
timize your experience.” (too vague)
« Language Accessibility:
— Compliant: “We use location data to show nearby stores.”
— Non-compliant: “Location-based services (LBS) provide
POI information.” (too technical)

« Non-manipulative Communication:

— Compliant: “We access your contact list for the contact
synchronization feature.”

— Non-compliant: “Allowing contacts permission unlocks
premium services.” (manipulative incentive)

explanation to evaluate: "[EXPLANATION_TEXT]”
Response format:

o Overall Compliance: [Compliant/Non-compliant]
o Issues Identified: [list specific problems]

D. Purpose Inference Agent

The purpose inference agent determines the actual usage
scenarios of requested permissions, enabling verification of
explanation truthfulness and completeness. Prior studies have
demonstrated that extracting contextual cues from sensitive
API calls and app metadata (e.g., app descriptions, privacy

3654

policies) can effectively infer an app’s actual purpose for
data access [31,32]. Inspired by these findings, our agent
orchestrates multiple analytical components through a sys-
tematic workflow. First, the agent the agent invokes the API
Call Filtering Tool to obtain temporally relevant API traces
associated with each permission request. Simultaneously, it
calls the Third-party SDK Identification Tool to determine the
attribution of each API call, distinguishing between main app
functionality and third-party SDK usage. With this founda-
tional information, the agent employs RAG-enhanced context
integration to retrieve relevant app metadata from app de-
scriptions and privacy policies. By analyzing naming patterns,
execution contexts, and semantic cues from multiple sources,
the agent infers the actual purposes of permission usage and
compares them against the declared explanations, identifying
discrepancies in both completeness (e.g., undisclosed third-
party usage) and accuracy (e.g., stated purposes inconsistent
with API usage). This workflow enables systematic detection
of explanation truthfulness violations and provides detailed
insights for improving permission transparency.

1) API Call Filtering Tool: This tool extracts relevant
API call traces from comprehensive runtime monitoring data
captured during dynamic analysis. The tool operates using
temporal correlation analysis: when a permission request oc-
curs, it defines a time window around the request timestamp
and captures all API calls within this window. The tool then
performs deduplication to remove redundant traces and filters
out irrelevant system calls, retaining only permission-sensitive
API invocations that are temporally associated with the per-
mission request. This filtered set of API calls provides the
foundational data for subsequent purpose inference analysis.

2) Third-party SDK Identification Tool: This tool identifies
whether permission usage originates from the main app or
integrated third-party SDKs by analyzing calling package
names and determining their attribution. The tool operates
using a hybrid approach combining a reference database with
LLM-based inference: (1) Reference Database: We initially
compiled a comprehensive database of known third-party
SDKs from multiple sources, including Google’s official doc-
uments, open-source academic artifacts, and industry reports.
This database maps package names to their corresponding
service categories (e.g., advertising, analytics, social features).
(2) LLM-Enhanced Expansion: Recognizing that the reference
database cannot be exhaustive, we integrate an LLM com-
ponent to handle unknown package names. When a package
name is not found in the database, the tool queries the LLM to
determine whether the package likely represents a third-party
SDK based on naming patterns, semantic cues, and the LLM’s
inherent knowledge. Validated predictions are then incorpo-
rated back into the database, enabling continuous refinement
and expansion of our SDK identification capabilities.

3) RAG-Enhanced Context Integration: To enhance pur-
pose inference accuracy, the agent employs RAG to incor-
porate relevant app metadata alongside API call analysis.
The agent maintains a knowledge base containing app store
descriptions and privacy policy segments, enabling contextual



enrichment when API call semantics are insufficient. When
analyzing permission usage, the agent first retrieves relevant
context from the app’s description to understand its primary
functionalities, then searches the privacy policy for existing
permission usage statements. This contextual information is
integrated with API call analysis to provide comprehensive
purpose inference.

System: You are an Android security analysis expert.
User: Analyze the following API call information, app context,
and privacy policy statement to infer the actual purpose of
permission usage:
API Call Information:
Permission: Location Access
API Method: getLastKnownLocation ()
Calling Class: LocationTracker
Call Stack: com.example...AdNetwork —» —
android.location...getLastKnownLocation
Caller Type: Third-party SDK (Advertising)
App Context: The app provides route planning and traffic
updates ...
Privacy Policy Statement: “We use location data to provide
navigation services and route planning.”
Task:

1) Infer the actual purpose of this API call based on the

provided context

2) Identify the entity responsible for the permission usage

3) Provide evidence supporting your inference
Response format:

o Inferred Purpose: [actual usage scenario]

o Caller Entity: [main app/third-party SDK]

« Evidence: [key indicators from API calls and context that
support the inference]

E. Adaptive Report Generation Agent

The final agent synthesizes analysis results from all preced-
ing agents to generate comprehensive evaluation reports with
targeted optimization recommendations. This agent serves as
the integration point for the multi-agent framework, providing
actionable insights for developers to improve their permission
explanation practices.

1) Compliance Assessment: The agent evaluates the overall
compliance status based on the prior three agents:

Visibility Compliance: Whether explanations are present
and accessible to users during permission requests;
Linguistic Compliance: Whether explanation texts meet
standards for clarity, specificity, and non-manipulative;
Truthfulness Compliance: Whether stated purposes accu-
rately reflect actual permission usage, including disclosure
of third-party data access.

2) Targeted Recommendation Generation: Based on identi-
fied compliance gaps, the agent generates specific recommen-
dations tailored to each app’s particular issues. Recommenda-
tions are categorized by compliance layer and include:

« Content Improvements: Specific suggestions for enhancing
explanation text clarity, replacing ambiguous terms, and
providing more concrete usage explanations;
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« Disclosure Enhancements: Recommendations for address-
ing incomplete disclosure of third-party SDK data usage,
including suggested language for transparent communica-
tion about data sharing;

The adaptive nature of this agent ensures that recom-
mendations are contextually relevant and practically imple-
mentable, supporting developers in creating more transparent
and regulation-compliant permission practices that ultimately
enhance user trust and informed consent.

System: You are a compliance analysis expert.
User: Generate a compliance evaluation report based on the
following analysis results:
Analysis Results:
« Explanation
TION_RESULT]
« Linguistic Analysis Result: [LINGUISTIC_ANALYSIS]
« Purpose Inference Result: [PURPOSE_INFERENCE]
App Information:

« App Name: [APP_NAME]
o Permission Type: [PERMISSION_TYPE]
Task:
1) Evaluate overall compliance status across the three-layer
framework
2) Generate targeted recommendations for each identified issue
3) Provide implementation guidance and priority ranking
Response format:

Extraction Result: [EXTRAC-

« Compliance Summary: [status for visibility, linguistic, and
truthfulness layers]

« Recommendations: [actionable improvements categorized
by compliance layer]

« Implementation Priority: [ranked list of suggested im-
provements]

V. EVALUATION

To assess the effectiveness of our proposed multi-agent
framework for evaluating and optimizing permission expla-
nations, we conducted comprehensive experiments using the
dataset of 600 real-world mobile apps from our empirical
study. These apps had been manually annotated by domain ex-
perts, providing ground truth for evaluation. Our experiments
examine the accuracy and performance of each agent within
the framework, as well as the practical utility of the generated
optimization recommendations.

« RQ1: How effective is the explanation extraction agent
in identifying and extracting permission explanation texts
from app screenshots?

RQ2: How accurate is the linguistic appropriateness
agent in semantic analysis and compliance assessment?
RQ3: How precise is the purpose inference agent in
determining actual permission usage purposes?

RQ4: Do the optimization recommendations generated
by our framework positively impact user privacy percep-
tion and understanding?



A. RQI: Explanation Extraction Effectiveness

1) Experimental Setup: We evaluated the explanation ex-
traction agent’s capability to automatically identify and extract
permission explanation texts from app interfaces. The experi-
ment compared traditional OCR tools (Tesseract [33]) against
several popular MLLMs (gpt-4-vision-preview, gpt-4o, gemini
2.5 flash, claude-3-sonnet).

We evaluated extraction results across 100 permission re-
quest screenshots collected from our dataset. The evaluation
measured two key dimensions: (1) permission type identifica-
tion using Permission Matching Rate (PMR), which indicates
the proportion of correctly identified permission types; (2)
explanation text extraction using Usage Extraction Accuracy
(UEA), which indicates the proportion of accurately extracted
explanation texts that completely match human annotations.

2) Results: Table I summarizes the experimental results
across different methods. For permission identification, all
methods achieved nearly perfect performance with PMR
scores approaching 100%, indicating that identifying permis-
sion types from app screenshots is a relatively straightfor-
ward task across different approaches. However, substantial
performance disparities emerged in explanation text extraction.
Tesseract OCR exhibited significant extraction limitations with
only 50% UEA, particularly struggling with dark backgrounds
and complex UI layouts. Conversely, MLLMs achieved con-
siderably higher extraction accuracy ranging from 65% to
98%. Among the MLLMs, gpt-4-vision-preview achieved the
highest performance with 98% UEA, followed by gpt-4o
(92%), gemini 2.5 flash (82%), and claude-3-sonnet (65%).
The gpt-4 variants demonstrated superior performance in
handling complex Ul layouts, diverse text formats, and low-
contrast scenarios compared to other models. Besides, a criti-
cal advantage of MLLMs over traditional OCR is their ability
to directly identify permission-relevant explanatory content
by integrating visual context with semantic understanding,
whereas OCR indiscriminately extracts all text and requires
extensive post-processing to isolate relevance.

TABLE I

PERFORMANCE OF EXPLANATION TEXT EXTRACTION METHODS

Method PMR | UEA | Notes

Tesseract OCR 98% 50% | Struggle with dark back-
grounds, complex layouts

gpt-4-vision-preview | 100% | 98% | Excellent across various
UI designs

gpt-40 100% | 92% | Strong performance, mi-
nor variations

gemini 2.5 flash 100% 82% Good overall, occasional
context misunderstanding

claude-3-sonnet 100% | 65% | Struggle with complex
scenarios

Answer to RQI1: The explanation extraction agent
demonstrates high effectiveness, with MLLMs achieving
up to 98% extraction accuracy. MLLMs exhibit superior
performance across diverse Ul designs and can directly
identify permission-relevant content without extensive
post-processing, outperforming traditional OCR.
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B. RQ?2: Linguistic Appropriateness Analysis Accuracy

1) Evaluation Setup: This experiment evaluated the linguis-
tic appropriateness analysis agent’s performance in semantic
understanding and compliance violation detection. We com-
pared our proposed LLM-based few-shot learning approach
against traditional keyword matching and rule-based methods
commonly used in existing research.

The keyword matching and rule-based baseline employed
the following detection rules: vague expressions (e.g., “may,”
“some,” “related”), coercive or threatening language (e.g.,
“must,” “otherwise,” “mandatory”), and technical terminology
(e.g., “SDK,” “IMEL” “MAC address”). We enhanced this
baseline with structured semantic rules including sentence
segmentation strategies and negation context analysis to im-
prove accuracy and reduce misclassifications. This compre-
hensive comparison enables systematic evaluation of different
approaches to linguistic appropriateness assessment.

We tested multiple mainstream LLMs (gpt-4o, claude-3-
sonnet, gemini-2.5-pro, grok-3, deepseek-v3, doubao-1.5-pro-
256k, qwen3-32b) using few-shot learning prompts containing
multiple examples with corresponding labels. The evaluation
dataset comprised 100 permission explanation texts from our
empirical study, manually annotated as “compliant” (50 texts)
or “non-compliant” (50 texts) with specific violation types. We
measured three key metrics: (1) Evaluation Consistency (EC):
proportion of model judgments matching expert annotations;
(2) False Positive Rate (FPR): proportion of compliant texts
incorrectly flagged as violations; and (3) False Negative Rate
(FNR): proportion of actual violations missed by the system.

2) Results: Table II presents the performance compari-
son across different methods. The results reveal a substan-
tial performance gap between LLM-based few-shot learning
and traditional rule-based approaches. The keyword matching
baseline demonstrated poor overall effectiveness with only
57.5% evaluation consistency, suffering from both high FNR
(70%) and FPR (33.3%). This indicates fundamental limita-
tions of rule-based methods in capturing the semantic nuances
of linguistic appropriateness violations, as they rely on surface-
level pattern matching rather than contextual understanding.

Among LLMs, qwen3-32b achieved the highest perfor-
mance (93.5% EC) with balanced error rates (8.5% FPR,
4% FNR). Models exhibited distinct error patterns: gpt-4o
demonstrated perfect recall (0% FNR) but higher false pos-
itives (23%), while gemini-2.5-pro and deepseek-v3 achieved
perfect precision (0% FPR) but higher false negatives (30-
35%). A notable finding is the systematic trade-off pattern
observed across models: those achieving perfect precision
(0% FPR) consistently exhibited higher false negative rates,
while models with perfect recall (0% FNR) showed elevated
false positive rates. This pattern reflects different decision
boundaries that models establish when processing borderline
cases. The task-specific calibration of decision boundaries
could potentially improve model performance for linguistic
appropriateness assessment by optimizing the precision-recall
balance according to specific app requirements.



TABLE II
PERFORMANCE OF LINGUISTIC APPROPRIATENESS ANALYSIS METHODS

Method EC (%) | FPR (%) | FNR (%)
Keyword Matching & Rules 57.5 333 70
qwen3-32b 93.5 8.5 4
gpt-40 85 23 0
gemini-2.5-pro 85 0 30
deepseek-v3 82.5 0 35
doubao-1.5-pro-256k 82.5 12 25
grok-3 70 25 27.8
claude-3-sonnet 67.5 23 50

Answer to RQ2: The linguistic appropriateness analy-
sis agent demonstrates high effectiveness, with qwen3-
32b achieving 93.5% evaluation consistency and gpt-4o
reaching 85%. LLM-based few-shot learning significantly
outperforms traditional keyword matching, with models
exhibiting distinct conservative vs. aggressive assessment
strategies depending on their precision-recall trade-offs.

C. RQ3: Purpose Inference Accuracy

1) Experimental Setup: This experiment assessed the pur-
pose inference agent’s accuracy in identifying apps’ actual
permission usage intentions by analyzing API call stack infor-
mation combined with app context. We selected 50 permission
usage cases from our dataset, covering different permission
types (location, contacts, storage) and usage scenarios. Each
case was manually labeled by domain experts with actual
usage purposes and calling entities (main app or third-party
SDKs). We used gpt-4o as the base inference model, combin-
ing call stack context with app background information.

We conducted two groups of experiments to evaluate the in-
ference performance with different inputs: (1) Control Group:
provided only API call stack information, and (2) Experi-
mental Group: provided API call information plus metadata
including app store descriptions and privacy policies. We
measured Usage Inference Accuracy (UIA) as the proportion
of correctly inferred permission purposes.

2) Results: The results demonstrate the effectiveness of
our approach for permission purpose inference. The exper-
imental group achieved 92% UIA (46/50), while the con-
trol group achieved 76% (38/50), suggesting that while API
call stack information alone can provide reasonable capa-
bility for purpose identification, the addition of app contex-
tual information significantly enhances inference accuracy.
This improvement is particularly valuable when API call
stacks provide limited semantic cues or when class/method
names are ambiguous. For example, in one case where an
app called getLastKnownLocation () from a generic
BaseService.doTask () method, the model achieved rea-
sonable inference from the call stack alone but successfully
pinpointed the specific purpose when provided with the app’s
store description (“provides urban route planning and real-
time transit navigation”). These results validate the feasibil-
ity of API-based purpose inference and the effectiveness of
our context-enhanced reasoning approach for achieving high-
precision permission purpose identification.
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Answer to RQ3: The purpose inference agent demon-
strates high effectiveness, with API call analysis achieving
76% accuracy and context-enhanced reasoning reach-
ing 92%. The approach successfully enables automated
purpose identification, with app contextual information
providing significant additional improvement.

D. RQA4: User Study on Optimization Effectiveness

1) Experimental Setup: To evaluate whether our frame-
work’s optimization recommendations positively impact user
privacy perception, we conducted a user study with 30 partic-
ipants comparing original versus optimized permission expla-
nations. Participants were presented with 5 pairs of permission
explanations (original and optimized versions) and asked to
select which version they found clearer and more understand-
able. We used a within-subjects design where each participant
evaluated all pairs, resulting in 150 total comparisons. The
study included both quantitative preference measurements
and qualitative feedback through open-ended questions about
participants’ selection explanations.

2) Results: Results showed that 127 out of 150 compar-
isons (84.6%) favored the optimized explanation versions over
the original versions. At the individual level, 18 participants
(60%) chose optimized versions for all 5 tasks, while 27 par-
ticipants (90%) selected optimized versions for more than half
their tasks. Qualitative feedback supported these quantitative
findings. Most participants noted that optimized explanations
were more specific in expression, used simpler language,
reduced technical jargon and vague statements, and better
facilitated understanding of permission purposes and privacy
risk identification. Some users also mentioned that optimized
versions increased their trust in apps and made them more
willing to make informed authorization decisions. These re-
sults validate the effectiveness of our intelligent evaluation and
optimization framework in enhancing user privacy perception
and understanding.

Answer to RQ4: The optimization recommendations
significantly improve user privacy perception, with 84.6%
of users preferring optimized explanations over originals.
Users found optimized versions clearer, more specific, and
more trustworthy.

VI. DISCUSSION
A. Extensibility

While our study used manual testing for comprehensive
coverage, the framework seamlessly integrates with automated
UI exploration tools like DroidBot [34] and Fastbot [35] by
requiring only permission screenshots and API traces as input,
making it agnostic to data collection methods. The modular
architecture enables independent scaling and customization
of agents to meet specific organizational needs. SCOPE can
be integrated into CI/CD pipelines for automatic explanation
assessment during development in enterprise environments.



B. Implications

1) For App Developers: SCOPE provides developers with
automated assessment and targeted recommendations, en-
abling evidence-based improvements in explanation clarity and
regulatory compliance. The framework’s detection of undis-
closed third-party SDK usage is particularly valuable, helping
developers identify hidden compliance violations. Integration
into development workflows enables early detection of trans-
parency issues, reducing post-deployment risks and supporting
continuous compliance in agile development processes.

2) For Privacy Regulators: Our research provides the first
systematic empirical evidence of inadequate permission ex-
planation practices. SCOPE demonstrates feasible automated
compliance assessment, offering scalable monitoring capabili-
ties for large app portfolios. The three-layer evaluation frame-
work provides a structured foundation for standardized com-
pliance testing and future regulatory guidelines. Our findings
on systematic third-party SDK disclosure failures highlight
critical gaps requiring more specific regulatory requirements.

C. Limitations and Future Work

1) Sample Representativeness and Subjective Annotation:
Our analysis of 600 apps from the Chinese market represents a
limited sample of the broader mobile ecosystem. Future work
should expand to include long-tail apps, region-specific apps,
and diverse developer categories. Moreover, all annotation and
evaluation tasks were performed by the author team, which,
although experienced, may introduce unintentional subjective
bias due to the lack of external reviewers. While inter-author
consensus was used to resolve disagreements, this limitation
should be addressed in future studies by involving a more
diverse set of annotators, including external experts or crowd
workers, to improve result validity and generalizability.

2) Obfuscation and Inference Challenges: Our purpose in-
ference relies on semantic analysis of API calls, which is vul-
nerable to code obfuscation techniques that replace meaningful
method names with meaningless strings. Future work should
explore behavioral analysis techniques focusing on API call
patterns, data flow analysis, surrounding code functions, and
secondary cues like comments, to better interpret permission
purposes. Dynamic loading and reflection-based API access
also require more sophisticated analysis techniques.

3) Framework Optimization and Scalability: Components
such as Linguistic Appropriateness and Compliance Assess-
ment involve nuanced, context-dependent criteria that are
hard to fully operationalize. Future work could mitigate this
by applying self-consistency or multi-step reasoning, or by
using ensembles across multiple models to improve stability
and reduce variance. Our current evaluation results may be
influenced by specific prompt designs and the choice of LLMs,
which could affect the framework’s practical effectiveness.
Considering economic constraints in practical deployment,
future work will explore smaller open-source models and
domain-specific fine-tuned models tailored to permission ex-
planation analysis tasks.
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VII. RELATED WORK

Data Transparency Mechanisms for Mobile Apps. Data
transparency is critical for building user trust and enabling in-
formed decision-making. Multiple stakeholders have promoted
various privacy tools beyond traditional privacy policies, in-
cluding Apple’s Privacy Nutrition Labels [36], App Tracking
Transparency [37], App Privacy Report [38], Google’s Data
Safety section [39], privacy dashboard [40], and permission ex-
planations. However, growing research has highlighted signif-
icant limitations of these tools in supporting informed privacy
decisions [17,32,41]-[46]. Studies show that existing mecha-
nisms often fail to provide actionable information, suffer from
poor implementation practices, or lack systematic evaluation.
Our work complements these transparency mechanisms by
revealing systematic deficiencies in permission explanations
and providing the first comprehensive framework to assess
their real-world implementation quality.

Dark Patterns in Permission Requests. Prior studies have
identified manipulative design strategies, known as “dark pat-
terns,” in permission interfaces. Gray et al. [47] categorized
dark patterns into nagging, obstruction, and forced action,
which manifest through repetitive modals or concealed opt-
out options. Other examples include feature tying, where core
functionality is restricted unless permissions are granted [22],
and privacy zuckering, where consent information is ob-
scured [21]. Most relevant is Mohamed et al. [17], who
found that real-world permission prompts employed mislead-
ing, vague, or incentivizing language that confused users and
distorted their understanding of permission implications. Our
work extends this line of dark pattern research to permission
explanations specifically, developing an automated framework
that can systematically identify manipulative language patterns
and provide targeted recommendations to mitigate such decep-
tive practices.

VIII. CONCLUSION

Our empirical analysis of 600 mainstream mobile apps
reveals widespread deficiencies in permission explanation
practices, including missing explanations, linguistic opacity,
and systematic omission of third-party SDK data access. These
failures violate regulatory transparency requirements and com-
promise informed consent. We present SCOPE, a multi-agent
framework for automated explanation evaluation and optimiza-
tion that integrates MLLMs, few-shot learning, reasoning, and
planning. Our evaluation demonstrates good performance of
individual agents. User studies show 84.6% preference for
SCOPE-optimized explanations, validating practical utility.
SCOPE bridges the gap between regulatory intentions and
practical implementation, offering a scalable solution for en-
hancing mobile application privacy transparency.
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