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Abstract—The security of software builds has attracted in-
creased attention in recent years in response to incidents like
solarwinds and xz. Now, several companies including Oracle and
Google rebuild open source projects in a secure environment and
publish the resulting binaries through dedicated repositories. This
practice enables direct comparison between these rebuilt binaries
and the original ones produced by developers and published in
repositories such as Maven Central. These binaries are often not
bitwise identical; however, in most cases, the differences can be
attributed to variations in the build environment, and the binaries
can still be considered equivalent. Establishing such equivalence,
however, is a labor-intensive and error-prone process.

While there are some tools that can be used for this purpose,
they all fall short of providing provenance, i.e. readable expla-
nation of why two binaries are equivalent, or not. To address
this issue, we present daleq, a tool that disassembles Java byte
code into a relational database, and can normalise this database
by applying datalog rules. Those databases can then be used
to infer equivalence between two classes. Notably, equivalence
statements are accompanied with datalog proofs recording the
normalisation process. We demonstrate the impact of daleq in an
industrial context through a large-scale evaluation involving 2,714
pairs of jars, comprising 265,690 class pairs. In this evaluation,
daleq is compared to two existing bytecode transformation tools.
Our findings reveal a significant reduction in the manual effort
required to assess non-bitwise equivalent artifacts, which would
otherwise demand intensive human inspection. Furthermore, the
results show that daleq outperforms existing tools by identifying
more artifacts rebuilt from the same code as equivalent, even
when no behavioral differences are present.

I. INTRODUCTION

Software is the foundation of modern digital infrastructure.
Modern software systems are assembled from existing compo-
nents, using automated processes like continuous integration
and deployment. This has created new security problems as
both components and processes can inject vulnerabilities into
systems. Examples include solarwinds, codecov, equifax and
log4shell [16], [28], [17] for compromised component, and
xcodeghost, ccleaner, shadowpad, shadowhammer and xz [28],
[3], [2], [30] for compromised processes.

Initiatives like reproducible builds [1], [25], [17], [8], [18]
aim to enhance software supply chain security by rebuilding
packages from source code independently and comparing the
resulting binaries. The objective is to produce identical, bitwise
equivalent binaries. Achieving this is not straightforward and
often requires significant engineering effort [27], [39], [29],
[34], [15], [32], [24]. Industry initiatives such as Google

Assured Open Source (gaoss) and Oracle Build-From-Source
(obfs), among others, also focus on rebuilding open-source
artifacts from source on secure and hardened build services.
While the goal is not necessarily to achieve bit-by-bit equality
with the reference binaries built and released by the open-
source developers (referred to as reference binaries), substi-
tutability remains a key requirement. I.e. a binary should be re-
placeable by the alternatively built binary without changing the
behaviour of downstream programs. Substitutability is trivially
achieved if the binaries are identical. If not, this becomes more
complex, since behavioural equality is undecidable. However,
it is still possible to under-approximate behavioural equality
by devising an equivalence relation ≃ between binaries (i.e.
in Java) where b1 ≃ b2 implies that b1 and b2 have the same
behaviour.

This idea was introduced in our previous work [12], where
we evaluated how equivalences based on existing tools, such as
decompilers, disassemblers, and bytecode normalization tools,
performed across various datasets. In this paper, we build
upon that work and present daleq, a novel approach that not
only establishes equivalence between Java binaries but also
provides a provenance, i.e., an explanation of why two binaries
are either equivalent or not. Conceptually, daleq is similar to
normalization tools like jnorm [37] and JavaBEPEnv [43], but
with the added benefit of explainability features that help users
gain confidence in the results.

The technique presented here has been successfully applied
to evaluate open-source artifacts used and built from source
in Oracle’s Graal Development Kit for Micronaut (GDK) 1.
This application underscores its practical impact on enhancing
software supply chain security, addressing the critical need for
product teams to verify that binaries remain uncompromised
while maintaining functional equivalence.

This paper presents the following contributions:
1) daleq provides provenance information supporting both

equivalence and non-equivalence statements that can be
used by security engineers to assess, validate and trust
its outputs.

2) daleq is based on datalog, following a widely used
approach in static program analysis. The rule-based con-
structions assures its high correctness, i.e., while there is

1https://www.oracle.com/developer/gdk-developers/
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no formal proof of soundness, it is highly unlikely that
daleq will flag pairs of binaries with different behaviour
as equivalent.

3) the comparative evaluation suggests that daleq signifi-
cantly outperforms the state-of-the-art tool jnorm. This
directly translates into significant cost savings of engi-
neering time required to assess alternative build outputs.
Since JavaBEPEnv is not available to us, we have not
been able to evaluate daleq against this tool.

This paper is organised as follows. We briefly review
related work including publications and tools in Section II.
This is followed by a detailed discussion of the design and
implementation of daleq in Sections III and IV, respectively.
We then evaluate daleq against two similar tools on a dataset
consisting of jars from Maven Central, compared with jars
built by gaoss and obfs in Section V. This is followed by a
conclusion.

II. RELATED WORK

A. Diff Tools

Diffoscope 2 is a general-purpose diff tool that can also be
applied to (the content) of jar files. It directly uses bytecode,
without applying abstractions. This makes it sensitive to even
minor changes, and creates noise, e.g. it reports changes
caused by platform specific new line separators in metadata
files. It also reports file attributes. In contrast, daleq focuses
on differences that influence program behaviour, and on min-
imising noise (i.e. differences that do not influence program
behaviour).

JarDiff 3 is a specialized tool designed to show differences
in jar files built from Java programs . It shares some conceptual
similarities with daleq, as both tools generate differences
in bytecode abstractions through transformations, specifically
using scalap and the asm textifier. However, daleq goes a
step further by offering a more comprehensive approach,
including detailed equivalence checks and advanced normal-
ization techniques. While JarDiff focuses on establishing some
equivalences (e.g., resolving constant pool ordering issues)
without applying normalization, daleq’s equivalence analysis
involves additional steps, including the application of rules
after extracting the EDBs. This makes daleq a more robust
solution for analyzing and comparing Java binaries.

There are several specialised diff tools available to check
for changes in jars corresponding to different versions of the
same program, including revapi 4, japicmp 5, and clirr 6. Those
tools focus on detecting API changes violating Java source and
binary compatibility rules that can lead to compile- and link-
time errors in downstream clients [11], [31], [21]. Those tools
are not suitable to detect subtle semantic changes that may
indicate a compromised. In general, when assessing artifacts
rebuilt from the same source code, the APIs rarely change.

2https://diffoscope.org/
3https://github.com/lightbend-labs/jardiff/
4https://revapi.org/
5https://siom79.github.io/japicmp/
6https://github.com/ebourg/clirr

B. Binary Equivalence Levels

In our prior work [12], we addressed the strict definition
of reproducible builds, which primarily focuses on bitwise
equivalence, by proposing a more practical set of levels for
establishing binary equivalence. Building on this conceptual
foundation, we introduce a technique for achieving level 3
equivalence in this study. Our previous work also included a
large-scale evaluation of existing tools, such as decompilers,
disassemblers, and jnorm, that can be adapted for equivalence
checking. Among these, jnorm demonstrated the strongest
performance and continues to be a key component in our
approach. In this paper, we extend the previous analysis by
incorporating a discussion of potential spurious equivalences,
which can arise during the equivalence checking process.
The equivalence levels defined in [12] form the basis of the
methodology applied in this work.

Building further on this line of research, Dietrich et al. [13]
explored the synthesis of witnesses for non-equivalence state-
ments through automated test case generation.

C. Binary Normalization and Transformation Techniques

Schott et al. introduce jnorm [37], a tool designed to
normalize Java bytecode using the Jimple intermediate rep-
resentation provided by Soot [41]. This approach exemplifies
a transformation function that aids in the construction of
equivalence relations for binary comparisons. We adopt and
evaluate this methodology in the context of binary equivalence
for software supply chain security. It is important to note that
jnorm was originally developed for code similarity analysis.
As such, it applies abstractions that simplify certain details,
potentially influencing the semantics of the program. We will
explore examples of these abstractions and their impact on
binary equivalence in the following sections.

Xiong et al. investigate barriers to the reproducibility of
Java-based systems [43]. They analyse sources of bytecode
variability across builds and propose JavaBEPFix, a tool
designed to eliminate certain build-induced differences. In
contrast to jnorm and disassembler- or decompiler-based
transformations, JavaBEPFix produces normalised bytecode
rather than an abstract representation. Nonetheless, it aligns
with the framework of transformation-based equivalence [12].
Unfortunately, we were unable to include JavaBEPFix in our
evaluation, as the tool is not publicly available.

A substantial body of work addresses bytecode similar-
ity [6], [22], [10], [23], [9], [44], [36]. However, similarity-
based approaches are generally unsuitable for establishing
semantic equivalence. First, they offer no guarantees of be-
havioural equivalence, as even minor bytecode differences may
alter program behaviour. Second, similarity-based equivalence
is inherently non-transitive, limiting its utility for reasoning
about correctness-preserving transformations.

Sharma et al. [38] demonstrate how bytecode canonical-
ization can improve the success rate of reproducible builds.
Building upon our previous work [12], they employ jnorm for
this purpose. Bytecode canonicalization is closely aligned with
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the concept of equivalence, as both approaches involve com-
paring transformations, specifically, the Jimple files generated
by jnorm, to evaluate the success of a rebuilt artifact. daleq
takes this further by not only establishing equivalence but
also offering detailed explanations and formal proofs, thereby
increasing the reliability and confidence in the results.

D. Reproducible Builds

Hassanshahi et al. [20] present Macaron, a toolkit aimed at
improving software supply chain security. Macaron addresses
several challenges related to precise build reproducibility and
binary variability by automatically identifying the exact source
versions of artifacts and capturing detailed build environment
metadata. Although primarily focused on Java/Maven, Mac-
aron also supports additional language ecosystems. Similarly,
Keshani et al.[24] examine methods for identifying the source
code corresponding to Maven binary packages. This is a non-
trivial task when rebuilding. Those issues led us to include
source code analysis into daleq to check the assumption that
the binaries being compared have been built from equal or at
least equivalent sources. This will be discussed in Sections IV
and V-A.

In the broader context, the Linux community has shown sus-
tained interest in reproducible builds, supported by empirical
and tooling-focused research. Ren et al.[33] and Bajaj et al. [5]
analyse the prevalence and causes of unreproducible builds in
Linux packages. Building on this, Ren et al. [34] introduce
RepFix, a tool designed to automatically patch build scripts to
improve reproducibility, and demonstrate its effectiveness on
a set of Linux packages.

III. DESIGN

A. Design Goals

Daleq is designed to provide a level 3 equivalence [12] for
Java bytecode relation. This implies the following:

1) The equivalence is a proper equivalence relation, i.e. it
is reflexive, symmetric and transitive.

2) Equivalent classes should have the same behaviour.
3) Bytecode sequences representing semantically equiva-

lent instructions are considered equivalent.
4) Provenance is generated to support both equivalence and

non-equivalence statements.
Daleq establishes equivalence by transforming bytecode and

comparing the results of these transformations. Specifically,
equivalence is defined as b1 ≃ b2 if and only if transf(b1) =
transf(b2). The other three requirements are addressed in
Sections III-B, III-E, and III-F, respectively.

B. Soundness vs Soundiness

An equivalence relation should be sound in the sense that
it under-approximates (undecidable) behavioural equivalence.
In other words, equivalent classes should always exhibit the
same behavior. However, it is also desirable to establish
equivalence for as many class pairs as possible. Note that every
pair of artifacts reported as non-equivalent requires manual
inspection, which is both costly and prone to error.

In many practical static analyses, soundiness is considered
sufficient [26]. In the context of establishing equivalence
between classes, soundy means that classes can be considered
equivalent even if their behaviour differs, however, reflection
or related features must be used by an application to expose
this difference. The advantage of accepting soundiness is that
a soundy equivalence can create more equivalence statements.
From the point of view of an engineer assessing non-equivalent
classes for security issues, this equates to removing false
positives. This matters as precision is known to be a crucial
factor for the acceptance of static analysis tools [35], [14].

The downside of this approach is that some security issues
might be overlooked. With daleq we took the following
approach to address this: daleq uses a modular design where
code normalisation patterns are implemented using separate
files consisting of one or several rules, and each rule set is
flagged as being either sound or soundy. Users could therefore
simply remove soundy rules if strict soundness was required.
This also facilitates scenarios where different versions of daleq
with different rule sets could be used simultaneously.

For the soundy rule sets implemented, we carefully assessed
the impact those equivalences might have on security.

C. Analysis Pipeline Overview

Daleq disassembles Java bytecode and normalises it in three
stages: (1) extraction: a low-level relational representation of
bytecode is created, this is referred to as the EDB (extensional
database) (2) inference: rules are applied to extract a second
database, the IDB (intensional database), those rules normalise
some bytecode patterns. The rules applied are recorded within
the IDB records. (3) projection: A textual representation of
the IDB is created, and auxiliary information is removed from
this representation. This representation can then be used for
comparison, i.e. to establish equivalence. Figure 1 depicts this
process.

D. Extraction

Extraction is based on ASM [7]. ASM is a well-established,
well-maintained, low-level library used to extract and ma-
nipulate Java bytecode. The extraction layer creates datalog
predicates and facts instantiating those predicates. The predi-
cates fall into two categories: global and instruction predicates.
Global predicates represent properties of classes not related to
instructions in methods. Examples are superclass, interface,
(class) access modifiers, annotations and predicates to list
fields and methods declared in a class.

Instruction predicates represent bytecode instructions as
defined in the JVM spec. For each such instruction, a
predicate is defined representing an instruction as a fact.
The actual instruction is performed by an instance of
a InstructionPredicateFactFactory that uses an
ASM node object (from ASM’s tree API) as input. To avoid
the performance overhead and limitation on analysability of
reflective code, we opted not to use reflection but instead to
use a specific factory class for each instruction. As there is
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Fig. 1: daleq design overview

a large number of Java bytecode instructions 7, we generated
those factories statically from the respective ASM AST node
types. The respective code generator(s) are part of the daleq
distribution.

All extracted facts are stored in a tsv text file. There is
one such file for each predicate, the name of the file is
<predicate-name>.facts. The set of all such facts
extracted and a file that defines the respective predicates
in souffle format forms the EDB. This representation of a
disassembly is on a level of abstraction similar to the output
of the standard Java disassembler javap.

Notably, the extraction already applies several normalisa-
tions. Firstly, the EDB resolves constant pool references. For
instance, in bytecode, at a call site, the invocation target is
represented as a constant pool reference. This is being replaced
by a fact that represents the target using a combination of
defining class, method name and descriptor. The ASM API
used already provides resolution of constant pool references.

Secondly, labels are normalised. ASM label nodes are
mapped to simple names (label1, label2, etc) in EDB records.
Label nodes that are never used (as jump targets, e.g. in
conditional statements) are ignored.

Thirdly, line number tables are ignored, and there are no
facts in the EDB to associate instructions with line numbers.
We consider line numbers as code-reformatting noise during
builds and inserting special legal comments into source code
files will change those, but has no effect on the semantics of
the program.

In terms of equivalence levels [12], this implies that com-
paring the EDBs of two .class files is a level 2 equivalence.
I.e. aspects of bytecode not related to its semantics are
removed (line numbers, unused labels), and only isomorphic
transformations (label renaming) are applied.

Each EDB predicte has a factid column of type symbol as its
first column. Unique values for this column are auto-generated
by the extraction, using a simple pattern (“F” followed by a
counter). Those ids are globally unique across predicates.

E. Inference

The inference layer uses the souffle datalog engine. Datalog
in general, and souffle in particular, are popular in static

7The JavaVM spec version 17 defines 149 https://docs.oracle.com/javase/
specs/jvms/se17/html/jvms-6.html#jvms-6.5

program analysis [42], [19], [40], [4]. This is facilitated by
datalog’s simple structure and fix point semantics.

Applying the datalog rules creates a new database, the IDB,
(intentional database) from the input EDB. This is then used
as the base for comparison. There is a base set of rules that
translates each EDB fact into a corresponding IDB fact. This
involves a new predicate, and two rules. For instance, consider
Listing 1. This defines an IDB predicate IDB_ILOAD, and a
rule that derives facts from the EDB predicate ILOAD (lines
3-4) representing ILOAD instructions found in the bytecode
of a class. The first terms are the ids of facts. For brevity,
those are omitted in Listing 1, we will discuss them later
in Section III-F. The structure of the IDB predicate mirrors
the respective EDB predicate. The first rule (line 3) translates
the EDB fact into an equivalent IDB fact. This rule uses
a second prerequisite (line 5) that acts as a guard. Custom
rules can use the REMOVED_INSTRUCTION predicate to
prevent certain IDB facts from being created. The standard
rules for bytecode instructions also instantiate a second generic
predicate IDB_INSTRUCTION (line 6-7). This can be used
to describe patterns that apply to all instructions in a certain
method.

1 .decl IDB_ILOAD(factid: symbol,methodid: symbol,
instructioncounter: number,var: number)

2 .output IDB_ILOAD
3 IDB_ILOAD(..,methodid,icounter,var) :-
4 ILOAD(..,method,icounter,var),
5 !REMOVED_INSTRUCTION(_,method,icounter).
6 IDB_INSTRUCTION(..,method,icounter,"ILOAD") :-
7 ILOAD(..,method,icounter,_).
8

Listing 1: Generated rules and predicate to define the IDB for
the ILOAD instruction.

In addition to the standard rule set that describes
EDB and IDB predicates and mappings between those,
several custom rules are used. They are all organ-
ised in separate .souffle files stored in project resources
(i.e. in src/main/resources/rules), and discovered
and merged at runtime. The first custom rule set is
access.souffle. This is included for convenience and
readability, as it maps integer-encoded access flags to readable
facts. An example is shown in Listing 2, defining facts for
synthetic elements in a class. The id used references a class,
field or method. Note that band is an operation provided by
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souffle. The premise is an IDB_ACCESS fact, itself derived
from the EBD ACCESS fact with a standard rule.

1 .decl IDB_IS_SYNTHETIC(factid: symbol,Id: symbol)
2 IDB_IS_SYNTHETIC(..,id) :-
3 IDB_ACCESS(factid,id,access), (access band 0x1000)!=0.
4 .output IDB_IS_SYNTHETIC

Listing 2: Custom rule to define synthetic classes, fields or
methods

Other custom rules are related to normalisations, and aim at
creating an equivalence IDB even though EDBs extracted from
the respective classes are different. As a first example, consider
a rule to normalise the facts representing the bytecode version
of a .class file. This is shown in Listing 3. Here the bytecode
version is always set to 0, enabling bytecodes to be equivalent
even if their versions are different. Note how the guard fact
for the predicate REMOVED_VERSION is instantiated by the
second rule (line 4) in order to disable the default rule that
would otherwise create a second IDB_VERSION fact with the
version found in bytecode.

1 .decl IDB_VERSION(fid: symbol,classname: symbol,version:
number)

2 IDB_VERSION(..,classname,0) :- VERSION(fid,classname,_).
3 .output IDB_VERSION
4 REMOVED_VERSION(..,classname) :- VERSION(fid,classname,_)

.

Listing 3: Custom rule to ignore the bytecode version.

In its current version, daleq contains rules to implement the
following normalisation patterns (in addition to the normali-
sation performed during EDB construction):

R1 Null checks in method reference operator, see also [37,
Pattern N6]

R2 Redundant checkcast instructions, see also [37, Pat-
tern N9]

R3 Inline $values() method in enumerations, see
also [37, Pattern N10]

R4 Ignore bytecode versions.
R5 Invocation type of root methods defined in

java.lang.Object on an object declared using an
interface type. 8

R6 Anonymous inner classes are always implicitly final, but
the flag is inconsistently set across different compilers.
This is addressed by setting the access modifier of all
anonymous inner classes to final 9.

The selection of these patterns is based on their frequency
of occurrence during the evaluation in the previous work [12,
Sect. 3]. We did not implement all patterns reported by Schott
et al and implemented in the JNorm tool. We ignored patterns
that only apply when normalising Java bytecode produced
by javac versions prior to Java 8 (N2,N3,N4,N5,N11) as we
only rarely encounter them. N12 and N13 are normalisation
patterns related to JEP280 and JEP181, respectively. While

8This pattern is not included in [37, Pattern N9], see https://github.com/
openjdk/jdk/pull/5165 and linked issues for a discussion of the change in the
compilation strategy

9https://bugs.openjdk.org/browse/JDK-8161009

those changed apply at Java 11, we did not encounter many
instances of those changes causing inequality. Support for
N13 would require some changes to how daleq works at the
moment: reasoning is based on processing one (bytecode) class
at a time, and N13 would require to make changes to an entire
nest of classes, i.e. the set of classes generated from a single
compilation unit, containing a class and all of its inner classes.

Two other JNorm patterns were rejected due to soundness
concerns. Firstly, support for N1 (removal of synthetically
generated methods) would introduce unsoundness as synthetic
methods are part of the program semantics. Likewise, support
for N7 (buffer method invocation) establishes equivalence for
classes that would result in different behaviour for downstream
clients. This is more subtle, and relates to binary compatibility.
A detailed discussion of this particular issue can be found
in [13].

To support the null checks in N6, we did not
just replace calls to Object::getClass by
Objects.requireNonNull 10. The reason is that
this could be behaviour-changing as different objects will
end up on the stack depending on the method being invoked:
Objects.requireNonNull returns the argument, while
Object::getClass returns an object representing the
type of the argument 11. The respective rules therefore also
look for guards to ensure the consistency of the stack – that
the invocation of Object::getClass is preceded by a
DUP and succeeded by a POP instruction. We find that in the
context of method reference operator, the compiler generates
such guards. Representing those constraints in datalog is
straight-forward.

A particular interesting example is the normalisation of
non-null checks (pattern R1), shown in Listing 4. Here an
invokevirtual Object::getClass is replaced by an
invokestatic Objects::requireNonNull. This is
unsound in the sense that it changes the program behaviour
as after the respective invocation, different objects are on the
stack (the object vs an object representing its class). However,
those statements are embedded by the compiler between a DUP
and a POP instruction, ensuring the consistency of the stack.
The respective rule uses a pattern in the body that reflects this
(lines 4 and 5) 12.
1 .decl LEGACY_NON_NULL_CHECK(factid: symbol, method:

symbol, icounter: number)
2 LEGACY_NON_NULL_CHECK(..,method,icounter) :-
3 INVOKEVIRTUAL(factid1,method,icounter,"java/lang/Object

","getClass","()Ljava/lang/Class;",_),
4 DUP(factid2,method,icounter-100),
5 POP(factid3,method,icounter+100).
6 IDB_INVOKESTATIC(..,method,icounter,"java/util/Objects","

requireNonNull","(Ljava/lang/Object;)Ljava/lang/
Object;",0) :-

7 LEGACY_NON_NULL_CHECK(factid1,method,icounter).
8 REMOVED_INSTRUCTION(..,method,icounter) :-

10JNorm transforms all occurrences back to the old null-checking mech-
anism, we chose the newer pattern to normalise

11See also https://bugs.openjdk.org/browse/JDK-8073432
12In this rule, an instruction counter offset is used to identify the previous

and the next bytecode instruction. This offset is used during extraction to
define instruction counters defining the order of instructions within a method,
which is configurable.
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src/main/resources/rules

core.souffle

commons

access.souffle

normalisations

sound

*.souffle

soundy

*.souffle

Fig. 2: Rule folder structure
.

9 LEGACY_NON_NULL_CHECK(factid1,method,icounter).

Listing 4: Custom rule to normalise non-null checks.

Two rules, R3 and R6 are only soundy as (synthetic)
methods (R3) and final flags (R6) can be queried by programs
at runtime via reflection. In both cases, it is highly unlikely
that those subtle differences in behaviour can be exploited for
security violations. Note that R6 only applies to anonymous
inner classes.

In terms of equivalence levels [12], the comparison of the
IDBs computed from two .class files is a level 3 equivalence.
I.e. some abstraction takes place to identify bytecode that does
not alter the behaviour of the program.

Rules are organised in a folder structure depicted in Fig-
ure 2. They are loaded by the class loader, allowing third
parties to provide additional rules.

F. Recording Datalog Inference

The inference rules record provenance through the
aggregated ids in the first term (column) of each fact. For
facts, unique identifiers (“F1”, “F2”, ..) are generated during
extraction, and used in the first term in each fact. When a rule
is applied and a new fact is inferred, a composite identifier is
created. For instance, in Listing 3, the id terms in rule heads
were omitted for brevity. For the first rule (line 2), this term is
cat("R_REMOVE_BYTECODE_VERSION","[",fid,"]").
If the id of the fact fid in the premise was F42, then this would
create an id R_REMOVE_BYTECODE_VERSION[F42] for
the derived fact.

The constructed ids of derived facts encode the derivations
that were used to construct them. I.e., those values can be
parsed and presented as a derivation tree. daleq includes a
simple grammar for the embedded provenance language, along
with utilities to parse these expressions and render them as
trees in the final HTML report, which serves as the tool’s
output. This grammar is shown in Listing 5.

1 grammar Proof;
2 proof : node <EOF> ;
3 node : ID children? ;
4 children : ’[’ node (’,’ node)* ’]’ ;
5 ID : [a-zA-Z0-9_]+ ;

Listing 5: Grammar for constructed ids encoding derivations.

Using those derivations, we can provide provenance to
users supporting equivalence statements. For non-equivalence
statements, standard diff tools can be employed. We will
discuss this in the following section.

G. Projection and Establishing Equivalence

This is the last step of the analysis pipeline. While the
IDBs are the base of comparing bytecodes, they cannot be
used directly for two reasons. Firstly, the ids of derived
facts contain information about the derivation, i.e. how the
normalisation was achieved. To compare normalised code,
this information needs to be removed. Secondly, the IDB still
contains instruction counters. Those counters are only used to
define the order of instructions. I.e. the particular numbering
scheme is irrelevant as long as the order is retained. We
therefore remove the respective terms from facts representing
bytecode instructions.

The result of those two steps is referred as the projection.
To establish equivalence, the IDB projections are printed
into a textual representation, and then compared. If they are
the same, equivalence has been established. Using a textual
representation facilitates the use of standard diff tools. If
classes are not equivalent, the produced diffs can be used as
provenance. If they are equivalent, provenance is provided by
a report that includes the derivations of rules applied.

IV. IMPLEMENTATION

A. CLI and Report Generation

Daleq consists of several components. The extractor, which
generates the EDB, is implemented in Java, while the nor-
malisation rules are written in the souffle datalog 13. daleq is
primarily designed as a command-line interface (CLI) tool,
but it can also be integrated into CI/CD pipelines for artifact
validation. The tool accepts two jar files as input and generates
an HTML report. Additionally, it can accept jar files containing
source code, alongside the bytecode jars, to verify that the
compared bytecodes were built from the same source code.
This leverages the fact that the source code used for building
the binaries is often distributed with them.

An example of an HTML report output is shown in
Figure 3. Here, we compare the jar file for the artifact
javax.transaction:jta:1.1 from Maven Central with the corre-
sponding artifact rebuilt by gaoss.

Daleq employs various analysers to compare classes, meta-
data and resources within the jars. The results are displayed in
a table, the rows correspond to files within the jar(s), and the
columns correspond to the various analysers. Possible analysis
result states are:

• PASS the comparison yields true
• FAIL the comparison yields false
• N/A the comparison cannot be applied (e.g., a source

code comparison cannot be used to compare bytecode)
• ERROR the comparison has resulted in an error

13https://souffle-lang.github.io/docs.html

3632



Fig. 3: Report generated by daleq

The result states in the report are similar to the ones used
by automated testing frameworks like JUnit 14. Small markers
next to the results indicate that they are explainable; these
markers link to additional pages with more details. For failed
comparisons, the linked pages typically display diffs (rendered
in HTML), while for errors, they contain error logs.

The report lists all files found in either jar. The first check
(column 2) verifies that the file is present in both jars. It then
compares the sources for equality and equivalence 15 (columns
3 and 4). In the example shown in Figure 3, there are two
resources in META-INF/maven that are present in the gaoss
but not in the mvnc built jar. Interestingly, the sources used to
create the jars are not identical. A closer inspection of the
respective diffs reveals that this is caused by altered legal
comments. But sources are still shown to be equivalent by
the respective analysis. The ∆ link references a page showing
the diff generated during the analysis.

The same file comparison (column 5) then compares
the content of the respective files, this reveals some
changes in the metadata files META-INF/LICENSE.txt
and META-INF/MANIFEST.MF.

The last two columns present the results of two bytecode
analyses: one based on the standard disassembler (i.e., com-
paring the output of javap -c -p) and the other from the
daleq comparison. Daleq generates several reports to facilitate

14In testing, often skip is used instead of N/A
15Using an AST-based analysis that ignores formatting and comments

explainability, including links to the EDBs and IDBs used in
the analysis.

Notably, javap shows equivalence for all classes except
XAException.class, where the disassemblies differ. De-
tails are provided in the linked diff created from the disassem-
blies. However, daleq can still establish equivalence between
the two versions of this class.

B. Explainability

For daleq equivalence results, advanced-diff reports are
generated and made accessible through links in the main
report. These reports include all extracted and derived facts,
along with explanations of how custom rules were applied
to establish equivalence. An example of this section of the
report is shown in Figure 3. Derivation trees are visualized
using CSS, and users can click on the facts and rules involved
in the derivation.

C. Adding Additional Analyses

The daleq tool features an extensible design,
allowing new analyses to be added via the
io.github.bineq.daleq.cli.Analyser interface,
which can be implemented by third parties. Analysers
are discovered and loaded through the Java service loader
mechanism, enabling them to be used as plugins.

V. EVALUATION

The evaluation is guided by the following research ques-
tions:
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Fig. 4: Provenance user interface

RQ1 How common are bitwise differences in Java class files
between developer-built artifacts (mvnc) and indepen-
dently rebuilt artifacts from trusted providers such as obfs
and gaoss?

RQ2 How effective is daleq in classifying non-bitwise-equal
classes as equivalent compared to existing tools such as
javap and jnorm?

RQ3 What are the most frequent causes of non-equivalence in
rebuilt Java class files, and to what extent can they be
explained through recurring bytecode-level patterns?

RQ4 How scalable is daleq?

A. Methodology

To evaluate the performance of daleq, we used the dataset
from [12] 16. In particular, we compared jars built by the
developer (deployed on Maven Central mvnc) with alterna-
tively built jars from Oracle’s Build-From-Source (obfs) and
Google’s Assured Open Source (gaoss) projects. We ensured
that the respective sources (released with the jars) are equiv-
alent, using the AST-based comparison also used in [12].
The number of jars and classes compared are summarised in
Table I. Both datasets mvnc-vs-obfs and mvnc-vs-gaoss contain
a similar number of classes (i.e. compiled class files, *.class),
ca 130,000. The numbers of jars significantly differs, obfs
contains more smaller jars, whereas gaoss contains fewer but
larger jars. In both cases, we found a small number of jars
without .class files. These jars contain only resources and
meta-data, and were therefore excluded from the analysis.

We have created scripts that summarise the results for RQ1
and RQ2. They also produce a file structure, which is used
as input for additional analysis scripts that answer RQ3 and
RQ4. The corresponding data is available at https://zenodo.
org/records/16628896.

16Available at https://zenodo.org/records/14915249

B. RQ1 Results

Results for RQ1 can be found in Table I. We found a
significant number of non-equal classes across alternative
builds, 2,158 (1.58%) for the mvnc-vs-obfs comparison, and
33,470 (25.69%) for the mvnc-vs-gaoss comparison.

Interestingly, different processes and design goals by alter-
native providers lead to significantly different rates of classes
that are bitwise identical.

C. RQ2 Results

We then identified classes that are not bitwise equivalent
(i.e., level 1), but can still be shown to be equivalent at
higher levels. To evaluate the performance of daleq relative
to other tools, we used the standard Java disassembler 17 and
jnorm 18. jnorm was the best-performing tool in a previous
study [12]. Note that in [12] jnorm was also used with the
aggressive normalisation option. We did not use aggressive
normalisation here as it includes some normalisation patterns
that we consider unsound, and even unsoundy, such as N16
described in [37]. javap was also used in [12] and performed
reasonably well. In particular, it was able to analyse all classes,
whereas some of the other tools like the fernflower decompiler
(used in [12]) and jnorm (used both in [12] and this study)
sometimes resulted in errors. javap is also a tool that is trusted
by engineers as it is well-maintained, and part of the standard
Java Developer Kit. It therefore forms a suitable baseline of the
evaluation of tools to establish equivalence. Using the -c -p
configuration provides some abstractions, whereas using -v
(verbose) would have resulted in a very detailed representation
(including the line number table and the constant pool) not
suitable to establish equivalence between different classes.

Equivalences are established by comparing bytecode trans-
formations generated by the respective tool. Those are then
diffed, and if the diff is empty, the respective classes are
considered equivalent. Otherwise the diff is stored, those diffs
are then used later to answer RQ3.

The results are shown in Table II. Daleq can infer that
85.91% of non-equal classes in the mvnc-vs-obfs comparison
and 90.80% of non-equal classes in the mvnc-vs-gaoss compar-
ison can be shown to be equivalent. This indicates a substantial
reduction in manual effort required to assess these cases. Daleq
outperforms both the javap- (45.18% / 35.08%) and the jnorm-
based (65.06% / 80.90%) equivalences. There were also cases
where jnorm encountered errors, which are reported in the
last column and counted as jnorm-non-equivalent. In con-
trast, daleq successfully analyzed all classes in the evaluation
dataset.

D. RQ3 Results

While daleq generally performs well and significantly re-
duces the manual effort required to assess non-equivalent
classes, a substantial number of such classes remain in the
report. We expect that additional patterns can be discovered

17javap -c -p
18version 1.0.0 with the normalisation option -n.
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provider1 provider2 jars jars without classes classes equal classes non-equal classes non-equal classes (%)
mvnc obfs 1,922 22 135,425 133,267 2,158 1.59%
mvnc gaoss 792 13 130,265 96,795 33,470 25.69%

TABLE I: Non-equal classes

provider1 provider2 non-equal classes equiv. (javap) equiv. (jnorm) equiv. (daleq) errors (jnorm)
mvnc obfs 2,158 975 (45.18%) 1,404 (65.06%) 1,854 (85.91%) 5 (0.23%)
mvnc gaoss 33,470 11,741 (35.08%) 27,079 (80.90%) 30,390 (90.80%) 461 (1.38%)

TABLE II: Equivalent classes

and implemented using souffle normalisation rules, and we
make no claim that the current set of rules is exhaustive.

To gain a better understanding of the nature of non-
equivalent classes, we analysed them using the following
approach. If two .class files are not equivalent, a diff file
daleq-diff.txt is generated showing the differences
of the respective IDBs in standard diff format. There are
3,384 such files 19 in the results. We analysed these files to
identify common patterns in changes. Pattern detection was
implemented using a text analysis of added and removed
lines. For instance, to check for changes in loaded constants,
we collected lines starting with +IDB_LDC and -IDB_LDC,
respectively. Then we extracted the values loaded by collecting
the last tokens from those lines (the lines represent database
records, using a tab as separator), compared those to sets, and
report an instance of this pattern if those sets are different. This
can potentially produce some false negatives, e.g. if constants
loaded are swapped between different methods. We consider
this unlikely.

The following are the analysed patterns:
CHECKCAST A checkcast statement is removed or added.
In general, checkcasts can change the behaviour of programs –
when checkcasts fail, a runtime exception is created, changing
the control flow of a program. Casts can therefore not be
ignored, unless behavioural equivalence can be inferred from
context 20. An example is shown in Listing 6. This issue is also
discussed in [37] (N16). The authors argue that this is not used
in normalisation, but only in aggressive normalisation mode.

1 --- version1
2 +++ version2
3 @@ -582,6 +582,7 @@
4 IDB_GETFIELD ..
5 IDB_ALOAD ..
6 IDB_INVOKEVIRTUAL ..
7 +IDB_CHECKCAST projected org/apache/curator/shaded/com/

google/common/graph/StandardNetwork::incidentNodes(
Ljava/lang/Object;)Lorg/apache/curator/shaded/com/
google/common/graph/EndpointPair; -1 org/apache/
curator/shaded/com/google/common/graph/
NetworkConnections

8 IDB_INVOKESTATIC ..
9 IDB_CHECKCAST ..

10 IDB_ALOAD ..
11

Listing 6: Non-equivalence caused by an additional
checkcast instruction (some lines abbreviated).

19This is the sum of non-daleq equivalent records reported in Table II, i.e.
(2,158-1,854)+(33,470-30,390)

20As is the case in P2 discussed in Section III-E

CONSTANT A constant value in a LDC instruction is
changed. We found instances where different values point
to different paths. This can have security implications, for
instance, differences pointing to file system locations may
indicate path traversal (CWE-22) attacks. We found sev-
eral path references that differ between mvnc and gaoss
builds of dev.zio:zio-test 3:2.1.0-RC2, those are references
to scala source files, the paths seem to point to the
build environment being used, starting with /home/runner/-
work/ and /workspace/shared-workspace/build/upstream-repo,
respectively.
SBINIT StringBuilder initialisation. There are
different sequences being generated to initialise
java.lang.StringBuilder, using different descriptors
()V and (I)V, respectively.
SIGNTR Missing signature attributes in methods. There are
cases where one class misses the signature. This is a candidate
for another ”soundy” rule, those changes may effect program
behaviour if reflection is used.
SYNMET Naming of synthetic methods. Different compilers
sometimes name synthetic classes differently. Ignoring them
would make the analysis unsound as those methods encode
program behaviour.
SYNFLD Naming of synthetic fields. Different compiler
sometimes name synthetic classes differently. Ignoring them
would make the analysis unsound as those methods fields have
an impact on program behaviour.
ANNO Changed annotations. In particular, we found sub-
tle differences in the parameters of checker framework’s
@Nullable annotations. We consider annotations critical for
security as modern frameworks heavily rely on them to define
the semantics of a program. For instance, both springframe-
work and micronaut use annotations to define entry points for
web applications.
ACCESS Changed access. While we capture a particular
pattern (P6), there are other cases where the flags associated
with class, methods and fields generated by different builds
differ.

The results of this analysis are summarised in Table III,
column 2. We also counted the number of classes where non-
equivalence has more than one cause in the last row.

At least two of those patterns (SIGNTR and ACCESS)
are candidates for additional soundy rules. It is not clear
whether normalising synthetic method names is expressible
in daleq, if so, some of the differences in the SYNFLD and
SYNMET categories could also be covered by additional rules.

3635



cause all javap non-equiv. jnorm non-equiv.
total 3,384 49 523
CHECKCAST 635 (18.76%) 0 (0.00%) 17 (3.25%)
CONSTANT 152 (4.49%) 0 (0.00%) 0 (0.00%)
SBINIT 650 (19.21%) 0 (0.00%) 6 (1.15%)
SIGNTR 396 (11.70%) 0 (0.00%) 385 (73.61%)
SYNMET 309 (9.13%) 0 (0.00%) 61 (11.66%))
SYNFLD 612 (18.09%) 0 (0.00%) 0 (0.00%)
ANNO 75 (2.22%) 45 (91.84%) 60 (11.47%)
ACCESS 630 (18.62%) 4 (8.16%) 19 (3.63%)
multiple 926 (27.36%) 0 (0.00%) 20 (3.82%)

TABLE III: Analysis of pairs of classes not daleq-equivalent

CONSTANT is category that could indicate a compromised
binary, and warrants further investigation.

We then analysed daleq non-equivalent classes flagged as
equivalent by either javap or jnorm. The results are also
included in Table III, columns 3 and 4, respectively. We
note here that the javap equivalence is based on running
javap -c -p which produces a high-level representation of
bytecode with some abstractions. Had we used javap -v,
those values would have been much lower, possibly zero. On
the other hand, the results for javap as reported in Table II
would have been worse, too. Those choices reflect the classic
tradeoff between precision and recall. There are actual cases
where the javap-based equivalence becomes unsound, such an
example (changed value of constant not used in the defining
class) was detected in discussed in [12].

For jnorm, we note here that jnorm has not been designed
to establish bytecode equivalence, but for code similarity
analysis. For instance, the issues caused by synthetic methods
(SYNMET) are a result of jnorm ignoring those methods
(normalisation rule N1 in [37]), which we consider unsound.
We also found that the jimple representation used by jnorm
sometimes ommits information like signature headers, leading
to the high numbers in the SIGNTR category.

E. RQ4 Results

To assess the scalability of daleq, we have computed some
statistics from the data captured in the computation-time-in-
ms.txt files Those files record the time taken to extract the
EDB, compute the IDB and project it. The experiments where
performed on an Apple M1 Pro running MacOS 15.5 with
32GB memory. The JVM used was the OpenJDK Runtime
Environment Corretto-21.0.5.11.1, the souffle version used was
2.4.1.

We analysed 71,256 such timestamps. This number is twice
the sum the number of non-equivalent classes (see Table I,
column 7). For equal (i.e. bitwise identical) classes, daleq-
equivalence is not computed but inferred. This hinges on the
assumption that daleq and the tools it relies on (ASM, daleq)
are deterministic, i.e. the same EDBs and IDBs are computed
from identical input.

The mean time it takes to compute the projected IDB for
a class is 1,691 ms. To put this in context, consider a larger
Java library like guava-33.4.0-jre.jar, containing 2,018 .class
files. Further assume that of those classes 20% are not bitwise
identical. This means that for 808 classes (2 * 0.2 * 2,018)

daleq has to compute the projected IDB. This would take
under 23 mins. Some additional time would be required to
compare the generated reports for equality, and diffs resources
and metadata, but those operations are very fast. Most libraries
are significantly smaller than this, and a typical daleq analysis
takes only a few minutes.

VI. CONCLUSION

In this paper, we have introduced daleq, a tool designed to
compare Java bytecode and establish equivalence, facilitating
the assessment of rebuilt artifacts. daleq operates at level 3
equivalence, with a particular focus on providing provenance
for both equivalence and non-equivalence statements. This is
achieved through a datalog-based implementation of bytecode
normalisations that records derivations and exposes them to
users, enhancing transparency and traceability. The evaluation
on a large real-world dataset further confirms that daleq
performs well and outperforms the state-of-the-art jnorm tool.

We have demonstrated the impact of daleq in an industrial
context by evaluating artifacts built from source by two
vendors. The results show a significant reduction in the manual
effort required to assess non-bitwise equivalent artifacts, which
would otherwise require intensive human inspection. daleq ’s
ability to automatically establish equivalence and explain the
reasoning behind these results offers substantial time savings,
especially when dealing with large-scale datasets.

Daleq is publicly available. By releasing it to the public, we
invite contributions to enhance its functionality. We anticipate
that this will lead to the development of additional rules and
integration of other analysers into the tool.

A. Tools and Data Availability

tool: https://github.com/binaryeq/daleq/
evaluation scripts: https://github.com/binaryeq/daleq-evaluation

input dataset: https://zenodo.org/records/14915249
evaluation result data: https://zenodo.org/records/16628896
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