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Abstract—The Linux distribution kernel differs significantly
from the mainline kernel, incorporating additional features
and vendor-specific extensions. Among these additions, many
runtime parameter interfaces are unique to distribution kernels,
which expands the attack surface and increases the risk of
potential vulnerabilities. Fuzzing has been used to assess Linux
distributions, but existing tools cannot systematically test these
distribution-specific interfaces due to two main challenges: (1)
generating test cases for these runtime parameter interfaces,
and (2) concentrating test resources on the distribution-specific
interface code. To address these challenges, we propose RPG,
a distribution-specific runtime parameter-guided kernel fuzzer.
RPG operates in three phases: First, RPG extracts distribution-
specific runtime parameter interfaces. Then, RPG uses LLM
and tuning software databases to model each parameter range
to generate meaningful interface test cases. Third, RPG utilizes
the distribution kernel’s function control flow graph to guide
the fuzzer to generate generic test cases that are more closely
related to the distribution-specific interface code. We evaluated
RPG on four Linux distribution kernels: Ubuntu 22.04, Fedora
42, OpenAnolis 8.8, and OpenAnolis 23.1. RPG detected 22
previously unknown bugs (13 distribution-specific), of which
15 were confirmed and 10 fixed by kernel maintainers. RPG
also achieved 20.4% and 21.2% higher branch coverage than
Syzkaller and Healer, respectively.

Index Terms—Kernel Fuzzing, Linux Distribution Kernels,
Tuning Software.

I. INTRODUCTION

Most Linux distribution kernels are customized versions of
the mainline kernel, containing a large number of specific
runtime parameter interfaces that are not enabled by default
in the mainline kernel. For example, the Ubuntu 22.04 kernel
provides 22,592 numeric writable parameter interfaces, which
is 35.2% more than the 16,706 in the corresponding mainline
Linux 6.8.12 kernel. These runtime parameter interfaces typi-
cally exist as files in the /sys or /proc/sys directories, and
their parameter values can affect the kernel execution path [1].
Distribution kernel developers usually use these interfaces in
conjunction with private code or tuning software [2] to support
various business scenarios and requirements.

Runtime parameter interfaces introduce notable security
risks, as evidenced by historical vulnerabilities such as CVE-
2025-22053 [3], which demonstrate that these interfaces can
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be exploited in real-world attacks. Unlike mainline kernel
code, the distribution-specific runtime parameter interfaces
are often less tested, increasing the likelihood of potential
vulnerabilities. Furthermore, their tight integration with the
private distribution code can introduce unique, distribution-
specific vulnerabilities. Since distribution kernels are deployed
directly in production environments and serve end-users, any
such error can lead to severe consequences, including data
leaks or system compromise [4]. Therefore, it is critical to
test these distribution-specific runtime parameter interfaces.

Kernel fuzzing serves as an effective automated method for
identifying kernel bugs [5]–[13]. It has been applied to check
the Linux distribution’s safety. Previous research has explored
the challenges of coverage-guided kernel fuzzing in enterprise
kernels [14], [15]. While some work [16] has examined the
technical difficulties of applying directed kernel fuzzing to
distribution kernels. However, existing fuzzing research has
focused on applying existing fuzzing tools to distribution
environments, without specifically testing the differences be-
tween the distribution kernel and the mainline kernel. This
phenomenon exists because the differences are difficult to
pinpoint. Developers across various distribution communities
modify the code in different ways and follow diverse practices.
However, distribution-specific runtime parameter interfaces
can serve as a good starting point. These specific interfaces
clearly represent the differences between this distribution and
the mainline kernel. If we plan to use distribution-specific
runtime parameters in fuzzing, we need to solve:

(1) Generate distribution-specific runtime parameter
interface test cases. Runtime parameter interfaces reside in
the kernel’s /sys and /proc/sys directories, allowing de-
velopers to modify kernel behavior by writing values to these
files [1]. To effectively integrate these interfaces into fuzzing,
we must generate meaningful interface test cases. However,
kernel fuzzing relies on syscall sequences as test inputs [17].
Accessing a parameter interface involves a specific sequence
of syscalls (e.g., open, write, close) that must appear in the
correct order. If this syscall sequence is disrupted, the test may
fail to correctly access the interface or trigger the expected
kernel behavior. Moreover, each interface accepts a limited
and specific set of valid values that influence kernel execution
paths. For example, /proc/sys/vm/panic_on_oom ac-
cepts values 0 or 1, while /proc/sys/vm/swappiness
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accepts values from 0 to 100. Without awareness of such
constraints, fuzzers tend to generate invalid or ineffective
inputs, wasting test resources and missing deeper kernel
vulnerabilities. Although manual analysis can reveal valid
parameter ranges, doing so for thousands of interfaces is
impractical. Therefore, an automated approach is needed to
infer valid value ranges and systematically generate test cases
for distribution-specific parameter interfaces.

(2) Concentrate test resources on the distribution-
specific interface code. Once interface test cases related to
runtime parameters are generated, the next challenge is to
concentrate test resources on the distribution-specific interface
code. Existing kernel fuzzers rely on randomly generated
syscall sequences. This method is inefficient when testing
Linux distribution-specific interfaces. For example, the pri-
vate function update_cpuectlr_sysctl_handler in
OpenAnolis 8.8 is affected by the value of sysctl_update
_cpuectlr, which controls register update behavior [18].
The kernel fuzzers’ strategies for randomly generating syscalls
don’t actively generate generic test cases targeting these func-
tions like update_cpuectlr_sysctl_handler. How-
ever, these areas are poorly tested and contain a large amount
of distribution-specific kernel code. As a result, fuzzers may
miss deep bugs in the distribution kernel. To overcome this
limitation, we need to guide fuzzer to concentrate test re-
sources on distribution-specific interface code.

To address these challenges, we propose RPG, a fuzzing
tool guided by distribution-specific runtime parameter in-
terfaces. RPG operates in three phases: (1) RPG extracts
Linux distribution-specific runtime parameter interfaces. (2)
RPG uses large language model(LLM) and tuning software
databases to model parameter ranges, combining them with
pseudo-syscalls templates to generate interface test cases. (3)
RPG uses the distribution kernel function control flow graph
(CFG) to guide the fuzzer to generate more generic test cases
closely related to the distribution-specific interface code.

We evaluated RPG on four Linux distribution kernels:
Ubuntu 22.04, Fedora 42, OpenAnolis 8.8, and OpenAnolis
23.1. RPG has detected 22 previously unknown bugs, in-
cluding 13 distribution-specific bugs. Among the 22 bugs,
15 bugs have been confirmed, and 10 bugs have been fixed
by kernel maintainers. RPG also achieved 20.4% and 21.2%
higher branch coverage than Syzkaller [19] and Healer [20],
respectively. These results demonstrate that RPG significantly
improves bug detection in the Linux distribution kernel.

In summary, the contributions of this paper are as follows:

• We have solved the problem of generating test cases related
to distribution-specific runtime parameter interfaces and the
issue of concentrating test resources on the distribution-
specific interface code.

• We propose RPG, a kernel fuzzer designed to test Linux
distribution-specific runtime parameter interfaces.

• RPG has detected 22 previously unknown bugs (15 con-
firmed, 10 fixed), and 13 out of 22 were distribution-specific
bugs.

II. BACKGROUND

A. Linux Runtime Parameter Interface

The runtime parameter interface is a critical control mech-
anism within the Linux kernel. Modifying the values of these
parameters directly influences the kernel’s code execution
path. For example, as illustrated in Figure 1, the parame-
ter /proc/sys/net/ipv4/ip_forward controls the IP
forwarding functionality of the system [21]. When set to
1, the kernel allows the system to forward network packets
between network interfaces (lines 3-5). When set to 0, the
kernel disables IP forwarding, and the system will not forward
packets (lines 6-10).

1 // net/ipv4/ip_forward.c
2 void handle_ip_forward(struct net_device *dev,

struct sk_buff *skb) {
3 if (sysctl_ip_forward == 1) {
4 forward_packet(skb);
5 // Forward the packet
6 } else if (sysctl_ip_forward == 0) {
7 drop_packet(skb);
8 // Drop the packet
9 }

10 }

Fig. 1: Runtime Parameter Affect Kernel Execution Flow.

These runtime parameter interfaces have many application
scenarios, such as tuning software. Tools like KeenTune
[22] dynamically adjust the range of memory management
parameters in real-time, adapting to the specific CPU archi-
tecture and workload to enhance memory usage efficiency.
Similarly, Tuned [2] utilizes predefined templates to statically
associate hundreds of parameters, delivering performance-
optimized configurations for diverse scenarios. Such tools
provide the flexibility to tailor kernel parameters to meet
the specific performance demands of various environments.
Underpinning these tools are databases that store extensive
sets of commonly used runtime parameter values as key-
value pairs, enabling users to achieve rapid and precise system
performance optimization.

However, runtime parameter interfaces also introduce
significant security risks, as demonstrated by the CVE-
2025-22053 vulnerability shown in Figure 2 [3]. This
vulnerability arises from concurrent write operations to
the /sys/devirtual/net/pool/active parameter by
multiple threads (lines 15-17). When multiple threads si-
multaneously modify this parameter: Thread A writing
0 invokes ibmveth_close() (lines 3-4), which calls
napi_disable() (lines 9-11). Thread B writing 1 in-
vokes ibmveth_open() (lines 5-6), which calls napi_
enable() (lines 12-14). But the kernel requires strict or-
dering of these NAPI operations: napi_disable() must
complete before napi_enable() can be safely executed.
Without locking in veth_pool_store(), concurrent exe-
cution may violate this sequence, causing inconsistent NAPI
states. This inconsistency triggers recursive locking attempts,
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1 void veth_pool_store(Device *dev, int new_state)
{

2 // Vulnerable: no locking for concurrent
writes

3 if (new_state == 0) {
4 ibmveth_close(dev); // Calls napi_disable()
5 } else if (new_state == 1) {
6 ibmveth_open(dev); // Calls napi_enable()
7 }
8 }
9 void ibmveth_close(Device *dev) {

10 napi_disable(&dev->napi);
11 }
12 void ibmveth_open(Device *dev) {
13 napi_enable(&dev->napi);
14 }
15 // Exploit scenario:
16 Thread A: echo 0 > /sys/.../pool1/active //

Enters ibmveth_close()
17 Thread B: echo 1 > /sys/.../pool1/active //

Enters ibmveth_open()

Fig. 2: CVE-2025-22053 Caused by Runtime Parameter.

resulting in soft lockups that hang the system for over 120
seconds.

B. Distribution-Specific Runtime Parameter Interface

Linux distribution kernels, such as Ubuntu [23] and
OpenAnolis [24], represent customized versions of the main-
line kernel that introduce substantial modifications, including
distribution-specific runtime parameter interfaces. These in-
terfaces exhibit significant quantitative expansion compared
to their mainline counterparts. For example, the OpenAnolis
23.1 kernel offers 21,512 numeric writable runtime parameter
interfaces, 27.5% more than the 16,872 in the mainline Linux
6.6.25 kernel.

These distribution-specific interfaces mainly serve scenario-
specific functionality, including custom functional require-
ments, and performance tuning for target workloads. More crit-
ically, many parameters are tightly integrated with distribution-
specific functional modules that form part of the distribu-
tion’s feature. For example, OpenAnolis 8.8 implements the
update_cpuectlr runtime parameter interface in the /al
ibaba/prefetch_tuning.c module to control register
updates [18]. This file does not exist in the mainline Linux
kernel. It represents a functionality deeply customized by the
OpenAnolis 8.8 kernel for specific platforms.

The number of specific runtime parameter interfaces in the
distribution kernel and their close integration with private
code have led to an expansion of the vulnerability surface.
Therefore, to ensure the security of the distribution kernel,
distribution kernel developers need an effective method to test
these specific interfaces.

C. Linux Kernel Fuzzing

Fuzzing [16], [25]–[32] is an automated software vulner-
ability detection technology. It mainly injects abnormal test
cases into the target program and monitors its runtime behavior
to identify potential security bugs. It plays a crucial role

in the vulnerability discovery of complex systems such as
the operating system kernel and the network protocol stack.
Syzkaller [19] is one of the most advanced kernel fuzzing
tools, which is widely used in Linux kernel security testing.
Its core technology is based on the syscall description lan-
guage (Syzlang) [33]. Syzkaller identifies potential bugs by
defining test case generation rules and simulating the kernel
execution path. Meanwhile, Syzkaller also supports pseudo-
syscalls [34], which are user-defined functions. It can better
simulate complex syscalls to detect potential kernel bugs.

In addition to Syzkaller, there are many innovative
tools [17], [20], [35]–[38] in the field of kernel fuzzing that
have proposed new solutions for addressing kernel complexity.
For example, HFL [37] combines symbolic execution and
fuzzing, and uses constraint-solving techniques to generate test
cases that cover those less executed code paths; Healer [20]
adopts a data extraction algorithm to extract high-frequency
syscall patterns from real system logs, thereby optimizing the
quality of the initial seed set. Healer introduced a relational
learning model to analyze the logical dependencies among
syscalls and generate a sequence of syscalls that can deeply
explore the states of kernel subsystems. Based on eBPF
technology, KSG [17] dynamically tracks the parameter types
and constraints of syscalls and automatically generates syscall
description files for specific kernel modules. These tools
collectively enhance test coverage and vulnerability discovery
efficiency through differentiated strategies.

III. DESIGN

The overall workflow of RPG is shown in Figure 3.
Specifically, RPG includes three phases. In the interface ex-
traction, RPG runs both the Linux distribution kernel and its
corresponding mainline kernel on a virtual machine to collect
their runtime parameter interfaces and extract the distribution-
specific interfaces. In the test case generation, RPG constructs
an interface test case template, models the parameter ranges
for each interface using LLM [39] and tuning databases,
and combines the template with the range model to generate
interface test cases that can pass fuzzer syntax checks. In the
interface-guided distribution fuzzing loop, RPG calculates the
distance between generic test cases and interface code within
the distribution’s function CFG. This calculation is based on
the coverage data collected after each test case execution.
Then RPG uses this distance metric to guide the fuzzer in
generating more generic test cases closer to the distribution-
specific interface code.

A. Interfaces Extraction

The interface extraction stage aims to extract distribution-
specific runtime parameter interfaces. RPG first executes the
target Linux distribution kernel in a virtualized environment to
isolate the impact of hardware. Each kernel is compiled using
its default configuration: mainline kernels use defconfig,
while distribution kernels use their vendor-specific configura-
tions like anolis_defconfig.
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Fig. 3: Workflow of RPG. First, RPG extracts Linux distribution-specific runtime parameter interface. Then, RPG uses LLM and tuning
software databases to model parameter ranges, combining them with pseudo-syscalls templates to generate interface test cases. Lastly, RPG
utilizes test case coverage function information to guide the fuzzer in generating more generic test cases related to the interface code.

Then, RPG scans the file system collecting runtime parame-
ters, primarily /sys and /proc/sys directories. These scan
results undergo rigorous filtering: non-writable interfaces are
discarded due to their limited utility in fuzzing workflows,
while string-type parameters are excluded because they often
lack official documentation, making it challenging to generate
valid test cases automatically. Only writable int-type param-
eters are collected because of their operational predictability
and fuzzing suitability.

Finally, to extract truly distribution-specific interfaces, RPG
extracts runtime parameters from the corresponding mainline
kernel version using identical methods. A differential compari-
son is performed between the distribution kernel’s interface set
and the mainline kernel’s interface set. Only interfaces present
in the distribution kernel but absent in the mainline kernel are
classified as distribution-specific runtime parameters.

B. Test Case Generation

Traditional interface testing methods usually write different
parameters directly into interfaces. However, this approach
faces several problems: Firstly, kernel fuzzing relies on se-
quences of syscalls as test inputs. Correctly accessing the run-
time parameter interface requires a specific, ordered sequence
of syscalls (e.g., open, write, close). Disrupting this sequence
can prevent proper interface access or fail to trigger the
intended kernel behavior. Meanwhile, each parameter typically
has valid value ranges. For parameters lacking documented
ranges, testing often resorts to random value writing, leading to
a high proportion of invalid test cases. Finally, the distribution
kernel developers are concerned about the stability of common
parameters because they are directly used in the business, and
thus need to identify the range of these common parameters.

To solve the above challenges, RPG first employs tem-
plates based on pseudo-syscalls. These templates encapsulate
the necessary syscall sequences (such as ‘open-write-close‘)
within custom functions, which ensures the correct order of
operations for accessing each runtime parameter interface.
Meanwhile, custom functions enable diversified testing for
individual interfaces, enhancing vulnerability detection capa-
bilities. Second, RPG employs LLM to analyze the valid value
range for each parameter. To ensure the reliability of the LLM-
generated ranges, RPG categorizes interfaces primarily into

Tuning database
/proc/sys/net... (a,b)

    ......
/sys/fs/cgroup/system/sli...
/sys/kernel/tracing/event...
/proc/sys/net/ipv6/conf/l ...
/sys/devices/platform/se...
/sys/kernel/debug/block/...
/sys/fs/cgroup/system.sl...
......

Parameter Interfaces

LLM-Analysis

Pseudo-Syscall Template

Pseudo-syscalls：long values[] = {
        x,y                                  // boundary value
        y + rand() % 10001 ,      // out of bounds value
        x + rand() % (y - x + 1), // Random value form LLM
        a + rand() % (b - a + 1), // Random value form tuning 

 };
    for (int i = 0; i < 4; i++) {
        int fd = open("/proc/sys/net/ip...", O_WRONLY);
......
            close(fd);

Fig. 4: Distribution-specific runtime parameter interface test
case generation. RPG takes parameters interface path as in-
put, combining LLM, tuning databases, and Pseudo-Syscalls
templates to generate interface test cases.

three types. (1) For interfaces with clearly defined parameter
ranges, it directly generates the range; (2) for interfaces with
vast ranges, it caps the maximum value; and (3) for interfaces
with no defined range, it generates fixed values. Through
this approach, LLM can automatically generate the correct
parameter range constraints for most interfaces. Finally, RPG
integrates a tuning software database. The tuning database
catalogs detailed range information for commonly used param-
eters across various kernel distributions. It contains data from
actual kernel configuration and performance tuning practices,
representing commonly used parameters in the real world.

As shown in Figure 4, RPG first gives a distribution-specific
runtime parameter interface path to the LLM, and gets the
initial range information (x, y). Next, RPG checks its tuning
database using this interface path and looks for matching
interface records. If found, RPG extracts range information
(a, b) from the database. If not found, RPG assigns the
LLM’s range (x, y) to (a, b). Finally, RPG combines the two
range sets with the pseudo-syscalls templates to complete the
generation of the interface test cases. This process can ensure
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Fig. 5: Interfaces-guided distribution fuzzing loop process.
RPG uses the test case coverage function after each execution
to guide Fuzzer to actively generate general test cases close
to the distribution-specific interface code functions.

the automation and adjustability of the generation. RPG has
designed four behavioral strategies for each interface:
• Boundary value testing: Tests minimum and maximum pa-

rameter values to check system performance under extreme
conditions.

• Out-of-range tests: Deliberately writes values beyond valid
ranges to check system error handling.

• Random writing: Writes random values within valid ranges
to trigger different code paths.

• commonly used value writing: Writes commonly used pa-
rameter values from the tuning database to test the stability
of the common parameters.

C. Interfaces-Guided Distribution Fuzzing Loop

After generating interface test cases, RPG adds them to
the existing distribution fuzzing loop. The current fuzzing
system lacks a mechanism for actively generating generic test
cases closed to distribution-specific interface code functions.
This limitation reduces the distribution fuzzing efficiency. To
maximize the value of interface test cases and improve fuzzing
efficiency, RPG proposes the interfaces-guided distribution
fuzzing loop mechanism.

As shown in Figure 5, RPG calculates the distance be-
tween generic test cases and distribution-specific interface
code within the distribution’s function CFG, where nodes rep-
resent kernel functions and edges encode caller-callee relation-
ships. Shorter paths indicate stronger functional coupling (e.g.,
shared subsystems), while longer paths suggest weaker inter-
actions (e.g., cross-module calls). By computing the shortest
distance between the generic test case coverage function and
the distribution-specific interface test case coverage function
group, RPG identifies high-value test case candidates for the
distribution fuzzing loop.

Algorithm 1: Interface-Guided Distribution Fuzzing
Input: Test case t, Test case cover node group NG,

Contrast node group CNG, configurable value
pb

Output: Updated CNG, Priority value p
1 if t is distribution-specific interface test case then
2 for each node fn ∈ NG do
3 if fn /∈ CNG then
4 CNG← CNG ∪ {fn};
5 // Add new function to contrast group

6 p← pb; // Set priority value to pb

7 else
8 distances← ∅; // Initialize empty list for distances
9 for each node fn ∈ NG do

10 d← Algorithm2(fn,CNG);
11 // Shortest distance algorithm
12 distances.append(d); // Append the distance

13 de ← sum(distances)
len(CNG) ; // Calculate average distance

14 p← Equation 1(de); // Calculate priority value

15 return (CNG, p);
16 // Return updated contrast node group and priority

value

Specifically, RPG first takes both interface test cases and
generic test cases as fuzzing input. Then, RPG collects covered
function nodes for each test case by executing them. RPG
separates these nodes into two groups: The nodes covered by
the distribution-specific interface test cases are stored as the
contrast node group. This group is constantly updated through
the continuous execution of distribution-specific interface test
cases. For nodes covered by generic test cases, RPG calculates
the shortest distance between the covered node group and the
contrast node group. RPG uses this distance with a priority
formula to determine the generation priority for each test case.

Algorithm 1 details the core concept of interface-guided
distribution fuzzing loop. The input of the algorithm 1 includes
the test case t, the test case cover node group NG, the contrast
node group CNG and a configurable value pb. The output is
the updated contrast node group CNG and the priority value
p. First, the algorithm 1 checks whether the test case is the
distribution-specific interface test case (line 1). If it is, the
algorithm 1 loops through each node fn ∈ NG covered by
the test case and checks if the node is already in the contrast
node group CNG. If the node is not in CNG, it is added to
the contrast node group (lines 2–5). The priority value of the
interface test case is set to a fixed value p = pb(line 6), which
is a configurable value. If the test case is not the distribution-
specific interface test case, the algorithm 1 first initializes an
empty distance list distances (line 8). Then, it loops through
each node fn ∈ NG and calculates the shortest distance d
from each node to the nodes in the contrast node group using
Algorithm 2 (line 10). After calculation, all distance values are
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Algorithm 2: Shortest Distance Calculation
Input: Node fn, Contrast node group CNG
Output: Shortest distance d

1 queue← [(fn, 0)]; visited← {fn};
2 while queue is not empty do
3 (current, cur dist)← queue.pop(0);
4 if cur dist > dmax then
5 d← dmax; // Distance exceeds limit return d;
6 else
7 if current ∈ CNG then
8 d← cur dist; // Found CNG node
9 return d;

10 for each neighbor neb of current do
11 if neb /∈ visited and cur dist+ 1 ≤ dmax

then
12 visited← visited ∪ {neb};
13 queue← queue ∪ [(neb, cur dist+ 1)];

14 return d;

added to the distance list distances (line 12), and the average
distance de is calculated based on the distance list (line 13).
Finally, the priority value p is calculated using Equation 1 (line
14). The algorithm 1 returns the updated contrast node group
(CNG) and the computed priority value p (line 15-16).

Algorithm 2 calculates the shortest functional distance
from a given kernel function node fn to the closest node
in the contrast node group CNG. Algorithm 2 begins by
initializing a queue with the starting node fn and distance
0, while marking fn as visited (lines 1). It then enters a loop
where it dequeues the front node current and its associated
distance cur dist. If current is found in the contrast node
group CNG, it immediately returns cur dist as the shortest
distance (lines 7-9). If not, the algorithm processes all unvis-
ited neighbors of current, adding each neighbor to the visited
set and enqueuing them with an incremented distance value
(cur dist + 1) (lines 10-13). Algorithm 2 search continues
until either a node in CNG is found or the cur dist exceeds
the maximum value d max (lines 4-5). The value of d max
can be determined according to Equation 1.

w = 1− 2 arctan(de)
π

(1)

As shown in Equation 1, a priority value is assigned based
on the shortest distance. To ensure that the priority value
remains within a reasonable range, RPG utilizes the arctan
function. Compared to exponential or harmonic functions,
the arctan function offers distinct advantages for priority
modeling. Since the output of arctan(x) always lies within the
range

[
−π

2 ,
π
2

]
, Equation 1 guarantees that the priority w stays

within the range [0, 1], gradually decreasing as the distance
de increases, without dropping too sharply. In contrast, the
exponential function e−de decreases too rapidly, which may
lead to a significant underestimation of distant test points.

On the other hand, the harmonic function 1
1+de

decreases
too slowly, reducing the distinction between priorities. The
arctan function provides a smoother and more controlled
decline, enabling a better balance between prioritizing nearby
test points while still exploring distant ones. This ultimately
improves the practicality and balance of test case generation.

By continuously executing the process, RPG creates an ever-
optimizing distribution fuzzing loop, helping to uncover deeper
vulnerabilities in distribution-specific interface code.

IV. IMPLEMENTATION

We implemented RPG on top of Syzkaller. In the interface
extraction, RPG performs a dry run of the target distribution
kernel and its corresponding mainline Linux kernel on a virtual
machine, using Python scripts to analyze and detect runtime
parameter interfaces from the /sys and /proc/sys directories,
extracting distribution-specific parameter interfaces. In the test
case generation, RPG utilizes a Python script to analyze the
interfaces, calling the DeepSeek R1 API to generate ranges for
each runtime parameter. These ranges are refined based on the
KeenTune expert knowledge base, and the range information
is combined with the interface pseudo-syscall template to
automatically generate interface test cases.

In the interface-guided fuzzing stage, RPG uses Golang and
llvm-link to construct the Linux distribution kernel CFG. This
graph illustrates the functional relationships and control flows
within the distribution kernel. RPG uses Golang and Python
to modify Syzkaller’s execution components. After each test
case execution, RPG will use Python to determine its category,
collect the function nodes covered by the test case, calculate
the distance between these nodes and the control group nodes,
and generate a priority value for the test case based on the
distance using Equation 1. RPG utilizes Golang and Python to
modify Syzkaller’s generation components, enabling the fuzzer
to prioritize generating test cases with higher priority values.

V. EVALUATION

To fully evaluate the effectiveness of RPG in enhancing
Linux distribution kernel fuzzing, we conducted a series of
experiments on four Linux distribution kernels. First, we
exhibit RPG’s vulnerability detection capabilities by listing
previously unknown bugs and presenting two typical bug cases
found through RPG. Second, we demonstrate RPG capabilities
to explore more execution paths and kernel state space by
comparing the coverage between RPG and other existing tools.
Finally, we evaluate the contributions of each component
to its ability to explore the distribution kernel state space
and discover previously unknown vulnerabilities. We designed
experiments to answer the following questions.

• RQ1: How does RPG perform in vulnerability detection?
• RQ2: How does RPG perform in exploring the distribution

kernel state space compared to existing tools?
• RQ3: What is the contribution of each component to RPG?
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TABLE II: Previously Unknown bugs Detected by RPG.

Source File bug Function bug Type Status Distro-Specific?
1. fs/ext4/mballoc.c ext4 mb release inode pa() kernel bug confirmed ✓
2. kernel/workqueue.c pwq dec nr in flight() general protection fault confirmed
3. fs/ext4/balloc.c ext4 validate block bitmap() deadlock fixed
4. mm/gup.c gup vma lookup() data race fixed
5. mm/memory.c sys io submit() deadlock fixed
6. mm/process vm access.c sys process vm writev() deadlock fixed
7. fs/ext4/mballoc.c mb avg fragment size order() memory leak fixed ✓
8. sound/core/seq/seq memory.c snd seq info pool() slab-use-after-free reported ✓
9. io uring/io uring.c io init req() out-of-bounds reported ✓
10. fs/fs struct.c chroot fs refs() null-ptr-deref confirmed ✓
11. kernel/sched/core.c try to wake up() null-ptr-deref fixed ✓
12. fs/ext4/extents.c ext4 ext map blocks() kernel bug fixed ✓
13. mm/page alloc.c alloc pages nodemask() memory leak fixed ✓
14. mm/memory.c handle mm fault() deadlock reported
15. mm/page-writeback.c bdi ratio from pages() divide error reported
16. fs/ext4/mballoc.c mb mark used() kernel bug reported
17. block/blk-mq-tag.c blk mq get tag() data race reported ✓
18. mm/vmscan.c throttle direct reclaim() kernel bug reported ✓
19. drivers/input/input.c input unregister device() general protection fault confirmed ✓
20. fs/buffer.c bdev getblk() data race confirmed ✓
21. lib/stackdepot.c stack depot save flags() kernel bug confirmed
22. net/core/datagram.c skb try recv from queue() general protection fault confirmed ✓

A. Experiment Setup

We evaluated RPG on four Linux distribution kernels:
Ubuntu 22.04, Fedora 42, OpenAnolis 8.8 and OpenAno-
lis 23.1. By extracting runtime parameters from these four
different Linux distribution kernels and their corresponding
mainline Linux kernels, we produce the results shown in
Table I. Furthermore, we generated interface test cases for each
distribution kernel and constructed their respective function
CFGs.

TABLE I: The runtime parameters interface differences be-
tween the four Linux distribution kernels and their correspond-
ing mainline Linux kernel.

Distribution
Version

Mainline
Version

Distribution
Interface

Mainline
Interface

Specific
Interface

Ubuntu 22.04 6.8.12 22592 16706 12168
Fedora 42 6.14.4 25933 17500 13750

OpenAnolis 23.1 6.6.25 21512 16872 8473
OpenAnolis 8.8 5.10.134 21627 16867 8073

For RQ1, all kernels were compiled with default configu-
rations, enabling CONFIG_KCOV to collect code coverage in-
formation and CONFIG_KASAN to detect memory corruption
errors [40], [41]. For RQ2, we compared RPG with Syzkaller
and Healer, focusing on branch coverage achieved in the same
amount of time. For RQ3, we disabled the parameter range
generation component and the test case guidance component
of RPG, respectively, to implement two variants of RPG. We
evaluate the contribution of each component to the RPG by
comparing the branch coverage achieved and the number of
unknown vulnerabilities triggered across the different variants
at the same time.

Our experiments were conducted on a high-performance
server equipped with a 256-core AMD EPYC 7742 CPU
and 256 GiB of memory. For bug detection, RPG was run
continuously for one week on each distribution kernel version.
For other comparisons, we run each fuzzer with the same
QEMU configurations (2 VM, with 2 CPU for each fuzzing
instance) for 24 hours, each repeated five times, and following
the best practices for fuzzing evaluation [42].

B. Bug Finding

To answer RQ1 and evaluate RPG’s bug detection capabil-
ities in Linux distribution kernels, we collected and analyzed
previously unknown bugs discovered by RPG. As shown in
Table II, RPG identified 22 previously unknown bugs in four
distribution kernels. Of these, 15 have been confirmed by
kernel maintainers (bugs #1-7, #10-13, #19-22), and 10 have
already been fixed (bugs #3-7, #11-13, #20, #22). Notably, 13
are distribution-specific bugs (bugs #1, #7-13, #17-20, #22).

Bug Analysis: Among all the bugs, the file system mod-
ule and the memory management module show the highest
proportion of bugs, with each module having seven bugs. The
file system module exposed a series of critical errors,including
kernel bugs (bugs #1, #12, #16), a deadlock (bug #3), a
memory leak (bug #7), a null pointer dereference (bug #10),
and a data race (bug #20). Similarly, the bugs in the memory
management module include a data race (bug #4), deadlocks
(bugs #5, #6, #14), a memory leak (bug #13), a divide error
(bug #15), and a kernel bug (bug #18). RPG successfully
triggered these vulnerabilities through its runtime parameter
interface test cases. These test cases directly interact with
the file system and memory management modules and can
alter kernel execution flows during fuzzing, thereby helping
to detect deeper kernel bugs.
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1 //1.Create globally shared pa structure
2 static long syz_proconfig_set__sys_fs_ext4_sda_
3 mb_group_prealloc()
4 {
5 set("mb_group_prealloc", "0");
6 }
7 //2.Relax metadata write ordering constraints
8 mount_options = "data=writeback";
9 //3.Race condition scenario

10 CPU_A: ext4_mb_release_inode_pa(pa);
11 // Releasing pa structure
12 CPU_B: ext4_mb_use_inode_pa(pa);
13 // using pa structure
14 //4.Vulnerability trigger function
15 static noinline_for_stack void
16 ext4_mb_release_inode_pa(struct ext4_buddy *e4b,
17 struct buffer_head *bitmap_bh,
18 struct ext4_prealloc_space *pa)
19 {...
20 // When pa structure is in release process but

not marked deleted
21 bug_ON(pa->pa_deleted == 0);
22 % // pa_deleted==0 is detected causing assertion

failure,kernel panic
23 ...}

Fig. 6: Runtime Parameter Bug Case.

Meanwhile, it should be noted that among the 22 bugs found
by RPG, 13 (Bugs #1, #7, #8-13, #17-20, #22) are distribution-
specific bugs. These bugs can only be triggered on the distribu-
tion kernel and cannot be triggered on the corresponding main-
line Linux kernel. RPG successfully triggers these distribution-
specific bugs by bootstrap fuzzers to generate more generic test
cases close to distribution-specific interface code, which often
contains a large number of distribution-private code and code
not enabled by the mainline by default. Next, we will analyze
the following two typical bug cases to highlight the unique
attributes of RPG in detecting distribution kernel bugs.

Runtime Parameter Bug Case: We present bug #1 to illus-
trate the effectiveness of RPG generating runtime parameter
interface test cases in discovering deep logical bugs, as de-
picted in Figure 6. RPG first sets mb_group_prealloc=0
through the interface test case syz_proconfig_set_
sys_fs_ext4_sda_mb_group_preallloc(), which
disables per-CPU preallocation pools, forcing all CPU cores
to share the same global preallocation structure pa (lines 1-
6). When the filesystem is mounted with the data=write
back option, metadata write ordering constraints are re-
laxed, allowing asynchronous write operations that signifi-
cantly extend the concurrency window (lines 7-8). During
file system stress testing, a race condition occurs (lines9-
13): CPU A begins executing the release operation ext4_mb
_release_inode_pa(pa) while CPU B is simultane-
ously using the same pa structure via ext4_mb_use_ino
de_pa(pa). Due to insufficient synchronization mecha-
nisms, when CPU A enters the release function (lines 19-
23), it detects pa->pa_deleted == 0(line 21), but in
reality the structure is being released. This state inconsistency
triggers the bug_ON() assertion failure, causing kernel panic.

1 //1.Craft SQE with extended opcode
2 sqe->opcode = CUSTOM_OPCODE_BEYOND_LAST;
3 //2.Specific interface entry
4 static int io_init_req(struct io_ring_ctx *ctx,
5 struct io_kiocb *req,
6 const struct io_uring_sqe *sqe)
7 {
8 //3.Read user-supplied opcode(Specific)
9 req->opcode = READ_ONCE(sqe->opcode);

10 //4.Vulnerable bounds check
11 if (unlikely(io_op_defs[req->opcode].
12 not_supported ||
13 req->opcode >= IORING_OP_LAST))
14 return -EINVAL;
15 //5.Specific feature validation
16 if ((sqe_flags & IOSQE_BUFFER_SELECT) &&
17 !io_op_defs[req->opcode].buffer_select)
18 return -EOPNOTSUPP;
19 ...
20 }

Fig. 7: Distribution-Specific Bug Case.

This vulnerability demonstrates how RPG uses the runtime
parameter interface test case to discover state management
errors deep in the kernel.

Distribution-Specific Bug Case: We use bug #9 as an
example to demonstrate the distribution-specific bug. As il-
lustrated in Figure 7. This bug is triggered by the cus-
tomized implementation of the io_uring module in the
Anolis OS kernel, resulting in a global out-of-bounds read.
RPG triggers this bug by creating an SQE with an ex-
tended opcode value that exceeds the mainline Linux kernel’s
IORING_OP_LAST limit (lines1-2). When processing this
SQE, the kernel reads the user-supplied opcode (line 8)
and uses it to index into the io_op_defs array. In the
Anolis OS kernel, this interface was extended to support
custom operations like IORING_OP_CUSTOM_DMA_READ,
but without updating the validation checks (lines 11-13).
The opcode passes the initial bounds check (req->opcode
>= IORING_OP_LAST) because it is within the ex-
tended range supported by the distribution kernel, but
exceeds the original array dimensions. When performing
buffer selection validation (lines 16-17), the kernel accesses
io_op_defs[req->opcode] at an out-of-bounds index
(line 18), resulting in a global out-of-bounds read that could
leak sensitive kernel data or cause memory corruption. RPG
triggers this vulnerability by generating more generic test cases
that are close to the distribution-specific interface code, which
is often associated with distribution-private code.

C. Coverage Improvement

To answer RQ2 and demonstrate the effectiveness of RPG
in exploring wider execution paths in distributed kernels,
we compare the branch code coverage achieved by RPG,
Syzkaller, and Healer under the same conditions.

Coverage analysis: Detailed branch coverage statistics are
shown in Table III. In fact, RPG achieves the highest branch
coverage in all evaluated distribution kernel versions. Specif-
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Fig. 8: Coverage of RPG, Syzkaller, and Healer.

ically, RPG achieved branch coverage of 128815, 124833,
107644, and 116760, respectively, on the four distribution
kernels of Ubuntu 22.04, Fedora 42, OpenAnolis 23.1, and
OpenAnolis 8.8, with an average coverage of 116760. Com-
pared with Syzkaller and Healer, the average coverage of RPG
increased by 20.4% and 21.2%, respectively. We observed that
Syzkaller and Healer have roughly the same branch coverage
performance in the distribution kernel. This is because Healer
is implemented based on the old version of Syzkaller, which
means that it doesn’t have a significant advantage when facing
constantly updated Syzkaller.

TABLE III: Branch Coverage Comparison of RPG, Healer,
and Syzkaller on Four Distribution Kernels

Distribution RPG Syzkaller Healer
Ubuntu22.04 128815 106305(+21.2%) 105494(+22.1%)

Fedora42 124833 102447(+21.8%) 101945(+22.4%)
Anolis8.8 107644 91027(+18.3%) 90529(+18.9%)
Anolis23.1 105748 88289(+19.8%) 87452(+20.9%)

Average 116760 97017(+20.4%) 96355(+21.2%)

Furthermore, we plot the coverage growth curves of RPG in
comparison to Syzkaller and Healer, depicted in Figure 8. A
common trend observed is an initial rapid increase in branch
coverage for all fuzzers within the first few hours, after which
the growth rate begins to stabilize. It is worth noting that RPG
can grow faster and consistently achieves significantly higher
overall coverage throughout the fuzzing process compared to
Syzkaller and Healer. This superior performance stems from
two of RPG’s core mechanisms. First, RPG extends runtime
parameter interface test cases, which can help RPG alter
kernel execution paths and states. Second, during the fuzzing
process, RPG constantly guides the fuzzer to concentrate test
resources on code near the distribution-specific interface. By
combining these targeted resources with its generated interface
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Fig. 9: Coverage of RPG and Its Variants.

test cases, RPG can explore deeper distribution kernel code
space. Traditional fuzzers are difficult to cover these areas
because they cannot generate runtime parameter interface test
input, resulting in lower code coverage.

D. Component Contribution Analysis

The enhancements of RPG to the distribution kernel fuzzing
come from two key components: the parameter range gen-
eration component and the test case guidance component.
Therefore, to evaluate the contribution of each component to
the RPG and answer RQ3, we designed and implemented two
variants of the RPG:
• RPG-NOR: Disable the parameter range generation compo-

nent.
• RPG-NOG: Disable the test case guidance component.

We conducted a 24-hour coverage experiment using two
RPG variants on four distribution kernels. Then, we collect the
code coverage achieved and unknown vulnerabilities triggered
by RPG and its two variants. We will analyze the contribution
of each component to the RPG based on these information.

Component Coverage analysis: The coverage growth
curves presented in Figure 9, which illustrates the code
coverage achieved by RPG and its variants in four distri-
bution kernels. It can be seen that the performance of RPG
has consistently been superior to its variants, achieving the
highest growth rate in coverage and overall coverage. The
margin between RPG and RPG-NOG and the margin between
RPG-NOG and RPG-NOR indicate the impact of different
components on the fuzzing performance.

The detailed coverage statistics in Table IV provide a
comparison of the code coverage achieved by RPG and its
variants. Specifically, RPG-NOR achieved branch coverage of
115688, 112305, 98575, and 96326, respectively, on the four
distribution kernels of Ubuntu 22.04, Fedora 42, OpenAno-
lis 8.8, and OpenAnolis 23.1, with an average coverage of
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TABLE IV: Branch Coverage Comparison of RPG and Its
Variants on Four Distribution Kernels

Distribution RPG RPG-NOG RPG-NOR
Ubuntu22.04 128815 115688(+11.4%) 110628(+16.4%)

Fedora42 124833 112305(+11.1%) 106982(+16.7%)
Anolis8.8 107644 98575(+9.2%) 93935(+14.6%)

Anolis23.1 105748 96326(+9.8%) 91272(+15.8%)
Average 116760 105761(+10.4%) 100829(+15.8%)

105761. Similarly, RPG-NOG obtains branch coverage of
110628, 106982, 93935, and 91272 for the same kernel
versions, with an average coverage of 100829.

Compared to RPG-NOR, RPG and RPG-NOG achieve
higher coverage, with an average improvement of 15.8% and
4.9%, respectively. This gain is primarily attributed to RPG’s
parameter range generation component, which can generate
appropriate ranges for each runtime parameter. This can reduce
the generation of invalid test inputs and improve the efficiency
of fuzzing. The RPG-NOR don’t have this component, result-
ing in it taking longer to get the same overall branch coverage.

TABLE V: Previously Unknown Bug Number Triggered by
RPG and Its Variants.

Distribution RPG RPG-NOR RPG-NOG
Ubuntu22.04 6.9 5.3(1.30×) 4.7(1.47×)

Fedora42 7.4 5.8(1.28×) 5.1(1.45×)
Anolis8.8 7.3 5.5(1.33×) 4.6(1.59×)

Anolis23.1 6.8 4.9(1.39×) 4.2(1.62×)
Average 7.1 5.4(1.32×) 4.7(1.53×)

Component Bug Trigger Statistics: We further counted
the number of previously unknown bugs triggered by RPG
and its two variants within one day (repeated five times).
Detailed data are shown in Table V. Specifically, RPG,
RPG-NOR, and RPG-NOG trigger 7.1, 5.4, and 4.1 unknown
errors on average, respectively. RPG and RPG-NOR triggered
significantly more bugs than RPG-NOG, achieving average
improvements of 53% and 21%. This performance advantage
stems from RPG’s interface test case guidance component,
which concentrates test resources on the distribution-specific
interface code areas. And these areas often lack systematic
testing and thus are more susceptible to revealing unknown
bugs. RPG-NOG lack of this component results in a lower
number of unknown bugs triggered.

Overall, the parameter range generation component en-
hances the RPG’s ability to explore the distribution kernel
code space. And the test case generation guidance component
expands the capabilities of RPG in vulnerability detection.

VI. LESSON LEARNED

1. Distribution Kernels Require Distribution-Aware
Fuzzing A key lesson we learned is that applying fuzzers
designed for mainline kernels directly to Linux distributions
is insufficient [16]. Distribution kernels often include vendor-
specific code extensions and configuration divergences. These

changes are often undocumented and deeply integrated, mak-
ing them difficult to capture using existing tools. Our experi-
ence shows that tools like Syzkaller and Healer, when directly
ported, fail to focus fuzzing effort on these critical differences.
As a result, a large number of distribution kernel security
vulnerabilities have been missed. Future fuzzing efforts must
incorporate mechanisms to automatically detect and prioritize
these variant code paths—for example, through static diffing,
symbol set comparison, or runtime coverage contrast with
mainline kernels.

2. Runtime Parameter Fuzzing Is Promising but Re-
quires Deeper Semantics We also learned that runtime pa-
rameters significantly shape kernel behavior and are a power-
ful axis for fuzzing exploration. Parameters control a wide
range of kernel subsystems, such as memory management
and networking, I/O scheduling that are difficult to reach
[43]. RPG demonstrates the potential of combining LLM and
tuning databases to automatically generate interface test cases.
However, its current focus on primitive types, such as int,
overlooks more complex parameter types, including strings,
structs, and enums, which are common in real-world appli-
cations. Furthermore, RPG cannot currently identify when
two identically named parameters exhibit divergent behaviors
between mainline and distribution kernels, due to differing
kernel constraints. This limits its ability to capture subtle but
critical bugs.

VII. CONCLUSION

In this paper, we propose RPG, a fuzzing tool guided by
distribution-specific runtime parameter interfaces. RPG lever-
ages the differences in runtime parameter interfaces between
distribution kernels and the mainline Linux kernel to enhance
the performance of fuzzing tools on distribution kernels. We
evaluated RPG on four Linux distribution kernels: Ubuntu
22.04, Fedora 42, OpenAnolis 8.8, and OpenAnolis 23.1. RPG
has detected 22 previously unknown bugs (15 confirmed, 10
fixed), and 13 out of 22 were distribution-specific bugs. RPG
also achieved 20.4% and 21.2% higher branch coverage than
Syzkaller and Healer, respectively. The results show that RPG
can effectively detect bugs in the distribution kernels and
significantly enhances distribution kernel security.
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