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Abstract—Network topology construction in this paper refers
to designing the structural layouts and configuration rules among
network devices according to natural language requirements
in network simulation. Relatedly, Infrastructure as Code (IaC)
enables the configuration and management of network devices
through machine-readable code. Although there exist IaC gener-
ation approaches powered by Large Language Models (LLMs),
they only focus on generating isolated configurations without
consideration for holistic topology structure, leading to failure
to form a complete, functional topology. Additionally, due to the
LLMs’ limited knowledge of industry-specific device images, ex-
isting approaches struggle to adapt to diverse industry scenarios.

In this paper, we introduce IntelliTopo, which, to the best
of our knowledge, is the first IaC generation framework tar-
geted at industrial network topology construction. Specifically,
IntelliTopo enhances the capabilities of LLMs through two novel
mechanisms: (1) Through semantic topology parsing, we enhance
the LLMs’ understanding of the holistic topology structure; (2)
Through domain-aware image retrieval, the outputs of IntelliTopo
are more aligned with real-world industry scenarios. Deployed
on our PaaS system, the IntelliTopo service has operated continu-
ously for 3 months, handling 50+ network simulation tasks across
10+ industries. IntelliTopo reduces average network topology
deployment time from days to hours while requiring less com-
putational power for LLM reasoning. This work bridges the gap
between high-level requirements and executable infrastructure,
providing a scalable solution for network topology construction.

Index Terms—Network Topology, Infrastructure as Code,
Large Language Models.

I. INTRODUCTION

Network topology construction is the foundation of net-
work simulation, which has become indispensable in mod-
ern enterprise IT infrastructure, serving as the backbone for
network architecture planning, security assessment, and crit-
ical scenarios such as disaster recovery testing and capacity
expansion validation[1-6]. For instance, universities leverage
network simulation to test multi-zone isolation and bandwidth
allocation[1], while enterprises use it to verifty VRRP gateway
redundancy and VPN remote access configurations[4].

A cloud platform is a service-oriented layer built on top of
IT infrastructure. Leveraging cloud platforms enables the sim-
ulation of real-world production environments to the greatest
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extent possible[7-9]. However, constructing network topolo-
gies via cloud platforms remains a significant challenge. This
is largely due to the manual nature of traditional workflows,
where network engineers must spend most of their time trans-
lating high-level requirements (e.g., “isolate payment process-
ing subnets”) into low-level device settings (e.g., firewall rules,
VLAN configurations). The manual construction of network
topology generally involves two processes: i. Requirement
analysis and resource allocation; and ii. Configuration and
verification. As shown in Fig. 1, these steps are not only time-
consuming but also error-prone. In a production environment,
it may take days for a skilled network engineer to set up an
enterprise scenario with dozens of nodes on a cloud platform.

Infrastructure as Code (IaC)[10-12] uses machine-readable
code to automate the management and provisioning of IT
infrastructure as well as cloud platforms, replacing manual
configuration with consistent, scalable, and version-controlled
workflows. IaC tools like Terraform[13] and Pulumi! have mit-
igated some inefficiencies in network topology construction,
but they still require manual translation of topology semantics
into declarative code. For example, defining a “3-tier security
zone” in Terraform demands explicit coding of subnet hier-
archies, route tables, and security groups—tasks that remain
inaccessible to non-experts and prone to misalignment with
original requirements.

Recent advancements in Large Language Models (LLMs)
have spurred IaC generation services [14-16], improving the
efficiency of network topology construction to a certain extent.
But these tools focus narrowly on isolated resource configura-
tions (e.g., generating Dockerfiles for containers, Kubernetes
manifests for pods, or AWS CloudFormation templates for
VMs). They fail to capture holistic topology structures such
as interdependencies between routers and firewalls, or security
zone boundaries. As a result, a large proportion of LLM-
generated IaC scripts require manual revisions to fix topology
logic errors. Notably, industry-specific network topologies rely
on specialized “images”—here referring to device operating
system images, firmware, or preconfigured environment pack-
ages (not visual pictures). These images embed industry-
critical features. Due to the LLMs’ stagnant knowledge, exist-

Uhttps://github.com/pulumi/pulumi
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Fig. 1: Process of the manual network topology construction.
(a): Requirement analysis and resource allocation; (b): Con-
figuration and verification.

ing approaches struggle to obtain the latest industry-specific
image information and adapt to various industry scenarios.

To address the above limitations, this paper introduces In-
telliTopo, an end-to-end LLM-powered [aC generation frame-
work. To the best of our knowledge, this is the first ap-
proach designed specifically for industrial network topology
construction. IntelliTopo bridges the gap between high-level
natural language requirements and executable infrastructure.
Deployed on our PaaS system, IntelliTopo service has operated
continuously for 3 months, supporting 50+ topology emulation
tasks across 10+ industries, including education, IoV (Internet
of Vehicles), medicine, etc.

The contributions of this paper are as follows:

« We propose IntelliTopo, the first LLM-powered IaC gen-
eration framework designed for industrial network topol-
ogy construction. It enables seamless translation from
high-level natural language requirements to operational
network environments, reducing manual effort and LLM
computational overhead.

We introduce an advanced prompt strategy named se-
mantic topology parsing to enhance the LLMs’ under-
standing of the holistic topology structure. Meanwhile,
we proposed a unified intermediate template to guide the
structured IaC generation process and achieve topology
visualization.

To address the stagnant knowledge limitations of LLMs
and enhance alignment with real-world scenarios. We
adopt a Model Context Protocol (MCP)-based image
retrieval process named domain-aware image retrieval,
which enables LLMs to obtain the latest industry-specific
images in real time.

3605

II. INTELLITOPO

This section details the framework of IntelliTopo. The
framework comprises two core modules: Semantic Topology
Parsing, and Domain-aware Image Retrieval. These modules
work synergistically to bridge high-level requirements and ex-
ecutable infrastructure, minimizing human intervention while
ensuring industry adaptability. The overall framework is shown
in Fig. 2.

A. Semantic Topology Parsing

The Semantic Topology Parsing module addresses the
critical challenge of translating vague, unstructured natural
language descriptions into precise, machine-understandable
topology semantics. This module integrates six sequential
components as prompts to ensure accuracy and robustness,
as illustrated in Fig. 3.

1) Raw Requirement Input: The raw requirement input
refers to the initial information provided by users, typically
in free-form natural language , which includes descriptions
for network division, network devices (routers, firewalls, and
switches), and instance requirements. These descriptions often
lack technical precision, requiring further processing to extract
actionable topology details. The following is an example of a
network topology description for a water supply factory:

Create a network topology including the DMZ,
office area, central control zone . proces
s control zone contains 5 network segments: w
ater intake, chemical dosing, reaction tank,

. are connected to the intranet switch thro
ugh a confidential network gateway ... The of
fice area contains 8 terminals ...

2) Domain Knowledge Injection: To enhance the LLMs’
understanding of network-specific concepts, we inject a cu-
rated network terminology repository into the parsing process.
This repository includes 100+ domain terms (e.g., “VLAN
partitioning”, “DMZ zone”, “stateful firewall”) and their con-
textual definitions. For instance, when the input mentions
“OT subnet,” the module automatically associates it with
“operational technology subnet, typically isolated from IT
networks via firewalls” to avoid misinterpretation as a generic
subnet. We also inject a list of detailed instance specifications
for various devices. The definitions of these specifications are
shown in Table I. In addition, we mandate the LLM in the
prompt to select from the specified options while generating
the intermediate template in Section II-B.

3) Few-Shot Examples: We embed 3 domain-specific suc-
cessful cases into the prompt to guide the LLMs’ parsing logic.
These examples are selected to cover diverse scenarios and
scales: i. A simple office network (9 nodes); ii. A medium-
complexity enterprise campus network (18 nodes); and iii.
A high-complexity industrial OT/IT converged network (35
nodes). Each example pairs a natural language requirement
with its parsed topology template (Section II-B), enabling the
LLMs to learn patterns in translating ambiguity into structure.
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Fig. 2: The overall framework of IntelliTopo. It consists of two core modules: 1. Semantic Topology Parsing; and 2. Domain-
aware Image Retrieval. The framework is encapsulated into a service, allowing users to submit requirements in natural language.
IntelliTopo then automatically parse these requirements and generate deployable [aC code.

4) Constraint Explicitation: Network topologies are gov- For example: If the input specifies a “healthcare network”
erned by implicit design rules that users may omit (e.g., the module automatically appends “patient data servers must
“firewalls must be placed at network boundaries”). This com- be isolated in a dedicated subnet with access restricted to
ponent explicitly surfaces these constraints by mapping input authorized medical workstations only” (aligned with HIPAA
requirements to a predefined set of topology-specific rules. requirements for protected health information); For “OT net-
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TABLE I: Instance Specifications.

Attribute Description Example Values

Router
Name Router specification name micro-router, medium-router
Image Router’s image name vyos-1.2.9-rtr, vyos-1.3.0-rtr

Forwarding Performance
Protocols

VREF Instances

Typical Usage

Router’s ability to process and forward data packets
Rules/algorithms for exchanging routing info
Number of independent virtual routing instances
Typical application scenarios

100 Mbps, 1 Gbps

BGP, RIP, OSPFv2

4,8

“Home or small office, low bandwidth requirements.”

Firewall

Name

Image

New Sessions per Second
Throughput

HA Modes

Typical Usage

Firewall specification name

Firewall’s image name

Firewall’s ability to establish new connections per second
Data processing capacity under typical network traffic
Modes ensuring uninterrupted operation

Typical application scenarios

micro-firewall, medium-firewall

vyos-1.2.9-fw, vyos-1.3.0-fw

1 Mcps

1 Gbps, 10 Gbps

Active-Standby, Active-Passive

“Concurrent connections in medium-sized networks”

Switch

Name

Image

Backplane Bandwidth
PoE Power

Buffer Capacity
Typical Usage

Switch specification name

Firewall’s image name

Maximum data flow the switch backplane can handle
Total power supplied via PoE ports to support PoE devices
Buffer size to prevent packet loss

Typical application scenarios

micro-switch, medium-switch

vyos-1.2.9-sw, vyos-1.3.0-sw

100 Gbps, 1Tbps

370 W, 1200 W

500 MB, 1 GB

“High-density data exchange (48-96 10/25 Gbps interfaces)”

Instance

Name

CPU

Memory
Storage
Typical Usage

Instance specification name

Number of vCPUs, affecting multitasking capability
Temporary storage for running programs/data
Long-term storage for OS, apps, and data

Typical application scenarios

small-workstation, medium-server
2,4

4 GB, 8 GB

128 GB, 256 GB

“Personal PC”, “Database server”

Raw Requirement Input

Domain Few-Shot Examples
Knowledge Embedding
MCP
Service
Constraint Ambiguity
Explicitation Rectification

Unified Intermediate Template

Fig. 3: Information acquisition process of the LLM. The left
side represents Semantic Topology Parsing, where the LLM
determines the required images and generates query statements
based on user input. The right side represents the LLM calling
the MCP service to obtain the corresponding image list.

works” it adds “PLC subnets must not be reachable from the
public internet” (a critical industrial security norm). These
constraints are encoded as structured rules to ensure the
LLM interprets them unambiguously. An example is provided
below:

"rule_type": "isolation",
"source": "PLC_subnet",
4 "destination": "public_internet",
5 "action": "block"

5) Ambiguity Rectification: Natural language inputs often

contain vague expressions (e.g., “several servers”, “secure con-
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nections”) that hinder precise parsing. This component detects
such ambiguities using a two-step process: i. Flagging terms
with low specificity (e.g., “several” — undefined quantity,
“secure” — undefined security controls); and ii. Resolving
them via context-aware reasoning. For example: i. “Several
servers” in a “small office network” is refined to “2 servers
(1 for file storage + 1 for printer management)” based on
typical office needs; ii. “Secure connections” in a school
network is mapped to “links with 802.1X authentication” (a
standard for securing classroom-to-data-center connections in
educational settings). This rectification relies on a domain-
ambiguity corpus manually curated by network engineers,
ensuring consistency with real-world usage patterns.

6) Unified Intermediate Template: IntelliTopo generates
JaC code based on our custom Pulumi library. Generating
long and complex IaC code—especially when it embeds
intricate topology relationships, poses significant challenges
for LLMs. Direct code generation often leads to syntax errors,
disconnected topology logic, or misalignment between device
configurations and their intended roles in the network. To
address these issues, we introduce a unified intermediate tem-
plate, which includes 4 sections: Network Division, Network
Devices, Instances, and UserData. This unified intermediate
template not only guides LLMs to generate more accurate
network topologies but also facilitates our visual rendering
of network topologies, which will be elaborated on in Section
II-B.



TABLE II: Attributes of device images.

Attribute Description Example Values

id Unique identifier for the device image ubuntu-2004, centos-8-minimal
name Human-readable name of the image Ubuntu 20.04 Base, Centos 8 Cloud
format File format of the image qcow?2, raw, vimdk, iso, docker-tar
size (GB) Storage size of the image file 2.5, 8, 14.7

os_middleware Embedded operating system or middleware Ubuntu 20.04 LTS, Centos 8.9, Alpine 3.20, OpenJDK 17
min_vcpu Minimum number of vCPUs required to run the image 2, 4

min_memory (GB) Minimum RAM required to run the image 4,8

min_storage (GB) Minimum storage space required for deployment 20, 100

architecture Supported hardware architecture x86_64, ARM64

hash Cryptographic hash for integrity verification “sha256:7a3b9¢...”

version Version number of the image 23.1

applicable_scenarios
deployment_requirements

Target use cases or industries
Special conditions for deployment

status Current availability status
creation_time Timestamp when the image was added to the database
description Additional notes

» G

[“edge node lightweight deployment”, “pharma’]

“Min vCPU/RAM: 2/4”, “virtio driver support”, “cloud-init”
“Active”, “Deprecated”

2025-03-20T14:15:00Z”

“pre-configured for pharma network security”

B. Unified Intermediate Template

To mitigate the complexity of direct IaC generation, we
introduce a unified intermediate template in the form of a
human-readable and machine-parseable JSON structure that
formalizes all topology elements without tying them to a
specific IaC syntax. This template acts as a “blueprint” that
consolidates structured topology semantics (from Section II-A)
and device image metadata (from Section II-C), enabling
systematic validation and modular code generation. Moreover,
a unified template also facilitates the visual rendering of the
topology. The composition of the unified template is as follows
(for brevity, non-core portions are omitted):

Network Division-Logical groupings of devices with bound-
ary rules to enforce isolation and access controls. An example
of network division for a water supply company is as follows:

1|

2 "Network Division":

{

3 "DMZ": {"NetSeg": ["192.168.0.0/24"]},
4 "Office Area": {"NetSeg": ["192.168.0.0/24"]},
5 "External Area": {"NetSeg": ["10.1.1.0/24"]},

6 "Central Control Zone": {"NetSeg":
["192.168.1.0/24"]},
7 "Process Control Zone": {"NetSeg": ["192.168.2.0/24",

"192.168.3.0/24", "192.168.4.0/24",
"192.168.6.0/24"1},

"192.168.5.0/24",

}
}

Network Devices-A list of all network devices, including
“Routers&Firewalls” and “Switches”. The device names are
mapped directly from Section II-A. The “Spec” attribute of
each device is selected from the specification list provided in
Section II-A2. The “Image” attribute of each device is obtained
through the MCP module in Section II-C. The “UserData”
attribute is left “null” to be generated separately later. From the
“Ports” and “Links” attributes, we can extract which network
segments the device is connected to and its superior network
devices, thereby obtaining the main structure of a network
topology. The edge structure of the network topology will be
further refined through attributes in “Instances”. An example
of network devices for a water supply company is as follows:
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"Routers&Firewalls":

{

"Firewall": {"Spec": "medium-firewall", "Image": "vyos
-1.2.9", "Ports": ["192.168.0.2", "10.1.1.1"], "
UserData": null},

4 "Gateway": {"Spec": "medium-firewall", "Image": "vyos
-1.2.9", "ports": ["192.168.0.1", "192.168.1.1"], "
UserData": null},

6 }

7 "Switches": {

8 "Core Switch": {"Spec": "large-switch", "Image": "vyos
-sw", "Links": ["Firewall", "Gateway"]},

9 "Office Area Switch": {"Spec": "medium-switch", "Image

": "vyos-sw", "Links": ["Core Switch"]},

10
11

}
}

Instances-A list of all workload instances that run specific
services, with instance names mapped directly from Section
II-A and image from Section II-C. The configuration for
“Spec” and “UserData” is the same as that for Network
Devices. The “Links” attribute indicates the devices it is
connected to, reflecting the edge topological structure. If the
“IP” attribute is not empty, an IP address will be assigned to
the instance. Otherwise, the instance will automatically obtain
an IP via DHCP. An example is provided below:

[

2 "Instances": {
3 "DMZ": [
4 {"Web Server": {"Image": "water_supply-web", "Spec":
"medium-server", "Links": ["Core Switch"], "IP":
"192.168.0.3", "UserData": null}},
5 {"Database Server": {"Image": "water_supply-database

", "Spec": "medium-server", "Links": ["Core Switch"],
"IP": "192.168.0.4", "UserData": null}},

6 ..

7 1,

8 "Office Area": [

9 {"Office Terminal 1": {"Image": "water_supply-office
", "Spec": "small-workstation", "Links": ["Office
Area Switch"], "IP": null, "UserData": null}},

10 {"Office Terminal 2": {"Image": "water_supply-office
", "Spec": "small-workstation", "Links": ["Office
Area Switch"], "IP": null, "UserData": null}},

12 1,



UserData-Scripts that initialize post-deployment instances,
which are critical for operational readiness but unrelated to the
core topology structure. Generating UserData alongside topol-
ogy code often leads to errors or misalignment with instance
functions. To avoid this, we generate UserData separately and
anchor it to the instances via a placeholder. In IntelliTopo,
UserData is mainly used to configure routers to divide network
segments and assign IP addresses, as well as to configure
firewall rules for regional isolation. Examples are provided
below:

(I
"Firewall": [
"#!/bin/vbash",
"source /opt/vyatta/etc/functions/script-template",
"configure",
6 "set protocols rip network 192.168.0.0/24",
"set protocols rip network 10.1.1.0/24",
"set protocols rip redistribute connected",
9 "commit",
"save"
1,
12 "Process Control Router": [
13 "#!/bin/vbash",
"source /opt/vyatta/etc/functions/script-template",
"configure",
"lanethO=‘ip a | grep 192.168.6.1 | awk ’{print $7
prom,
"lanipO=‘ip a | grep 192.168.6.1 | awk ’{print $2}’ ",
"lanethl=‘ip a | grep 192.168.4.1 | awk ’{print $7

prom,
"lanipl=‘ip a | grep 192.168.4.1 | awk ’{print $2}’'",
21 "del
"set

"del
"set

$lanethO
$lanethO
$lanethl
$lanethl

ethernet
ethernet
ethernet
ethernet

interface
interface
interface
interface

address dhcp",
address $lanipQO",
address dhcp",
address $lanipl",

26 "set
"set

protocols
protocols

rip network 192.168.1.0/24",
rip network 192.168.2.0/24",

29 "set protocols rip redistribute connected",

31 "commit",
"save"

Combining the Network Division, Network Devices, In-
stances with separately generated UserData yields a complete
template, which is then converted into deployable IaC code
via our custom conversion service. A key advantage of this
design is flexibility: one template can be translated into code
compatible with different IaC frameworks. In our implementa-
tion, we adopted a proprietary custom Pulumi library. Another
advantage is that it facilitates the visual rendering of network
topologies, which will be elaborated on in Section IV.

C. Domain-aware Image Retrieval

While LLMs excel at parsing natural language, they suffer
from two critical limitations in generating industry-aligned
[aC: i. Stagnant knowledge (training data frozen at a specific
timestamp, leaving them unaware of latest device images);
and ii. Lack of industry specificity (inability to distinguish
industry-specific preferences). These limitations result in [aC
that references obsolete images or misaligns with real-world
deployment norms, leading to deployment failures or im-
practical topology simulations. To address these gaps, our
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Domain-aware Image Retrieval module leverages the Model
Context Protocol”> (MCP) to enable dynamic interaction with
a curated industry image database. MCP facilitates real-time
retrieval of the latest, industry-specific device images, ensuring
the generated IaC references resources that are both current
and aligned with industry-specific deployment standards. MCP
adopts a client-server architecture:

1) MCP Server: We utilize MongoDB as our database
service for its strengths in managing unstructured and semi-
structured data—essential for storing the diverse attributes of
device images. And we adopt MongoDB MCP Server’ to
interact with the database. The MongoDB MCP Server enables
developer tools with MCP clients to interact directly with a
MongoDB database and to handle a range of administrative
tasks, such as managing cluster resources, as well as data-
related operations like querying and indexing.

2) MCP Client: We use Cline*, an open-source MCP
Client tool designed for seamless integration with LLM work-
flows, as the bridge between the LLMs and MongoDB MCP
Server. MCP Client receives parsed requirements from the
LLM. These requests encode specific hardware constraints
and contextual attributes derived from the LLMs’ analysis.
Table II outlines the attributes of the images, along with their
descriptions and examples. These attributes are also provided
to the LLM to enable the MCP workflow to translate LLM-
parsed requirements into targeted queries, ensuring retrieved
images align with both technical specifications and practical
deployment needs.

III. EVALUATION

Most existing [aC evaluation datasets[17-19] focus on
single-resource provisioning (e.g., VM configuration or subnet
creation) and lack coverage of network topology construction,
which involves multi-device relationships, subnet interdepen-
dencies, and industry-specific constraints. To validate the ef-
fectiveness of IntelliTopo, we constructed a domain-specific
dataset comprising 60 network simulation requirements de-
rived from real-world scenarios, ensuring diversity in scale and
industry sources to enhance generalizability. Specifically, the
dataset is stratified by: i. Scale: small (< 10 nodes), medium
(11 — 30 nodes), and large (> 31 nodes), to test performance
across complexity levels; and ii. Industry Source: including
IoV (Internet of Vehicles), Pharma, University Campus, Water
Supply, etc, reflecting diverse deployment norms. Table III
shows the composition of our dataset. Key evaluation met-
rics include: i. Deployment Success Rate (DSR), measuring
syntactic correctness and topological completeness; and ii.
Average Construction Time, end-to-end latency from inputting
natural language requirements to a fully deployed IaC. We de-
signed a comprehensive evaluation covering three dimensions:
Performance, Parameter Sensitivity, and Efficiency to answer
the following research questions:

2https://www.anthropic.com/news/model-context-protocol
3https://github.com/mongodb- js/mongodb-mcp-server
“https://github.com/cline/cline



RQ1. How does IntelliTopo perform against state-of-the-art
IaC generation methods?

RQ2. What is the contribution of IntelliTopo’s core mod-
ules (Semantic Topology Parsing and Domain-aware Image
Retrieval)?

RQ3. How do LLMs’ parameters affect IntelliTopo’s per-
formance in IaC generation?

RQ4. How does IntelliTopo’s efficiency compare to manual
construction across topology scales?

TABLE III: Composition of our dataset.

Scale Industry Source

Small (< 10 nodes, 60%)
Medium (11-30 nodes, 20%)

Large (> 31 nodes, 20%)

Classroom, Office
Gas Supply, Office
IoV, Pharma, University
Campus, Water Supply

A. Performance

A key challenge in evaluating topology-focused IaC gen-
eration is that most IaC generation tools are not designed
for topology construction and lack native support for en-
coding multi-device relationships, subnet interdependencies,
or industry-specific image database. To address this, we se-
lected general LLMs + AIAC® as comparative baselines for
IntelliTopo. AIAC is a command line tool for generating
IaC templates, configurations, utilities, and queries. It offers
compatibility with diverse LLM providers (both commercial
APIs and local deployments), making it a representative proxy
for general-purpose IaC generation workflows.

To ensure fair comparison, we augmented the baseline
setup by embedding our industry-specific image database into
prompts, enabling general LLMs to access the same device
image inventory as IntelliTopo. All evaluations were conducted
on locally deployed LLMs to ensure consistency with data
security requirements.

Table IV quantifies IntelliTopo’s performance advantage in
network topology IaC generation. We evaluated the 7B version
of each LLM, which is provided by all the large model
families involved in the comparison. Compared to baseline
methods (general LLMs + AIAC), IntelliTopo achieves a
30—40% improvement in DSR. Critically, when controlling for
base model, the consistent outperformance of our framework
confirms that its topology-aware design drives the improve-
ment. These results directly answer RQ1 by demonstrating
IntelliTopo’s superiority in addressing the unique challenges
of network topology IaC generation.

We conducted ablation experiments on IntelliTopo with
Qwen2.5-32B as the backend model to quantify the con-
tribution of its core modules and components, with results
summarized in Table V. Removing the MCP reduces the
average DSR by 10%, with more pronounced drops in large-
scale scenarios, confirming MCP’s critical role in grounding
outputs in real-world, industry-specific resources.

Shttps://github.com/gofireflyio/aiac

TABLE IV: DSR of IntelliTopo vs. Baselines.

Method Backend Small Medium Large Avg.
Qwen2.5 83.3% 50% 25% 65%
IntelliTopo  Deepseek-R1 ~ 77.8%  58.3% 16.7% 61.7%
Llama3.1 86.1% 41.7% 16.7%  63.3%
Qwen2.5 41.7% 16.7% 0% 28.3%
AIAC Deepseek-R1  38.9% 8.3% 0% 25%
Llama3.1 38.9% 16.7% 0% 26.7%

Omitting the unified intermediate template leads to a 15%
average DSR reduction, driven primarily by syntax errors (e.g.,
mismatched subnet-device IDs) and fragmented topology logic
(e.g., firewalls unlinked to protected zones), underscoring the
template’s function in enforcing structural consistency across
complex networks.

Meanwhile, relying solely on basic prompt engineering
without few-shot examples or explicit constraint yields a low
26.7% DSR. This reflects LLMs’ struggles to parse multi-
device relationships (e.g., misinterpreting “OT-IT subnet iso-
lation” as generic segmentation), highlighting the necessity of
advanced prompt design in enhancing semantic understanding
of topology-specific concepts.

These findings collectively validate that IntelliTopo’s perfor-
mance stems from the synergistic integration of its core mod-
ules, directly answering RQ2 by quantifying how each com-
ponent addresses distinct challenges in generating industry-
aligned, logically consistent network topologies.

TABLE V: Ablation Study.

Method Small Medium Large Avg.

IntelliTopo + Qwen2.5-32B  97.2%  91.7% %  91.7%
w/o MCP 86.1% 83.3% 66.7% 81.7%
w/o MCP&Template 5% 66.7% 41.7%  66.7%
w/o MCP&Template&STP 36.1% 25% 0% 26.7%

B. Parameter Sensitivity

To isolate the impact of model parameters, we tested
IntelliTopo with two mainstream open-source LLM families:
Qwen2.5 and DeepSeek-R1, across varying parameter scales
of 7B, 14B, and 32B. All models were deployed locally
to ensure consistency with data security requirements. Fig.
4 plots the DSR across the two model families and their
respective parameter scales. Analysis of the results is as
follows:

14B models achieve an average 77.1% DSR in Fig. 4a
and Fig. 4b, which is sufficient for most small-to-medium
topologies (3-30 nodes). 32B models achieve an average
70.9% DSR in Fig. 4c , excelling in large-scale topologies
(> 31 nodes). All these results were obtained on locally
deployed LLMs. Compared to commercial APIs, our frame-
work reduces VRAM usage significantly and avoids pro-
hibitive computational overheads such as higher latency and
excessive power consumption. This analysis answers RQ3:

3610



100 100 100
L & ]
E 3 3 sl |
7] 90 + — 7 7]
§ § 80 - — §
5 5 g 60 7
wn 80 - wn w2
5 g 60 h 5 40 .
g E E
> £ S
e 70 S 9
a —F—  IntelliTopo + Qwen2.5 a —5—  IntelliTopo + Qwen2.5 a 20+ —F—  IntelliTopo + Qwen2.5 [
8 —A— IntelliTopo + DeepSeek-R1 8 40 - —A— IntelliTopo + DeepSeck-R1 | | E —A— IntelliTopo + DeepSeek-R1

60 | T T | T T 0 | T T

7 14 32 7 14 32 7 14 32
Parameters (B) Parameters (B) Parameters (B)
(a) Small (b) Medium (c) Large
Fig. 4: Deployment Success Rate of LLM families across different topology scales.

60 : reasoning. IntelliTopo received the same requirement docu-
= Iy Sman ments as the engineers and was tested 10 times per scale
) Medium to ensure result stability. The average time across runs was
g 20 Large | | recorded, encompassing all stages from semantic parsing to
2 fully deployed topologies.

4 Table VI summarizes the average time for each work-
E flow across topology scales. Results show IntelliTopo signifi-
& 20 1 cantly outperforms manual construction in efficiency across all
8 scales, with time savings increasing with topology complexity:
& 50% for small, 70% for medium and large topologies. This
0 directly addresses RQ4 by demonstrating that IntelliTopo

I I I

Fully aligned Minor adjustments Misaligned

Fig. 5: Distribution of human satisfaction survey responses
evaluating alignment of IntelliTopo’s outputs with user require-
ments on different network topology scales.

While model parameters positively correlate with IntelliTopo’s
performance, 14B-32B open-source models already deliver
satisfactory DSR (> 75%). This balance of accuracy and
resource efficiency makes IntelliTopo both computationally
feasible and accessible for enterprises with constrained infras-
tructure, validating the practicality of our approach in real-
world deployment.

C. Efficiency

We compare the end-to-end time requirement for Intelli-
Topo and manual workflows to construct and deploy network
topologies across different scales.

Manual Construction Baseline: We recruited 5 network
engineers with 5+ years of experience to establish a realistic
human performance benchmark. Each engineer was provided
with identical requirement documents, one from each scale
category, and tasked with writing code using industry-standard
IaC tools. Time was measured from receipt of the requirement
document to completion of a fully deployed topology.

IntelliTopo’s Runtime Environment: The framework was
configured with Qwen2.5-32B as the backend LLM, deployed
on a server with a single NVIDIA A6000 48GB GPU for
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significantly reduces the time consuming for network topology
construction. It should be noted that the document provided in
our evaluations are derived from cases that have been success-
fully deployed on our PaaS system. In real-world scenarios,
construction time often extends to days due to additional steps
not included in our controlled experiment (e.g., multi-team
approval, on-site device provisioning, and compatibility testing
with legacy systems).

TABLE VI: Human Comparison.

Method Scale Avg. Time
small 27 min
IntelliTopo  medium 42 min
large 12h
small 51 min
Human medium 22h
large 43 h

We supplemented the efficiency analysis with a human
satisfaction survey among 50 users to evaluate the alignment of
IntelliTopo’s outputs with user requirements. Fig. 5 illustrates
the distribution of responses: On average, 45.2% of evaluations
fell into “Fully aligned”, 40.8% into “Minor adjustments”,
and only 14% into “Misalignment”. This breakdown, with
over 85% of outputs requiring little to no modification, cor-
roborates the efficiency gains observed in time comparisons,
demonstrates that IntelliTopo not only accelerates topology
construction but also produces results that align closely with
human expectations.
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Fig. 6: The network topology of a water supply company rendered from our unified intermediate template.

IV. DISCUSSION
A. Why can IntelliTopo extract the topological structures?

IntelliTopo’s ability to extract network topology structures
stems from its fundamental shift from treating topology as
a collection of isolated resources to modeling it as an in-
terconnected system of relationships. IntelliTopo’s semantic
topology parsing module actively identifies and formalizes
topological logic, parsing natural language to extract not just
devices and subnets, but critical relational constraints via
domain knowledge injection and constraint explicitation. This
relational understanding is then anchored in a unified inter-
mediate template that enforces structural consistency, ensuring
dependencies like router-firewall connections or security zone
boundaries are preserved in code generation.

B. Unified Intermediate Template: Beyond Prompt

The unified intermediate template goes beyond its role in
semantic topology parsing. In prompt design, it structures
LLM outputs to prevent fragmented topology logic, ensuring
device links and zone boundaries are explicitly defined. More
importantly, its structured format enables seamless, automated
visualization of network topologies. As shown in the water
supply company case (Fig. 6), critical details like firewall-
isolated process control zone become intuitively visible from
the template. This dual utility turns the template into a bridge
between machine-readable code and human-understandable
topology, simplifying validation and collaboration.

C. Limitations

A key limitation of IntelliTopo is that the current frame-
work requires full regeneration when outputs misalign with
requirements, lacking support for local modifications. Addi-
tionally, when IntelliTopo rectifies ambiguous user inputs, it

provides no explicit feedback on these adjustments. To address
these limitations, future work will develop an interactive
conversational agent that enables real-time, human-in-the-loop
refinement, allowing users to propose modifications via natural
language, with the agent dynamically updating the topology
and [aC code while maintaining consistency, thus bridging
the gap between automated generation and adaptive human
feedback.

V. RELATED WORKS

Infrastructure as Code (1aC) revolutionizes IT infrastructure
management by defining and provisioning resources through
machine-readable code, replacing manual configuration with
automated, consistent, and scalable workflows. As a core
DevOps practice[20-22], TaC enables version control, repro-
ducibility, and error reduction, addressing the inefficiencies of
traditional manual operations[23, 24]. IaC tools are broadly
categorized into two types: configuration management tools
(e.g., Ansible, Chef) for installing and managing software
on pre-existing infrastructure, and provisioning tools (e.g.,
Terraform, Pulumi) for deploying infrastructure components
across cloud providers. While IaC offers significant bene-
fits—including automation, transparency, and scalability—it
faces challenges such as increased complexity in multi-
platform environments, dependency management, and the need
for specialized expertise to handle intricate configurations[25].
These challenges have motivated research into automating IaC
generation, particularly leveraging large language models to
bridge the gap between natural language requirements and
technical implementations.

Large Language Models (LLMs) have emerged as a promis-
ing solution for automating Infrastructure as Code (IaC)
generation, addressing the complexity and manual effort
in traditional infrastructure configuration. Existing research

3612



highlights LLMs’ capability to translate natural language
requirements into deployable IaC scripts across tools like
Terraform, Ansible, and Pulumi. For instance, decoder-based
models such as CodeGen[14] and GPT-3.5/4[26], pre-trained
on extensive code repositories, demonstrate proficiency in
generating YAML playbooks[27] and Terraform configurations
by leveraging in-context learning and fine-tuning on domain-
specific datasets[28]. Studies show that LLMs outperform rule-
based tools in adapting to diverse infrastructure scenarios,
with GPT-3.5 achieving over 59% functional correctness in
AWS configuration tasks, far exceeding smaller models like
CodeParrot[29]. However, challenges persist, including syn-
tactic errors in complex topologies, reliance on static training
data, and security risks from unvalidated configurations[30,
31], underscoring the need for domain-specific optimizations
and validation mechanisms. Existing methods primarily target
single-resource provisioning (e.g., VMs, subnets) and lack
support for network topology construction, which requires
encoding multi-device relationships, subnet interdependencies,
and industry-specific device constraints. This limitation leads
to fragmented or incorrect outputs when generating large-
scale network topologies, as LLMs struggle to model holistic
structural logic.

Prompt engineering plays a critical role in enhancing LLMs’
performance in specialized tasks like code generation[32] and
logical reasoning[33], enabling precise control over model out-
puts without parameter modifications. Key techniques include
zero-shot[34] and few-shot[35, 36] prompting, which guide
models through task descriptions or examples, and advanced
methods like Chain-of-Thought (CoT) prompting[33], which
decomposes complex problems into step-by-step reasoning
chains—improving accuracy in math and code-related tasks by
up to 90% in benchmarks like GSM8K[37]. Extensions such
as Auto-CoT[38] and Self-Consistency[39] further automate
reasoning chain generation and reduce errors by aggregat-
ing diverse solutions. For IaC generation, structured prompt-
ing techniques like Structured Chain-of-Thought (SCoT)[32]
and Chain-of-Code (CoC)[40] explicitly incorporate program
structures and pseudocode, enhancing alignment with code
syntax and reducing configuration conflicts. These methods
collectively bridge the gap between natural language intent
and technical implementation, though challenges remain in
handling ambiguous requirements and scaling to large-scale
topologies.

Model Context Protocol (MCP) has emerged as a standard-
ized framework to streamline interactions between Al models
and external tools, addressing fragmentation in traditional
tool-invocation workflows. MCP’s architecture—comprising
a host (Al application), client (intermediary), and server
(tool/resource provider)—enables dynamic discovery, selec-
tion, and orchestration of external resources (e.g., device
images, APIs) and tools. Key applications include integrat-
ing LLMs with code repositories (GitHub®), development

Shttps://github.com/modelcontextprotocol/servers
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environments (Claude Deskt0p7, Cursor®), and cloud services
(Cloudflare”), where MCP simplifies multi-step workflows like
real-time data retrieval and automated configuration.

VI. CONCLUSION

We presents IntelliTopo, a novel framework designed to
generate topology-aware, industry-aligned Infrastructure as
Code (IaC) by enhancing large language models (LLMs) with
domain-specific modules. Key innovations include semantic
topology parsing that converts natural language requirements
into structured topology semantics, including a unified inter-
mediate template that ensures structural consistency and en-
ables seamless topology visualization, the Model Context Pro-
tocol (MCP) for dynamic retrieval of industry-specific device
images. Evaluations demonstrate that IntelliTopo outperforms
state-of-the-art baselines with a 91.7% average Deployment
Success Rate (DSR), while efficiently operating with 14B-32B
parameter models and reducing construction time by 70%
compared to manual workflows. Human evaluations further
validate its practicality, with 85% of outputs requiring minimal
or no modifications. By addressing the limitations of existing
TaC generation tools, particularly their inability to model multi-
device relationships and industry constraints. IntelliTopo not
only advances the state-of-the-art in automated infrastructure
configuration but also provides a scalable, accessible solution
for network engineers across diverse industries. Future work
will develop an interactive conversational agent to enable real-
time, human-in-the-loop refinement, further bridging the gap
between automated generation and adaptive practical needs.
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