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Abstract—An open source Linux distribution often undergoes
version upgrades and migrations, which is prone to incompat-
ibility issues especially when it comes to large-scale software
changes. Although differential testing has been widely used in
software testing, it is still challenging to apply it for detecting
such incompatibilities in the context of industrial settings. In
this paper, we report our experience in leveraging LLMs to ad-
dress the challenges faced by the Linux distribution community.
Specifically, we develop an LLM-based differential testing method
called Versify to assist maintainers of Linux distributions in locat-
ing incompatibilities during version upgrades and migrations. Its
trial operation period within the Linux distribution community
shows that it uncovered 8,489 instances of differing behavior,
of which 644 were prioritized for attention by developers. After
deduplication and filtering, 39 unique compatibility reports were
identified. Feedback from Linux distributions developers indi-
cates that our reports have provided valuable recommendations
for package selection in future OS releases.

Index Terms—Differential Testing, Software Test, Large Lan-
guage Model, Linux Distribution

[. INTRODUCTION

An open source Linux distribution often undergoes version
upgrades and migrations, which is prone to incompatibility is-
sues especially when it comes to large-scale software changes.
For example, the transition from CentOS 7 to CentOS 8
involved significant changes in the underlying software stack,
and thus the software packages installed in the system may
not functionally work as expected after the upgrade. The
maintainers of Linux distributions are expected to ensure the
compatibility of thousands of software packages in operating
systems, but this requires substantial labor due to the com-
plexity of software dependencies and the diversity of software
packages.

Although differential testing has been widely used in soft-
ware testing [1], [2], it is still challenging to apply it for large-
scale software packages across Linux distributions, especially
in the context of industrial settings. The gap is mainly located
in the following aspects:

« Scalability. Different software packages have different input
formats and different testing requirements. The diversity
makes it difficult to customize a unified test cases generation
strategy for all software packages.
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« Effectiveness. Maintainers of Linux distributions tend to
care more about the software packages that are widely
used or frequently updated. Therefore, test cases generation
should be more effective for these packages in order to
verify their compatibility.

« Environment. The testing of software packages involve
multiple operating systems, different software versions, and
complex dependencies. Once the testing environment is
inconsistent, the same test case is likely to output different
results. Therefore, it is necessary to ensure the consistency
and correctness of the environment.

« Misreports. The inconsistencies of output are not necessar-
ily compatibility issues. The ones that have no severe impact
on the system should be classified as misreports, which need
to be filtered to reduce the burden on maintainers.

« Continuous Testing. Given that the software packages are
continuously updated, it requires a continuous process for
analyzing and tracking test results over time. Therefore, it
is non-trivial to manage the testing environment as well as
configurations in a continuous manner.

In this paper, we conduct industry experience in lever-
aging large language models (LLMs) to address challenges
in the Linux distributions community, a well-known open-
source Linux distribution used by Alibaba Cloud. Specifically,
we develop an LLM-based differential testing method called
Versify! to assist maintainers of Linux distributions in locating
incompatibilities during version upgrades and migrations. To
demonstrate the effectiveness of Versify, this paper presents
deployment results from its first month of use in AnolisOS
8 and AnolisOS 23. During this period, we tested all system
software in AnolisOS, generating approximately 58,000 test
cases. This process uncovered 8,489 instances of differing
behavior, of which 644 were prioritized for attention by de-
velopers. After deduplication, 39 unique compatibility reports
were identified. Feedback from AnolisOS developers indicates
that our reports have provided valuable recommendations for
package selection in future OS releases.

The main contributions are summarized as follows:

IThe LLM used by Versify is a general-purpose model. This paper focuses
on how a general-purpose LLM can be integrated into differential testing to
identify software packages’ incompatibilities industrial settings.



1) We identify the challenges in deploying automated differ-
ential testing on open source Linux distributions in the
context of industrial settings.

We address these challenges with corresponding solutions,
including generating test cases using LLM, Optimizing
prompt and use text assistance, creating package-level
testing environment using containers, constructing reports
priority and filter misreports by rules, and developing a
continuous differential testing framework.

In the real-world industry practice, Versify effectively test
all system software in AnolisOS 8 and 23, finally identified
39 compatibility reports within a month.

2)

3)

II. BACKGROUND AND RELATED WORK

A. Differential Testing

Differential testing is an automated testing process that
focuses on identifying discrepancies and inconsistencies be-
tween different versions of a software system, which includes
input generation, test cases execution, differential analysis, and
continuous differential testing of the overall framework. For
Linux distributions, differential testing is a collaborative effort
between compatibility quality assurance, security management
personnel, and internal development personnel. Development
teams should focus on package compatibility between versions
to help ensure safety during system upgrades or migrations.

The general differential testing process involves three main
steps: 1): Input Generation: Test cases are created using
automated generators or manual input strategies, recorded, and
integrated into the framework. 2): Test Cases Execution: Test
cases are run in isolated environments with results based on
outputs, errors, and return codes. 3): Differential Analysis:
Outputs are compared to identify differences, and high-risk
reports are shared with developers for resolution.

Recent studies have explored integrating LLMs with differ-
ential testing. For example, Mokav [3] leverages LLMs to gen-
erate inputs that expose functional differences, LLMeDiff [4]
applies multiple LLMs to detect inconsistencies in a medical
rule system, and Liu et al. [5] proposed AID to identify tricky
bugs through LLM-guided test generation. Braberman et al. [6]
further investigated using LLMs to highlight discrepancies
across implementations. In the software domain, differential
testing has been widely employed to identify semantic bugs
in various systems, including SSL/TLS implementations [7]—
[10], C compilers [11], JVM implementations [12], web appli-
cation firewalls [13], security policies for APIs [14], antivirus
software [15], and file systems [16], among others. It has also
been applied to the automated generation of inputs for different
protocol implementations [17]. While differential testing does
not guarantee equivalence of outputs, it significantly enhances
confidence in the correctness of software, similar to conven-
tional software testing practices.

B. LLM-based Test Cases Generation

LLM have emerged as a promising solution for automated
test cases generation in software engineering, addressing the
challenges of ensuring high coverage and efficiency in com-
plex systems [18]. LLM-based test cases generation shares
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Fig. 1: Typically differential testing workflow.

similarities with fuzz testing, as both approaches generate
unpredictable outputs. However, while fuzz testing typically
relies on random or mutated inputs, LLM-based test cases
generation leverages natural language to guide the creation of
structured and semantically meaningful test cases [19]-[26].
Once integrated with LLM, testers are no longer required
to manually write test cases or develop and debug cumber-
some fuzz testing tools. In addition, the automation of test
cases generation accelerates the testing process, shortening
the software development cycle and enabling more efficient
allocation of testing resources by reducing manual intervention
and allowing personnel to focus on test management and
quality assurance.

After combining LLM, many interesting research of testing
have been emerged. TESTPILOT [18] leverages LLM to au-
tomatically generate effective JavaScript unit tests, achieving
high code coverage without additional training or manual
effort. HITS [27] enhances LLM-based unit test generation
for complex Java methods by decomposing them into slices.
Mathews and Nagappan [28] demonstrate that providing LLMs
with test cases alongside problem statements enhances the suc-
cess rate of solving programming challenges, they investigate
the incorporation of Test-Driven Development principles into
LLM-based code generation. Pan et al. [29] present a generic
pipeline that uses static analysis to guide Large Language
Models in generating compilable and high-coverage unit tests
for multiple programming languages. Similarly, LLM4Fin [30]
is a fully automated approach that utilizes fine-tuned LLM
to generate high-coverage test cases from natural language
business rules for FinTech software acceptance testing. Sym-
Prompt [31] introduces a code-aware prompting strategy for
LLMs that decomposes test suite generation into multi-stage
prompts based on execution paths, while ChatUniTest [32]
presents an LLM-based framework for automated unit test
generation that uses an adaptive focal context mechanism
for precise prompting. Both approaches enhance coverage
and improve test generation accuracy. Our work focuses on
leveraging LLMs to generate high-quality test cases for pack-
ages in Linux, specifically for differential testing, aiming to
alleviate the challenges developers face in creating robust and
comprehensive test suites.

III. PROCEDURES AND TARGETS

Versify is an LLM-based differential testing method for
Linux distributions that offers features such as batch gen-



eration of test cases, scripted testing processes, misreports
filtering, and a continuous differential testing pipeline for
submitting compatibility reports to the open-source Linux
distribution community. In particular, Versify is optimized for
AnolisOS, and is designed to assist maintainers in locating
incompatibilities during version upgrades and migrations. In
this section, we introduce the procedures of deploying Versify
and the target Linux distributions.

A. Versify’s Procedures

Versify integrates large language models (LLMs) into the
differential testing process. As illustrated in Figure 1, its
workflow consists of three key steps: input generation, test
case execution, and differential analysis. This integration en-
ables continuous differential testing for large-scale software
packages.

Input Generation: Versify uses an automated software
tracker to collect information about software packages from
various operating system repositories, as well as other sources,
including any relevant documents that provide supplementary
details about the software packages. Then, the software list
and the corresponding supplementary texts are combined to
design the prompt, with the information chunked and inputted
into the LLM in an organized manner. As a result, this step
generates a set of test cases used in the next execution phase.

Test Cases Execution: In this step, each test case is exe-
cuted in separated package-level test environment. Obviously,
execution of test cases needs to maintain the independence
of the testing environment, otherwise large-scale software
would cause unpredictable dependency conflicts. Therefore,
we usually need to manually construct a relatively separated
testing environment. And then the log of execution is generated
by recording the standard output, standard error output, and
return code of each test case, which forms the difference report
used as input for the subsequent differential analysis phase.

Differential Analysis: In this step, the logs collected from
the two operating systems are compared. Any differing outputs
are flagged as potential compatibility issues. However, there
is a semantic gap between differences and actual compati-
bility problems, as output discrepancies do not necessarily
indicate genuine vulnerabilities or functional incompatibilities.
Therefore stronger causal validation is required to distinguish
benign discrepancies from genuine compatibility issues. This
step can result in a lot of low-grade differences that can
be regarded as misreports which should be filtered, while
using appropriate misreports filtering methods can promote the
automation of differential testing. There are many methods for
analyzing differences, for example, difference in return codes
is assigned higher severity ratings and should receive more
attention. This approach aims to minimize misreports while
identifying critical differences, thereby reducing the resource
burden on community contributors tasked with validating the
submitted difference reports.

Continuous Differential Testing: In addition to the above
procedures, Versify is integrated into the continuous develop-
ment process, allowing users to conduct continuous testing. It

TABLE I: Summary of target Linux distributions and software
packages.

#Packages

Distribution Number

Shared Packages Software Scope

Basic system tools
Develop tools
Network service, etc.

AnolisOS 8 7792
3882 software

Basic system tools
Develop tools
General computing
Intelligent computing
Cloud native, etc.

packages with
228 popular ones

AnolisOS 23 13604

provides a user-friendly report format to assist maintainers in
reviewing and confirming reports.

B. Linux Distribution and Software Packages

This paper introduces the deployment experience of Versify
in two active AnolisOS versions, AnolisOS 8 and AnolisOS
23. The overview of these version is summarized in Table I.
AnolisOS 8 supports software packages for x86_64, aarch64
and LoongArch architectures, with a total of 7792 software
packages covering basic system tools, development tools,
and network services, etc. AnolisOS 23 [33] is the next-
generation operating system which is designed for hardware-
software collaborative. Compared to AnolisOS 8, the software
system has a more extensive application which includes 13604
software packages involving additional scope such as general
computing, intelligent computing, cloud native, etc. Both ver-
sions of the Linux distribution are selected because not only
they ensure broad compatibility with the mainstream software
ecosystem and supporting diverse computer architectures, but
also the active open-source community facilitates responsive
feedback. By considering community’s feedback, we can iter-
atively improve Versify.

We conducted static analysis of both software system
to identify our target software that contains 3882 software
packages shared between the two versions. Additionally, dur-
ing the interaction with OpenAnolis community, community
maintainers highlighted a list of software packages including
228 popular software that should receive more attention [34].
These target packages are selected based on their popularity,
usage frequency, and the criticality of their functionalities in
the system. As a result, these software packages are critical
to the system, and vulnerability detection is crucial, therefore,
more comprehensive testing methods are considered for them,
particularly in the input generation phase, as they need more
efficient test cases.

IV. CHALLENGES AND SOLUTIONS

As shown in Table II, we summarize the typical challenges
and solutions in the typical steps of developing and applying
LLM-based differential testing on software system of Linux
Distributions. The details are introduced as follows.

A. Input Generation

Challenge 1: Difficulty in generating valid test cases for
various software packages. Generating test cases is often the
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TABLE II: Challenge and Solution Overall.

Step Challenge

Solution

Difficulty in generating valid test cases for various software packages

Generate test cases using LLM

Input generation

Inefficient test cases generation for popular software

Optimize prompt and use text assistance

Test Cases Execution

Complex and interdependent testing environment

Create package-level testing environment
using containers

Differential Analysis

Massive differential testing reports and misreports

Construct reports priority and filter
misreports by rules

Continuous Differential Testing

Complexity of continuous differential testing

Develop a continuous differential
testing framework

# 1s  Resource-Unrelated | [¥ 1s Resource-Dependent

1s touch filel file2; 1s

1s -1 mkdir test_dir; 1s test_dir

1s -a mkdir -p dirl/dir2; 1s -R dirl

1s -1h touch hidden_file; mv hidden_file \
1s -1t .hidden_file; 1s -a

touch fileA fileB fileC; 1ls -1

1s -1tr .
touch fileX; chmod 644 fileX; 1s \
1s --color=auto 1 filex
Is -R touch fileY; 1ln -s fileY symlinky; 1ls -1
Is -5 touch filez; 1s -i filez
1s -1 touch filel file2 file3; 1s -t
1s -d */ touch fileA fileB fileC; 1s -r
1s -1 touch testfile; echo "Sample text" \

1s --time=atime

v

testfile; 1ls -1lh
1s --group-directories-first | [mkdir dirl; mkdir dir2; mv \
1ls --hide=*.txt testfile dirl; 1s dirl dir2

Fig. 2: Comparison of two sets of test cases for ‘Is’ software
package. Right is resource-dependent which satisfy the en-
vironment dependency requirements for test cases execution
while left is resource-unrelated, but the response of left oc-
cupies fewer contextual windows, allowing it to handle more
software packages for test cases generation at once.

first step in the testing process, and its quality plays a crucial
role in determining the efficiency of the overall testing. When
the testing target involves all software packages within a Linux
distribution, massive software requires a large-scale test cases
generation to achieve comprehensive coverage. Furthermore,
the dependencies of test cases, such as system configurations
or external libraries, directly affect the accuracy of the testing
process, thereby highlighting the importance of dependency in
the design of effective test cases.

As shown in Figure 2, test cases must not only ensure
the correctness of rules and the validity of semantics, but
also guarantee the proper generation of its environmental
dependencies. These factors collectively make it challenging
for differential testing on massive software packages. Current
methods rely on manually written test cases or fuzz testing
tools to randomly generate test cases, despite techniques such
as coverage-guided methods [35], [36], these approaches still
demand significant resources and fail to address the challenges
of large-scale test cases generation. As a result, large-scale
test cases generation remains a challenge, which limits the
performance of software differential testing.

Solution 1: Generate test cases using LLM. To address
this challenge, we leverage LLM to generate large-scale test
cases for differential testing. First, we gather the default
software packages lists from both systems and select the

packages suitable for differential testing. Then, we design
prompts through prompt engineering to optimize the output
of the LLM. We analyzed specific tasks and summarized
the rules that prompts should follow based on the Prompt
Engineering [37], as shown in Table III. Specifically, we
integrate the requirements with the software package names
using markdown syntax, and iteratively refine the prompt with
the LLM while monitoring the corresponding outputs. Our
goal is to ensure that the final prompt enables the LLM to
generate a set of test cases that are compliant with the input
rules and effectively explore packages’ functionalities.

In our experiments, we found that if a large number of
software package names are input into the LLM at once,
the attention mechanism causes a blurred understanding of
the requirements and finally leads to meaningless outputs.
Additionally, the length limitation of the context window also
makes this approach invalid, because a large number of soft-
ware packages must lead to excessively long prompt words. As
shown in Figure 3, we found that the prompt words designed
by us have better effects for LLM. Therefore, after determining
the prompt template for test cases generation in differential
testing of software, we divide the software packages into
different groups and embed them into the template separately.
This approach helps the LLM focus more on the key aspects
of the prompt. Finally, we input the final prompt into the
LLM to generate test cases, which are then collected for
subsequent test cases execution phases. This approach also
supports automation and aligns with industry standards.

Challenge 2: Inefficient test cases generation for popular
software. Maintainers of Linux distributions tend to care
more about the packages that are widely used or frequently
updated. We obtained a list of popular software for AnolisOS,
which poses a challenge for community workers in terms of
software selection requirements for the release of new versions
of AnolisOS. The frequent updates, high attention, and high
usage frequency of popular software require a more detailed
and comprehensive set of test cases. Although existing fuzz
testing tools, such as AFL [38] and syzkaller [39], can generate
a large number of test cases, the effective parts are often too
few to address key compatibility and behavioral issues. These
tools struggle to meet the testing needs of popular software in
terms of semantics, rules, and coverage. While large language
models can address some of these limitations, the attention
mechanism and context window constraints inherent in the
transformer architecture still limit the ability of LLMs to
generate test cases for popular software. As a result, there is a
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TABLE III: Prompt designed for our task with assistance of Prompt Engineering.

Prompt Design Rules

Description

Clarity and Context Specification

Clearly define the assistant’s role, task goals, and constraints to ensure precise outputs.

Step-by-Step Guidance (Chain of Thought)

Outline a logical process, ensuring each step is clear and sequential.

Few-Shot Learning with Examples

Demonstrates the expected output format and style by including specific examples.

Constraints and Limitations

Specific constraints (avoiding rpm, yum, dnf) and formatting requirements (use of ; , structured output).

Focus and Precision

Emphasize the importance of focusing solely on the task

&

Give me 15 test cases about software
package 'ls'.

Prompt

[

Response

# Testing Instructions for Software
Package 'ls’

1. **Basic Command**: Execute 'ls'
without any arguments to verify
it lists the contens of the
current direction.

&

You are a helpful, respectful, and
honest assistant with deep knowledge
of code and software design. Always

Prompt

&

You are a helpful, respectful, and
honest assistant with deep knowledge
of code and software design. Always

Prompt

For all software packages in the ###
Software Packages list, which are in
the Linux operating system, generate
about 15 test case commands for each
package. The test cases should be
used to detect the behavior and
functionality of each package, not

If any of the test cases require
external files (e.g., text, images,
directories), include the necessary
commands to create these files or
environment dependencies before
running the main test commands.

2. **List Specific Directory**:
Run 'ls /path/to/directory' to

###Software Packages

which is the most basic requirement
###Software Packages

ensure it lists the contents of 1s 1s
the specified directory.

0 Response 0 Response

15. ** Check Colors**: If color

support is enabled, run 'ls \ # 1s Is -1tr 1s -1 # 1s
--color=auto' to Ver‘ify that 1s Is -R 1s -a touch filel file2; 1s
file types are highlighted with 1s --hide=*.txt 1s -S 1s -1h mkdir test_dir; 1s test_dir
appropriate colors. 1ls --time=atime 1s -i mkdir -p dirl/dir2; 1ls -R dirl...

(a) No design for prompt, just a simple re-
quest to LLM, receive a simple response

(b) Prompt designed for Challenge 1, receive
batches of test cases that fit in input syntax.

(c) Prompt designed for Challenge 2, the re-
sponse to which is more resource-dependent

Fig. 3: The behavior of LLMs varies significantly depending on the prompt used. Among these, (a) fails to meet the requirements
of our task, as it does not fit in the syntactic rules for input, thereby adding the additional burden of modifying test cases. In
contrast, options (b) and (c) correspond to the designs of Solution 1 and Solution 2 respectively.

need to improve the test cases generation methods specifically
for popular software.

Solution 2: Optimize prompt and use text assistance.
We continue to use the LLM to generate test cases, designing
prompts suitable for popular software from the perspective of
the attention mechanism and context window. First, we found
that popular software tend to be limited in number, typically
consisting of core system utilities or widely-used applications
that are essential across many users or environments. For
example, the list of popular software packages in AnolisOS
contains only a little over 200 software packages. Therefore,
each prompt can focus on one or two software packages,
while requiring the LLM to generate more test cases. This
approach allows for the LLM to concentrate its resources on
generating comprehensive test cases for those packages within
the limitations of the context window, which not only improves
the quality but also increases the precision of the generated
test cases. Then, due to the reduced number of software in the
prompt, we can retrieve their corresponding documentation,
such as help texts or official manuals, and integrate them into
the prompt. This step can be done incorporating these help

3549

documents by manually. Additionally, as shown in Figure 3c,
we have designed more detailed prompts for popular software,
focusing on resource-dependent commands and syntactic rules,
and require that the generated results be more accurate. From
the perspective of the attention mechanism, the reduction in
the number of software packages increases the proportion of
documentation and requirements within the prompt, allowing
the LLM to focus more on what needs to be generated,
resulting in more effective test cases.

As shown in Figure 3, compared to Solution 1, in terms
of LLM output, a significant characteristic of this step is the
reduction in the number of target software packages that LLM
must handle. This allows LLM to generate a greater number
of better test cases per software package, resulting in higher
test cases coverage and effectiveness, better meeting the needs
of popular software packages.

B. Test Cases Execution

Executing the programs is largely an engineering problem:
each execution involves inputting test cases, which are then
monitored to collect runtime information. However, the correct
execution of the test cases is not straightforward, as the



program’s functionality may be influenced by environmental
dependencies such as environment variables, configuration
files, or command arguments. Therefore, we also need to
address the following challenge.

Challenge 3: Complex and interdependent testing en-
vironment. During the execution of test cases, due to the
involvement of multiple operating systems and different soft-
ware versions, the testing environments are often inconsistent.
In this event, the same test cases may output different results
across different testing environments, which can easily lead
to misreports behaviors. Furthermore, since our goal is to
perform comprehensive testing on large-scale software within
the system, issues such as package dependencies and conflicts
between software packages may further increase the difficulty
of test cases execution. As a result, to minimize misreports and
maximize the correct execution of test cases during this stage
as much as possible, addressing the challenge of complex and
interdependent testing environments becomes a key task.

Solution 3: Create package-level testing environment
using containers. We utilize Docker, which is a environ-
ment isolation technology, to address this challenge. First,
we construct an initial image to manage the complexity of
dependencies. Specifically, we begin by manually handling
some of the environment dependencies, such as creating files
that are likely to be used by the software packages in their
test cases and configuring basic environment variables. The
LLM is tasked with generating resource-dependent commands
along with test cases to ensure that they can be executed
correctly. This process significantly increases the success rate
of test cases execution, which is particularly crucial for popular
software. In addition, the lifecycle of each container begins
with the installation of a software package and ends once
all test cases for that software package have been executed.
By constructing package-level separated testing environments,
Versify minimizes issues such as dependency conflicts be-
tween software packages. This not only reduces misreports
but also simplifies the testing process and facilitate subse-
quent continuous differential testing. Additionally, although
our current deployment focused on AnolisOS, the package-
level containerized testing approach is also applicable to other
Linux distributions such as Debian, Ubuntu, and Fedora, which
feature different ecosystems and dependency structures. With
the above techniques, we addressed this challenge effectively.

C. Differential Analysis

Challenge 4: Massive differential testing reports and
misreports. Since we are testing large-scale software, even
if only a few test cases are generated for each software
package, the resulting test logs are still massive. Moreover,
differential testing must distinguish between ‘results’ (e.g.,
output values) and ‘behavior’ (e.g., program flow or interac-
tions with other components) difference. After collecting the
test cases execution information from the test cases of both
two systems, a difference in ‘results’ simply indicates that
there is a discrepancy between the two sets of information,
but these discrepancies in results may not always represent
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stderr: No documentation stderr: 'Pod::Usage' does
returncode: 1 returncode: 9

1 1

Command: p ge
stdout:
stderr: 'Pod::Usage’ does not look like a Perl variable

returncode: 9

No documentat

returncode

Comnand: perldoc -t Pod: :Usage
stdout: NAME
pod: :Usage -

Command: perldoc -t Pod: :Usage
stdout: NAME

print a usage message from embedded pod
Pod: :Usage -

extracts POD documentation and
SYNOPSTS

SYNOPSIS use Pod: :Usage

use Pod: :Usage;

ny $message_text = "This text precedes the usage
my $exit_status = 2; ## The exit status
my $verbose_level = 0; ## The verbose lev
ny $filehandle = \*STOERR; ## The filehandle

my $message_text = "This text precedes tt
my $exit_status 2 ## The ex
my $verbose_level = 0; ## The ver
my $filehandle = \*STDERR;  ## The fi.

(a) Retcodes are not equal.

stdout: stdout:
stderr: /bin/bash: line 1: lsmod: stderr:
I

Command: 1smoglt grep mymodule
stdout:
stderr:

VA
comand: Ast5d | grep mymodule
stdout:
stderr: /bin/bash: line 1: lsmod: |conmand not found

returncode: 1

Feturncoder

package_name: rpm-plugin-systend-inhibit.x86_64 package_name: rpm-plugin-systemd-inhibit.x86_64

--mode=dela

Command: systemd-inhibit --what=shutdown

retcode in Anolis8 is @
retcode in Anolis23 is 127

retcode in Anolis8 is 1

retcode in Anolis23 is 127
Anolisg_stdout: systemd 239 (239-58.0.5.an8_6.8)
+PAM +AUDIT +SELINUX +IMA -APPARMOR +SMACK +SYSVINI
Anolis23_stdout:

Anolisg_stdout:
Anolis23_stdout:

Anolisg_stderr: Failed to connect to bus: No such fi
Anolis23_stderr: /bin/bash: line 1: systemd-inhibit: Anoliss_stderr:

Anolis23_stderr: /bin/bash: line 1: systemd-inhibit

(b) Stderrs/stdouts are not coexisting.

stdout:
stderr:

stdout:

stderr: Usage: pcp [option pcp: unrecognized

LT

(c) Stderrs/stdouts are not equal.

Fig. 4: Examples of reports with different priorities.

significant behavioral changes, leading to potential misreports.
However, there are currently no suitable evaluation criteria and
misreports filtering rules for our task. Furthermore, community
developers tend to prioritize handling bugs that are more severe
and easier to fix, which makes it essential to perform an initial
filtering of reports to focus resources on the most critical
issues and reduce the workload of developers. As a result,
the challenge of filtering valid differential testing reports and
minimizing misreports remains a significant issue in large-
scale differential testing environments.

Solution 4: Construct reports priority and filter misre-



TABLE IV: The priority table of the differential behaviors,
the smaller the number, the higher the severity, with level 5
indicating passing the differential testing.

Priority Description
0 retcodel != retcode2
1 bool(stderrl) != bool(stderr2)
2 bool(stdoutl) != bool(stdout2)
3 stderrl != stderr2
4 stdoutl != stdout2
5 /

ports by rules. To improve the proportion of valid differential
reports, we establish priority for differential behaviors, then
analyze misreports and extract rules to filter them. By the way,
LLM can also assist in determining differential reports. Firstly,
we arrange differential behaviors and differential reports by
prioritizing them, as shown in Table IV, the differential testing
logs are mainly composed of three parts: return code, standard
error output, and standard output. Considering that the impact
of different behavioral discrepancies of software packages on
system compatibility may vary, we design six priority levels.
Level O represents the most critical behavior discrepancy,
which is also the most concerning for community developers
and should be prioritized for processing. Specific examples are
shown in Figure 4. Generally, discrepancies in return codes
represent the most critical reports and should be prioritized,
as differences in return codes indicate fundamentally differ-
ent software behaviors, as illustrated in Figure 4a. Next, as
shown in Figure 4b, cases where standard error output or
standard output differ are considered moderate reports. These
compatibility issues are less severe and are assigned a medium
priority. Finally, as shown in Figure 4c, discrepancies in either
standard error output or standard output are more common due
to software or system updates. Such compatibility differences
are often tolerable and therefore assigned the lowest priority.
Through this prioritization approach, we can identify and
address the most critical differential reports effectively.
Secondly, after identifying high-priority reports, we need
to filter out misreports. Specifically, we analyze test logs to
identify common misreport patterns. For example, in AnolisOS
23, the same execution error may produce additional auxiliary
output. To address this, we establish rules to match these
misreports, excluding all reports that conform to these patterns.
While this method requires real-time updates to the rules
when new types of misreports emerge, it is both highly
efficient and accurate, significantly reducing the occurrence of
misreports and saving human effort in verifying compatibility
reports. It is worth mentioning that due to the large number
and variety of software packages, manually reviewing all
differential testing reports requires specialized knowledge of
each software and would consume substantial resources, which
is practically impossible. Therefore, when we obtain the last
batch of differential test logs that require human judgment
after filtering, we can sent these reports to the LLM for useful
suggestions, and thereby we can evaluate these reports more
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Fig. 5: Continuous Differential Testing Framework.

accurately to reveal compatibility issues.

Finally, we manually verify the filtered differential behavior
reports and provide a script to reproduce the issues, allowing
community maintainers to perform the final confirmation. As a
result, we can focus on reports that are more likely to indicate
significant compatibility differences and effectively filter out
misreports, reducing the burden of community maintainers.

D. Continuous Differential Testing

Challenge 5: Complexity of continuous differential test-
ing. Differential testing is often perceived as a single-stage
process, which concludes once the software is tested and the
results are reported. However, this approach overlooks the
iterative nature of software updates, where frequent changes
can introduce new discrepancies and behaviors that need to
be continuously tested. Moreover, the current methods for
differential testing are often inadequate in handling large-scale
software systems, as they lack efficient testing frameworks and
fail to ensure the accuracy of results due to the high volume
of updates. Continuous differential testing should be seen as
a sustained process, integrating with development pipelines
and leveraging automated testing tools for frequent updates.
This requires not only robust testing frameworks but also tools
for analyzing and tracking test results over time. However,
the complexity of managing continuous differential testing,
especially with large-scale software environments and diverse
configurations, presents significant challenges.



Solution 5: Develop a continuous differential testing
framework. To address the challenges of continuous differen-
tial testing, a comprehensive solution should be implemented
that ensures that testing is a continuous process. The contin-
uous differential testing framework is illustrated in Figure 5.
The database mainly consists of four components: test cases,
runtime logs, reports, and tasks. Specifically, test cases in the
database are executed to compare behavioral differences and
quickly identify those triggering vulnerabilities. The runtime
database stores execution logs and provides a basis for repro-
ducing issues by avoiding the need to re-execute test cases
during vulnerability analysis. The reports database records
detailed differential reports information and tracks the number
of test cases, aiding in the interpretation and evaluation of test
results while offering a shortcut for reproducing vulnerabil-
ities. Finally, the tasks database manages and schedules all
activities within the testing process, optimizing the execution
order of tasks and resource allocation. By decoupling various
processes through the collection of outputs at each step,
Versify effectively shortens the testing cycle.

Subsequently, the continuous differential testing workflow
includes three steps. In the input generation step, after obtain-
ing the target software, LLM makes the test case generation
efficient and automated, which is a prerequisite for continuous
differential testing. Additionally, testing resources ensure that
test cases can be executed in separated environments at the
package-level. Specifically, by using Docker to save the initial
test environment as a snapshot, dependency conflicts between
software are avoided, making continuous differential testing
feasible and reducing misreports. After the test cases execu-
tion, compatibility reports generated by differential analysis
are submitted to the corresponding community maintainers.
The recycling of these three steps forms the whole framework
of continuous differential testing, improving the efficiency of
large-scale software testing.

V. RESULTS

After overcoming these challenges, we successfully imple-
mented Versify and conducted continuous differential testing
for the target AnolisOS versions. The default LLM used in our
experiments is ChatGPT-4o. In Section VI, we will discuss the
impact of different LLMs on the results.

During the first month of use in AnolisOSs, we have
effectively generated about 58000 test cases for all 3882
system software in both versions of AnolisOSs. We identified
a total of 8489 behavioral differences, as shown in Table V.
After filtering misreports through differential analysis, we
obtained 1989 differential reports of software packages in
AnolisOS, out of which 644 reports belong to the priority
range between 0-2 among these differential reports. Given
that different versions of Linux distributions are not fully
compatible, and differences in the design of the operating
systems may also bring out these compatibility reports, we
further conducted a manual review of the compatibility reports
and finally a total of 39 reports were identified as unique
compatibility reports. Note that the ”-” symbol in Table V

TABLE V: Statistical results of differential testing on 58,000
generated test cases.

Priority #Diff. #Diff. | #Compatibility
Behaviors | Reports Issues
0 1472 563 39
1-2 85 81 -
3-4 6932 1345 -
Issue: Description

After installing perl-Pod-Usage in AnolisOS23, execute ‘perldoc -
v Pod: Usage’ command, error occurred.

After inspection, the environment variables are consistent, the
outputs in Anolis OS 23 should be consistent with that in Anolis
OS 8, rather than 'no documentation found for ‘perlvar’.

Execute followed commands using shell Reproducible Steps
S docker pull registry. openanolis. cn/openanolis/anolisos:23
S docker run —d registry. openanolis. cn/openanolis/anolisos:23 tail ~f /dev/nul
S docker exec -it [docker_id] /bin/bash
S yum install -y perl-Pod-Usage
$ perldoc -v Pod::Usage

[Actual results:
retcode: 1
stderr: No documentation found for “perlvar”.

Results

[Expected results:
retcode: 9
stderr: *Pod::Usage’ does not look like a Perl variable

Feedback: Confirmation
Problem confirmed and have reproducd.
It is due to incorrect dependency of perl-Pod-Usage on Perl.

Need to adjust the dependency of perl-Pod-Usage, being fixed.

Fig. 6: Confirmed compatibility issues about software package
perl-Pod-Usage.

indicates that the corresponding reports are classified as lower-
priority and are currently under review; this does not imply
that they are not compatibility issues.

A. Differential Reports Analysis

In this section, we discuss the differential reports obtained
during the experiment. After filtering all observed behavioral
differences, we identified 1,989 differential reports, most of
which reflected semantic discrepancies in output but they are
still intermediate results. Among these, 644 were prioritized
in our severity rating as requiring more attention.

Since certain compatibility issues may be tolerable, we
further evaluated 39 compatibility reports from the perspective
of system interoperability. These reports highlight areas where
the system may need improvement. Currently, the compati-
bility issues confirmed by community maintainers among the
submitted reports mainly include problems such as issues
with software package source code?, incorrect configuration
of dependencies®, and conflicting requests, etc. As shown
in Figure 6, command perldoc -v Pod:Usage triggers the
unexpected result, mainly due to the incorrect dependency
of perl-Pod-Usage on Perl, actually the result in AnolisOS
8 is the expected one, therefore we found the compatibility
issue successfully and community maintainers have confirmed
it and conclude that they need to adjust the dependency of

Zhttps://bugzilla.openanolis.cn/show_bug.cgi?id=12247
3https://bugzilla.openanolis.cn/show_bug.cgi?id=12344
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Issue: Description

Description of problem:

Versify tool detection report:

fter installing cockpit-bridge. x86_64 on Anolis 0S 23, running the
lresults in an error.

How reproducible: Reproducible Steps
$ docker pull registry.openanolis. cn/openanolis/anolisos:23

$ docker run —d registry. openanolis. cn/openanolis/anolisos:23
$ docker exec -it [docker_id] /bin/bash
$ yum install -y cockpit-bridge

$ cockpit—bridge ——help

Actual results:

retcode: 1

stdout:

stderr:

Results

0SError: libsystemd.so.0: cannot open shared object file: No
Expected results:

retcode: 0

stdout: Usage:

cockpit—bridge [OPTION?]

cockpit-bridge is run automatically inside of a Cockpit sessior
run from the command line one of the options above must be spe(
stderr:

Feedback: Confirmation

Due to the lack of installation of systemd, an error occurred.
Consider adding an installation dependency on systemd for cockpit

Fig. 7: Confirmed compatibility issues about software package
cockpit-bridge.

perl-Pod-Usage. As shown in Figure 7, AnolisOS 8§ fails to
fulfill the dependency requirements of cockpit-bridge, leading
to an unforeseen compatibility issue. This issue was confirmed
by the community maintainers during the process of repro-
ducing it using the command cockpit-bridge —help in both
operating systems. Additionally, there are some compatibility
issues with unknown causes that require further investigation.
These findings reveal that the identified problems are not only
related to the design of software systems but also to flaws
within the software itself. This demonstrates that Versify is
capable of detecting software compatibility across different
operating systems as well as identifying vulnerabilities within
the software itself, which is a point well worth the attention
of software developers.

B. Misreports Analysis

During our manual review of all the differential reports, we
identified 22 misreports that were not compatibility issues but
cause different outputs between two systems. We investigated
the reasons behind these misreports and found that they were
mainly due to the following factors.

First, LLM-generated test cases are not always robust. Some
of them are semantically or syntactically incorrect, leading
to undefined behaviors when software packages are executed.
Therefore, no matter the execution outputs are different or not,
both software packages and operating systems have correctly
handled these test cases, and thus the differences are not actual
compatibility issues. To avoid such misreports, we need to
improve the robustness of the test cases generated by LLMs.

Second, the versions of software packages are not aligned
across different systems, leading to discrepancies in execution
outputs?. Variations in software versions across operating

“https://bugzilla.openanolis.cn/show_bug.cgi?id=12251
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Issue:

The software package cups-client shows behavioral differences
Commands: Ipstat -t

How reproducible:
Execute the following commands in Anolis OS 8

Steps to Reproduce:

1. yum install -y cups-client
2. lpstat -t

3.

Actual results:

returncode: 1

stdout: scheduler is not running
no system default destination

stderr:
lpstat:
lpstat:
lpstat:
lpstat:

1pstat: Bad file descriptor
Bad file descriptor
Bad file descriptor
Bad file descriptor
Bad file descriptor

Expected results:
returncode: 0
Feedback:

It is due to upstream differences. Reply
Please refer to the upstream changes for specific version

differences

Fig. 8: Misreport of package cups-client due to the discrepan-
cies of default versions across operating systems.

Issue:

Using sh to execute a command, an error occurs with retcode 1.
When using bash, the command executes normally.

Execute followed commands using shell

$ docker pull registry. openanolis. cn/openanolis/anolisos:23
$ docker run -d registry. openanolis. cn/openanolis/anolises:23
$ docker exec —it [docker_id] /bin/sh

$ yum install -y hunspell-devel

$ hunspell -D

Actual results:

retcode: 1

stdout:

stderr: SEARCH PATH:

. ::/usr/share/hunspell:/usr/share/myspell: /usr/share/myspell/dicts:/|
AVAILABLE DICTIONARIES (path is not mandatory for —d option):
/usr/share/hunspell/en_GB

/usr/share/hunspell/en_US

Can’t open affix or dictionary files for dictionary named “default”.

Expected results:
retcode: 0

Feedback:

This issue is caused by the different behavior. Reply
Using bash can load the complete environment variables normally,
while sh cann’t. Therefore, for scenarios where/bin/bash can be
used, it is not recommended to continue using/bin/sh

Fig. 9: Misreport of package hunspell due to no longer
recommended sh to execute commands.

systems can naturally result in execution differences for same
test cases. Figure 8 shows an example of such misreport,
where OS developers consider the discrepancy is caused by the
upstream version differences. Such misreports are unavoidable
and thus need manual investigation for confirmation.

Third, a part of features may be deprecated or removed in
the new version of operating systems, which leads to different
outputs between two systems>. Figure 9 is an example of such

Shttps://bugzilla.openanolis.cn/show_bug.cgi?id=12346



TABLE VI: The statistics of 1,000 test cases generated by four
LLMs for popular software.

Selected LLM | #Diff. Reports | Time Consumed (s)
Qwen-Plus 10 385.59
ChatGPT-40 10 147.93

DeepSeek-V3 9 405.8

DeepSeek-R1 20 1070.39

misreport. This is because the sk is no longer recommended to
be used in the new version of AnolisOS, while it is the default
shell in the old version. With assistance from community
maintainers, we discovered that such differences are mainly
due to variations in how environment dependencies are loaded.
Such a misreport is difficult to filter out, as it is caused by the
design of the operating system itself. Therefore, the feedback
from community developers is essential to identify them.

C. Evaluation of Different LLMs

In this section, we evaluate how different models perform in
generating test cases for software differential testing. We con-
sider three general-purpose LLMs, Qwen-Plus, ChatGPT-4o,
and DeepSeek-V3, together with a reasoning-enabled LLM,
DeepSeek-R1. The results are shown in Table VI. We instruct
each model to generate a total of 1,000 test cases for a certain
set of popular software packages, and subsequently execute
the generated cases within our workflow. The Diff. Reports in
Table VI present the differential reports with priority 0, which
are the most critical and indicative of an LLM’s ability to
identify compatibility issues in software packages.

Our results indicate that the three general-purpose LLMs
deliver comparable effectiveness. ChatGPT-40 exhibits faster
response times, presumably due to its smaller parameter count.
The reasoning-enabled LLM DeepSeek-R1 shows superior
capability, uncovering twice as many differential reports as
the general-purpose models. However, its time cost is consid-
erably higher, exceeding theirs by a factor of more than 2.5x.
This experiment also confirms that our workflow can flexibly
incorporate different LLMs to meet diverse task requirements.

VI. LESSON LEARNED

In this section, we share our insights and lessons learned
from the deployment of Versify in AnolisOS.

Exploring the Potential of LLMs in Differential Testing.
Versify has been in use for over a year in the AnolisOS testing
process. Before its deployment, the annual number of reported
issues in the community was 523. After its deployment, the
number has dropped to 95, indicating a significant reduction in
the number of issues reported by AnolisOS users. Although
LLMs are effective, their performance is limited by factors
such as attention mechanisms and context window size, par-
ticularly when handling industrial-scale scenarios. Our exper-
iments demonstrate that incorporating more powerful LLMs
can decrease prompt dependency, enabling greater flexibility in
generating accurate results. Future research should investigate
the balance of LLM strength and computational efficiency.
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Enhancing Collaboration and Reducing Human Labor.
Differential testing often prioritizes discrepancy analysis and
environmental setup, contrasting with industrial focus on high-
severity vulnerabilities. To bridge this gap, fostering collabo-
ration through shared frameworks and automated discrepancy
filtering could minimize manual workload and enhance prac-
tical utility. For example, leveraging LLMs to pre-categorize
discrepancy reports based on severity could reduce human
intervention by approximately 90%, as seen in our testing
pipeline. Promoting collaboration with community maintainers
is crucial to align testing practices with real-world needs.

Improving Misreport Reduction. Misreport reduction re-
mains a key challenge. Differential testing aims to distinguish
between compatibility differences and genuine vulnerabilities,
but defining this boundary is inherently context-sensitive. We
leave this challenge to future work, as it requires a deeper un-
derstanding of the specific software and its intended behavior.
To address this, we recommend developing adaptive models
that learn from context to improve classification accuracy.

Leveraging Self-Trained and Task-Oriented LLMs. In
our preliminary experiments, we used general-purpose LLMs,
which, while effective, often struggled with domain-specific
tasks. Self-trained LLMs, on the other hand, can be fine-
tuned with task-specific data, enhancing their understanding of
the software and its environment. Therefore, we recommend
investigating self-trained LLMs that are specifically designed
for this task.

VII. CONCLUSION

In this paper, we present industry practices for differential
testing on two Linux distributions, addressing key challenges
in implementing differential testing for large-scale software
packages in Linux distributions. We developed Versify, which
integrates LLMs into differential testing for input generation
and uses containers to execute test cases, building rules to
analyze reports and enabling continuous testing at scale.
After month-long deployment, Versify has uncovered 8,489
instances of differing behavior, of which 644 were prioritized
for attention by developers. After deduplication, 39 unique
compatibility reports were identified. Future work includes
improving misreport filtering through context-aware models,
developing task-specific LLMs for more effective input gen-
eration, and designing better metrics to distinguish benign
differences from true compatibility issues.
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