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Abstract—The rapid growth of audio-centric platforms and
applications such as Whatsapp and Twitter has transformed the
way people communicate and share audio content in modern
society. However, these platforms are increasingly misused to
disseminate harmful audio content, such as hate speech, deceptive
advertisements, and explicit material, which can have significant
negative consequences (e.g., detrimental effects on mental health).
In response, researchers and practitioners have been actively
developing and deploying audio content moderation tools to
tackle this issue. Despite these efforts, malicious actors can
bypass moderation systems by making subtle alterations to audio
content, such as modifying pitch or inserting noise. Moreover,
the effectiveness of modern audio moderation tools against such
adversarial inputs remains insufficiently studied. To address
these challenges, we propose MTAM, a Metamorphic Testing
framework for Audio content Moderation software. Specifically,
we conduct a pilot study on 2000 audio clips and define 14
metamorphic relations across two perturbation categories: Audio
Features-Based and Heuristic perturbations. MTAM applies these
metamorphic relations to toxic audio content to generate test
cases that remain harmful while being more likely to evade
detection. In our evaluation, we employ MTAM to test five
commercial textual content moderation software and an academic
model against three kinds of toxic content. The results show that
MTAM achieves up to 38.6%, 18.3%, 35.1%, 16.7%, and 51.1%
error finding rates (EFR) when testing commercial moderation
software provided by Gladia, Assembly AI, Baidu, Nextdata, and
Tencent respectively, and it obtains up to 45.7% EFR when testing
the state-of-the-art algorithms from the academy. In addition, we
leverage the test cases generated by MTAM to retrain the model
we explored, which largely improves model robustness (nearly
0% EFR) while maintaining the accuracy on the original test
set. We release the code and experiment data to facilitate future
research’.

Index Terms—Software testing, metamorphic relations, NLP
software, audio content moderation

1. INTRODUCTION

Recently, the digital world has been rapidly evolving, with
social media platform users and electronic gamers increas-
ing tremendously, greatly enhancing modern audio or video
communication worldwide. For example, the monthly active
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users on Tiktok has grown from 55 million in 2018 to 1.04
billion in 2024 [1]. Additionally, the advancement of text-
to-speech (TTS) technology has made audio creation much
easier [2]. For example, around 30K words are processed
and transformed into audio on a website? per day. However,
the online TTS tools are free to use without censorship. As a
result, the toxic speech prevalence among these social media
platforms or community forums intensifies under this trend due
to the anonymity of the web. Audio toxic contents typically
refer to three major kinds of audios: (1) abusive language and
insult speech, which are offensive audios with aggressive tone
targeting specific individuals, such as politicians, celebrities,
religions, nations, and the LGBTIQA+ [3]; (2) pornography,
which is often sexually explicit, associative, and aroused such
as panting [4]; and (3) malicious advertisement, which are
voice segments sent on social media, video clips inserted with
fake advertisements, and suspicious phone calls with illegal
purposes, such as phishing and scam links, pyramid selling,
false advertising and illegal information dissemination [5].

These toxic contents can lead to highly negative impacts.
Specifically, Munro [6] studied the ill effects of online insult
speech on children and found that children may develop
depression, anxiety, and other mental health problems. Pornog-
raphy can cause significant undesirable effects on the physical
and psychological health of children [7]. Malicious advertise-
ments remain a notorious global burden, accounting for up
to 85% of daily message traffic [8]. Moreover, these toxic
contents have even increased the number of criminal cases to
a certain extent [9]. These studies show that harmful audio
poses significant risks to social harmony. As a result, content
moderation tools designed to identify and block such material
have garnered significant attention from both academia and
industry.

Typical audio moderation software first detects toxic content
and then blocks it or warns the users before showing it.
Toxic content detection, central to audio moderation, is often
approached as a classification problem. Various deep learning
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models, including convolutional neural networks, Long-Short-
Term-Memory (LSTM) models, and Transformers, associ-
ated with Automatic Speech Recognition (ASR) have been
used to address it [10]-[13]. Recently, the development of
ASR and pre-trained language models (e.g., BERT [14] and
RoBERTa [15]) has significantly improved the held-out accu-
racy of toxic content detection. Due to recent advancements,
companies have also widely implemented commercial content
moderation software in their products, such as Baidu [16],
Tencent [17], and Gladia [18].

However, the mainstream content moderation software is not
robust enough [16]. For example, Baidu content moderation
software cannot understand many languages, leaving non-
Chinese speaking users more susceptible to harmful posts
[16]. In addition, toxic audio can bypass mainstream con-
tent moderation software by applying simple homophonous
transformations. For example, changing “bitch” to “beach” in
English or increasing pitch on toxic words through a simple
voice changer during live streaming [19]. The vital initial
step is creating a testing framework for content moderation
software, much like traditional software, to tackle this issue.

A lack of testing frameworks for audio content modera-
tion software persists, partly due to the complexity of the
problem. First, most audio moderation systems are based
on ASR for the first step, but ASR itself nowadays could
make mistakes, identifying a secure audio segment as toxic,
even with sufficient fine-tuning [20]. In addition, a recent
study [21] reported that 44% of the test cases generated by
the State-of-the-Art (SOTA) approaches of automated testing
techniques for Natural Language Processing (NLP) softwares
are false alarms, which are cases often have inconsistent
semantics or incorrect grammar, making these approaches
less effective. Moreover, most of the testings are done under
the assumption of a normal environment with pure voices
or slight perturbations [22]. However, the actual application
scenario could be more extreme than the test environment,
especially when encountering adversarial attacks to bypass the
moderation.

In this paper, we propose MTAM, an Metamorphic Testing
framework for Audio content Moderation software. In partic-
ular, in order to develop a comprehensive testing framework
for audio moderation software, we should begin with an
understanding of what kinds of transformations real users
might apply to bypass moderation. Therefore, we examined
2,000 intentionally perturbed audio clips, designed to bypass
moderation, collected from real users in a pilot study (Section
IV) and summarise 14 deformation relations at two perturba-
tion levels, audio-feature-based level and text-based level, so
that the method can provide metamorphic relations reflecting
real-world user behaviours and designed for audio moderation
software. MTAM employs these deformation relations on toxic
contents to generate test cases that are still toxic (i.e., being
easily identifiable by humans) but with the potential to bypass
moderation. We implement the metamorphic relations for
two languages, English and Chinese, because English is a
representative language based on the alphabet, while Chinese
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is a representative language based on the pictograph. For audio
content moderation in Chinese, we apply MTAM to test three
commercial audio content moderation software against three
typical kinds of toxic content (i.e., abusive language, mali-
cious advertisement, and pornography). And for audio content
moderation in English, we test two software and one audio
moderation model, replacing malicious advertisements with
socially sensitive issues as the tested category from the listed
three kinds of toxic content. The results show that MTAM
achieves up to 38.6%, 18.3%, 35.1%, 16.7%, and 51.1%
error finding rates (EFR) when testing commercial moderation
software provided by Gladia, Assembly Al, Baidu, Nextdata,
and Tencent respectively. Additionally, we also utilize the data
generated by MTAM to retrain an audio moderation model.
The result shows that the model robustness achieves significant
improvement with steady accuracy on the initial test set.

The main contributions of this paper are as follows:

The introduction of the first comprehensive testing frame-
work, MTAM, for audio content moderation software vali-
dation.

A pilot study was conducted on 2,000 audio clips, sourced
either from real-world recordings or from daily text mes-
sages converted via text-to-speech (TTS), that were inten-
tionally designed to bypass moderation. This study led to the
identification of fourteen metamorphic relations, which in
turn guided the implementation of MTAM in two languages:
English and Chinese.

A broad assessment of MTAM on five commercial content
moderation software and an academic audio moderation
model, indicating that toxic audios generated by MTAM can
easily bypass moderation and improve the robustness of the
audio moderation models.

Content Warning: This article presents examples of offensive,
abusive or pornographic expressions, for which we apologise.
These examples are quoted verbatim. In addition, in order to
conduct this study safely, we took the following precautions
with the participants: (1) at each stage, we prompted the
researchers and annotators with content warnings and told
them that they could leave at any time during the study; and
(2) at the end of the study, we provided them with counselling
to alleviate their mental stress.

II. CHALLENGES TO RELIABILITY

Although MTAM addresses the lack of testing frame-
works, its reliability may face several challenges. The initial
challenge is that the test cases produced by MTAM, after
undergoing numerous modifications, might turn out to be
"non-toxic," which could result in false positive outcomes.
Moreover, these cases may be classified as another type of
toxic message without much semantic meanings. Even worse,
some of our metamorphic relations (MRs) could mislead the
software to identify a non-toxic message as toxic as well.
These actually relates to adversarial attack field in audio,
which is supplementary to our work. To address this con-
cern, we carried out a user study to confirm whether the
generated test cases are indeed toxic and avoid adversarial



attack examples. We also requested the annotators to indicate
whether the test cases represent inputs from actual users.
The findings indicate that the generated test cases are both
toxic and realistic. The second challenge is that we have
implemented MTAM for two specific languages, which may
not be applicable to other natural languages. To mitigate
this issue, we carefully selected these two natural languages
which are the largest language families in the world with
one represents an alphabet-based system while the other is a
pictograph-based system. Furthermore, we are confident that
our MRs can apply to other languages since languages exhibit
similar characteristics (e.g. homophone, environmental noises,
four basic features). The third threat lies in our assessment
of five audio moderation systems, which may not accurately
reflect MTAM’s effectiveness on different systems. To address
this concern, we evaluate both commercial content moderation
software and a SOTA academic model. In particular, we test
content moderation software provided by three big companies,
which already have widely applications to defend malicious
inputs. A future direction of our work could be to test more
commercial software and research models to further mitigate
this threat. The fourth concern is that our MTAM could be
outdated with the bypass techniques evolving. However, our
work can be abstracted and generalized in a comprehensive
workflow: Analyze user behaviors, compile and design the
MRs, create test cases, and utilize failure scenarios to enhance
robustness. This workflow can be adapted in latest bypass
techniques proposed to design new MRs.

Another promising and valuable avenue to pursue is the
automated MR generation. Research listed below mainly fo-
cuses on automated generation of a specific kind of MRs
(e.g., polynomial MRs [23], [24] or automated MR generation
leveraging software redundancy [25]. Given the various chal-
lenges associated with automated MR generation for content
moderation software, we consider it a significant area for
future research.

III. BACKGROUND
A. Audio Moderation

1) Automatic Speech Recognition: Automatic Speech
Recognition (ASR) is a technology that converts spoken
language into text. Traditional ASR models utilize Mel-Scale
Frequency Cepstral Coefficients (MFCC) feature extraction,
an acoustic model such as Gaussian Mixture Models-Hidden
Markov Models (GMM-HMM), and a language model such
as n-grams [26]. First of all, the sound is collected and
represented as a sonogram. Then, after the Fourier Transform,
the sonogram is converted to a spectrum. A spectrogram
is finally used to represent the voice segment by concate-
nating all spectra. MFCC feature extraction transforms the
sound into high-dimensional vectors [27]. GMM represents
the probability distribution of acoustic features by modeling
the variations in speech sounds using a mixture of Gaussian
distributions, while HMM captures the temporal sequence of
speech sounds by simulating the progression of speech through
different states, with each representing a phoneme or part of
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a phoneme [28]. After these vectors are converted into a se-
quence of phonetic units, the n-grams language model analyzes
them and predicts the most likely texts [26]. However, with the
development of deep learning, neural networks replace MFCC
feature extraction, acoustic models, and language models to
form an end-to-end speech-to-text model such as the RNN-T
model [29].

2) Audio Moderation Software: Major corporations like
Google, Baidu, and Tencent have integrated commercial au-
dio moderation tools into their products. As described in
their technical documents, these tools typically use a hybrid
classification system combining neural networks and rule-
based algorithms, harnessing the strengths of each [30]-
[32]. Neural networks excel at grasping context and seman-
tics, while rule-based methods efficiently implement specific
user requirements. For instance, Baidu’s content moderation
relies on deep learning models alongside an extensive list
of prohibited terms [31]. However, the software’s specific
implementation architecture and algorithms have not been
published. Nevertheless, the software’s API call processes and
feedback results suggest that most of them utilize ASR first to
transform the audio into texts and then perform textual content
moderation instead of operating the audio features directly.
After ASR, there are generally two categories of models for
textual content moderation: feature engineering-based models
and neural network-based models.

Feature Engineering-Based Models. Feature engineering-
based models train their toxic content classification models
based on manually constructed features. Specifically, textual
feature engineering can be further divided into rule-based
methods and statistical methods. The core of rule-based meth-
ods is pre-defined rules or dictionaries of banned words, while
statistical methods leverage different statistics of the textual
data.

Neural Network-Based Models. Advancements in text repre-
sentation learning have spurred researchers to explore neural
network-based models for textual content moderation [3], [33],
[34] With the help of the pre-trained language models (e.g.,
BERT [14] and RoBERTa [15]), researchers fine-tune these
models on a downstream dataset and achieved remarkable
performance on textual content moderation tasks.

B. Metamorphic Testing

Metamorphic testing [35] is a property-based testing tech-
nique, which is an effective testing approach widely applied
to solve the oracle problem. It focuses on detecting violations
of metamorphic relations (MRs) across multiple runs of the
specific software being measured. Concretely, MR depicts the
relationship between input-output pairs of software, which
means, given a test case, metamorphic testing transforms it into
a new test case via a pre-defined transformation rule and then
checks whether the corresponding outputs of these test cases
returned by the software exhibit the expected relationship.

In recent years, metamorphic testing has already been em-
ployed to validate Artificial Intelligence (Al) software. Studies
in this area mainly center on aiming to automatically report



TABLE I: Overview of the perturbation taxonomy under MRs.

Perturbation Type Perturbation Method

Time-Domain Perturbation
Space-Domain Perturbation
Frequency-Domain Perturbation
Injection

Amplitude Adjustment

Basic Signal-Level

Compression
Ring Modulation
Base Boost
Tremolo
Distortion

Echo

Reverb

Compound Signal-Level

Homophone Substitution

Linguistic-Form . . L
s Benign Discontinuity

erroneous results returned by Al software through developing
novel types of MR. In concrete terms, Santos et al. [36] choose
metaphoric testing to verify a machine learning breast cancer
diagnostic application. Deng et al. [37] designed and evaluated
a metamorphic testing framework to express domain-specific
constraints and found violations of such constraints in order to
improve the self-driving system. Jiang, Tsong and Wang [38]
incorporated metamorphic testing into the testing sentiment
analysis systems, and observed a significant effectiveness.
Yuan, Pang and Wang [39] managed to unveil hidden Deep
Nerual Network (DNN) defects with decision-based metamor-
phic testing. Dwarakanath et al. [40] proposed eight MRs to
test SVM-based and ResNet-based image classifiers.

IV. MTAM

This section first introduces a pilot study on audio clips
collected from real users (Section IV-A). Then we introduce
fourteen metamorphic relations (MRs) that are inspired by the
pilot study and previous studies [41]-[48]. These MRs can
be grouped into three categories according to the perturbation
level performed: (1) Basic Signal-Level Perturbations (Sec-
tion IV-B1), (2) Compound Signal-Level Perturbations (Sec-
tion IV-B2), and (3) Linguistic-Form Perturbations (Section
IV-B3).

A. Pilot Study

In this work, an ideal metamorphic relation should satisfy
that the original audio and the perturbed audio should be
classified as the identical label by annotators, but different
labels by the audio moderation software. So, the MRs in the
experiment should follow the following criteria:

Semantically equivalent: the perturbed test cases should
possess the identical semantic meaning as the original audio.
Realistic: the perturbed test cases should reflect the possible
inputs by real users, and the corresponding MR should be
derived from the audio moderation bypass methods or the
audio processing approaches in real life.

Unambiguous: the MRs in the perturbed test cases should
be defined clearly and precisely.
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For the purpose of designing expected MRs in the perturba-
tion process, we initially conducted a pilot study to simulate
real-world scenarios. The study is intended to investigate what
kind of perturbations users may employ to allow the toxic
audio to bypass the audio moderation software. The audios
for the pilot study sources are sourced from a large number of
real users on some social media platforms and several video
websites:

Youtube? is currently the world’s largest video sharing and
search platform.

WeChat* is the most popular social media application in
China, supporting sending voice messages and featuring rich
Chinese audio materials.

Bilibili® is a video-sharing website. It has emerged as a
major streaming platform in China, offering a wide range
of video services.

TikTok® is a short-form video sharing platform. Since its
launch, TikTok has become one of the world’s most popular
social media platforms.

2000 perturbed audio clips were sourced from the above
platforms and applications for manual checking, and 20 anno-
tators were engaged to annotate the audio clips independently.
All annotators have a Bachelor’s degree or higher and are pro-
ficient in both English and Chinese. We provided annotators
with substantial guidelines and training regarding the audio
classification. For each audio clip, annotators were required to
answer three questions: (1) whether the audio clip is toxic,
(2) if the toxic audio is intentionally perturbed to bypass
the content moderation software, and (3) how the audio clip
is perturbed. Of the original set, 1,603 clips (80%) passed
verification. These validated clips span all four platforms
(YouTube 27.3%, WeChat 22.9%, Bilibili 25.7%, and TikTok
24.1%), exhibit a near-balanced distribution of English vs.
Chinese (54.1% vs. 45.9%) and male vs. female speakers
(52.4% vs. 47.6%), and cover diverse topics (e.g., daily vlogs,
pranks, gaming, sports commentary) and scenarios (e.g., live
streams, pre-recorded videos, chat dialogues, voice messages).
The label with the highest agreement among annotators was
adopted as the final result. Finally, we manually inspected all
the toxic perturbed audio clips and summarized 14 MRs from
the perturbation methods that real users applied to evade the
audio moderation as shown in Table I.

We will introduce these MRs and their corresponding per-
turbation methods in the following section.

B. MRs

The MRs in MTAM are defined through perturbations ap-
plied to the original toxic audios. Concretely, an MR specifies
a transformation that modifies the audio while preserving its
semantic toxicity label. Based on the implementation form of
perturbations, we categorize the MRs into three perspectives:

3https://www.youtube.com/
“https://www.wechat.com/
Shttps://www.bilibili.com/
Ohttps://www.tiktok.com/en/



(1) Basic Signal-Level Perturbations: the signal-level audio
perturbations manipulate the elementary audio signals such
as speed, frequency, amplitude, etc.; (2) Compound Signal-
Level Perturbations: perturbations formed by different com-
binations of basic signal-level perturbations; (3) Linguistic-
Form Perturbations: modifications that alter pronunciation
or fluency without changing the underlying semantic content.
Under basic signal-level perturbations, we summarize five
mutually exclusive basic MRs (Section IV-B1) related to
modifying basic audio signals according to pilot studies. Then,
we identify seven other compound metamorphic methods that
modify audio signals (Section IV-B2). Finally, we introduce
linguistic-form perturbations with two subcategories found
(Section IV-B3). Importantly, each MR asserts that after ap-
plying the given perturbation, the toxicity label must remain
the same.

1) Basic Signal-Level MRs: These five MRs define basic
audio signal perturbations and serve as the fundamental ele-
ments for constructing compound signal-level MRs.

MR1-1 Time-Domain Perturbation

This MR involves directly manipulating the waveform of
audio signals over time, which includes changing the tempo
of an audio segment by stretching, shifting the segment over
time, or periodically perturbing the audio [42], [44], [46]-[48].
MR1-2 Space-Domain Perturbation

This MR refers to simulating or manipulating the spatial
characteristics of audio [45], [47]. For example, stereo panning
changes the position in space where the human ear perceives
the sound, and surround sound simulates a 3-dimensional
rotating sound effect.

MR1-3 Frequency-Domain Perturbation

This MR employs audio signals transforming to adjust or
modify their frequency components [43], [44], [47], [48]. Pitch
shift is the most common manifestation of this MR.

MR1-4 Injection

This MR perturbs audio via injecting audio signals to the
original audio [41], [42], [47], [48]. There are usually two
ways of performance, noise injection and repetition. Noise
injection inserts additional waveform into the original sound
wave, such as white noise which does not affect human’s
comprehension. Repetition refers to create repetition in audio
signals to enhance or emphasize certain elements.

MR1-5 Amplitude Adjustment

This MR refers to modifying the magnitude of signals in an
audio segment [42]. This can involve increasing or decreasing
the signal’s strength to achieve desired loudness, balance, or
dynamic range [42].

2) Compound Signal-Level MRs: According to different
combination rules for basic MRs, compound MRs can be
divided into the following seven categories:

MR2-1 Compression

Compression adjusts the amplitude and frequency of the
audio signal over time to reduce the difference between the
loudest and quietest parts and achieve a balanced output,
involving MR1-1, MR1-3, and MR1-5.

MR2-2 Ring Modulation

Ring modulation manipulates the amplitude of the original
signal by multiplying it with another waveform, often a sine or
square wave. As a result, the multiplication of the two signals
in ring modulation produces sum and difference frequencies,
known as sidebands, that may not exist in the original signal,
creating metallic or bell-like tones. Moreover, the modulation
occurs periodically over time, so there’s a time-domain aspect
in the interaction between the two waveforms as they are
multiplied, which determines the evolution of the signal over
time. Therefore, Ring Modulation also combines of MR1-1,
MRI1-3, and MRI1-5.

MR2-3 Bass Boost

Bass boost selectively and equally increases the amplitude
of low-frequency components, typically 20-200 Hz, to enhance
their presence in the mix, consisting of MR1-3 and MR1-5.
MRI1-1 could be an optional choice for it to shape or smooth
out bass transients.

MR2-4 Tremolo

This MR adjusts the amplitude and frequency of the audio
signal over time, creating a periodic change in volume and
pitch to imitate the trembling feeling when people speak with
fear. It is a combination of MR1-1, MR1-3, and MR1-5.
MR2-5 Distortion

First, this MR clips or compresses the amplitude of the

signal to create overtones and alter the perceived loudness
and texture of the sound. Then, it changes the frequency by
introducing new harmonics to balance existing frequencies,
compromising to the non-linear processing that generates ad-
ditional frequency components. During the process, the audio
signal evolves over time. Therefore, distortion is also a mixture
of MR1-1, MR1-3, and MRI1-5.
MR2-6 Echo This MR repeatedly injects delayed original
signals with different delays to mimic the effect of echo in
the real world, which is a combination of MR1-1 and MR1-4.
MR2-7 Reverb This MR injects multiple short delays to create
a dense sound field, simulating how sound reflects in a space.
It consists of MR1-2 and MR1-4.

3) Linguistic-Form MRs: MRs under this category are
considered "Heuristic", referring to meaning representations
derived from surface-level linguistic changes, such as ho-
mophone substitution or disfluency that preserve semantic
content [41]. We have summarized two MRs for this category:
MR3-1 Homophone Substitution

This MR is based on homophone substitution, which re-
places words with other words or character combinations that
have the same or similar pronunciation, or slightly changes
the accent of an audio segment with similar pronunciation.

Another example is accents in pronunciation. For instance,
pronounce "to" ([‘tu]) to be "do" ([’du]), "color" (["kala(1)])
to be "gala" ([’ga:19]), etc.

In English, simple examples include "folk" ([fouk]) for
"fuck" ([fak]), "sheet" ([Ju:t]) for "shit" ([fit]) and "deck" ([d
ek]) for "dick" ([dik]).

In Chinese, the pronunciation of “#” ([tgjay], Sauce) is
similar to that of “iX#” ([tsy] [jag], Such) when speaking
fast [49]. Moreover, Mandarin has four tones, while Cantonese
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has six tones. In different regions of China, the same character
can be pronounced with different tones. We can simulate
different dialect pronunciations by altering the tones of certain
characters. For example, “” (heterophones: [x¥], River) in
Mandarin is the second tone. However, it pronounces the
fourth tone in Henan dialect, a dialect in north China, which is
similar to “%” (heterophones: [xY], Celebrate) in Mandarin.

Additionally, the substitution can happen between different
languages. For example, “exciting” ([1k'saitig]) and “7F *T %
#£” ([1] [khy][sal][tlg], Also/Can/Race/Boat) are acoustically
similar [49].

Note that the perturbation logic behind this MR is acoustic
semantic similarity rather than textual semantic equivalence.
MR3-2 Benign Discontinuity

This MR inserts plenty of benign but unrelated acoustic
features, such as stops and repetitions, to reduce the toxicity
by adding discontinuity. To be more specific, offensive phrases
can be broken down into isolated words, with repeating non-
offensive words and long stops between offensive and non-
offensive words to imitate stuttering to bypass the hate-speech
detection model.

For example, "son of a bitch" could be transformed to "son...
SON... son...... of a... a... a... bitch" or "fuck" (/fak/) could be
camouflaged as "/f/.../f//fa/.../k/.../k/" to bypass moderation in
English.

In Chinese, an example is “iR4g» (heterophones: /ni//ma/,
Your mother) could be perturbed as "#&(/ni/, You)...fR(/ni/,
You)&(/ni/, You)..... 4% (/ni/, You)...#& (/ma/, Mom)".

C. Implementation Details

In this section, we describe the implementation details
of MTAM. More precisely, we implement the perturbation
methods in basic signal-level MRs, compound signal-level
MRs, and linguistic-form MRs. To ensure robustness and
consistency, all perturbation hyperparameters are carefully
tuned via grid search. Each perturbation is required to satisfy
the criteria mentioned in Section IV-A, and has been further
validated through human evaluation in Section V-B to confirm
that transformed audios remain toxic and comprehensible.
MR1-1 Time-Domain Perturbation. The fundamental imple-
mentation for this MR is to change the tempo for audio by
stretching or compressing it by leveraging a Python library
called audiostretchy’. Both local and global perturbations
are considered for this MR, with more extreme parameters
applied in randomized local modification. When perceived as
a component for compound MRs, this MR could extend to
include operations that periodically changes or shift the audio
by calling corresponding functions in Python over time.
MR1-2 Space-Domain Perturbation. There are two applica-
tions for this MR: stereo panning and surround. Stereo panning
utilizes Pydub® library in Python to call the function "pan"
to change audio channels. Surround overlays different stereo
panning by calling the function "overlay" in the same library to

7https://pypi.org/project/audiostretchy/
8https://github.com/jiaaro/pydub

simulate a 3-dimensional sound coming from different direc-
tions in space. When perceived as a component for compound
MRs, this MR could be abstracted to include operations that
modifies the audio to mimic an effect in space.

MR1-3 Frequency-Domain Perturbation. MR1-3 uses Py-
dub, Numpy®, and Scipy'® libraries in Python to resample
the audio thus shift its frequency and change its pitch. If
perceived as a component for compound MRs, this MR could
be generalized to any operations that shifts the frequency of
an audio.

MR1-4 Injection. We implement two injection methods:
noise insertion and repetition. For noise insertion, we employ
Numpy to randomly sample a noise matrix, Librosa!' and
Soundfile'? to incorporate the noise matrix into original audio
in audio format. For repetition, we repeat and insert the target
audio segments by segmenting and overlaying.

MR1-5 Amplitude Adjustment. In this MR, we transform
the audio into numerical representation through Pydub library
in Python to adjust the amplitude of audio signals by adding
or subtracting numbers. When generalized to a component for
compound MRs, this MR could be abstracted to any operations
that changes the audio amplitude.

MR2-1 Compression. In a Python library Pydub, a function
named "compress_dynamic_range" can be used to narrow the
gap between the maximal volume of a audio segment and the
given minimal volume threshold by a given ratio. We use this
function to implement the compression MR.

MR2-2 Ring Modulation. To implement this MR, we trans-
form the audio segments to arrays, and multiply them with a
sine wave of equal length and given frequency.

MR2-3 Bass Boost. We apply the function "low_pass_filter"
in Pydub to extract the part of audio whose frequency is below
a certain cut-off value, and then add this part to a given value
in order to boost the bass portion. The bass-boost audio can
be ultimately generated by overlaying the same portion of the
original audio with the obtained bass portion.

MR2-4 Tremolo. Similar to the Ring Modulation MR, we
multiply the audio array with a low-frequency sine signal and
plus the result with the original audio. Because the frequency
of the sine wave is comparatively low, it is not sufficient to
cause a frequency change in the audio signal in a short period
of time.

MR2-5 Distortion. The processing progress can be divided
into three parts: firstly, We clip the portion of the audio that
exceeds the amplitude threshold; secondly, we introduce the
new harmonics by convolution; finally, a linear variation with
respect to time is applied, and we obtain the final distorted
audio.

MR2-6 Echo. We extract the first short segment of the original
audio, and overlay it in a loop to cover the entire original
audio. Besides, to make the echo decay, we can introduce an
attenuation factor to adjust the volume of the echo.

“https://github.com/numpy/numpy
1Ohttps://github.com/scipy/scipy
!Thttps://github.com/librosa/librosa
2https://pypi.org/project/soundfile/
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TABLE II: Statistics of Toxic Datasets.

Dataset #Sent Lang Type Source
Toxicity 1.0K  English Abuse Various Platforms
Sexting 0.5K  English  Porno Github
Zuanbot 1.6K  Chinese  Abuse Github
SpamMessage 60K  Chinese Spam Taobao
CAnovel 1.8M  Chinese = Porno CAnovel

MR2-7 Reverb. Given two parameters, intensity and duration,
we can generate a random impulse response array with length
of duration and multiply it with intensity. To create the reverb
effect, we convolve it with the original audio.

Keyword Selection in MR3: In linguistic-form perturbations,
we target words critical to content moderation—those frequent
in toxic datasets but rare in general corpora—aiming to affect
moderation outcomes. We use TF-IDF to identify such words,
applying the sklearn'® library for English and Zuanbot'* for
Chinese. After removing stop words, we select the top 20
words with the highest TF-IDF scores per dataset.

MR3-1 Homophone Substitution. For English, we replace
toxic words with phonetically similar alternatives during text-
to-speech (TTS) generation, using a curated substitution list;
accent variation is also used to induce similar effects. For
Chinese, native annotators construct substitution candidates,
and the highest-voted alternative replaces the toxic word
during TTS. Ties are resolved by random selection.

MR3-2 Benign Discontinuity. For English, large-scale im-
plementation is challenging. For Chinese, we insert full stops
and repeated characters to induce non-rhythmic pauses and
repetitions in toxic phrases during TTS.

V. EVALUATION

To evaluate the effectiveness of MTAM, we test our method
on five commercial audio moderation software and one audio
moderation model. In this section, we try to answer the
following three questions:

e Q1: Are the test audios generated by MTAM toxic and
realistic?

e Q2: Can MTAM find erroneous outputs returned by audio
moderation software?

¢ Q3: Can we leverage the test cases created by MTAM to
augment the performance of content moderation systems?

A. Experimental Settings

1) Datasets: Different types of datasets are used as seed
data in the TTS process to validate MTAM. In this paper,
we select the following datasets: For English, the Toxicity
Dataset'> contains 500 toxic and 500 non-toxic comments
from a variety of popular social media platforms. The Sexting-
dataset'S includes pornographic chats scraped from public
resources. The dataset of discriminatory, violent, and abusive

Bhttps://scikit-learn.org/
14https://github.com/cndiandian/zuanbot.com
Bhttps://github.com/surge-ai/toxicity
16https://github.com/mathigatti/sexting-dataset
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speech we use comes from this paper [50], containing 24802
tweets from 33458 Twitter users. For Chinese, we utilizes
CAnovel'’, which is a Chinese pornographic novel website,
is a Chinese data source with 3931 pornographic novels,
around 1.8 million pornographic sentences in total, to collect
Chinese porn sentences. The dataset Zuanbot!8, which contains
1597 insult and abusive sentences, is adopted to select desired
Chinese abusive and insult sentences. SpamMessage dataset!”
is a dataset comprising of around 60K real-world Chinese
spam messages. Important statistics of the six datasets are
shown in Table II.

2) Software and Models Under Test: We use MTAM to
test commercial textual content moderation software products
and SOTA academic models. Commercial software products
include Assembly AT?°, Gladia?!, Baidu AI Cloud??, Tencent
Cloud®, and Nextdata?*, among which Assembly Al and
Gladia are for English while Baidu AI Cloud, Tencent Cloud,
and Nextdata are for Chinese. These software products were
tested against the three typical kinds of toxic content in our
evaluation. One exception is Tencent Cloud’s moderation of
insult speeches, since Tencent does not provide such func-
tionality. The software products listed above are well-known
content moderation tools created by various companies, and
available through APIs. For research models, we select models
from GitHub and Huggingface? with the highest downloads
and stars in the last three years.

B. RQI: Are the test cases generated by MTAM toxic and
realistic?

The goal of MTAM is to generate toxic and realistic test
cases, which mimic how users bypass moderation, based on
real-life audio. In this section, to evaluate their recognizabil-
ity, toxicity (semantic-preserving), and conformity to real-
world users’ practices, we applied MTAM to generate 22,071
perturbed audio clippings and conducted the following test.
we recruited 3 annotators with a bachelor’s degree or higher
and proficient in both English and Chinese annotate 2000
randomly sampled audio pairs without repetition after training,
each consisting of a generated test case and its corresponding
original audio. For each audio pair, they were asked to score
two questions: (1) From ’1 - strongly disagree’ to ’5 - strongly
agree’, how much do you agree that the perturbed audio
is toxic? (2) From ’1 - strongly disagree’ to ’5 - strongly
agree’, how much do you agree that the perturbation applied
is consistent with the real-world users’ practices in bypassing
moderation? To ensure fairness, annotators reviewed only one
shuffled audio at a time, without access to its counterpart,
and disagreements were flagged for review. The annotation

https://canovel.com/
I8https://github.com/cndiandian/zuanbot.com
https://github.com/hrwhisper/SpamMessage
2Ohttps://www.assemblyai.com/products

2l https://www.gladia.io/audio-intelligence
22https://ai.baidu.com/tech/speech/speechcensoring
23https://www.tencentcloud.com/products/ams
2https://intl.ishumei.com/product/audio
2Shttps://huggingface.co/models



TABLE III: Test Cases Statistic.

Software Tasks \ Ori Num  Seed Num
. Abuse 100 79
Gladia Porn ‘ 100 60
Abuse 100 88

Assembly Al Porn ‘ 100 99
Insult 100 86

Baidu Porn 100 97
Spam 100 50

Insult 100 96

NextData Porn 100 97
Spam 100 48

Tencent Porn 100 53
Spam 100 33

. Abuse 100 94
Academic Model Pormn ‘ 100 1

results show a mean toxicity score of 4.91, a recognizability
score of 4.29, and a conformity score to real user behavior
of 4.07. We follow [51] to measure the inter-rater agreement
using Randolph’s Kappa, and the obtained value is 0.83, which
indicates ’almost perfect agreement’ [52].

Answer to RQ1: The test cases generated by MTAM
are toxic and realistic.

C. RQ2: Can MTAM find erroneous outputs returned by audio
moderation software?

MTAM tries to automatically generate test cases to find po-
tential errors in current commercial audio moderation software
and academic models. In this section, we tested this capability
on the basis of the number of errors found by MTAM in
each audio moderation software. First, all original audios
were input into the tested commercial software and academic
model to obtain their moderation labels. Audios labeled as
non-toxic by all systems were excluded, as our goal is to
find toxic audios that can bypass moderation. The remaining
audios served as seed inputs, with statistics shown in Table III.
Next, seed audios were perturbed using MTAM ’s MRs to
generate test cases, which were then re-evaluated by the same
systems. We checked whether the test cases retained their
original toxicity-related labels (e.g., abusive, pornographic).
Since the perturbations preserve semantics, test cases should
still be labeled as toxic. Any test case mislabeled as non-toxic
indicates a moderation failure. To evaluate how well MTAM
worked on generating test cases resulting errors, the capability
of MTAM in this aspect was measured by calculating Error
Finding Rate (EFR), which is defined as follows:

the number of misclassified test cases
the number of generated test cases
The EFR results are shown in Table IV. In general, MTAM

achieves high EFRs. Compared to academic models, commer-
cial software tends to have lower EFRs. Specifically, MTAM

EFR = % 100%.
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reaches up to 84.8%, 75.9%, and 82.5% EFR on commercial
products, and up to 100% on academic models. This gap likely
stems from commercial systems adopting rule-based defenses
against input perturbations. For instance, Baidu’s patented
method for detecting sensitive text?S.

Answer to RQ2: MTAM achieves 38.6%, 18.3%,
35.1%, 16.7%, and 51.1% average error finding rates
(EFR) when testing commercial moderation software
provided by Gladia, Assembly Al, Baidu, Nextdata, and
Tencent respectively, and it obtains up to 49.3% EFR
when testing the SOTA acdemic model.

D. RQ3: Can we leverage the test cases created by MTAM to
augment the performance of content moderation systems?

We have shown that MTAM is capable of creating toxic
and authentic test cases that can bypass the content moder-
ation of commercial software and the academic models. As
shown in the "Insult Detection" column of Table IV, MTAM
achieves high EFRs on academic models across most MRs,
suggesting these models are easily fooled. This raises an
important question: can these test cases be used to enhance
the performance of content moderation? To put it another way,
our goal is to improve the models’ robustness. A potential
solution is to retrain the models using the test cases generated
by MTAM and assess whether the retrained models exhibit
greater resilience to various perturbations.

Concretely, the dataset includes 100 porn, 100 insult, and
100 non-toxic audios for each of the 12 basic and compound
MRs (except Pitch Shift and Homophone Substitution). For
Pitch Shift, we generate ascending and descending versions.
For Homophone Substitution, we apply three variants: pho-
netic substitutions, and Indian/Singaporean-accented speech,
each with 100 samples per class.

We split the dataset into training and test sets. The test set
includes 20% of the data with balanced classes per MR. The
training set also includes 20% of the total, with equal class
distribution.

We then fine-tune the pre-trained Roblox Voice Safety
Model [53] using default settings?’, without modifying any
hyperparameters.

The results in Table V indicate that the test cases gen-
erated by MTAM significantly enhance the robustness of
audio moderation models, as evidenced by the considerable
reduction in EFRs. Meanwhile, after retraining with MTAM’s
test cases, the model is never deceived by all perturbations.
Furthermore, we also notice that the performance of the model
retraining on the training set of 20% data is comparably
robust enough, which means only a small amount of data is
needed to remarkably enhance the robustness of the model.
We also note a slight decrease in the accuracy of the retrained
models for non-toxic audio classification, but fortunately this

20https://patents.google.com/patent/CN 102184188 A/en
2Thttps://huggingface.co/Roblox/voice-safety-classifier



TABLE IV: Error Finding Rates of commercial content moderation software and Academic Models (AM).

| Insult Detection

Porn Detection Spam Detection

Type Perturb Methods
| Gladia As. AT Baidu NextD. AM | Gladia As. Al Baidu NextD. Tencent AM | Baidu NextD. Tencent
Speed Change 3.8 1.1 36.0 24.6 54.3 1.7 2.0 39.7 10.0 40.9 97.2 49.0 33 50.0
Basic me ) 0.0 0.0 50.6 0.0 0.0 0.0 0.0 19.1 0.0 0.0 0.0 31.0 0.0 23.1
Pitch Shift 4.4 1.1 26.7 3.1 404 | 33 2.5 10.8 33 439 75.4 17.0 1.7 61.5
Noise Injection 7.6 0.0 1.2 52 18.1 1.7 1.0 26.8 6.7 212 26.8 38.0 6.7 23.1
Compression 13 0.0 9.3 33 1.1 0.0 0.0 3.1 0.0 0.0 14 4.0 0.0 7.7
Ring Modulation 84.8 75.0 442 96.9 58.5 | 96.7 75.8 63.9 60.0 97.0 98.6 74.0 96.7 100.0
Bass Boost 79.7 38.6 43.0 26.0 96.8 | 96.7 354 28.9 20.0 63.6 100.0 | 20.0 33 46.2
Compound ~ Tremolo 70.9 8.0 20.9 333 29.8 | 533 16.2 18.6 16.7 87.9 66.2 18.0 133 61.5
Distortion 21.5 6.8 100.0 33 26.6 | 15.0 5.1 97.9 33 15.2 46.5 100.0 0.0 23.1
Echo 21.5 34 244 7.3 7.4 25.0 222 34.0 36.7 66.7 39.4 68.0 233 69.2
Reverb 73.4 21.6 349 21.9 12.8 | 91.7 15.2 11.3 10.0 36.4 45.1 12.0 33 46.2
Heuristic Homophone Subs. 46.2 40.4 39.5 16.7 28.7 | 35.0 13.15 38.1 133 90.9 29.6 30.0 23.3 38.5
Benign Dis. \ \ 314 0.0 \ \ \ 15.5 0.0 394 \ 32.0 33 46.2

TABLE V: Error Finding Rates (EFRs) on models after
retraining on 2 training set and the original model.

Type Perturb Methods | Ori ‘ Aug
| Insult Porn  Non-toxic | Insult Porn Non-toxic
Speed Change 25.0 50.0 0.0 0.0 5.0 0.0
Basic Pan 20.0 35.0 0.0 0.0 10.0 0.0
i Pitch Shift 60.0 71.5 0.0 75 25 7.5
Noise Injection 35.0 60.0 0.0 0.0 10.0 0.0
Compression 20.0 35.0 0.0 0.0 10.0 0.0
Ring Modulate 95.0 100.0 5.0 5.0 15.0 10
Bass Boost 100.0 100.0 0.0 40 5.0 0.0
Compound ~ Tremolo 40.0 80.0 5.0 5.0 10.0 5.0
Distortion 60.0 65.0 0.0 5.0 0.0 5.0
Echo 20.0 60.0 0.0 0.0 5.0 5.0
Reverb 35.0 50.0 5.0 5.0 10.0 0.0
Heuristic Homophone Subs. | 95.0 41.7 1.7 | 117 1.7 6.7

TABLE VI: Comparison of Adversarial Attack Methods and
MTAM on EFR in English (EN) and Chinese (ZH), Query
Times, and Applicability for Academic Models.

Attack Type Methods | EN EFR  ZH EFR | Queries | Applicability
. FGSM 79.1 85.6 4.0 Limited
White-Box PGD ‘ 90.5 88.5 ‘ 100 ‘ Limited
Boundary 35.0 299 10.0 Vast
Black-Box 700 10.5 253 248 Vast
MTAM (ours) |  57.2 414 | 10 | Vast

dip in performance appears acceptable compared to the rise in
accuracy for toxic audio classification.

Regrettably, experiments to enhance industrial models are
not conducted, as industrial moderation software typically
operates as black boxes with only accessible APIs, while
retraining necessitates complete access to the model kernel.
Nevertheless, we posit that retraining using MTAM’s test cases
would similarly bolster the robustness of industrial models,
given the comparable underlying models.

Answer to RQ3: Fine-tuning with MTAM test cases
led to improvements in the Error Finding Rates (EFR)
across all evaluated models.

E. Compared with Audio Adversarial Attack Methods

In this section, we will illustrate the advantage of MTAM
compared to another research direction for discovering errors

2913

in audio moderation software and audio adversarial attack
methods.

First, the dominating adversarial attack methods are white-
box methods nowadays [44], with only a few black-box
approaches available. In this case, attackers often exploit the
detailed knowledge of the model’s architecture, parameters,
and gradients to generate adversarial examples efficiently.
However, most commercial audio moderation software is not
open source, making our comparison difficult.

Second, MTAM is more comprehensive than single audio
adversarial methods because most of these methods mainly
concentrate on a small subset of the perturbations in MTAM
(e.g. Gaussian noise [54]) as our metamorphic relations can
generalize most black-box adversarial attack strategies [44].

To demonstrate the effectiveness of MTAM, we conducted
an experiment comparing the performance of MTAM with
audio adversarial attack methods in terms of EFR and run-
time. Concretely, we attacked the corresponding academic
models mentioned above in English and Chinese using four
mainstream adversarial attack methods: Fast Gradient Sign
Method (FGSM) [55], Projected Gradient Descent (PGD) [56],
Boundary Attack [57], and Zeroth Order Optimization (ZOO)
Attack [58]. FGSM and PGD are white-box, and Boundary
Attack and ZOO Attack are black-box.

Specifically, In FGSM and PGD, we set € < 0.1, which is
a small value we multiply the signed gradients by to ensure
the perturbations are small enough that do not affect human
recognition but large enough that they fool the model, and
additionally for PGD, the number of iterations is set as 10. In
the boundary attack and ZOO attack, we take the maximum
number of iterations as 10, to align with the PGD attack and
control the noise magnitude.

In general, according to Table VI, white-box adversarial
attack methods outperform MTAM regardless of language.
However, they require full access to and complete knowledge
of the models. Additionally, more model query times are
needed than MTAM. For black-box methods, MTAM signifi-
cantly outperforms Boundary Attack and ZOO Attack in terms
of both EFR and runtime, irrespective of language.

Explicitly, for the English model, the decreases in model
confidence in identifying a certain class are, at average, 60.0%



and 92.9% in terms of FGSM and PGD attacks separately,
which causes loads of misclassifications and is much bet-
ter than MTAM. Moreover, the black-box Boundary Attack
demonstrates an average 24.8% decrease in the classifying
confidence, and the maximum and minimum decreases are
86.9% and -40.9%, separately. This method shows limited
effectiveness as the EFR is 35%, generally lower than our
method. The runtime efficiency of MTAM lies in the minimum
model query times of only once, while the ZOO attack requires
24.8 model query times on average, and the Boundary attack
demands an entire 10 times queries. For the Chinese binary
classifier, MTAM outperforms Boundary Attack and ZOO
attack, as the average EFR of Boundary Attack is 29.9% when
audios sound similar to the audios under MR1-4 Injection and
25.3% for ZOO attack.

Notably, regardless of language type, most of the perturba-
tion methods devised by our MRs, which are above average,
are even much more effective than the black-box adversarial
attacks. For example, Bass Boost has an EFR of 96.8%
according to table IV, outperforms both Boundary Attack and
Z00 Attack.

In summary, MTAM can find more errors in less running
time.

VI. RELATED WORKS
A. Robustness of Al Software

Al software has seen widespread adoption across various
domains, including autonomous driving and facial recognition.
Despite this, the robustness of Al systems remains a significant
challenge, as they can sometimes produce erroneous results,
leading to potentially catastrophic consequences, such as fatal
accidents [59], [60]. In response to these issues, numerous
methods have been developed to create adversarial examples
or test cases aimed at tricking Al systems [61]-[65].

Various strategies have emerged to generate adversarial test
cases, targeting the vulnerabilities of Al software [61]-[65].
Concurrently, research efforts have focused on enhancing the
robustness of Al systems, such as through robust training
methods [66]-[68] and network debugging techniques [69],
[70].

In recent years, NLP software has also experienced signifi-
cant advancements. It is now commonly applied in tasks like
sentiment analysis [71], [72], machine translation [73]-[75],
and text-to-speech synthesis [76], [77]. Given its increasing
importance, researchers from both the NLP and software
engineering communities have begun examining the robustness
of NLP models [78]-[80]. For example, Ribeiro et al. [81]
introduced a behavioral testing framework that evaluates NLP
software used for sentiment analysis, question answering, and
machine comprehension. Li et al. [82] employed deep learning
techniques to generate test cases targeting NLP models, while
Sun et al. [83] proposed a word-replacement method to address
machine translation errors without retraining the model.

In our study, we focus on analyzing the robustness of
content moderation software, a widely-used Al tool that has
not been systematically investigated before.
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B. Robustness of Audio Moderation Software

We systematically reviewed papers on metamorphic rela-
tions, audio processing, and evaluating as well as challenging
content moderation within related fields such as software
engineering, natural language processing, and speech signal
processing. Most audio moderation software nowadays adopt
the SOTA audio processing methods such as ASR based on
neural networks [29]. Powered by advanced NLP techniques,
these software have made enormous breakthroughs in modera-
tion accuracy. There are solid papers discussing the techniques
and MRs mentioned in our work. Specifically, Moreira et
al. [42] defined similar metamorphic relations such as am-
plitude (MRI1-5), noise insertion (MR1-4), and shift(MR1-
1) to test acoustic scene classifiers. Tan et al. [44] intro-
duced Time-Domain Perturbation (MR1-1) and Frequency-
Domain Perturbation (MR1-3) as basic perturbation objects.
Mauch and Ewert [45] involved speed-up (MR1-1) as an
audio degradation toolbox, serving as robustness evaluation
approach. Parascandolo et al. [46] mentioned time-domain
augmentation method (MR1-1) in experiments. Salamon and
Bello [47] discussed frequency-domain perturbation (MR1-
3) and compression (MR2-1-1) in data augmentation for
Environmental Sound Classification. Wei et al. [48] found
noise injection (MR1-4) also effective in data augmentation
for audio classification.

However, our paper makes a substantial contribution in
comparison to the aforementioned studies. First, MTAM is
much more comprehensive. Our MRs not only summarizes the
perturbation methods stated in previous work, but also cate-
gorizes the metamorphic relations on audio that are common
in daily lives. To the best of our knowledge, the other MRs
in MTAM have not been investigated in the current literature
across various related fields. Moreover, all these papers focus
on English setting, while we also consider MTAM for Chinese.
Additionally, all the MRs were backed by our pilot study
involving actual user inputs, unlike existing papers that relied
on perturbations derived from domain knowledge. Further-
more, we extended the evaluation on five commercial audio
moderation software products rather than most of the existing
papers which only evaluate on research models. Therefore, we
believe that MTAM is the first thorough testing framework for
audio moderation.

VII. CONCLUSION

This paper introduces MTAM, a comprehensive testing
framework designed to validate audio moderation software.
In contrast to existing testing methods or adversarial at-
tack techniques for general NLP applications, which mainly
offer basic perturbations and address only a limited range
of toxic inputs that malicious users might create, MTAM
includes eleven metamorphic relations primarily inspired by
a preliminary study and previous research. Furthermore, all
these metamorphic relations have been implemented for both
English and Chinese. Our evaluation indicates that the test
cases generated by MTAM can effectively bypass the mod-
eration of six state-of-the-art moderation algorithms as well



as commercial content moderation tools from Tencent, Baidu,
Nextdata, Assembly Al and Gladia. These test cases have
been used to retrain the algorithms, resulting in significant
improvements in model robustness while maintaining the same
accuracy on the original test set. We view this work as a
vital first step towards systematic testing of audio moderation
software. In future work, we plan to further develop the
metamorphic relations in MTAM and extend its application
to additional languages. Additionally, we aim to initiate a
comprehensive effort to continuously test and enhance content
moderation software.
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