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Abstract—Smart contracts have become a foundational compo-
nent of blockchain systems, enabling decentralized, transparent,
and autonomous execution of application logic across various
domains, including decentralized finance (DeFi), gaming, and
digital identity. Due to their immutable and trustless nature,
smart contracts often manage and transfer substantial amounts
of assets without human intervention. However, vulnerabilities in
smart contracts can lead to substantial financial losses. Among
these, access control vulnerabilities are particularly critical,
typically originating from inadequately designed or incorrectly
implemented permission mechanisms. Most existing methods
for detecting access control vulnerabilities are based on static
analysis, which heavily relies on manually defined rules and
pattern matching. While these methods are efficient at identifying
certain classes of known vulnerabilities, they are inherently
limited in scope and generalization. In particular, they often fail
to capture the underlying business logic of smart contracts.

In this paper, we propose an LLM-based multi-agent system,
named ACTAINT, for detecting access control vulnerabilities in
Solidity smart contracts. ACTAINT first performs static analysis
to guide the sink agent in identifying potential sinks. Then, based
on the identified sinks, the taint agent conducts taint analysis to
determine whether a data flow exists from untrusted sources to
these sinks. We evaluate our approach on three datasets: known
CVE cases, a set of 624 real-world smart contracts, and another
set of 93 real-world smart contracts. The results demonstrate
that our method outperforms existing tools in both datasets.
On the first dataset, our approach outperforms state-of-the-art
tools, including AChecker and GPTLens, achieving higher recall
and Fl-score. On the second dataset, our method surpasses the
leading static analysis tool AChecker, with a 8.3% improvement
in precision and an 9.7% improvement in F1-score.

I. INTRODUCTION

Smart contracts are Turing-complete programs that can exe-
cute any computation a programmable computer can perform.
They are one of the core applications of blockchain technology
by enabling the automatic execution of contract rules without
human intervention [15], [52], [41], [37]. Once deployed on
the blockchain, smart contracts become immutable.

Smart contracts deployed on the blockchain are accessible
to everyone and can be viewed by anyone. Despite their
deterministic nature, smart contracts currently do not provide a
rigorous mechanism to ensure that each instruction is executed
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solely by authorized roles. This limitation gives rise to access
control vulnerabilities, wherein insufficient enforcement of
permissions allows unauthorized users to access restricted
operations or data [25]. A prominent example is the Parity
Multi-Sig Wallet [6], [7], where an attacker leveraged access
control vulnerabilities to gain ownership of the contract. By
executing the self-destruct operation, the attacker rendered the
contract inoperable, resulting in the irreversible freezing of
substantial funds.

In recent years, many detection tools have been developed
to detect access control vulnerabilities, such as TEETHER
[31], Ethainter [14], Spcon [34], Somo [23], and AChecker
[26]. Except for Spcon, which focuses on analyzing historical
transaction records, the other tools track predefined critical
instructions. These tools leverage data flow analysis and taint
analysis to trace whether these instructions can be accessed
by unauthorized roles.

However, these tools are based on static analysis and heavily
rely on predefined rules, which limit their ability to detect
vulnerabilities. Specifically, rule-based methods are limited to
strictly matching patterns that conform to predefined rules.
They lack extensibility and are unable to handle complex
scenarios that fall outside the scope of these predefined
rules. Unlike other vulnerabilities (e.g., integer overflows),
access control vulnerabilities are not solely determined by
program structure but are closely tied to the program’s actual
semantics. For example, in the case of the AC vulnerability
CVE-2019-15079 (see Section II) affecting an Ethereum
token, the mapping variable balanceOf is associated with
various roles (such as msg.sender), a situation that pre-
vious rule-based approaches fail to cover. However, a typo
in the constructor allows an attacker to access this function
without authorization. Since static analysis tools are based on
predefined rules, they are unable to capture code semantic
features, thus limiting their ability to detect access control
vulnerabilities in cases like this. The emergence of large
language models (LLMs) offers a promising way to fill this
gap due to their great potential in code comprehension [48],
[30], motivating us to propose a new approach that leverages
LLMs for detecting access control vulnerabilities in smart
contracts. However, to implement this detection approach,
there are several challenges that need to be tackled:



Challenge 1: How to focus LLM attention on context rel-
evant to access control in smart contracts? Smart contracts
contain diverse and complex contextual information. However,
LLMs often exhibit attention dispersion, focusing on high-
frequency patterns due to long-tail data distributions [17],
[32] and code complexity. However, context related to access
control is sometimes low-frequency and less represented in the
training data. As a result, LLMs may overlook this context
during the reasoning process across the entire smart contract.
Challenge 2: How to enable LLMs to truly understand
the logic underlying access control? The business logic in
smart contracts is human-authored and often contains implicit
intentions that are difficult to fully capture. Instead of merely
processing individual lines of code, LLMs need to truly
understand the underlying logic behind access control.

In this paper, we propose ACTAINT, an LLM-based multi-
agent system that detects access control vulnerabilities in
smart contracts by two specialized agents: the sink agent
and taint agent. The sink agent is responsible for identifying
security-sensitive operations—referred to as sinks—that could
potentially introduce access control vulnerabilities across the
entire smart contract. Meanwhile, the taint agent conducts
data flow analysis to determine whether untrusted inputs can
propagate to and influence these identified sinks. Our key idea
is to leverage two specialized LLM agents that collaboratively
perform taint analysis to detect access control vulnerabilities.

To address Challenge 1, we employ a static analysis method
to guide the Sink Agent toward identifying sinks, thereby
focusing the LLM’s attention on access control-related oper-
ations within the contract. To address Challenge 2, we guide
the Taint Agent to emulate the behavior of traditional static
analysis tools by performing dataflow tracing and taint analysis
for each identified sink. In addition, we add a self-evaluation
mechanism in the agents to allow LLM to critically assess its
own reasoning process and outputs. By leveraging the LLM’s
native capabilities in code understanding and explanation, this
self-evaluation step enhances the reliability of results.

Compared with previous tools, our approach ACTAINT
leverages its superior code comprehension abilities to uncover
more complex or subtle privilege escalation paths, enabling
more accurate detection of access control vulnerabilities. Ex-
isting tools are often overly constrained during the detection
process, making it difficult to obtain accurate and reliable
execution paths of the smart contract. To the best of our
knowledge, ACTAINT represents the first approach leveraging
LLM-based agents to conduct taint analysis specifically for
detecting access control vulnerabilities in smart contracts. The
main intuition behind our design is that taint analysis is well-
suited for detecting access control vulnerabilities, while LLMs
possess strong code understanding capabilities. Our evaluation
of ACTAINT is conducted on 3 datasets—the CVE dataset
comprising 15 known vulnerable contracts, a collection of 624
real-world smart contracts sourced from the SmartBug Wild
dataset [10] and 94 real-world smart contracts collected in
[51]. On the first dataset, our approach achieves higher Recall
(0.933) and F1-score (0.933) than state-of-the-art tools. On the
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second dataset, our approach achieves higher Precision (0.622)
and Fl-score (0.730) than the static analysis tool AChecker.
In summary, we make the following contributions:

We propose a novel LLM-based multi-agent approach to
detect access control vulnerabilities in smart contracts,
where each agent is specialized for a distinct reasoning task,
including identifying sinks and performing taint analysis.
To the best of our knowledge, this is the first work that
applies a multi-agent LLM system to perform access control
vulnerability detection in smart contracts.

We conduct experiments on 624 real-world smart contracts
and compare the results with the state-of-the-art static analy-
sis tool, AChecker. The results show that ACTAINT achieves
higher recall and a higher F1-score.

Throughout the experimental process, we conducted thor-
ough manual analysis of all smart contracts and their cor-
responding detection outcomes, thereby offering valuable
groundwork for subsequent studies on the fundamental
principles of vulnerability mechanisms.

II. RESEARCH MOTIVATION

In this section, we use two real-world smart contracts to
illustrate the design motivation behind our approach.

As shown in Fig. 1, the first contract coming from
CVE-2019-15079 contains an access control vulnerability.
However, the state-of-the-art static tool, AChecker, fails to
detect it, which is regarded as a false negative (FN) case.

In this smart contract, the developer implements token man-
agement functionality but incorrectly defines the constructor,
allowing any user to invoke the function EAI_TokenERC20
and modify the balanceOf variable, thereby introducing an
access control vulnerability. AChecker identifies access control
state variables by analyzing conditions that check against
msg.sender, the global variable representing the caller’s
address. However, the require statements in this contract
only enforce conditions related to the mapping variables
balanceOf and allowance. The tool applies predefined
rules for mapping type variables, considering only those
that either store boolean values exclusively or are used solely
within conditional statements. Consequently, AChecker fails to
recognize balanceOf as a critical access control variable.
Handling token management requires an understanding of
business logic, which is beyond the capabilities of current
static analysis techniques.

The second smart contract, as shown in Fig. 2, is
sourced from the SmartBugs Wild dataset [8]. The function
buyTickets within this contract includes the instruction
selfdestruct (owner). Our manual analysis confirms
that this contract is safe and does not contain any access
control vulnerabilities; however, AChecker incorrectly reports
an access control vulnerability (FP).

This instruction is protected by
condition keccak256 (status)
keccak256 ("Shutdown"). Within the contract, only the
owner can modify the variable status via the function
changeStatus (). However, AChecker incorrectly reports

the



contract EAI_TokenERC {
mapplng (address => u1nt256) public
Ifunction EAIL _T;k;n_ER_CZQ( o)) pu_bilz _( - |
1

. [msg.sender] = totalSupply; |
I

ﬂTnEtm_n “fransfer(7.7) infernal { "~~~
require( [_to] + _value >= balanceOf[_to]);
[_from] -= _value;
}

function transferFrom(...
require(_value <=
[_from][msg.sender] -

) public returns (bool success) {
[_from][msg.sender]);
_value;

function burn(uint256 _value) public
require( [msg.sender] >=
[msg.sender] -= _value;

returns (bool success) {
_value);

function burnFrom(....) public returns (bool success) {
require( [_from] >= _value);
require(_value <= [_from][msg.sender]);
[_from] -= _value;
[_from][msg.sender] -= _value;

}

Fig. 1: An Example of False Negative in the Contract
EAI_TokenERC

contract Lottery7 {
address
string public
uint constant
uint 3
bool = false;
function Lottery7() public {...}
function changeStatus(string w) public {

) {

>
5

= 0.1 ether;

if (msg.sender == = w; }
function changeSeed(uint32 n) public {
if (msg.sender == ) = uint(n); ...}

else {...}
}

function buyTickets() public payable {

if ( == true) { revert(); }
= true;
if (msg.value != ( N A
entry =_false; e ______
lif (keccak256( ) == keccak256("Shutdown")) {1
: selfdestruct( )3 :
L} ___________________________ ]
revert();
} else {...}
= false;
}
}
Fig. 2: An Example of False Positive in the Contract
Lottery7

this as a vulnerability due to its inability to recognize the
conditional dependency on variable status. Furthermore,
it fails to capture the relationship between the variables
status and owner. Since status is of type string, it
falls outside the scope of AChecker’s analysis. This limitation
highlights the constraints of static analysis tools, whose
detection rules are predefined by the author and lack full
coverage of all security conditions.

These two examples illustrate that while static analysis
tools offer advantages in vulnerability detection, they lack an
understanding of business logic and program context. This
limitation motivates us to propose a detection approach that
integrates static analysis with LLMs.
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III. OUR APPROACH: ACTAINT
A. Overview of ACTAINT

In this section, we present the workflow of our approach, as
shown in Figure 3. We begin by analyzing a given smart con-
tract to extract critical variables associated with access control
operations and construct a Critical Variable Dependency Graph
(CVDG). Additionally, we detect critical instructions that are
potentially involved in access control logic. Next, we utilize
an LLM-based agent to detect potential sinks, guided by the
constructed CVDG and critical operations. Finally, we utilize
the LLM to perform a simulated taint analysis by tracing
the data flow from sources to sinks, enabling us to detect
the presence of access control vulnerabilities in the smart
contract. Taint analysis is typically formalized as a triplet
<source, sink, sanitizer>. It traces whether data can flow
from a source to a sink without passing through any sanitizers.
In this paper, a source refers to untrusted external input, a sink
S a security-sensitive operation that may cause access control
vulnerabilities, and a sanitizer represents a conditional check
that constrains the data flow. The reason we adopt a multi-
agent approach is that it can effectively decompose complex
tasks, thereby overcoming the limitations of single prompts
in handling long contexts and intricate logic. Specifically, we
divide the task into a sink agent and a taint agent, whose results
complement each other. This design functions as a form of
memory, mitigating the issue of attention distraction in large
models caused by excessive contextual information.

B. Step 1: Build Critical Variable Dependency Graph

1) Preparation: The input is a fully preprocessed and
compilable smart contract. We select an appropriate Solidity
compiler version based on the version specified in the contract
using solc-select [11]. Then, we start our analysis.

2) Identify Critical Variables: We utilize Slither [9] to
extract state variables from a smart contract and analyze
condition check expressions to determine which variables are
referenced in enforcing access control mechanisms. Condi-
tion check expressions include if, assert, and require
statements, which influence the flow of execution in a smart
contract. We convert the smart contract’s source code into
intermediate representations (IRs) and analyze them to sys-
tematically identify critical variables. Critical variables are
state variables that are either used in conditional checks or
have the type address. Additionally, binary expressions that
perform comparisons and return boolean values are classified
as condition check expressions. While some binary expres-
sions involve arithmetic operations (e.g., addition, subtraction,
multiplication, and division), they are not related to condition
checks and thus are excluded from our analysis. State variables
of type address are directly classified as critical, as they
consistently store the addresses associated with specific roles.
Through this process, we obtain the set of critical variables,
denoted as S.,.

3) Build Critical Variable Dependency Graph: After iden-
tifying the critical variables, we construct the Critical Variable
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Dependency Graph (CVDG), a directed graph that rep:

the dependencies between critical variables and the fur

or other variables they influence. We systematically a

each function in the contract to determine whether it m

any of these variables. This analysis is essential, as cl

to critical variables can directly impact access control
anisms. At this stage, for a given critical variable

a function F modifies its value, we denote that func
writes the critical variable CV. Consequently, we es

a directed edge from the function F to the critical v

CV. Similarly, we say that a critical variable CV is re
function F if CV is involved in a conditional check expiessi
within F; in this case, we add a directed edge from the critis
variable CV back to the function F. By the way, we do 1
consider the constructor when constructing the graph,

it is executed only once during deployment. We convert t
function F into intermediate representations (IRs) and perfo
data flow analysis to determine whether it modifies any critis
variable CV. Additionally, we examine whether the functi
contains condition check statements and identify the associated
state variables. Given that Solidity-specific modifiers also
play a crucial role in access control, we analyze whether they
reference state variables as well.

Finally, we construct a Critical Variable Dependency Graph
(CVDQG). To provide a concrete illustration of our approach,
we revisit the motivating examples in Section II. In the
contract EAT_TokenERC, S., = {balanceOf, allowance}.
The functions EAI_TokenERC20, _transfer, burn, and
burnFrom writes to critical variable balanceOf, while
function transferFrom and burnFrom wrifes to crit-
ical variable allowance. Variable balanceOf is read
in functions _transfer, burn and burnFrom. Variable
allowance is read in function transferFrom. Fig. 4a
illustrates the CVDG for contract EATI_TokenERC. In this
figure, dashed boxes represent functions, green rectangles
denote critical variables, and directed edges indicate depen-
dency relationships between them. Similarly, in the contract
Lottery7, Se, = {owner, status, price, seed, entry}. By
following the same procedure, we can obtain the correspond-
ing CVDQG, illustrated in Fig. 4b.
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{ function EAI_TokenERC20(...)

function burn(...)

function _transfer(...) function burnFrom(....)
K

function transferFrom(...)

function buyTickets()

¥ read

write

write

(b) CVDG of Contract Lottery7
Fig. 4: CVDG of Motivation Examples

C. Step 2: Sink Agent

In this step, we build the Sink Agent, which plays a central
role in identifying potential sinks. The agent integrates critical
operations, static analysis outputs from the previous step and
LLMs to automatically detect and evaluate these sinks.

1) Critical Operation: Critical operations refer to certain
operations that, if not properly protected by access control
mechanisms, can be accessed by unauthorized users, thereby
leading to access control vulnerabilities. In our approach, We
define critical operations as potential sinks. We adopt the three
critical operations from a prior study[26], [23], which are as
follows:

Critical Variable Modification. As discussed in Sec-
tion III-B, critical variables are closely tied to the access
control logic in smart contracts. Improper modification
of these variables can directly compromise access control
enforcement and lead to privilege escalation or bypass.

Destroy Contract. The selfdestruct (address
recipient) is a basic EVM instruction that can destroy
the whole smart contract. As a result, this is a critical
operation and is typically restricted to the contract owner.
Low-level Call. In solidity, address type variable has
three member functions to call functions externally. In
smart contracts, low-level calls can be implemented by



using EVM instructions such as call, staticcall, and
delegatecall. The delegatecall differs from call
in that it executes using the data and context of the caller
(msg.sender), rather than that of the target contract. It
is highly dangerous, as it effectively executes the callee
contract’s code using the caller’s data and context. The
callcode () was deprecated in Solidity version 0.5.0 and
replaced by delegatecall. Therefore, it is not discussed
in this paper.

Additionally, we also consider the other three critical oper-
ations, as our observations indicate that they can also lead to
access control vulnerabilities:

Tx.origin. The global variable tx.origin refers to the
original sender of the transaction that initiated the call to
the contract, differing from msg. sender, which refers to
the current caller. An attacker can spoof tx.origin to
bypass the check condition instructions.

Transfer. In a smart contract, basic transfer instruction
includes transfer, send, and call. As one of the
fundamental functionalities of smart contracts, transferring
Ether from a contract is considered a sensitive operation.
Assembly. The assembly block is a construct in smart
contracts that allows direct manipulation of memory. By by-
passing high-level Solidity abstractions, it provides greater
flexibility and execution efficiency. However, due to its
ability to access and modify low-level data structures, it
requires proper access control.

2) Scope of Analysis: Relying on code slicing alone is
insufficient for detecting access control vulnerabilities in smart
contracts. We revisit the motivating examples to illustrate this
limitation. In the contract EATI_TokenERC, shown in Fig.1,
analyzing whether the function EATI_TokenERC20 modifies
the variable balanceOf securely requires a comprehensive
understanding of balanceOf across the entire contract, in-
cluding its usage in other functions. The variable balanceOf
is also modified by the functions _transfer, burn, and
burnFrom. Additionally, since function burnFrom writes
the critical variable allowance, it is also necessary to
consider allowance in our analysis. Similarly, in the con-
tract lottery7, as shown in Fig. 2, assessing the security
implications of selfdestruct requires analyzing variables
such as entry, price, and status, where status is
guarded by owner-based access control.

Therefore, based on our findings, analyzing the entire smart
contract, rather than relying solely on program slices, enables
more accurate detection of access control vulnerabilities. How-
ever, when analyzing an entire smart contract, the attention of
large language models (LLMs) may become dispersed, making
it difficult to focus on access control-specific information.
In particular, access control terms tend to be relatively low-
frequency within smart contracts, which further limits the
model’s ability to recognize them without explicit guidance.
Based on our previous observations, we adopt a static analysis
based prompting strategy.
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3) Static Analysis: To identify modifications to critical
variables, we traverse the CVDG obtained in Section III-B
to determine whether there exists a function F that writes to a
critical variable CV. We refer to such functions as those that
write to critical variables without any access control.

We revisit the motivating examples in Section II. As shown
in Fig. 4a, we can find that the function EAT_TokenERC20 is
the only one without any incoming edges in the CVDG. There-
fore, we can conclude that the function EAT_TokenERC20
is the sole function in contract EAI_TokenERC that writes
critical variable balanceOf without any access control.
Similarly, as shown in Fig. 4b, each function writes to critical
variables under access control.

For the remaining critical operations, we identify and record
them by statically extracting their corresponding low-level
instructions. Additionally, prior studies [26] have identified
specific EVM instructions that, if not properly handled, may
introduce access control vulnerabilities. However, these ap-
proaches heavily rely on manually predefined rules, which may
limit their generalizability and adaptability to diverse contract
patterns.

4) Static Analysis based Prompt: Based on these static
analysis results, we propose a prompt strategy, as shown in
Fig. 3. To enhance the reasoning capability of LLMs, we adopt
the Chain-of-Thought (CoT) prompting strategy [48]. First, we
collect static analysis results and formulate a set of rules to
constrain the LLM’s attention to access-control-relevant code
regions. For example, Function F writes to variable V. These
rules are expressed in natural language to better align with the
LLM’s strengths in language understanding and to effectively
guide its focus toward critical semantics.

Then, based on the insights from the previous analysis,
we guide the LLM to identify sink operations relevant to
access control. Based on our observations, we identify several
scenarios that may lead the LLM to generate hallucinations.
One common source of hallucination arises when the LLM
misidentifies the constructor function. It may incorrectly treat
aregular function as the constructor or overlook the actual con-
structor. This issue often stems from differences in constructor
declaration syntax across Solidity versions, as well as factors
like function naming and case sensitivity. To address this issue,
we statically identify the true constructor function using Slither
and explicitly guide the LLM to treat only this function as
the constructor. LLM sometimes tends to perform speculative
reasoning by default, often introducing hypothetical ”if...”
conditions that may lead to incorrect conclusions. Therefore,
we instruct the LLM to avoid using phrases such as if,
might, could, or any uncertain language.

5) Self-Evaluate: Existing research [20], [22], [21] has
found that LLMs can leverage their inherent capabilities to
perform reasoning and self-assessment. To further enhance the
reliability of taint analysis, we incorporate a self-explanation
step, prompting the LLM to explicitly articulate its reasoning
about the taint propagation path. This step leverages the LLM’s
internal knowledge to critically assess the plausibility of each
path, allowing it to filter out spurious or semantically invalid



taint flows. As a result, we ask the LLM to self-evaluate its
reasoning process and provide a formal explanation. This step
helps the LLM to review and reflect on its own reasoning,
enabling it to identify potential errors or inconsistencies.
Moreover, a clear explanation can provide the Taint Agent
with a better understanding of the underlying logic, thereby
improving its ability.

D. Step 3: Taint Agent

In this step, we employ the Taint Agent to perform taint
analysis and determine whether untrusted inputs can reach the
sinks identified in Step 2. As is widely recognized, taint anal-
ysis is well-suited for detecting access control vulnerabilities.
However, traditional static analysis faces significant limitations
when applied to real-world execution paths, primarily because
it does not simulate the actual execution of smart contracts
and often relies on logic predefined. For example, although
AChecker claims not to rely on predefined rules, its handling
of complex variables such as mapping is still based on the
predefined algorithm from the authors’ observations.

Unlike traditional static analysis, LLMs demonstrate a
stronger capability to understand the semantic logic of smart
contracts. Therefore, we assign the task of taint analysis to
the LLM agent, enabling it to handle more complex scenarios
without being constrained by rigid, predefined rules. This
allows the LLM to more flexibly explore potential data flow
paths from sources to sinks, leading to more effective detection
of access control vulnerabilities. The prompt used for taint
analysis is illustrated in Fig. 3. In this agent, we adopt the CoT
[48] to enable the LLM to simulate traditional taint analysis
step by step.

1) Taint Source: Taint analysis begins with identifying taint
sources, a critical first step in the taint analysis for smart
contracts. We guide the LLM to detect untrusted inputs—such
as msg. sender and function parameters—that may influence
security-critical operations. A key distinction arises between
tx.origin and msg.sender, as they embody different
security semantics. While msg. sender represents the im-
mediate function caller, tx.origin traces the transaction’s
originating external account, which has historically introduced
vulnerabilities. As noted earlier, tx.origin should only
be used in specific cases (e.g., tx.origin == msg.sender).
Unlike rigid rule-based methods, our approach leverages the
LLM’s dynamic reasoning to identify context-dependent taint
sources (e.g., msg.value, tx.origin, or function param-
eters) for each sink. This autonomy enhances scalability and
adaptability in real-world contract analysis.

2) Taint Propagation Path: After identifying a taint source,
we guide the LLM to analyze the taint propagation path,
tracing how the untrusted data flows through the program to
reach the sink without a sanitizer. In the context of smart
contracts, sanitizers refer to a program constructor that ef-
fectively constrains the tainted data before it can reach the
sink. These typically include require statements, condi-
tional branches (e.g., 1 f statements that guard critical logic),

uint256 public constant
function changeOwner (address _newowner) payable {
if (msg.value>= M
.transfer(msg.value);
.transfer(this.balance);
=_newowner;

=1000 ether;

Fig. 5: An Example of True Negative

and function modifiers. Such elements can enforce precon-
ditions or introduce control-flow barriers that prevent unsafe
execution paths. In this step, we explicitly emphasize that
only actual execution paths should be considered, as LLMs
tend to perform hypothetical reasoning that may not align
with real contract behavior. While LLMs are not capable of
executing smart contracts, their semantic understanding allows
them to reason about implicit or non-trivial data flows and infer
feasible execution paths, which are often missed by traditional
static analysis techniques.

3) Self-Evaluate: Similar to the Sink Agent, we apply
a self-evaluation mechanism to assess whether the inferred
execution paths are valid. Leveraging the LLM’s domain
knowledge, this step helps filter out obviously incorrect paths
and improves the overall reliability of the taint analysis.

IV. EXPERIMENTAL SETUP
A. Research Questions

We evaluate ACTAINT by answering the following research
questions (RQs):
RQ1: How does ACTAINT perform in detecting access control
vulnerabilities compared to existing approaches?
RQ2: What is the contribution of key components in our
approach to the overall performance improvement?
RQ3: How well does ACTAINT work when applied to different
LLMs?

B. Dataset

Our evaluation dataset is composed of three sources: CVE,
AChecker [26] and ACFix [51].

1) CVE: The first dataset used in our experiments is the
CVE dataset, containing 15 smart contracts with known access
control vulnerabilities. Each contract is linked to a specific
Common Vulnerabilities and Exposures (CVE) identifier, en-
suring that the dataset reflects real-world security issues and
serves as a valuable resource for testing vulnerability detection
performance. In this dataset, we evaluate vulnerabilities at
the function level. A detection is considered a TP only if
both the location and the root cause are correctly identified.
Otherwise, it is classified as a FP. All these contracts contain
vulnerabilities and have existing CVE reports. If a vulnerabil-
ity documented in the CVE report is not detected by our tool,
it is counted as a FN.

2) Smartbugs Wild: The second dataset is derived from
AChecker’s vulnerability detection results on the SmartBugs-
Wild dataset [10], which comprises 47,398 smart contracts
collected from the Ethereum blockchain. While AChecker
reported 624 contracts, only 60 of these reports were manually
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verified in their original work. To enable a more compre-
hensive and reliable comparison in our study, we manually
examined all 624 reported contracts and selected them as
our second dataset. We manually analyzed each smart con-
tract. Here, to facilitate the statistical analysis of results, we
localized vulnerabilities at the function level. In total, we
identified 481 access control vulnerabilities through manual
analysis. Detection reports that correspond with our analysis
are counted as TP, whereas mismatches are regarded as FN.
Functions reported beyond those analyzed are classified as
FP. To annotate the ground-truth labels for all 624 contracts
from SmartBugs, two researchers with over one year of smart
contract experience independently annotated them, each taking
about a week. Disagreements occurred in approximately 10%
of cases, which were resolved by a third expert with over seven
years of experience who reviewed the contracts and made final
judgments. We further identified 41 cases that correspond to
what AChecker referred to as intended behavior—that is, cases
that resemble access control vulnerabilities in principle, but
are actually permitted by the contract’s business logic. These
cases are considered secure in our experiment. We select one
example for illustration [13]. In Fig. 5, anyone can invoke the
function changeOwner and spend more than 1000 ETH to
change the value of owner. Note that our evaluation focuses
on root causes; therefore, multiple reports corresponding to
the same root cause are counted as a single instance. If the
modifier onlyOwner contains an access control vulnerability,
any function protected by onlyOwner is not counted regard-
less of whether it is reported; a TP is recorded only when
the modifier onlyOwner itself is precisely identified and its
root cause correctly explained. We do not count the same
function multiple times. Different functions that correspond
to the same execution path, for example, functions invoked
via the fallback, are treated as a single case. Due to the
high computational cost of applying LLM-based methods at
scale, we don’t run our approach on all 47,398 smart contracts.

3) ACFix Dataset: The third dataset, built by the authors of
ACFix, is by far the first large benchmark dataset specifically
for access control vulnerabilities[S1]. The dataset comprised
of 113 smart contracts, including 19 contracts that overlapped
with our previous database and one is considered by us to
have no actual access control vulnerability. After filtering out
these overlapping cases, we obtained a set of 93 unique smart
contracts. Among these 93 contracts, a total of 99 access
control vulnerabilities were identified. The contract within this
dataset was largely derived from a combination of audit reports
and GitHub blogs. Successfully compiling these contracts is
a significant challenge, as many required specific version
dependencies. Furthermore, several vulnerabilities had already
been patched. We only obtained the post-fix versions of the
contracts and were unable to access the original vulnerable
versions. After investigation, we retained 46 contracts that
compiled successfully. For the remaining 47 contracts that
failed to compile, we conducted experiments by removing Step
1. As a result, we applied a no-static module to run these
contracts that could not be compiled. We record TP and FP
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TABLE I: The Performance on the CVE Dataset

TP FP FN Precision Recall F1
ACTAINT 14 1 1 0.933 0.933  0.933
AChecker 12 0 3 1.000 0.800  0.889
GPTLens 6 2 9 0.750 0.400 0.552

cases using the methodology applied to the second dataset.

C. Baselines

To assess the effectiveness of our approach, we compare
ACTAINT against two representative baselines. The first is
AChecker, a state-of-the-art static analysis-based vulnerability
detection tool specifically designed for smart contracts. Ac-
cording to the AChecker paper, it has been evaluated against
other static analysis tools such as Slither, Mythril, and SPCon,
and has demonstrated superior performance in detecting access
control vulnerabilities in smart contracts. To the best of our
knowledge, there are currently no LLM-based tools specifi-
cally designed for detecting access control vulnerabilities in
smart contracts. Therefore, we include GPTLens [28] as a
baseline, which is a general-purpose vulnerability detection
framework utilizing large language models (GPT-4 in our
study). For GPTLens, which is not specifically designed for
access-control vulnerabilities, we evaluate only those reported
issues that are related to access control and ignore others.
Moreover, GPTLens performs self-criticism; if during this pro-
cess it self-rejects a finding and typically assigns a score below
4 (based on our observation), the finding is not considered.

D. Experimental Setup

The implementation of ACTAINT is based on a combination
of Slither, a static analysis framework for Solidity, and a large
language model (LLM) accessed via the GPT API. All LLM-
based analyses in our experiments, including those conducted
using GPTLens, were performed through API calls. To bal-
ance cost and effectiveness when using proprietary models,
we select GPT-40 as the LLM in our approach due to its
relatively low cost and strong performance. For our LLM API
configuration, we set the temperature to 0 and top_p to 0.9,
which is a standard parameter setting as in other studies [44].
This configuration ensures highly deterministic outputs for
precise vulnerability identification while maintaining diversity
in generated samples.

All experiments were conducted on a server equipped with
an Intel(R) Xeon(R) Gold 6326 CPU @ 2.90GHz, with 64
logical processors. For AChecker, we obtained the detection
results and relevant datasets directly from the authors via email
correspondence. Therefore, in this paper, we directly reference
their experimental results.

V. EXPERIMENTAL RESULTS
A. RQI: The Effectiveness of ACTAINT

To answer RQ1, we perform experiments on the first and
second datasets. Tables I present the results and comparative
performance of the approaches on the CVE dataset, respec-
tively. Table II shows the performance of the approaches on
624 smart contracts from the SmartBug dataset.



TABLE II: The Performance on SmartBug Dataset

TP FP FN  Precision Recall F1
ACTAINT 425 258 56 0.622 0.884  0.730
AChecker 369 315 112 0.539 0.767  0.633
GPTLens 155 242 326 0.390 0.322  0.353

TABLE III: The Performance on ACFix Dataset

TP FP FN Precision Recall F1
ACTAINT 36 17 63 0.679 0.364 0474
AChecker 2 0 97 1 0.020  0.040
GPTLens 22 16 77 0.579 0.222  0.321

In this first dataset, we compare ACTAINT’s performance
with AChecker and GPTLens. Here, we localize vulnerabilities
at the function level. Unlike AChecker, we count multiple
reports with the same root cause as a single report, empha-
sizing our focus on the underlying root cause. As shown
in Table I, we observe that ACTAINT achieves 14 TPs,
which is 2 more than AChecker. We further analyze the two
additional TPs identified by ACTAINT, which correspond to
CVE-2019-15079 and CVE-2020-17753. The contract
CVE-2019-15079 is the motivating example discussed in
Section II. It involves a complex variable balanceOf, which
cannot be handled by static analysis approaches. The vul-
nerability in contract CVE-2020-17753 stems from the
misuse of tx.origin, which AChecker fails to identify. In
the remaining contracts, the majority of vulnerabilities are
associated with modifications of critical variables, and are
effectively identified by both ACTAINT and AChecker. A
comparative analysis with GPTLens indicated that the latter
produced a greater number of FPs and FNs, alongside a
reduced count of TPs. This discrepancy is largely attributable
to GPTLens’s limited efficacy in addressing access control
vulnerabilities. Furthermore, our findings suggest a notable
deficiency in GPTLens’s ability to identify vulnerabilities
associated with the modification of critical variables.

As shown in Table II, ACTAINT achieves higher precision,
recall and Fl-score than AChecker and GPTLens because it
can detect more TP. ACTAINT detects some vulnerabilities
that were not reported by AChecker. Among approximately 74
files, ACTAINT detects more true positives than AChecker.
These TPs can be roughly categorized into business logic
issues, the initialization of complex variables beyond the
address type and the incorrect use of tx.origin.

In the third dataset, some cases only provided code snip-
pets. We try to find the source code on Etherscan [4] and
downloaded the relevant dependencies to ensure correct com-
pilation. We classify the results as TP or FP, following the
same criteria as in the second dataset. As show in Table III,
ACTAINT achieves more Precision, Recall and F1-score than
GPTLens.

AChecker requires bytecode to operate. In this dataset,
due to compilation limitations, it was not possible to run
all experiments. Therefore, we directly used the results from
ACFix and performed manual secondary verification locally.
Due to this limitation, it is not comparable on this dataset.
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Summary: ACTAINT demonstrates higher precision in
detecting access control vulnerabilities in smart contracts
compared to baselines, achieving superior Precision, Re-
call and F1-score.

B. RQ2: Effectiveness of key components in ACTAINT.

To answer RQ2, we conduct an ablation study to assess the
individual contributions of the static analysis module and the
taint agent to the overall detection performance of ACTAINT.
We build two variants of ACTAINT by removing two key
modules, which are as follows:

ACTAINT-NoStatic: We remove the static analysis module
from our tool, denoted as ACTAINT-NoStatic. Specifically,
as illustrated in Fig. 3, in Stepl (Critical Variable De-
pendency Graph), we utilize the static analysis framework
Slither to extract critical variables and subsequently con-
struct CVDG based on these critical variables. In addition,
we also identify critical operations that may lead to access
control vulnerabilities in this step. This static analysis infor-
mation is removed before feeding into Step2 (Identify Sinks)
to construct the prompt. ACTAINT is then run without any
static information, starting directly from the Sink Agent in
Step 2.

ACTAINT-NoTaint: For the non-taint model, we aim to
assess the contributions brought by the taint analysis pro-
cess, we therefore retained the first two steps (Stepl, Step2)
and removed Step3 (Taint Analysis). The output of Step2,
Identify Sinks, is treated as the final result.

We use the second dataset for the ablation study, and the
results are shown in Table IV. For no static, precision drops
to 0.538, recall to 0.281, and Fl-score to 0.369. The decline
can be attributed to the absence of static analysis, which
substantially reduces the ability of ACTAINT to identify sinks.
As a result, TP decreases and FN increases. Although FP
is also reduced in this process, the overall effectiveness still
deteriorates. For no taint, precision drops to 0.281, recall rises
to 0.940, and Fl-score decreases to 0.432. This is because,
without the taint module, we directly treat the sinks identified
by ACTAINT as vulnerabilities. As a result, TP increases and
FN decreases, but FP rises substantially. Consequently, recall
improves, while the other two metrics decline.

Summary: The components of ACTAINT, including
static analysis and the taint agent, both contribute pos-
itively to the overall performance. Moreover, compared
to the taint agent, static analysis makes a greater contri-
bution.

C. RQ3: Effectiveness of ACTAINT in different LLMs.

To answer RQ3, we examine the adaptability and robustness
of ACTAINT when deployed with different LLM backbones.
Specifically, we aim to understand whether ACTAINT’s effec-
tiveness depends heavily on the choice of LLM or whether



TABLE IV: The Performance Comparisons in the ablation
study

Variant Precision  Recall F1
ACTAINT 0.622 0.884  0.730
ACTAINT-NoStatic 0.538 0.281 0.369
ACTAINT-NoTaint 0.281 0.940 0432
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Fig. 6: FP and FN Venn for Different LLms

its overall methodology generalizes well across model ar-
chitectures. For this purpose, we integrate the LLM-based
components of our approach into two representative models:
GPT-40-mini, a commercially available model developed by
OpenAl, and DeepSeek-R1, an open-source model that un-
dergoes reinforcement learning-based post-training. These two
models allow us to evaluate the adaptability of ACTAINT
across different LLM backbones with varying architectural
characteristics and training methodologies. To ensure a con-
trolled and fair comparison, we retain the same prompt design,
pipeline structure, and evaluation datasets across all settings.
Only the LLM backbone is substituted.

We use the second dataset. The results, shown in Table V,
reveal significant performance differences among the three
LLMs: GPT-40-mini, DeepSeek-R1, and GPT-4o.

For 40-mini, it generates a large amount of output, most of
which are FPs, making the statistics a hard task. However, the
reasoning and reporting of 40-mini do not seem to accurately
distinguish whether it truly identifies affected functions. For
instance, in R1, it can correctly identify the taint path of an
affected function. Beyond this, it may also hallucinate and
produce non-existent function names. We conducted a careful
analysis and, instead of calculating affected functions, treat
its incorrect judgments as FPs. Overall, due to its limited
capability, 40-mini is not suitable for use. In this section, we
only discuss its ability.

We construct Venn diagrams for files (rather than cases) that
generate FP and FN, as shown in Fig. 6. We then analyze
the results and find that: (1) Due to differences in model
capabilities, the final results produced by ACTAINT vary
across models. GPT-40-mini struggles to understand the under-
lying logical structure of smart contracts and does not strictly
follow the logic prescribed in the prompt, which results in a
large number of FPs. (2) GPT-40 achieves performance similar
to DeepSeek R1. Since R1 is a reasoning-based model, it
performs better in comparison. (3) Regarding FN, they are
primarily caused by limitations in the LLMs’ capabilities.
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TABLE V: The Performance of Different LLMs

LLM Precision  Recall F1

GPT-40-mini 0.145 0.938 0.251
Deepseek-R1 0.652 0.902  0.757
GPT-40 0.622 0.884  0.730

Summary: The core ideas of ACTAINT are applicable
to other large language models, and different LLMs have
distinct impacts on the ACTAINT overall performance.

VI. DISCUSSION

In this section, we analyze the false positive and false
negative cases identified by ACTAINT, evaluate its efficiency,
and discuss potential threats to the validity of our study.
The causes of FP and FN cases are rather diverse. We do
not discuss each category individually. Instead, we select
two representative category for illustration and more detailed
information can be found in [12].

A. False Positive Analysis

To better understand FPs, we conduct a detailed analysis of
each FP case. We present two representative categories.

First, we observe that ACTAINT can still misinterpret cer-
tain business logic. We identify 60 such files and provide a de-
tailed analysis.Normal operations include Ether transfers and
token management, such as transferring Ether to an account in
exchange for tokens or performing withdrawals. These steps
include legitimate token creation operations that involve com-
plex transfer sequences and modifications of critical variables.
In these situations, ACTAINT sometimes erroneously identifies
these legitimate operations as vulnerabilities. We preliminarily
attribute this to the limitations of the LLM, and in future work,
we aim to further improve its understanding capabilities.

Second, we also observe that LLMs may still struggle to
accurately interpret implicit access control enforced by
complex logic in smart contracts. This includes failing to
understand msg.value, misinterpreting ecrecover sig-
nature verification and other cases. We find 22 files and
select one for a detailed explanation [3]. Although LLMs
significantly outperform traditional static approaches in terms
of semantic understanding, there remains a gap between their
current capabilities and full comprehension of diverse contract
behaviors. For instance, as shown in Fig. 7, the function
takeAGuess uses critical operation selfdestruct to de-
stroy the smart contract. However, the corresponding contract
LuckyNumber, implements a number-guessing game: users
submit a guess along with a small amount of ETH and if
the guess matches a pre-defined value, the contract transfers
a reward and then terminates. While the code structure is
relatively simple, the business semantics behind this logic pose
challenges for LLMs. In this case, ACTAINT fails to capture
the intended purpose of the function and instead outputs a
shallow path involving _myGuess, winningNumber and
selfdestruct, without recognizing their semantic relation-
ship within the game logic.



contract LuckyNumber {
address
uint uint(keccak256(now, )) % 1e;
function takeAGuess(uint _myGuess) public payable {
require(msg.value == 0.0001 ether);
r.
if (_myGuess ==
1 msg.sender.transfer((this.balance*9)/10);
1 selfdestruct(owner);

5

}
Fig. 7: FP: Implicit access control enforced by complex logic

contract EqvcTokens is StandardToken, Ownable {
function EqvcToken(address admin) public {
INITIAL_SUPPLY;

// Mint tokens

[msg.sender] = totalSupply;
// Approve allowance for admin account
admin;

Fig. 8: FN 1: Constructor function

B. False Negative Analysis

To gain deeper insights into the causes of FNs, we conduct
a detailed analysis of each FN case. We also identify two
representative categories for FN. First, our analysis reveals that
LLMs struggle to properly reason about constructor and
initialization functions (see Section III). While we address
this limitation through static analysis that explicitly identifies
constructor boundaries, the LLMs persistently misinterpret
these functions as potential sinks during taint analysis. This
occurs despite clear prompt cues that constructors should be
treated as trusted initialization points rather than vulnerability
sources.

We identify 7 files and select one for a detailed explana-
tion [1]. As shown in Fig. 8. We can observe that the con-
tract EqucTokens includes a function named EqvcToken
intended to initialize state variables. However, due to a typo-
graphical error by the developer—omitting the final ’s’—the
function name does not exactly match the contract name and
therefore it is not treated as a constructor by the Solidity com-
piler. Despite explicitly providing constructor-related static
analysis results in the prompt, the LLM fails to identify this
mismatch and mistakenly treats the function as a constructor,
ultimately leading to an FN.

Second, we also find that the LLM may miss some taint
paths during the analysis process.. We find 5 files and select
one for a detailed explanation [2]. As shown in Fig. 9, in the
contract OneYearDreamTokensVestingAdvisors, the
function withdrawTokens is declared as private and
guarded by the whenInitialized modifier. This ensures
that withdrawals cannot be invoked directly by external users
and can only occur after the contract has been initialized.
However, external users can still trigger withdrawTokens
via the fallback function. This taint path indeed exists and
allows an unauthorized user to potentially destroy the contract.
Unfortunately, this path is missed, resulting in an FN.
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contract OneYearDreamTokensVestingAdvisors {
function () external {

withdrawTokens();
}
function withdrawTokens() private
whenInitialized{
if (dreamToken.balanceOf(this) == @) {
selfdestruct( )
}
}

Fig. 9: FN 2: Missing taint paths

C. Analysis on Token Cost and Execution Time

To quantify the cost and runtime of a full detection process,
we measured both token consumption and execution time
on our dataset. For the first dataset, ACTAINT processed
950,158 tokens across all contracts in a total of 340.827
seconds, corresponding to an average of 22.722 seconds and
6,010.533 tokens per file. The processing time ranged from
0.424 to 72.245 seconds per file, and the number of tokens
per file ranged from O to 12,994. For the second dataset,
ACTAINT processed 4,389,860 tokens across all contracts in
a total of 12,075.214 seconds, corresponding to an average of
19.126 seconds and 7,016.546 tokens per file. The processing
time ranged from 0.371 to 111.556 seconds per file, and the
number of tokens per file ranged from O to 39,769. In our
method, the number of LLM invocations is determined by
both the number of contracts within a file and the number
of identified sinks. Additionally, we explicitly generate inter-
mediate reasoning steps, which contribute to the increased
runtime. Prior studies have shown that incorporating such
reasoning steps can significantly improve the effectiveness of
smart contract vulnerability detection [16].

D. Threats to Validity

1) Threats to external validity: Our evaluation is conducted
on a benchmark comprising 624 smart contracts. While the
dataset encompasses a range of practical cases, it may not
comprehensively represent the full landscape of access control
vulnerabilities. Although we utilize multiple large language
models such as GPT-40, GPT-40-mini, and DeepSeek-R1,
these models do not cover the entire variety of existing LLM
architectures. Moreover, our static analysis techniques and
prompt designs may have limited generalizability to all access
control scenarios in smart contracts. In our dataset, some
contracts use outdated versions or legacy syntax that Slither
cannot handle, resulting in compilation failures. We manually
adjusted these contracts to address this issue.

2) Threats to internal validity: We select our dataset based
on AChecker—the state-of-the-art tool for detecting AC vul-
nerabilities—which identifies 624 vulnerable contracts in the
SmartBugs Wild dataset. Only 60 of these were manually
verified by AChecker’s study. We include all 624 contracts
in our evaluation to ensure broad coverage of diverse contract
types. However, AChecker may not encompass all contract



types. This is a threat in that Smartbugs Wild may still include
other smart contracts with access control vulnerabilities that
have yet to be discovered. Furthermore, the effectiveness of
other studies on Smartbug Wild for detecting ac vulnerabilities
is limited [19]. The inherent tendency of LLMs to hallucinate
can introduce a degree of variability into ACTAINT’s results.
In our approach, we mitigate hallucinations by providing
construct-level information and encouraging the LLM to per-
form self-explanation. However, it remains fundamentally dif-
ficult to eliminate the associated risks and inherent limitations
of the model. In this paper, the identification of access control
vulnerabilities relies on manual analysis, which introduces
subjectivity and may affect the consistency and objectivity of
the vulnerability assessment.

3) Potential vulnerability: We observe certain potential
vulnerabilities that, despite not leading to tangible loss, reveal
flaws in access control. In the second dataset, one case involves
a modifier employing tx.origin, which is unreachable,
and another involves an unrestricted owner.transfer.
Although the transfer is directed to the contract owner, this
represents an improper access control pattern. ACTAINT is ca-
pable of detecting these potential vulnerabilities; however, they
are not counted as TP or FP. In the third dataset, ACTAINT
identifies the init functions in these contracts as potential
vulnerabilities. These may, in some cases, be preemptively
initialized by others. In addition, some use modifiers based on
tx.origin. Since the above issues do not appear in official
reports, we consider them as potential vulnerabilities and do
not count them as TPs.

VII. RELATED WORK

Many approaches have been proposed to detect vulner-
abilities in smart contracts. Static analysis tools include
Slither [24], [9], Mythril [38], [5], Securify [46], Maian [40],
Oyente [36] and Smartcheck [45]. An earlier empirical study
on 47,587 smart contracts [19] showed that static analysis tools
are effective at detecting arithmetic and reentrancy vulnera-
bilities, but less accurate in identifying access control issues,
denial of service, and front-running attacks.

Another category of effective approaches for detecting smart
contract vulnerabilities is dynamic analysis, and one of the
most effective techniques within this category is fuzzing. The
earliest tool, ContractFuzzer [29], introduced instrumentation-
based fuzzing. Later tools like ReGuard [33] and ILF [27]
targeted specific vulnerabilities such as reentrancy and used
policy-driven strategies. Over time, more advanced tech-
niques emerged, including gray-box fuzzing [49], genetic
algorithms [39], and data-flow-based feedback [18]. Tools like
sfuzz [39], ContraMaster [47], and IR-Fuzz [35] improved test
generation and seed optimization. More recent approaches,
such as xFuzz [50] and MuFuzz [42], leverage machine learn-
ing and dynamic energy allocation to handle complex issues
like cross-contract attacks and multi-function vulnerabilities.

Recently, several studies have explored using LLMs for
smart contract vulnerability detection. Chen et al. [16] found
that ChatGPT underperforms compared to traditional tools,
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especially in detecting access control issues. GPTLens [28]
uses a multi-agent approach for general vulnerability detection,
while GPTScan [43] targets logic vulnerabilities through rule-
based preprocessing and post-validation, requiring substantial
expert effort. To our knowledge, no existing LLM-based
method specifically addresses access control vulnerabilities.
Several approaches have been proposed for detecting access
control vulnerabilities, including TEETHER [31], Ethainter
[14], Spcon [34], Somo [23] and AChecker [26]. Most of
these methods rely on data flow and taint analysis to determine
whether sensitive operations can be accessed by unauthorized
entities. Given that AChecker demonstrates the highest perfor-
mance among them, we adopt it as the baseline in our study.

VIII. CONCLUSION AND FUTURE WORK

In this paper, we propose ACTAINT, an LLM-based multi-
agent system for detecting access control vulnerabilities in
smart contracts. Our method combines static analysis with the
reasoning capabilities of large language models to enhance
precision and interpretability. Specifically, we use static rules
to guide the LLM in performing taint analysis within a two-
agent framework. The sink agent identifies potential sinks in
the contract based on the static rules and provides both the sink
locations and corresponding reasoning explanations. The taint
agent then takes the output of the sink agent and conducts data
flow analysis to determine whether a taint path exists from
a user-controlled input to the identified sink. If such a path
exists, it indicates a potential access control vulnerability. To
evaluate ACTAINT, we compare it with state-of-the-art static
analysis detection tools, AChecker, by conducting experiments
on CVE dataset and a large-scale real-world smart contract
dataset. Overall, ACTAINT achieves a better performance.

In future work, we plan to incorporate more advanced
static analysis techniques, such as symbolic execution, abstract
interpretation and data flow analysis. These techniques can
help us more precisely abstract critical program structures,
which in turn can assist the LLMs in identifying vulnerabilities
more effectively. Additionally, we intend to explore various
fine-tuning strategies to enhance the LLMs’ understanding
of smart contract logic, aiming to reduce false positives and
improve detection accuracy.
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