
FAILMAPPER: Automated Generation of Unit Tests
Guided by Failure Scenarios

Ruiqi Dong Zehang Deng Xiaogang Zhu
Swinburne University of Technology Swinburne University of Technology Adelaide University

Melbourne, Australia Melbourne, Australia Adelaide, Australia
rdong@swin.edu.au zehangdeng@swin.edu.au xiaogang.zhu@adelaide.edu.au

Xiaoning Du Huai Liu Shaohua Wang∗
Monash University Swinburne University of Technology Central University of Finance

Melbourne, Australia Melbourne, Australia and Economics
Xiaoning.Du@monash.edu hliu@swin.edu.au Beijing, China

davidshwang@ieee.org
Sheng Wen∗ Yang Xiang

Swinburne University of Technology Swinburne University of Technology
Melbourne, Australia Melbourne, Australia
swen@swin.edu.au yxiang@swin.edu.au

Abstract—The automation of unit test generation has become
a critical task for improving the overall efficiency of software
development and testing. Many existing techniques attempt to
generate a sufficient number of test cases to achieve high code
coverage. However, it has been shown that a high coverage does
not necessarily guarantee effective bug discovery. A potential
enhancement is to guide the unit test generation based on
bug properties. However, this solution is challenged by the
large number and diversity of bug types, making it difficult to
comprehensively summarize bug properties.

We observe that failures, presented as the results of bugs,
manifest in a limited number of scenarios. Therefore, instead
of bug properties, in this paper, we propose an innovative
framework, named FAILMAPPER, which uses failure scenarios
to guide the generation of unit tests. We summarize nine failure
scenarios and design the corresponding failure-triggering test
strategies. This significantly improves the efficacy of generating
test cases towards triggering bugs. To systematically explore
possible failure scenarios, FAILMAPPER employs the Monte
Carlo Tree Search algorithm to search for the faults that may lead
to a failure. Experiments demonstrate that, on 50 known bugs in
the Defects4J benchmark, FAILMAPPER can detect many more
bugs than five typical unit testing approaches, including EvoSuite,
Randoop, CoverUp, HITS, and SymPrompt (40 versus at most
12, out of all 50 bugs). Meanwhile, FAILMAPPER detects 12 out
of 20 bugs in the GitBug-Java and Bears-benchmark datasets.
We reveal 36 potential issues from 2 Apache projects, and 14
of them have been confirmed as bugs, further demonstrating
FAILMAPPER’s effectiveness. The experimental results show that
our new framework can significantly enhance the overall efficacy
of unit testing.

Index Terms—Automated Unit Test, Failure Scenario Guided,
Software Bug, LLM.

I. INTRODUCTION

Unit testing is a long-standing and widely used method
in software development, where developers write test cases
to automatically verify the correctness of individual compo-
nents [1]. However, most software companies still depend
on manually generated unit tests, suffering from the limited
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capability of thorough testing [2]. This undermines software
quality, leading to costly or even incalculable consequences
when serious issues occur. As a result, there is increasing
interest in automated unit test generation as a means to
improve testing efficiency and ensure software reliability by
producing effective and focused unit tests.

The fundamental task of automated unit test generation is
to produce a pair of input and its expected output, which aims
to verify the behavior of units. Existing techniques, including
Search-Based Software Testing (SBST) approaches [3]–[5]
and recent LLM-driven methods [6]–[8], search the input-
output pairs with the focus on maximizing code coverage.
However, high code coverage does not necessarily guarantee
bug detection [9]. Even with code coverage regularly ex-
ceeding 80–90%, these tools frequently fail to detect critical
bugs [10]. A potential enhancement on bug discovery is to
steer test generation by incorporating bug characteristics, as
adopted in other software testing methods [11]. However, unit
tests naturally intend to detect various types of bugs, especially
logic bugs, which arise because code does not meet business
requirements [12]. This diversity challenges the summarization
of bug characteristics because each bug type may display its
own distinctive root cause [13].

Although bugs can be introduced through a wide variety of
ways [14], we observe that code failures tend to manifest in a
limited set of recurring scenarios. A failure is a departure of
the program or program component behavior from its required
behavior [15]. Therefore, our key idea is to guide the genera-
tion of unit tests based on failure scenarios, which significantly
reduces the search space of input-output pairs. To achieve
this, we have to overcome the challenge of systematically
identifying and triggering potential failures in code without
explicit specifications, while minimizing false positives in the
generated tests. First, we need to identify potential failure
points in the source code in an unbounded specification space.
Second, once potential failure points are identified, we need
to generate test cases that can effectively trigger these failure
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scenarios without clear failure specifications. Third, automated
test generation, particularly when using LLMs, suffers from
high false-positive rates mainly due to the inaccuracy of
assertions used for verifying the correctness of test output.

To address the challenges, we propose FAILMAPPER, the
first framework that uses failure scenarios to guide the gener-
ation of unit tests. To solve the first challenge, we conducted
an empirical study of 854 real-world bugs to identify common
failure scenarios, then leveraged static analysis and LLM’s
semantic understanding to recognize potential instances of
these scenarios in source code. For the second challenge,
we designed specialized test generation strategies for failure
scenarios and employed a Failure-Aware Monte Carlo Tree
Search (MCTS) algorithm to efficiently explore the space of
possible test inputs and assertions . To address the third chal-
lenge, we developed a multi-level verification framework that
combines pattern-based filtering, static analysis, and LLM-
enhanced semantic verification to validate bug candidates.

Our experimental evaluation on Defects4J [16] demon-
strates that this failure-guided testing approach significantly
outperforms existing methods in detecting real-world bugs.
FAILMAPPER is compared with two SBST tools, including
Evosuite [3] and Randoop [4], and state-of-the-art LLM-
based methods, including Coverup [6], Hits [7], and Sym-
Prompt [8]. We selected the 10 most recent active faults from
Cli [17], Codec [18], Csv [19], Math [20], and Compress [21],
respectively. Compared with the best performance baseline,
FAILMAPPER achieves 233% higher bug detection rate with-
out sacrificing code coverage. Meanwhile, FAILMAPPER re-
duces the false positive rate by 64.7% compared to the best
LLM-based baseline, making it more efficient for practical
testing scenarios. The main contributions of this paper are:

1) We summarize nine failure scenarios by conducting a
large empirical study on 854 real-world failures to quan-
tify the distribution and characteristics of failures.

2) We propose a failure-guided framework, FAILMAPPER,
that effectively triggers bugs via unit test generation.
FAILMAPPER reframes unit test generation from maxi-
mizing code coverage to targeting failure scenarios.

3) We comprehensively evaluate FAILMAPPER on real-
world bugs, providing an extremely higher bug detection
rate and lower false positive rates.

II. MOTIVATION

A. The Gap Between Coverage and Bug Detection
Consider the bug in Listing 1, which shows a null pointer

issue in the Commons CSV library [22]. This bug manifests
when processing header records, where the code calls trim()
on a potentially null header value (in line 5), resulting in
a NullPointerException. When we analyzed the tests gen-
erated by state-of-the-art tools for this method, we found
a revealing pattern that all generated tests achieve 100%
code coverage by passing valid string values and verifying
successful assignments. However, none attempt to trigger the
failure scenario by passing null values or including null-
related assertions to validate the exception handling behavior.

Listing 1 CSV-122: Bug for Null Reference

1 for (int i = 0; i < headerRecord.length; i++) {
2 final String header = headerRecord[i];
3 // BUG: Null pointer issue for emptyHeader
4 // trim() cannot deal with a null value
5 final boolean emptyHeader =

header.trim().isEmpty();↪→

6 ...
7 }

This observation reveals a fundamental limitation that existing
test generation approaches optimize for executing code paths
successfully, systematically neglecting input and assertions
that reveal failure scenarios.

B. Misaligned Search Objectives

The failure neglect is a common disadvantage of existing
tools, because they are optimized for what they can measure
(successfully examined code regions) rather than what matters
for bug detection (failure scenarios) [23], [24]. For example,
in Listing 1, it stems from a fundamental misalignment in how
current approaches conceptualize test generation. Both SBST
and LLM-based methods maximize successful code execution,
treating exceptions and failures as undesirable outcomes to
be neglected rather than valuable signals to be explored.
EvoSuite, an SBST tool, supports multiple coverage criteria
in unit test generation [25]. While prior work has explored
fault-driven approaches such as exception coverage [26] and
mutation-driven generation [27], these techniques still operate
within the coverage maximization paradigm. Similarly, LLM-
based approaches like CoverUp and HITS focus on covering
unexplored code regions with valid inputs, lacking explicit
mechanisms to explore failure-inducing scenarios [28].

C. The Key Insight: Failures Follow Systematic Scenarios

A bug is a defect in the source code that represents an
incorrect implementation violating the intended behavior, and
a failure is the observable manifestation of a bug during
execution [15]. While a single bug can manifest through
multiple failure scenarios [29], [30], such as a missing null
check causing NullPointerException in different contexts, and
different bugs can produce similar failures, like various logic
errors leading to incorrect outputs. The realization led us
to a critical question: instead of trying to understand what
code should do to get the expected output and avoid bugs
(which requires unbounded specification comprehension), can
we directly target how code might fail (which follows finite
observations)? To answer this, we conducted an empirical
study of 854 real-world bugs from Defects4J. Our analysis
revealed a striking finding that despite software failures be-
ing caused by various reasons, they manifest in remarkably
consistent scenarios. As shown in Table I, we identified
12 failure scenarios, and FAILMAPPER covers 9 of them
to cover 90.5% of the bugs. This systematic categorization
enables us to transform the unit test generation problem from
an unbounded specification understanding task to a bounded
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TABLE I: Failure Classification

Category Failure (Subcategories) Count Total %

Runtime
Exception
Failure
(REF)

1.1 Null Reference 40 4.7
- Null Reference 40 4.7

1.2 Index Boundary 36 4.2
- Index Violations 36 4.2

1.3 Resource Management 34 3.9
- Uncaught Exception Propagation 12 1.4
- Resource Leak Failures 8 0.9
- Abnormal Termination 14 1.6

1.4 Concurrent Modification 26 3.1
- Collection Modification Failures 14 1.6
- Infinite Loop Failures 9 1.1
- Control Flow Interruption 3 0.4

1.5 Race Condition (Uncovered) 6 0.7
- Race Condition Failures 6 0.7

Logic and
Semantic
Failures
(LSF)

2.1 Incorrect Behavior 268 31.4
- API Contract Violations 261 30.6
- Parameter Mismatch Failures 7 0.8

2.2 Logic Assertion 136 15.9
- Boolean Assertion Failures 72 8.4
- Boundary Assertion Violations 35 4.1
- Incomplete Logic Failures 25 2.9
- Operator Precedence Failures 4 0.5

2.3 Data Integrity 126 14.8
- Special Value Mishandling 80 9.4
- Validation Failures 46 5.4

2.4 String Processing 69 8.1
- Encoding Mismatch Failures 41 4.8
- String Comparison Failures 28 3.3

2.5 Numeric Computation 35 5.2
- Type Conversion Failures 35 4.1
- Arithmetic Failures 9 1.1

2.6 Configuration Dependent (Uncovered) 14 1.6
- Argument Order Failures 7 0.8
- Configuration Load Failures 7 0.8

Other
Failures

3.1 Others (Uncovered) 64 7.5
- Regression Test Failures 49 5.7
- Platform-Specific Failures 15 1.8

matching problem. Therefore, we can directly target these
failure scenarios without complex program analysis on specific
fault patterns [31].

D. MCTS for Searching

The challenge of systematically exploring possible failure
scenarios presents a search problem. We need to (1) efficiently
explore a space of potential failure-inducing inputs and as-
sertions, (2) learn which inputs and assertions successfully
trigger failures versus those that execute without failures, and
(3) balance exploring new failure scenarios with exploiting
proven failure results. However, traditional random testing
approaches lack the learning capability to focus on promising
failure scenarios. Coverage-guided approaches explicitly avoid
the failure space that we want to explore. This is where MCTS
becomes the natural choice [32]. MCTS can learn from each
test execution to distinguish between inputs and assertions
that successfully trigger failures and those that do not [33].
Its Upper Confidence Bounds for Tree(UCT) formula natu-
rally balances exploring new failure scenarios with exploiting
results that have proven effective. By combining systematic
failure scenarios with MCTS’s adaptive search capabilities,
we can transform test generation from a coverage optimization
problem into a failure discovery problem.

III. METHODOLOGY

FAILMAPPER introduces a failure-driven test generation
framework that shifts the focus from maximizing code cov-
erage to triggering software failures. The core insight driving
our approach is that while software bugs vary infinitely, we
can generate test cases that expose bugs effectively with
the guidance of failures. Our Framework consists of four
key components: Failure Scenario Analysis, Failure-Triggering
strategies, Failure-Aware MCTS, and Multi-Level Verification.
Figure 1 illustrates how these components work together.
Starting from the source code, FAILMAPPER analyzes poten-
tial failure points, applies targeted strategies through MCTS-
guided test generation, and verifies that triggered failures
represent actual bugs rather than wrong code behaviors.

FAILMAPPER employs a pipeline that systematically trans-
forms Java source code into failure-triggering unit tests, as
shown in Figure 2. The static analysis stage employs a
multi-layered parsing strategy to handle diverse Java syntax.
For context information, FAILMAPPER operates primarily on
code-level artifacts without requiring external documentation.
The system extracts method signatures, control flow patterns,
data dependencies, and Javadoc comments to understand code
semantics. And then, FAILMAPPER collects the FA-MCTS en-
gine’s feedback for the current testing iteration and generates
a new prompt for the next iteration.

A. Failure Category Analysis

Our failure category analysis begins with an observation
that software bugs manifest through a limited set of observable
runtime behaviors. Rather than attempting to identify buggy
code patterns statically, we focus on the failure scenarios
that indicate the presence of bugs. This approach enables a
more targeted and efficient bug-triggering process by directly
addressing the observable manifestations of software defects.

The development of our failure taxonomy followed a
methodology combining theoretical foundations with empir-
ical validation. We first surveyed established bug taxonomies
from previous research, including studies on concurrency bug
characteristics [34], the analysis of bug patterns in open-
source software [35], and the investigation of deep learning
bug characteristics [36]. Other studies [37]–[39] also identified
failure scenarios such as null pointer dereferences, boundary
violations, resource leaks, and type mismatches that have been
subjects of software engineering research for decades.

We then examined the prevalence of these failure scenarios
in 854 real-world bugs from the Defects4J benchmark [16]
for contemporary Java software. For each bug, we analyzed
observable failure behavior, the conditions that triggered the
failure, and semantic contexts. This analysis confirmed that
90.5% of bugs manifest through nine distinct failure scenarios,
which we organized into two main categories.

1) Covered Runtime Exception Failures (REF) - 15.9%:
These manifest as uncaught exceptions during execution.
1.1) Null Reference Failures (4.7%). This failure scenario

occurs when operations are performed on null objects,
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Fig. 1: Overview of the FAILMAPPER framework. The workflow starts with source code analysis to identify potential failure
scenarios, then applies failure-triggering test strategies through Failure-Aware MCTS exploration. The generated test cases
undergo multi-level verification (scenario-based, static analysis, and LLM-enhanced semantic verification) to distinguish actual
bugs from false positives, ultimately producing validated bug-triggering unit tests.

 Static Analysis

1. Standard javalang parsing
2. Preprocessed parsing
3. Regex fallback extraction

Multi-Layer Parser

1. Direct dependencies
2. Transitive dependencies
3. Class hierarchies

Dependency Analyzer

1. Boundary conditions
2. Null Reference
3. ...

Failure Scenario Detector

LLM Prompt

1. Class structure
2. Method signatures
3. Constructor details
4. Field declarations
5. ......

Structure Formatter

1. Data flow for the entire class
2. Javadoc comments
3. Import statements
4. Package stucture
5. identified failure scenarios

Context Aggregator

1. Resolve FQN from imports
2. Extract dependency APIs
3. Inject API documentation

API Resolver

1. Prohibit mock frameworks
2. Enforce real instantiation
3. Generate object builders

Real Object Enforcer

Structured Prompts
Generation

Collect

1. Selection: UCT
2. Expandsion: Failure guidance
3. Simulation: Execute & feedback
4. Backpropagation: Update rewards

FA-MCTS Engine

Data Flow Extractor
1. Assignment & conditions
2. Control flow paths
3. Exception handling

Test Strategy Manager
1. Boundary value testing
2. Null injection testing
3. Semantic behavior testing
4. ......

Add

Prompt with FA-MCTS Decision
1. Testing results
2. Failure scenario coverage
3. Code Coverage
4. Source code under test
5. Test cases

Fig. 2: The detailed pipeline of FAILMAPPER to construct
context.

resulting in NullPointerException. FAILMAPPER identi-
fies potential null reference vulnerabilities by analyzing
method calls on variables that might be null, with special
attention to parameters and nested property access chains
(See Example Listing 1).

1.2) Index Boundary Failures (4.2%). They manifest as
ArrayIndexOutOfBoundsException or similar
errors when accessing collections with invalid indices.
FAILMAPPER reflects this failure scenario to code regions
with operations on array index and string index.

1.3) Resource Management Failures (3.9%). They occur
when resources are not properly handled, especially un-
der exceptional conditions like swallowed exceptions.
These involve improper exception propagation, inade-
quate cleanup during exceptions, and incorrect return
values. Our detection approach focuses on empty catch
blocks, overly generic exception handling, and improper
resource cleanup.

1.4) Concurrent Modification Failures (3.1%). They arise
from improper collection modifications during iteration.
This failure scenario involves missing breaks, collection
modifications during iteration, and improper loop termi-
nation conditions. These errors occur when manipulating
collections or using iterators incorrectly, often leading
to ConcurrentModificationExceptions or infinite loops.
FAILMAPPER reflects this scenario to code regions by
detecting modified collections during iterations.

2) Covered Logic and Semantic Failures (LSF) - 75.4%:
These failures represent violations of business logic or seman-
tic constraints without necessarily throwing exceptions.
2.1) Incorrect Behavior Failures (31.4%). The program pro-

duces wrong results while executing successfully. These
require understanding expected behavior and generating
inputs that expose discrepancies (e.g., FIFO vs. LIFO).
For this scenario, we leverage LLMs to analyze the unit’s
logic by providing related contexts, such as Javadoc and
method signatures. If LLMs detect incorrect behavior,
we ask LLMs to respond to the issue description and
corresponding test strategies in a template.

2.2) Logic Assertion Failures (15.9%). They include assertion
violations and boolean logic errors that cause unex-
pected program states by misapplying DeMorgan’s laws
(Negation of a conjunction and disjunction) [40]. This
scenario is caused by conditional statements and Boolean
expressions.

2.3) Data Integrity Failures (14.8%). They involve mishan-
dling of special values (null, empty, negative) or val-
idation logic. To reflect this scenario in code regions,
we focus on validation methods and data transformation
operations.

2.4) String Processing Failures (8.1%). They include encoding
issues, incorrect comparisons, and parsing errors. Their
systematic nature is evident in recurring code regions,
particularly in operations such as parsing, tokenization,
and string matching.

2.5) Numeric Computation Failures (4.1%). They manifest
as overflow, underflow, or precision errors. They exhibit
consistent code regions, often arising when mathematical
invariants are violated or when numeric values exceed the
representational bounds of their data types.

3) Limitations and Excluded Scenarios - 7.5%: While our
approach covers 90.5% of observed bugs, certain failure cat-
egories are inherently unsuitable for systematic failure-driven
testing, shown in Table I with “Uncovered”.
3.1) Race Condition Failures (0.7%). These require precise

thread interleavings and timing control that cannot be
reliably reproduced through input generation alone. They
need specialized concurrency testing tools [41].

3.2) Configuration-Dependent Failures (1.8%). They depend
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on external configuration files, environment variables, or
deployment settings that exist outside the unit testing
scope. They require integration or system-level testing.

3.3) Regression-Specific Failures (5.7%). They only manifest
when comparing behavior across different versions of
the software. They require historical context and version-
aware testing that goes beyond single-version unit testing.

3.4) Platform-Specific Failures (1.8%). These manifest only
on specific operating systems, architectures, or runtime
environments. Systematic testing would require maintain-
ing multiple execution environments.

The key distinction of our approach is that we do not attempt
to statically identify where these failures might occur in the
code. Instead, FAILMAPPER generates test cases designed to
trigger each failure scenario and observe whether the failure
actually manifests by applying corresponding testing strate-
gies. This dynamic approach allows us to find bugs without
complex program analysis or specification inference, while
acknowledging that certain bug categories require specialized
testing approaches beyond our framework’s scope.

Note that our categorization, in Table I, is hierarchical
with Level 1 representing high-level failure patterns and Level
2 providing implementation-specific variations. We chose to
target Level 1 scenarios in FAILMAPPER as they provide
the optimal balance between coverage and tractability. While
finer-grained categorizations are possible, our experiments, in
Table IV, show that Level 1 scenarios are sufficient to achieve
significant bug detection improvements.

B. Failure-Triggering Test Strategies

While failure scenarios identify what failures to target, we
need systematic strategies for how to trigger these failures.
The key insight is that many failure scenarios share common
triggering mechanisms. For instance, both null reference fail-
ures and data integrity failures often involve edge case testing
that can be triggered through similar strategies. By identi-
fying these commonalities, as shown in Table II, we create
reusable strategies that work across scenarios. Importantly,
our strategies encompass not only input generation but also
assertion synthesis to effectively detect both exceptional and
semantic failures. Our framework implements nine core testing
strategies, each designed to systematically explore different
dimensions of potential failures.

TABLE II: Mapping Failure Scenario to Testing Strategies

Failure Scenario Primary Strategy Secondary Strategy

Null Reference Null Injection Edge Case
Index Boundary Boundary Value Extreme Value
Resource Management Exception Injection State Mutation
Concurrent Modification State Mutation –
Incorrect Behavior SB Testing Combination
Logic Assertion Combination State Mutation
Data Integrity Edge Case Boundary Value
String Processing Format Variation Edge Case
Numeric Computation Extreme Value Boudnary Value

Note: SB Testing is for Semantic Behavior Testing• Null Injection Testing serves as our primary strategy for ex-
posing failures related to missing null checks. This strategy

asks LLMs to systematically replace object parameters with
null values and observes whether the code properly handles
these cases. Beyond simple null replacement, the strategy
also tests partially null states, such as objects with null fields
or collections containing null elements. For assertion gen-
eration, this strategy limits LLMs to using null-related and
exception-based assertions, expecting either successful null
handling or specific exceptions like NullPointerException.

• Boundary Value Testing targets the critical transition points
in program logic where off-by-one errors and range viola-
tions commonly occur. The strategy asks LLMs to generate
test inputs at and around natural boundaries such as zero,
array boundaries, and collection sizes. For array opera-
tions, it systematically tests indices at -1, 0, length-1,
length, and length+1 positions. The strategy generates
both exception assertions for out-of-bounds access and value
assertions to verify correct behavior at valid boundaries.

• Extreme Value Testing extends boundary testing
to the limits of data types and numeric repre-
sentations. This strategy specifically tests with
Integer.MAX_VALUE, Integer.MIN_VALUE,
Double.POSITIVE_INFINITY, Double.NaN,
and other extreme values. Beyond triggering overflow
exceptions, this strategy also asks LLMs to generate
assertions that verify numeric operations handle extreme
values correctly, checking for infinity propagation, NaN
handling, and overflow behavior in arithmetic operations.

• Combinatorial Testing addresses the complexity of boolean
logic and control flow decisions. Rather than randomly
generating boolean inputs, this strategy asks LLMs to ex-
plore combinations of conditions that might reveal logic
errors. Crucially, this strategy lets LLMs primarily focus on
assertion generation that verifies the logical consistency of
outputs. For instance, when testing a method with complex
boolean logic, it generates assertions that check logical
invariants and validates that equivalent logical expressions
produce identical results.

• State Mutation Testing specifically targets failures that arise
from unexpected state changes during execution. This strat-
egy is designed to modify object states between method
calls or during iteration, revealing assumptions about state
immutability. The expected assertions are to verify both
exceptional behavior like ConcurrentModificationException
and semantic correctness by checking that state changes
produce expected outcomes or are properly rejected.

• Exception Injection Testing focuses on resource management
and error handling paths. This strategy induces exceptions at
critical points during execution and generates corresponding
assertions that verify proper cleanup, error propagation, and
recovery behavior. The assertions check not only that excep-
tions are handled but also that resources are released, partial
operations are rolled back, and error states are correctly
maintained.

• Semantic Behavior Testing leverages LLMs to understand
intended behavior and generates assertions that verify se-
mantic correctness. This strategy creates test cases that
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Listing 2 CLI-265: Logic fault in Short Option Identification

1 private boolean isShortOption(String token) {
2 if (!token.startsWith("-") || token.length()

== 1)↪→

3 return false;
4 int pos = token.indexOf("=");
5 // BUG: Long options incorrectly processed
6 // Using substring(1) keeps the second '-'
7 // in long options
8 String optName = pos == -1 ?

token.substring(1)↪→

9 : token.substring(1, pos);
10 return options.hasShortOption(optName);
11 // For input "--f=bar",
12 // returns hasShortOption("-f")
13 // instead of rejecting
14 }

explore the semantic boundaries of method behavior, with
assertions that compare actual results against inferred ex-
pectations. Take Listing 2 as an example, a method named
isShortOption fails to distinguish a long option from
short ones. Therefore, based on the Incorrect Behavior
failure’s instructions in Section III-A1, the LLM generates
assertions that verify the method returns true for short
options like -f and false for long options like -foo,
validating the semantic contract implied by the method
name.

• Edge Case Testing ask LLMs to provide comprehensive
coverage of special values with assertions that verify both
exception handling and correct processing for code under
test. When testing with empty strings or collections, this
strategy aims to generate assertions that verify whether the
code treats empty as a special case, returns appropriate
default values, or throws expected exceptions.

• Format Variation Testing specifically addresses string pro-
cessing failures by testing various input formats and gen-
erating assertions that verify parsing correctness, encoding
consistency, and comparison semantics. The strategy asks
LLMs to create assertions that check whether string com-
parisons use value equality rather than reference equality,
whether parsing handles different formats consistently, and
whether encoding transformations preserve data integrity.
Each strategy maintains a feedback mechanism that tracks

not only its success rate in triggering failures but also the
effectiveness of its generated assertions in distinguishing real
bugs from expected behavior. This feedback guides the MCTS
in allocating computational resources to the most promising
strategy combinations for each specific code context.

C. Failure-Aware MCTS

The systematic identification of failure scenarios and their
corresponding test strategies presents a new challenge of
optimally selecting and applying these strategies to maximize
failure triggering. Each code context requires different strategy
combinations, and the effectiveness of a strategy can only
be determined through actual test execution. This creates

a complex sequential decision-making problem where each
choice influences subsequent options and outcomes.

Our Failure-Aware Monte Carlo Tree Search (FA-MCTS)
extends standard MCTS by incorporating failure scenario
knowledge directly into the search process. The key innovation
lies in biasing the search toward code regions with high failure
potential while maintaining sufficient exploration to discover
unexpected bugs. The algorithm uses a modified UCT formula
that includes a failure-aware component:

UCT (vi) =
wi

ni
+ c

√
lnNi

ni
+ λR(s) (1)

Where the UCT formula for node vi consists of three main
components. The first term wi

ni
represents the exploitation

aspect, where wi denotes the total reward obtained by node
i and ni indicates the number of times node i has been
visited. The second term c

√
lnNi

ni
serves as the exploration

component, with c being the exploration constant that balances
exploration and exploitation, Ni representing the visit count of
the parent node, and ni again being the visit count of node i.
The third term λR(s) introduces our logic-aware reward com-
ponent, where λ controls the weight of bug-specific rewards,
R(s). This formula aims to balance exploration-exploitation
tradeoffs while incorporating failure considerations.

The FA-MCTS algorithm operates through four iterative
phases, each adapted for failure-driven test generation. During
the Selection phase, the algorithm traverses the tree from
the root using the modified UCT formula to identify the
most promising node for expansion. This selection process
prioritizes nodes representing code regions with identified
failure scenarios while maintaining exploration of untested
areas. The Expansion phase adds new nodes representing
unexplored test strategies applicable to the current test state.
Here, our failure scenario analysis guides the prioritization of
strategies. For instance, when expanding a node representing
a method with string operations, Format Variation Testing and
Edge Case Testing receive higher priority for expansion. The
expansion process considers both the primary and secondary
strategies from Table II, creating a child node for an applicable
strategy. During the Simulation phase, the algorithm evaluates
the test strategy’s effectiveness through actual test generation
and execution. The simulation captures multiple signals from
JUnit [42], including whether an exception was thrown, what
type of exception occurred, whether assertions passed or
failed, and whether the behavior matches expected semantics.
This rich feedback distinguishes our approach from coverage-
oriented methods that only track successful execution. The
Backpropagation phase updates the statistics of all nodes along
the path from the simulated node back to the root. The update
incorporates both rewards and failure-specific information.

The reward function plays a crucial role in guiding the
search toward effective bug detection. We design a composite
reward function that balances multiple objectives:

R(s) = α ·Rcov(s)+β ·RFSC(s)+γ ·RREF (s)+δ ·RLSF (s)
(2)
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Where Rcov(s) measures code coverage, RFPC(s) rewards
Failure Scenario Coverage (FSC), RREF (s) rewards REF
detections and RLSF (s) rewards LSF detection. The weights
α, β, γ, and δ control the importance of each component.

The integration of failure scenarios and testing strategies
into MCTS provides several key advantages. First, it dra-
matically reduces the effective search space by focusing on
strategies likely to trigger failures rather than exploring all
possible test inputs. Second, the learning mechanism allows
the algorithm to adapt to project-specific characteristics, dis-
covering which strategies prove most effective for particular
code bases and failure types. Third, the probabilistic nature of
MCTS ensures robustness against local optima that might trap
deterministic search algorithms.

D. Multi-Level Failure Verification

The effectiveness of automated bug detection is often
undermined by high false positive rates, particularly when
using LLMs for test generation. To address this challenge,
FAILMAPPER implements a multi-level verification mech-
anism that validates fault candidates through progressively
sophisticated analysis techniques. This mechanism combines
scenario-based filtering, static analysis verification, and LLM-
enhanced semantic analysis to distinguish real bugs from
spurious test failures.

1) Scenario-Based Verification: The first verification level
employs lightweight scenario matching to quickly filter obvi-
ous false positives. This stage examines test failures against
nine failure-specific scenarios, each associated with charac-
teristic failure signatures. For instance, when a test reports
a NullPointerException, the verifier checks whether
the test explicitly sets null values (indicating intentional
null testing) versus encountering unexpected nulls (indi-
cating a potential bug). The failure-based verifier main-
tains specialized verification strategies for each fault cat-
egory with calibrated confidence thresholds. For example,
ArrayIndexOutOfBoundsException scenario achieves
95% confidence when tests explicitly use assertThrows, while
boundary condition failures require additional context analysis,
yielding 70-80% confidence. This differentiated approach al-
lows rapid filtering of common false-positive scenarios, such
as assertion failures due to incorrect test expectations (e.g.,
expecting null vs. empty string), tests that intentionally trigger
exceptions to verify error handling, and boundary tests that
expose documented limitations rather than bugs.

2) Static Analysis Verification: The second verification
level performs deeper code structure analysis to validate
failure candidates against implementation characteristics. For
each potential failure, the verifier extracts relevant code pat-
terns and analyzes their properties in relation to the specific
failure type. For an example of concurrent-related failures,
the verifier examines loop constructs and index calculations,
checking for off-by-one patterns like i <= array.length
instead of i < array.length. Another example of null
reference faults, FAILMAPPER analyzes the presence and

placement of null validation checks. The static analyzer cor-
relates test failures with specific code structures. If a test
reports an index error but the source code contains proper
boundary validation (e.g., if (index < 0 || index
>= array.length)), the confidence in the bug decreases.

3) LLM-Enhanced Semantic Verification: The highest ver-
ification level performs semantic analysis to understand in-
tended behavior versus actual implementation. We extract
semantic relationships between variables, examine API con-
tracts, and analyze parameter constraints through LLM-
enhanced code analysis. This level is particularly effective for
business logic bugs where the flaw lies in the gap between
intended and implemented behavior rather than in syntac-
tic structures. Semantic verification produces the highest-
confidence bug validations by incorporating contextual under-
standing of code purpose.

IV. EVALUATIONS

To evaluate the effectiveness of FAILMAPPER, we con-
ducted a comprehensive series of experiments designed to
assess its performance across multiple dimensions, including
bug detection capability, false positive rates, code coverage,
and computational efficiency. Our evaluation addresses the
following research questions:

• RQ1: Bug Detection Effectiveness. How effective is
FAILMAPPER at detecting bugs compared to state-of-the-
art test generation approaches?

• RQ2: Coverage Influence. How does FAILMAPPER’s focus
on failure scenario targeting impact code coverage compared
to coverage-driven approaches?

• RQ3: False Positive (FP) Reduction. To what extent does
FAILMAPPER’s multi-level verification framework reduce
FPs compared to existing techniques?

• RQ4: Generalizability Beyond Defects4J. How well does
FAILMAPPER generalize to bugs beyond the Defects4J
benchmark?

• RQ5: MCTS Efficiency Analysis. How does the number of
MCTS iterations affect bug detection, and at which iteration
are most real bugs discovered?

• RQ6: Component Contribution. What are contributions
of the individual components to FAILMAPPER’s overall
performance?

A. Experimental Setup

1) Bug Benchmark Selection: We evaluated FAILMAPPER
on 50 bugs from the Defects4J benchmark [16] with 5 Apache
projects (Cli, Codec, Csv, Math, and Compress). For each
project, we selected the 10 most recent active bugs related
to unit testing. This selection ensures our evaluation covers
diverse bug types and coding patterns across different domains.
Additionally, to examine the generalizability of FAILMAPPER
across diverse domains and datasets, we evaluated FAILMAP-
PER on 20 bugs from Bears-benchmark [43] and GitBug-
Java [44] with 19 different projects.

2393



2) Baseline Comparison: We compared FAILMAPPER
against five state-of-the-art test generation tools representing
different approaches:
• EvoSuite [3]: A search-based testing tool that uses evolu-

tionary algorithms to maximize code coverage.
• Randoop [4]: A feedback-directed random testing tool

configured with a 20-minute time limit per class.
• CoverUp [6]: An LLM-based approach that iteratively gen-

erates tests to cover uncovered code segments.
• HITS [7]: An LLM-based tool that uses method slicing to

generate tests for fine-grained code fragments.
• SymPrompt [8]: An LLM-based approach that structures

code based on execution paths for test generation.
For the LLM-based baselines, we used their default configu-
rations with 5 LLM requests per method under test, following
their original experimental settings.

3) MCTS Configuration and Reward Function: We con-
figured our FA-MCTS with parameters specifically tuned for
failure scenario targeting. The key parameters for FA-MCTS
include setting i) maximum iterations to 30; ii) exploration
constant c to 1.0, balancing exploration versus exploitation;
and iii) failure weight λ to 2.0, emphasizing failure-specific
rewards. The reward function is designed in Eq. 2 with
three hyperparameter: α = 0.2, β = 0.3, δ = 0.25. This
emphasizes failure detection over raw coverage, differentiating
our approach from traditional coverage-driven methods. All
hyperparameters were selected based on a grid search to
determine the most effective combination.

4) Implementation Details: All experiments were con-
ducted on identical hardware using AMD Ryzen 9 5950X
processors with 64GB RAM running Ubuntu 22.04 LTS. Given
the deterministic nature of FAILMAPPER’s failure scenario
targeting approach, we conducted single runs to ensure fair
comparison. As shown in Table III, FAILMAPPER’s aver-
age testing time on Defects4J was 18.8 minutes per class.
Therefore, EvoSuite and Randoop were each allocated 20
minutes per class to match FAILMAPPER’s time cost for fair
comparisons. EvoSuite was run with its default multi-criteria
optimization with eight coverage criteria: Line, Branch, Excep-
tion, WeakMutation, Output, Method, MethodNoException,
and CBranch [26]. This configuration represents EvoSuite’s
standard operating mode and has been shown to achieve the
best overall results in previous studies [45]. For LLM-based
baselines, we used the Claude 3.5 Sonnet model via the
Anthropic API [46]. We followed their default configurations
of 5 API requests per method, as specified in their original im-
plementations [47]. For coverage measurement, we employed
JaCoCo version 0.8.8 [48], measuring instruction coverage at
the bytecode level. This code coverage metric counts executed
JVM instructions, providing more precise measurement than
line or statement coverage while remaining comparable across
different code styles and formatting conventions.

B. RQ1: Bug Detection Effectiveness

Table IV shows that FAILMAPPER significantly outperforms
all baselines, detecting an average of 8/10 bugs compared to

TABLE III: Computational Cost Comparison across Test Gen-
eration Approaches on Defects4J

Tool Time/Class (min) API Requests Tokens (k)

CoverUp 31.2 145.3 215.6
HITS 28.4 138.7 198.3
SymPrompt 25.6 132.4 186.7
FAILMAPPER 18.8 40.9 182.0

Efficiency Improvement of FAILMAPPER vs. Each Baseline

vs. CoverUp 40% faster 72% fewer 16% fewer
vs. HITS 34% faster 70% fewer 8% fewer
vs. SymPrompt 27% faster 69% fewer 3% fewer

2.4/10 for SymPrompt (best baseline), a 233% improvement.
This validates our hypothesis that targeting failure scenarios
is more effective than maximizing coverage. For instance,
in the Cli project, FAILMAPPER detected all 10 bugs with
84% coverage, while EvoSuite achieved the same coverage
but detected 0 bugs. This demonstrates that the quality of
test inputs matters more than the quantity of code executed.
FAILMAPPER’s specialized testing strategies generate inputs
specifically designed to trigger failure scenarios such as null
references, boundary violations, and resource management
issues that are prevalent in command-line parsing applications.
For Codec and Compress, FAILMAPPER detected 9 bugs each
versus 4 and 2 for the best baselines.

Interestingly, EvoSuite shows strong performance on the
Math project (10 bugs detected), comparable to traditional
testing approaches for mathematical software. This can be
attributed to the nature of mathematical bugs, which often
manifest as arithmetic exceptions or boundary violations that
evolutionary algorithms can discover through systematic nu-
merical exploration. However, FAILMAPPER’s weaker detec-
tion performance on Math (5 bugs) suggests that some fail-
ure scenarios in mathematical computations require domain-
specific strategies beyond our current nine categories.

The contrast in bug detection rates between FAILMAP-
PER and LLM-based baselines reveals limitations in current
LLM-based test generation. CoverUp, HITS, and SymPrompt
achieve similar low detection rates (1.0, 0.6, and 2.4 bugs
on average) despite using various and sophisticated prompting
strategies. This suggests that without explicit guidance toward
failure scenarios, LLMs tend to generate tests that examine
code successfully rather than expose failures. Additionally, re-
source consumption for LLM-based tools was tracked through-
out all experiments to ensure fair comparison and practical
viability. Table III demonstrates that FAILMAPPER has 27%
faster execution and 3% fewer token inputs compared to LLM
baselines, while achieving 3.3 times higher bug detection rates.

We manually examined the 10 bugs that FAILMAPPER
failed to detect. These bugs primarily fall into two categories:
(1) bugs requiring highly specific input combinations that
are statistically unlikely to be generated, such as particu-
lar floating-point values that trigger precision errors only at
specific ranges; and (2) bugs in mathematical computations
requiring domain-specific invariants that are difficult to infer
without explicit mathematical specifications. For instance, one
undetected bug in the Math project required inputs satisfying a
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TABLE IV: Experimental Results Comparison on Defects4J with 50 Bugs

SBST-based Techniques LLM-based Techniques Ours
Projects EvoSuite Randoop CoverUp HITS SymPrompt FAILMAPPER

Bugs FP Cov. Bugs FP Cov. Bugs FP Cov. Bugs FP Cov. Bugs FP Cov. Bugs FP Cov.
Cli 0 - 84% 1 - 76% 2 12 78% 1 15 78% 2 11 82% 10 3 84%
Codec 0 - 94% 1 - 82% 1 35 87% 1 36 87% 4 32 75% 9 7 88%
Csv 1 - 89% 3 - 76% 0 51 81% 0 68 84% 2 54 86% 7 13 79%
Math 10 - 91% 1 - 81% 1 47 88% 1 95 81% 2 35 82% 5 20 83%
Compress 0 - 72% 0 - 63% 1 35 77% 0 141 71% 2 36 71% 9 15 72%
Average 2.2 - 86% 1.2 - 75.6% 1.0 36 82% 0.6 71 80% 2.4 34 79% 8.0 12 81%

Note: Bugs are bug detection rate; FP is false positive rate; Cov. is code coverage; Bold means the best performance.

specific mathematical relationship (e.g., values that cause nu-
merical instability in matrix decomposition) that our general-
purpose strategies did not target.

C. RQ2: Coverage Influence

A concern when shifting from coverage-driven to failure-
driven test generation is the potential impact on code coverage.
Table IV shows that FAILMAPPER achieves an average code
coverage of 81% across all projects, which is lower than Evo-
Suite’s 86% but comparable to other LLM-based approaches
(CoverUp 82%, HITS 80%, SymPrompt 79%). This result
reveals important insights about the relationship between code
coverage optimization and bug detection effectiveness.

The 5% code coverage gap between FAILMAPPER and Evo-
Suite reflects a fundamental difference in testing philosophy.
Our results demonstrate that this trade-off is worthwhile that
despite lower code coverage, FAILMAPPER detects signifi-
cantly more bugs (40 versus 11 for EvoSuite). The most strik-
ing example of this phenomenon occurs in the Cli and Codec
projects. On Cli, both FAILMAPPER and EvoSuite achieve
84% code coverage, and FAILMAPPER detects all 10 bugs
while EvoSuite detects none. The comparison with other LLM-
based approaches is particularly revealing. Despite similar
code coverage levels, FAILMAPPER dramatically outperforms
CoverUp, HITS, and SymPrompt in bug detection.

FAILMAPPER achieves “meaningful code coverage” by
targeting bug-prone regions: error handling, boundary condi-
tions, resource management, validation logic, and so on. This
represents a paradigm shift from metrics-driven to risk-based
testing. While organizational policies often mandate 80% or
higher code coverage [49], our results show that optimizing for
raw coverage is counterproductive. FAILMAPPER’s balanced
approach (81% code coverage with superior bug detection)
satisfies code coverage requirements while maximizing bug-
finding effectiveness.

D. RQ3: False Positive Reduction

False positives refer to incorrect defect reports caused by un-
reasonable inputs or incorrect expectations, representing a sig-
nificant challenge in LLM-based bug detection. We manually
analyzed all generated cases, failure reports, and reported bug
documents on Defects4J to verify false positives. As shown in
Table IV, existing LLM-based tools suffer from high false pos-
itive rates: CoverUp generates an average of 36 false positives,
HITS produces 71, and SymPrompt generates 34 for each
project. In contrast, FAILMAPPER achieves an average of only

Fig. 3: Cumulative Bugs Found in MCTS Iterations.
12 false positives for 10 classes, representing a 64.7% reduc-
tion compared to SymPrompt (the best-performing baseline)
and an 83.1% reduction compared to HITS. With traditional
LLM-based approaches generating 34 to 71 false positives
on average, the manual review burden often outweighs the
benefits of automated testing. The reduction of FAILMAPPER
to 12 false positives in 10 classes (average 1.2 for each class)
makes automated bug detection significantly more practical for
real-world development workflows.

E. RQ4: Generalizability Beyond Defects4J

To evaluate the generalizability of our failure scenarios,
we conducted experiments on two independent benchmarks:
GitBug-Java [44], containing reproducible Java bugs from
2020-2024, and Bears-benchmark [43], comprising bugs from
diverse domains. Data in these benchmarks is totally different
from Defects4J for an unbiased assessment of FAILMAPPER’s
generalizability. Table V presents that FAILMAPPER success-
fully detected 12 out of 20 bugs from these benchmarks. The
detected bugs span all 9 failure scenarios identified in our
taxonomy, validating that these patterns represent fundamental
failure modes in Java software. The consistent performance
across diverse codebases validates software failures manifest
through systematic patterns.

FAILMAPPER has identified 36 potential issues in the latest
commits of Cli [17] and Math [20]. Among them, 14 have
been confirmed as bugs by Apache, including 1 critical bug.
So far, 7 of the confirmed bugs have been fixed, and 1 is
currently under repair. Among the 22 potential issues that
were not accepted, many still represent meaningful findings
despite not being classified as bugs. For instance, some issues
involve non-public interfaces that only manifest in unit tests
rather than actual execution paths. In the Math library, the

2395



(a) Bug Count with MCTS (b) Code Coverage (w/o FA) (c) False Positive (w/o BV)

Fig. 4: Ablation study results showing the impact of key components. (a) Bug detection count comparing complete FAILMAPPER
with version without failure awareness (w/o FA), demonstrating significant drops across all projects. (b) Coverage comparison
showing increased code coverage when failure awareness is removed, indicating the trade-off between code coverage and
bug detection. (c) False positive rates with and without bug verification (w/o BV), highlighting the crucial role of multi-level
verification in reducing spurious test failures.

TABLE V: FAILMAPPER’s Performance on Independent Benchmarks Demonstrating Failure Generalizability

Benchmark Project/Bug ID Detected Root Cause Failure Scenario

GitBug-Java

assertj-vavr ✗ API Contract Violations 2.1 Incorrect Behavior
aws-secretsmanager-jdbc ✓ Input Validation 2.3 Data Integrity
beanshell ✗ API Contract Violations 2.1 Incorrect Behavior
cloudsimplus ✗ Parameter Mismatch 2.1 Incorrect Behavior
ConfigMe ✓ Property Validation 2.3 Data Integrity
crawler-commons ✓ Character Encoding 2.4 String Processing
database-engine ✓ Uncaught Exception 1.3 Resource Management
dataframe-ec ✗ String Encoding 2.4 String Processing
dotenv-java ✓ Variable Misuse 2.2 Logic Assertion
JSONata4Java ✓ Type Conversion 2.5 Numeric Computation

Bears

spotify-web-api (246) ✗ Argument Order 2.6 Configuration Dependent
javapoet (245) ✓ Input Validation 2.3 Data Integrity
json-ignore (238) ✗ API Contract Violations 2.1 Incorrect Behavior
cash-count (234) ✓ Arithmetic Error 2.5 Numeric Computation
oss-parent (232) ✓ Out of Boundary 1.2 Index Boundary
classgraph (202) ✓ Null Reference 1.1 Null Reference
aws-encryption (198) ✓ Null Reference 1.1 Null Reference
pmd-gds (194) ✗ Configuration Load 2.6 Configuration Dependent
cassandra (192) ✗ API Contract Violations 2.1 Incorrect Behavior
cassandra (191) ✓ State Management 1.4 Concurrent Modification

Overall Detection Rate 12/20 (60%) Coverage: 9/9 failure scenarios

AccurateMathCalc class is package-private and fails to
handle the special case when the input is zero, returning
negative infinity, which is mathematically incorrect. However,
in real execution flows, the inputs are constrained to the
valid range of 1 to 2, thereby preventing such cases from
arising. Newly discovered bugs also prove that the failure-
aware method used in FAILMAPPER can guide LLMs to
uncover new bugs, rather than relying on the LLM’s training
memory to identify existing ones.
F. RQ5: MCTS Efficiency Analysis

Figure 3 presents the cumulative bug discovery across
successive MCTS iterations for the 50 bugs in our benchmark.
The results reveal several insights regarding the computational
efficiency and optimal configuration of our approach. First, we
observe that FAILMAPPER successfully detected 40 bugs out
of the 50 benchmark bugs (80%), with all 40 bugs being dis-
covered within 27 iterations. This finding motivated our choice
of 27 as the optimal iteration parameter for FAILMAPPER, as
it represents the point of diminishing returns for additional
computational investment.

During the first 5 iterations, bug discovery proceeds grad-
ually as the initial discovery phase, with 7 bugs (17.5% of

the total) being identified. This initial phase represents the
exploration period where the MCTS algorithm is building
its understanding of the program structure and identifying
potential failure scenarios. The middle phase, from iteration
6 to 19, shows an acceleration in bug discovery, with 28
additional bugs (70% of the total) being discovered. This
represents the most efficient period of the search, where the
algorithm leverages insights gained during the exploration
phase to target high-probability bug locations. In the final
saturation phase, the discovery rate slows, with only 5 more
bugs (12.5% of the total) being found.
G. RQ6: Component Contribution

This ablation study investigates the individual contributions
of FAILMAPPER’s key components to its overall performance.
We removed failure awareness and bug verification compo-
nents, respectively, to measure the impact on bug detection,
code coverage, and FPRs. Figure 4 presents the results of this
analysis.

1) Impact of FA: In this ablation, we only allow MCTS
to exploit bugs with a general action, but no failure-scenario
guidance or a failure-aware formula. Figure 4a shows that
bug detection capability drops significantly across all projects:
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from 10 to 5 bugs in Cli (50% reduction), from 9 to 4
bugs in Codec (56% reduction), from 7 to 3 bugs in Csv
(57% reduction), from 5 to 3 bugs in Math (40% reduction),
and from 9 to 3 bugs in Compress (67% reduction). This
substantial degradation demonstrates that failure awareness is
a critical factor in FAILMAPPER’s bug detection performance.
Note that, FAILMAPPER still performs better than other tools
shown in Table IV in detecting bugs. This improvement
contributes to the exploitation-exploration balance by MCTS,
which allows LLM to spend efforts in seeking bugs while
sticking to the code coverage convergence.

Additionally, as FA-MCST sometimes repeatedly exploits
specific failure scenarios, it will sacrifice some computing
resources in exploration. Therefore, as shown in Figure 4b,
removing failure awareness components generally leads to
higher code coverage percentages.

2) Impact of Bug Verification (BV): Figure 4c demonstrates
the crucial role of our multi-level bug verification system in
reducing false positives. Without verification, FPRs increase
dramatically: from 3 to 12 for Cli (300% increase), from 7 to
23 for Codec (229% increase), from 13 to 36 for Csv (177%
increase), from 20 to 33 for Math (65% increase), and from 15
to 25 for Compress (67% increase). This contrast highlights
how essential verification is for practical application. Without
structured verification, test failures resulting from incorrect
expectations rather than actual bugs flood the results. The
multi-level verification framework effectively filters out these
spurious reports while preserving real bug detections.

V. DISCUSSION

FAILMAPPER represents a fundamental paradigm shift in
automated test generation. Traditional approaches, whether
SBST or LLM-based, operate under the assumption that
maximizing the coverage metrics correlates with bug detec-
tion. Our work challenges this assumption by demonstrating
that targeting specific failure scenarios is significantly more
effective for bug discovery. This shift from “what code should
do” (infinite specification space) to “how code might fail”
(bounded failure scenarios) transforms test generation from
an unbounded search problem to a tractable task.

The success of this approach stems from a key insight
validated by our empirical study: while software requirements
are infinitely diverse, failure manifestations follow system-
atic patterns. By identifying and targeting these patterns,
FAILMAPPER achieves a 233% improvement in bug detection
while maintaining reasonable code coverage. This suggests
that decades of focus on coverage metrics may have been
optimizing for the wrong objective.

Our research opens several promising directions for future
investigation. First, we plan to expand and formalize the
failure scenario taxonomy beyond the current nine categories.
This includes developing formal specifications for each failure
scenario and investigating domain-specific failure patterns in
specialized software systems. Second, we aim to conduct
more empirical evaluations on a broader range of projects
beyond the current benchmark. This expanded evaluation

would include projects from different domains, with varying
sizes, complexities, and development practices to assess the
generalizability of our approach.

VI. RELATED WORK

A. SBST
Within SBST, the primary objective is to navigate this

complex search space to identify test cases that best satisfy
predefined testing goals. EvoSuite [3] employs evolutionary
algorithms to automatically generate test suites that aim to
achieve high code coverage. For the dynamically-typed lan-
guage Python, Pynguin [5] relies on type annotations to infer
the expected data types for test inputs to address the unique
challenges posed by Python’s dynamic nature. Randoop [4]
offers an alternative approach to automated unit test generation
through feedback-directed random testing by relying on fitness
functions and evolutionary algorithms. DynaMOSA [25] is
a specific many-objective evolutionary algorithm designed to
tackle the test case generation problem, particularly in the
context of code coverage testing. However, SBST-generated
tests can sometimes lack readability and may not always
effectively target complex semantic aspects of the code [45].

B. LLM-Based Test Generation
Recent work leverages LLMs to generate unit tests by

understanding code semantics. ChatUnitest [50] resolves the
problem of invalid test case generation through a tailored
rule-based repair mechanism and by feeding compilation error
messages back to LLMs. With the validity of code generation
guaranteed, subsequent work is mainly dedicated to explore
more code coverage. CoverUp [6] prompts the LLM with
under-covered code segments and iteratively refines tests until
reaching high code coverage. HITS [7] decomposes complex
methods into code slices and asks the LLM to generate tests
per slice, dramatically improving branch coverage over tem-
plate prompts. SymPrompt [8] introduces multi-stage, code-
aware prompting so the LLM steps through a method’s logic.
Compared to SBST tools, LLM-based approaches generate
more natural and readable test cases. However, existing studies
fail to detect bugs effectively [51], [52].

VII. CONCLUSION

In this paper, we present FAILMAPPER, a novel failure-
aware unit testing framework that supports the automated
generation of unit tests effective in triggering a wide variety
of bugs. In particular, FAILMAPPER bridges the gap between
code coverage and bug manifestation, which has not been well
addressed by existing testing approaches. Our experimental
evaluation demonstrated that FAILMAPPER has substantially
outperformed the baseline techniques, including two main-
stream SBST methods and three contemporary LLM-based
methods and achieving a 233% improvement over the best-
performing baseline. Additionally, FAILMAPPER reduced the
false positive rate by 64.7% while maintaining comparable
code coverage. The ablation studies confirmed the crucial
contributions of both the failure-aware components and the
bug verification framework to the overall performance.
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