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Abstract—Discovering potential vulnerabilities has long been
a fundamental goal in software security. Among them, Dbit
flips, caused by hardware or environmental disturbances, are
increasingly recognized as a new type of vulnerabilities that
threaten program reliability at the instruction level. However,
existing work is often restricted to individual programs and
requires retraining when applied to unseen code, severely lim-
iting their practicality and responsiveness. In this paper, we
propose CIVP, a novel framework for context-aware instruction
vulnerability prediction, generalizing to unseen programs without
retraining. Specifically, to capture the rich contextual semantics
of instructions, CIVP first leverages Large Language Models
(LLMs) to accurately extract semantic embeddings of instruc-
tions. Then, CIVP further constructs an instruction execution
graph containing complex relations of program execution, which
implicates the potential path of error propagation. To improve
instruction representation for vulnerability prediction, CIVP
enhances GraphSAGE with multi-hop diffusion to capture inter-
program structural patterns and contextual dependencies, and
adopts pseudo-labeling to improve the model’s generalization
for vulnerable instructions. Extensive experiments on a dataset
of 26 real-world programs demonstrate that CIVP significantly
outperforms the state-of-the-art approaches, achieving up to
20.5%7T Recall and 18.5%7T F1l-score improvements. Notably,
CIVP generalizes well to unseen programs, offering an efficient
and scalable solution for proactive instruction-level hardening
before software deployment.

Index Terms—Instruction Vulnerability Prediction; Cross Pro-
gram; Bit Flip

I. INTRODUCTION

Software security is becoming increasingly crucial in real-
world deployments, with the deep integration of software
into critical infrastructure, transportation, and personal devices
[1]. Recently, as system complexity and connectivity have
increased, software security has faced a new problem—aBit
Flip, a bit of its memory instruction or register value is flipped
during software execution. For example, as shown in Fig.1,
the instruction ‘movl $1, %eax’ in the memory achieves the
assignment of 1 to ‘%eax’. However, in extreme environments
(e.g., lowering voltage) or security attacks, the immediate
value ‘1’ of the instruction may be flipped to ‘0’ (i.e., %eax=0)
or the last bit of ‘%eax’ is flipped. Then, the error propagates
with the execution of instructions, causing an error output (5
to 3) and affecting subsequent software execution. Besides,
relevant studies have shown that 614,300 bit flips may occur
globally every hour in computer systems, cell phones, and
other devices [2]. Some technologies, such as Flip Feng Shui
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Fig. 1. Schematic illustration of the generation and effects of bit flips

during software execution. © A bit flip that occurs in memory. @ A bit
flip that occurs in registers.

(FFS) [3], RowHammer attack [4] are expected to increase
the likelihood of bit flips, which may cause unacceptable
or catastrophic system failures (e.g., crash and silent data
corruption!) by changing the software stack or instruction
sequence of programs.

Although some techniques, including fault injection [5],
[6], [7] and instruction vulnerability prediction [8], [9], have
been proposed to detect the probabilities that instructions may
cause program errors when affected by bit flips, they are still
far from a solution. Specifically, fault injection aims to find
vulnerable instructions by flipping each instruction bit, but
suffers from the instruction explosion problem. Inspired by
the great success of deep learning techniques, some learning-
based approaches [10], [11] have been proposed to build an
instruction vulnerability prediction model and achieve encour-
aging results. These approaches get some fault samples by
performing partial fault injection on program instructions to
train the model and identify vulnerable instructions. However,
these approaches are limited to single programs and require
retraining for new programs, which has a high overhead
and lacks generality. This raises concerns about developing
a generic model to achieve zero-shot instruction vulnerability
prediction for new programs, an essential and undeveloped
topic. Unfortunately, there are two main challenges:

Challenge 1: Lack of instruction semantics for enhanc-
ing program representation. Specifically, some approaches
focus on manually designing heuristic features (e.g., operand,
width) to predict instruction vulnerabilities. Unfortunately,
these heuristic features do not represent the disparity of
instruction semantics and are not always closely related to

Ihttps://research.facebook.com/research-awards/2022-silent-data-
corruptions-at-scale-request-for-proposals/



for (i=0; i <BITSPERLONG; i++)
{

for (i=0; i <NUMBER; i++)
{

usqr(i, &q);

printf("sqrt(% 3d) = %2d, remainder =
%2d\n", i, q.sqrt, q.frac);
}

1

2

3 r=(r <<2) + TOP2BI TS(x); X <<=2;
4 a<<=1;

5 e=(a<<l)+1;

6
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}

for.cond: Instruction Vulnerability
0.93

% cmp = icmp slti32 %0, %res

br il % cmp, label % for.body, label % for.end

for.cond: Instruction Vulnerability

%0 =load i32, ptr %i, align 4] 0.0 non-vulnerable
% cmp = icmp slti32 %0, %res
br il % cmp, label % for.body, label % for.end

for.body: for.body:

(a) Bitstring program (b) Isqrt program

Fig. 2. The for loop in different programs, while having the same form
of instructions, exhibits different vulnerabilities.

instruction vulnerabilities. The instructions with the same
features may exhibit differences in vulnerabilities, especially
across programs. Besides, they do not clarify the consis-
tency of instruction semantics and the variability of data
dependencies. For example, the instruction ‘Yocmp = icmp
slt i32 %0, %res’ in Fig. 2(a), means comparing the result
‘D0’ of ‘load’ with ‘Jores’ and storing the result in ‘Yocmp’,
which is used by ‘br’ instruction. Therefore, extracting robust
instruction embeddings to represent programs fully is essential
for instruction vulnerability prediction.

Challenge 2: Differences in the execution context of
instructions in various programs. Due to the mixture of
control and data dependencies, with the same instructions in
different programs, the execution process may be deviant.
Thus, their vulnerabilities also show differences. As shown in
Fig. 2, the ‘for’ loop in the “Isqrt” and “Bitstring” programs
has the same form ‘%0 = load i32, ptr %i, align 4, ...’ at
the LLVM IR? level. However, the vulnerability of the load
instruction in “Bitstring” is 0.0 (non-vulnerable), while “Isqrt”
is 0.93. This is due to the differences in instruction sequence
and data transfer during instruction execution, resulting in
different operands for the load instruction. In contrast, most of
the current approaches lack information on program structure
and are limited to single programs. Thus, it is a challenging
problem to model the whole path of instruction execution and
fully mine the instruction context to solve the bias, which can
provide better interpretability for error analysis.

To address the above challenges, we develop CIVP, a novel
paradigm for ensuring software security against potential bit
flips. It takes the program as input and calculates the proba-
bility that bit flips occurring in each instruction will cause an
error in the result. Specifically, © Addressing Challenge 1: To
mine the contextual semantics of instructions, we first use the
Large Language Model (LLM) to extract the semantic embed-
dings of instructions automatically. @ Addressing Challenge
2: Then, we notice that errors of bit flips propagate between
instructions, along with control execution and data transfer.
Thus, we extract the Instruction Execution Graph (IEG) from
the IR code, which can be regarded as a combination of
Control Flow Graph (CFG), Data Flow Graph (DFG), Call

Zhttps://aosabook.org/en/v1/llvm.html

Graph (CG), and basic block. They can fully represent the
process of instruction execution in a program and provide
more refined information for locating vulnerable instructions.
To learn better instruction representation for vulnerabilities, we
use GraphSAGE [12] to summarize the knowledge of inter-
program commonalities and enhance contextual heterogeneity
between instructions with multi-hop diffusion. After that, we
employ Pseudo-Labeling [13] to improve the model’s gener-
alization for vulnerable instructions to cope with the scarcity
of fault samples and imbalanced distribution.

® Experiment: Based on the fault injection tool LLTFI
[14], we construct a dataset (26 programs) with a total of
150,068 fault samples of bit flips. The experimental results
show the effectiveness of CIVP compared to the state-of-the-
art approaches, achieving 20.5%7 in Recall, and 18.5%7 in F1-
score. Besides, CIVP can more precisely identify vulnerable
instructions, sometimes even improving Rec by 114.2% and
Pre by 59.5%. Our main contributions are as follows:

o To our knowledge, we are the first to construct a generic
model on instruction vulnerability prediction. We propose a
novel paradigm for predicting instruction vulnerabilities of
unseen programs by using instruction execution context and
inherent semantics.

« We utilize LLMs to extract the context of data transfer
during instruction execution. By enhancing the instruction’s
semantics, we can better understand how bit flip errors
propagate along data dependencies.

o Our approach captures the whole path of instruction execu-
tion to represent the program structure. We also incorporate
multi-hop theory into GraphSAGE to ensure that the model
can learn inter-program commonalities, which can better
represent vulnerable instructions.

« We build a dataset about bit flips containing 26 programs.
Extensive experiments with six state-of-the-art baselines are
conducted to validate the effectiveness of our approach. We
have made our code and data public at https://github.com/
SINCOSLab/CIVP/.

II. PRELIMINARIES

Given a program p, which can be compiled into the IR
instruction sequence x = {Ii,Is,...,In} by clang, where
N is the total number of instructions. The y can be divided
into a basic block sequence ¢ = {Bi, Ba, ..., By}, where
M 1is the total number of basic blocks. Each basic block B;
consist of a set of instructions{;|I; € Bj,I; € x}. Then,
we obtain the control execution, data transfer, function calls,
and features, such as opcodes, operands, and registers, during
the process of instruction execution. These can be represented
as a set of triples I' = {t1,¢2,...,¢;} and a set of features
A = Fjps|J Fpp, where J is the total number of relations,
Fins = {fi, ff, ..., fL} presents the features of instructions
and Fy, = {fB,f8,..., fB} presents the features of basic
blocks. Each triple ¢; is in the form of (e;,7;,€x), where
€ e € x|y and r; is the relation between the entities ¢;
and ¢;. Based on those notations, we can define instruction
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Fig. 3. The overall framework and some details of CIVP

vulnerability and formulate the problem of cross-program
instruction vulnerability prediction as follows:

Definition 1 (Instruction Vulnerability): Instruction vul-
nerability is the probability that the program results may be
incorrectly raised by the change of instruction I; due to bit flips
during execution, denoted as y;. Y is the set of all instruction
vulnerabilities in the program p.

Problem 1 (Cross-program Instruction Vulnerabil-
ity Prediction): Given a set of train programs P =
{p1,p2,...,0s} and labels Yi oy = {Y1,Yo,..., Y}, where
p; can be represented as a four-tuple {x,p,A,T'} and s is
the total number of programs. The model training can be
formulated as a supervised learning problem:

F()
{plap27--~7ps} A-%n'rain~ (1)

Then, given an unseen program, the instruction vulnerability
prediction can be represented as Y., = F(x, @, A, T).

III. APPROACH

A. Overview

In this section, we introduce the overall architecture of
CIVP, an intelligent framework for assisting engineers in
discovering instruction vulnerabilities more efficiently before
software deployment. As shown in Fig. 3, the framework con-
sists of three main parts: 1) LLM-based instruction semantic
mining, aiming to fully represent the inherent semantics of
instructions as they are executed. 2) Instruction Execution
Graphs (IEG) Construction, using four subgraphs (CFG, DFG,
CG, and BBG) to represent the state transfer of instructions
during program execution. 3) Instruction Vulnerability Pre-
diction, using graph neural networks and multi-hop diffusion
to mine meta-knowledge for better generalization to unseen
programs based on IEGs and instruction semantics. The syn-
ergy of the above three ensures robustness: LLMs mine deep

(P You are a LLVM-15 expert. [[nstruction snippet].
This is IR codes for [XX] program, please explain
the semantics of each instruction, which must

include the indicated by the percent signs.

. . . . =)
This instruction subs the values in registers [%fhnd Eﬂ
| %s |with no signed wrap and stores the result in

register

Generating the embedding of each instruction
based on natural language

[[ 0.06293917 ... -0.04026501] '@'
[ [0.03172491 ... -0.07797664] |
[ 0.09883926 ... -0.04478441]]

Fig. 4. The primary prompts for generating NL-based semantics and
instruction embeddings (e.g., “%osub = sub new i32 %f, %s” ).

semantics, GNNs analyze structural dependencies, and multi-
hop aggregation identifies transferable rules.

B. LLM-based Instruction Semantic Mining

As mentioned above, current approaches solely rely on
human-selected heuristic features to represent instructions and
lack the inherent semantics of instructions during execution.
To fully utilize instruction semantics for exploring instruction
correlation during execution, we propose a novel framework
called the LLM-based extractor. Fig. 3 (Step 1) depicts the
overall framework, which offers a new approach for generating
instruction embeddings with implicit data transfer. Given a
program p, we compile it to the IR instruction sequence . Our
approach initially translates the instruction I; into a natural
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language (NL) text U using prompts. Then, we use a pre-
trained text embedding model 7, to generate the instruction
semantic embedding E?.

We begin by designing a prompt to parse the IR instruction
I; while preserving the intrinsic semantics of execution. Mo-
tivated by the great success of LLM (e.g., ChatGPT [15]) in
understanding natural language, we design a specific prompt
to guide LLMs in parsing IR instructions, and the primary
prompts are shown in Fig. 4. Specifically, we first mine the
NL-based semantics of IR instructions from the data transfer
perspective during instruction execution. Then, we use a pre-
trained model to obtain instruction embeddings according to
NL-based semantics. The specific details are as follows:
1) NL-based Semantics Generation. Although the syntax of
IR instructions is simple, they do not fully express their seman-
tics, only reflect the operation. Besides, in software systems,
instructions are often communicated during their execution
through data transfer (i.e., registers). In case of a bit flip, it may
propagate through registers between instructions. Thus, we use
LLM to mine NL-based semantics by emphasizing the data
transfer process to improve semantic interpretability and reflect
instruction intent. As shown in Fig. 4, for instruction text
sequence X, we prompt LLM to mine the NL-based semantics
of each instruction (line-by-line) while preserving the registers
used by instructions. For example, the instruction “%sub = sub
new i32 %f, %s” will be translated as “This instruction subs
the values in registers %f and %s with no signed wrap and
stores the result in register %osub.”
2) Instruction Embedding Generation. After obtaining the
NL-based semantics, we need to generate the instruction
embeddings, which contain the implicit execution process.
Instead of using shallow embedding models, we use a smaller
LLM (e.g., Text-embedding-3-small) to encode the semantics
of text. In particular, given the semantic text N, the semantic
encoder works as follows:

EY =T, (wh), 2

where E? € RV*d denotes the instruction semantic embed-
dings, and d is the dimension of the embedding vector. Thus,
we can mine the similarity between instructions at the data
transfer level to reveal the instruction intent and execution
process.

C. Instruction Execution Graphs Construction

To further explore the instruction execution process of
programs for mining the propagation pattern of bit flips, we
construct the instruction execution graphs based on control and
data dependencies, as shown in Fig. 3 (Step 2). The key steps
are as follows:

1) Subgraph Extraction: Through secondary development
of the LLVM [16], we develop a program analyzer to extract
the process of instruction execution, which contains control
flow, data flow, condition jump, function call, and basic
blocks, implying error propagation patterns. Then, four types
of subgraphs can be obtained. © Control Flow Graph (CFG):
The CFG is a representation, using graph notation, of all paths

define dso_local i32 @main() #0 { alloca — Data flow
entry: Control flow
%i = alloca i32, 4 load Instruction/s
%0 = load double, ptr %i, 8 7 Function
%4 = call void @SolveCubic(%0, %1, %2, | =
%3.%solutions,%arraydecay) —/ Solvacubic
[ store i32 0, ptr %i, 4 =
br label %for.cond ‘\_/
for.end: stora br
Ycall5 = call i32 (ptr., ...) @printf(ptr @.str.1)
[13 store 32 0, ptr %i, align 4 o—E e
br label %for.cond6 l
forendss: e ret
ret i32 %ret /

} call

(b) The heterogeneous graph composed of
CG, CFG and DFG

Fig. 5. The graph structures of the Basicmath program

(a) IR segments of the Basicmath program

that might be traversed through a program during its execution
[17]. Thus, we extend it to the IR level to extract control
dependencies between instructions. Besides, instructions with
condition jump relations (e.g., ‘icmp’, ‘switch’, ‘invoke’) are
extended to this graph, enhancing the structure semantics of
programs. @ Data Flow Graph (DFG): The DFG is a graphical
representation of how data moves through a system or software
[18]. Thus, we use it to represent data dependencies between
instructions during execution at the IR level. ® Call Graph
(CG): The CG graphically represents the call relations between
functions in a program. We point the ‘call’ instruction to the
header of the called function, and the function’s ‘ret’ instruc-
tion points back to the ‘call’. ® Basic Block Graph (BBG):
Some studies have shown that different basic block structures
significantly affect the propagation of bit flips [19]. To this
end, we construct BBGs to enrich the program representation,
exploring the propagation patterns of bit flips better.

2) Subgraph Aggregation and Pruning: A program fre-
quently contains multiple functions, while the CFG and DFG
only represent the control execution and data transfer within
a single function. Thus, we add CGs between different DFGs
to connect them, as well as CFGs. Besides, we find some
instructions with the same intent in CFG or DFG. As shown
in Fig. 5 (a), the instruction “store i32 0, ptr %i, align
4” has the same intent (storing “0” into register “%i”) at
different locations. Thus, we drop duplicate instructions and
relink the edges, reducing graph complexity and improving
training efficiency. Then, we integrate the tuned CFG and DFG
to construct a heterogeneous graph as shown in Fig. 5 (b),
representing the full execution process of instructions.

3) IEG Construction: Through the combination of the
BBG and heterogeneous graph, we construct an instruction
execution graph to represent a program, which is a multi-layer
heterogeneous graph, and instructions have edges to the basic
blocks they belong to. Then, based on program properties and
structure, the instruction features can be expressed as a six-
tuple: {bit widths, predecessors, successors, operands, types,
instruction semantics}. And the basic block features can be
expressed as a three-tuple: {instruction number, predecessors,
successors}. Based on DGL [20], we formally represent the
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IEG and incorporate features into the attributes of correspond-
ing nodes. Overall, we build a dataset containing IEGs of 26
programs for training and testing.

D. Instruction Vulnerability Prediction

As shown in Fig. 3 (Step3), the instruction vulnerabil-
ity prediction model consists of three main components: @
Basic Block Control Dependency Mining. As mentioned
above, different basic block structures impact the propagation
of bit flips differently, so we use the Graph Convolutional
Network (GCN) [21] to mine the spatial dependencies of
basic blocks, and the generated basic block embeddings will
be fused into the initial instruction features. Thus, abnormal
jumps can be detected based on unusual control dependencies.
@ Instruction Execution Context Mining. Then, to mine
the different execution contexts of instructions in control
dependencies and data transfers, we model CFGs and DFGs
separately. We use GraphSAGE [12] and multi-hop theory
[22] to summarize the execution context of different programs
to better mine the propagation patterns of bit flips with
generalization. ® Data Augmentation by Pseudo-Labeling.
To solve the scarcity of fault samples and unbalanced label
distribution, we use pseudo-labeling [13] to generate more
labeled samples, enhancing the discriminative power of the
vulnerable instructions.

Let D, = {G',G?,...,G*} be an instance of the training
set, where s is the total number of programs. Each G* =
(Vi, E%) denotes the IEG representation of program 4, where
V% represents the set of nodes, including node features, and
E' represents the set of edges. In graph neural networks,
batch processing is a commonly used technique that aggregates
multiple graphs into one large graph for more efficient compu-
tation [23]. Thus, based on “dgl.batch()?”, we combine the set
of programs D; into a large graph L =< Ly, Lg >. Each
IEG becomes one disjoint component of the batched graph.
The nodes and edges are relabeled to be disjoint segments.

1) Basic Block Control Dependency Mining: We extract
the BBGs: g = (vp,ep) from Lg, where vg € Ly
represents the set of basic blocks, and ep € Lg represents
the set of basic block edges. Then, considering GCN is good
at capturing the local patterns in the spatial domain, we apply
GCN to mine control dependencies between basic blocks,
defined as follows:

b=o® '+ )

JEN (vl

l 1

, VIV IIN "

where N (v%) represents the neighbor of basic block B;, I rep-
resents the number of GCN layers, and o represents activation
function. The value b° of the initial layer is F,. Thus, we can
obtain the basic block embeddings: E5 = {b}, b5, ... b},
where M is the total number of basic blocks in all programs.
Then, K% is transmitted to the instruction layer, with each
instruction aggregating the embedding of corresponding basic
blocks through tensor splicing. Finally, the raw instruction

-

D)

3https://www.dgl.ai/dgl_docs/en/1.1.x/generated/dgl.batch.html
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Fig. 6. Example of multi-hop context for the same instructions across
different programs. It shows the context for the same instruction ’add” in
the Isqrt and Qsort programs. One-hop neighbors present high similarity
(0.95), while multi-hop neighbors present lower similarity (0.67).

feature F%, is updated to {I,, I, ..., Iy.}, where N°* is the
total number of instructions in all programs.

2) Instruction Execution Context Mining: From Lg, the
instruction subgraph g; = (vr,ey) can be extracted, where
vr € Ly represents the set of instructions and e; € Lg
represents the set of instruction edges. To explore the different
propagation patterns of bit flips in control and data flow
separately, we divide gr into the CFGs: g = (vr,e§) and
DFGs: g¢ = (vy, 61) Then, we utilize GraphSAGE and multi-
hop diffusion to extract the execution context of each graph,
exploring potential propagation patterns of bit flips.
® CFGs Encoder. GraphSAGE has shown the capability of
generalization to new nodes or graphs by sampling neighbors
and aggregating features [24], [25], [26]. Thus, we use Graph-
SAGE to learn the control dependencies of different programs,
mining the key contexts of bit-flip propagation. Using ¢g§ and
F; . as input, a single GraphSAGE layer can be described by

the following equation:
hl = Relu(W' - mean({h.™*} U {héfl,Vj € N(wH})), @)
b = b/ |12, )

where hﬁ indicates the instruction embeddings at current state,
N (v}) represents the neighbor of instruction I; and W' is the
learnable weight matrix. After GraphSAGE, we can obtain the
instruction embeddings E§ = {h}, b, ...,hY.} that contain
the context of control dependencies. Then, as shown in Fig.
6, the yellow areas indicate single-hop neighbors, and the
blue areas indicate multi-hop neighbors. In program ‘Isqrt’,
the single-hop neighbors of the add instruction are mul and
load, and the multi-hop neighbors are sext, load, and alloca.
In program ‘Qsort’, the single-hop neighbors of the add
instruction are mul and load, and the multi-hop neighbors are
load, load, and alloca. Considering only single-hop neighbors,
the embeddings of the two are the same, and it is impossible to
distinguish vulnerable instructions, creating noise for critical
context analysis. Thus, we use multi-hop diffusion to expand
the receptive field of instructions. They can further aggregate
the information of local neighbors, improving the mutual
heterogeneity among the same instructions. The multi-hop
diffusion can be represented as follows:

1 _ _ _
e 2 AT AT+ O
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where A9 is the initial input (i.e., A° E$), h is the
number of hops, and «, 5 € R” are learnable parameters (i.e.,
aP + A" = 1). It improves the model’s performance on un-
seen programs by mining long-distance dependencies between
instructions. The instruction embeddings can be updated to
E¢ = {Ab AL, .. Al

@ DFGs Encoder. To learn the data dependencies of different
programs and mine the critical context of data transfer, we
utilize the same model as “CFGs Encoder”. Using g}l and
F,, as input, we can get the instruction embeddings E¢
by equation(4-5). Then, we have also found that one-hop
neighbors of the same instructions in DFGs have similarities
but also exhibit different vulnerabilities. So, we also use multi-
hop diffusion to mine long-distance dependencies in DFGs and
generate the new instruction embeddings EP.

® Pseudo-Labeling. To measure the impact of control de-
pendencies and data transfer on instruction vulnerability, we
apply an adaptive aggregation of EIC and E? . Then, through
a linear layer, the predicted instruction vulnerabilities Y7 can
be obtained, as shown in the following equations:

Ef = Relu(WCES + WPEP), )
Y? = softmax(MLP(EY)), )
And the cross-entropy loss is defined as:
1
Ls = —— iln Y;p (9)
| NI 2

€Dy

where D; is the set of labeled instructions, N; denotes the
total number of all labeled instructions in D;. Finally, we
notice that not all instructions need to be executed at program
runtime, such as loop branching, so the labels of some
instructions are absent. Besides, the imbalanced distribution of
vulnerable and non-vulnerable samples across programs leads
to data preferences in the model, which affects fairness and
overall performance. Pseudo-labeling is a common approach to
solve this problem, which applies pseudo-labels to unlabeled
samples using the trained model and iteratively repeats this
process in the training cycle [27], [28], [29]. To this end, we
utilize confidence vy (i.e., hyperparameters) to select pseudo-
labels for unlabeled instructions.

{qu ifP(Y; = 0|I;) > ~,i ¢ D,

None otherwise
where VJ represents that the instruction is labeled vulnerable,
None represents that the instruction is unlabeled. The -y
increases gradually as training proceeds, improving generaliza-
tion ability and model robustness. Then, we retrain the model
using the updated label U and calculate the cross-entropy loss:

1 —_—~
——ZUilan’ 11
|Nu| icU

Ui (10)

L, =

where Ny _denotes the total number of all labeled instructions
in U, and Y'? is the newly predicted instruction vulnerabilities.
The final loss can be represented as:

Lr =L+ AL, (12)
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TABLE I
BASIC INFORMATION OF THE SELECTED PROGRAMS
Static Fault
Dataset Programs Instructions Edges samples
Basicmath 201 301 7063
Isqrt 87 182 4841
Qsort 211 441 13447
Dijkstra 319 614 8574
Fft 252 515 10213
Float-mm 167 335 9237
Training Nbody 430 943 8913
Set Factorial 162 335 414
BinaryTree 222 501 3893
Fannkuch 432 915 368
Fasta 463 942 4452
Mand 231 486 2730
Bfs 171 439 798
Schedule 582 1232 9734
Rad2reg 55 111 596
Stack 95 204 717
Bitstring 94 191 8314
Datamanager 239 495 2906
CRC 284 580 1551
Towers 267 552 26941
Test Rot 547 1165 2081
Set Replace 1418 3090 3813
Printtokens 914 1988 3656
Tcas 287 595 354
Totinfo 728 1548 4708
Schedule2 580 1213 9754

In summary, we can obtain a pre-trained model that specializes
in instruction vulnerability prediction. For a new program, we
use the pre-trained model to directly predict the vulnerabilities
of all instructions without retraining. Besides, for programs
with poor predictions, we use domain adaptation (i.e., re-
training the model with 20% of instructions) to improve the
model’s performance for the program.

IV. EXPERIMENTAL SETUP

In this section, we evaluate the CIVP and aim to answer the
following research questions (RQs):

RQ1 : How does CIVP perform compared with the state-
of-the-art instruction vulnerability prediction approaches?
RQ2: What is the influence of different components on the
prediction performance of our approach?

RQ3: How do different LLMs vary in their ability to
generate correct and vulnerability-revealing instruction se-
mantics?

RQ4: How do the different hops impact the performance of
CIVP?

A. Datasets

Due to no ground-truth datasets for bit flips, we build the
experimental dataset through the following two steps:
® Program Selection. To ensure representative and mean-
ingful evaluation, we survey a wide range of prior studies
on instruction vulnerability analysis and fault injection (e.g.,



[10], [30], [5], [31]). Based on frequency of use and com-
munity consensus, we select 26 representative programs from
commonly used benchmarks (e.g., Mibench [32] and Siemens
[33]), which appeared most frequently in the literature (as
determined by citation count and usage). Table I outlines
the basic information of selected programs, in which ‘Edges’
represents the total number of relations, including control flow,
data flow, jump, and so on. All selected programs can be
compiled into IR by clang, which serves as the input for the
fault injection model.

@ Fault Injection. At present, while some work has in-
vestigated the effect of bit flips on program execution, no
specialized dataset has been provided. Thus, we employ the
LLTFI* tool to simulate bit flips. In this paper, we consider
transient hardware faults occurring in the processor’s compu-
tational components, including pipeline stages, flip-flops, and
functional units, which interact with registers either directly or
indirectly. Thus, we specifically focus on bit flips occurring in
the registers manipulated by each instruction. Similarly, faults
in processor control logic are considered out of scope due
to the presence of internal redundancy or verification mecha-
nisms. Additionally, we ignore faults in instruction encoding,
as they are often identified and mitigated through low-level
protection techniques such as checksumming or fetch-time
validation.

A certain bit of instructions will be flipped each time
the fault injection is executed, obtaining the fault pattern of
each instruction. Specifically, the fault model M can be
represented as a five-tuple {p, I7, F'T,N¢ R°}, where p is
the program, I7 is the instruction set for fault injection (e.g.,
[‘alloca’, ‘load’, ...]), FT is the type of fault (i.e., bit flip),
NC represents the total cycle of fault injections (e.g., number
of dynamic instructions), and R€ is the registers for fault injec-
tion (e.g., “destination register”, “source register”’). For each
program execution, a simulated error is induced by flipping
a bit within the targeted instruction’s corresponding register.
Finally, the vulnerability of each instruction is calculated by:

Error;
Bi X ]\/v,b-C7

where E'rror; is the number of errors caused by instruction %
after bit flips. B; is the register bit-width of the instruction
7, and NiC is the cycle of instruction ¢. For instance, a
load instruction has a 64-bit destination register and a 64-
bit source register. If it is called 10 times during the pro-
gram’s execution, then the total number of fault injections
is 10 % (64 + 64) = 1280. If program errors occur 500
times among them, then its vulnerability is 500/1280 = 0.39.
Throughout the fault injection, a bit-level inversion is applied
to all program instructions, resulting in a total of 150,068 fault
samples.

Yi (13)

B. Baselines

In this paper, we consider six state-of-the-art (SOTA) ap-
proaches to better illustrate the performance difference be-

“https://github.com/DependableSystemsLab/LLTFI
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tween SOTAs and CIVP. More precisely, we consider three
single-program training approaches (i.e., GATPS [10], Pro-
graML [34] and PerfoGraph [35]), which train the model with
partial instructions of the program and then predict vulnerabil-
ities of remaining instructions in the same program. Besides,
we also consider three cross-program training approaches (i.e.,
MVD [36], CPVD [37] and MGVD [38]), where models
are trained using multiple programs and applied to unseen
programs. We adapt these approaches to suit the instruction
vulnerability prediction, as there are currently no relevant
approaches available. The details are as follows:

GATPS, which considers four types of instruction edges
(i.e., branch, addressing, logical, and define-use) to represent
programs and uses graph attention networks to predict error-
prone instructions.

PrograML, which captures program control flow, data flow,
and call relation between instructions, and is suitable for a
wide range of analysis tasks.

PerfoGraph, which is an enhanced compiler and language-
agnostic program representation based on PrograML, aggre-
gating data types and numerical information.

MYVD, which considers both the program dependence graph
and call graph, and uses flow-sensitive graph neural net-
works to detect vulnerabilities effectively.

CPVD, which uses the code property graph to represent pro-
grams and improves the accuracy of vulnerability prediction
using domain adaptation.

MGYVD, which considers three different forms of structure
(i.e., statement texts, raw statement graph, and abstract
statement graph) to represent programs and uses the graph
neural network and convolutional neural networks to predict
vulnerabilities.

C. Implementation Details

Our instruction vulnerability prediction model is imple-
mented in Pytorch-1.10.2 with the Adam optimizer. The
learning rate is set to 0.005. RE'LU is applied as the activation
function. GPT-3.5 and Text-Embedding-3-small are used for
instruction semantic mining. The dimension of instruction
semantic embeddings is set to 128. The hop number for multi-
hop diffusion is set to 4. We try our best to reproduce all
baselines from publicly available source code and papers and
use the same hyperparameter settings as in the original text
whenever possible. To ensure the fairness of the experiment,
we use the same data split for all approaches. As shown
in Table I, we divide the dataset into two sets: first 14
programs for training (80% training, 20% validation), and the
remaining for testing. All hyperparameters are tuned based on
the performance of the validation set.

D. Evaluation Metrics

We use three basic metrics (Pre, Rec, F1) to evaluate CIVP’s
performance:
@® Precision (Pre) = TPIFP: The pre.cision measures the
percentage of truly vulnerable instructions out of all the

TP



TABLE II
COMPARISON OF RESULTS FOR INSTRUCTION VULNERABILITY PREDICTION IN DATASETS. THE UNDERLINED PORTION REPRESENTS THE
SECOND-BEST OVERALL PERFORMANCE.

Program GATPS PrograML Perfograph MVD CPVD MGVD CIVP
Pre Rec F1 Pre Rec F1 Pre Rec FI Pre Rec FI Pre Rec FlI Pre Rec Fl Pre Rec Fl

Rad2deg  0.80 0.98 0.88 0.79 0.97 0.88 0.81 098 0.89 0.87 0.46 0.60 0.82 097 090 0.87 0.75 0.80 0.90 0.99 0.95
Stack 0.78 0.90 0.84 0.82 0.89 0.86 0.75 0.84 0.79 0.83 0.35 0.51 0.85 0.68 0.78 0.85 0.56 0.69 0.85 0.99 0.91
Bitstring ~ 0.84 0.92 0.86 0.85 0.90 0.86 0.83 090 0.90 0.89 0.57 0.69 0.83 0.68 0.75 0.86 0.67 0.75 0.90 0.84 0.87
Datamanager 0.82 0.98 090 0.83 0.98 091 0.86 0.94 090 0.84 051 0.63 0.86 0.89 0.88 0.81 0.73 0.77 0.87 0.98 0.92
CRC 094 097 097 095 098 0.97 095 099 097 095 0.61 0.75 097 098 098 0.96 0.76 0.85 0.97 0.99 0.99
Rot 0.70 0.82 0.77 0.75 0.76 0.75 0.74 0.73 0.74 0.75 0.48 059 0.86 0.63 0.73 0.81 0.76 0.78 0.89 0.82 0.85
Towers 0.70 0.60 0.64 0.77 0.72 0.75 0.77 0.67 0.72 0.65 0.48 053 0.76 0.50 0.60 0.63 0.75 0.69 0.77 0.82 0.79
Replace 050 046 048 0.65 0.52 0.58 0.38 0.41 039 0.73 031 044 0.71 0.50 0.60 0.50 0.48 0.45 0.73 0.91 0.81
Printtoken  0.62 0.69 0.65 0.68 0.75 0.73 0.61 0.59 0.60 0.69 0.33 0.44 0.78 0.80 0.78 0.75 0.38 0.50 0.80 0.81 0.80
Tacs 0.42 035 038 033 042 0.27 046 039 042 030 025 028 0.5 0.15 024 025 021 0.26 0.53 0.90 0.67
Totinfo 0.41 025 031 042 031 033 030 030 030 0.58 0.50 0.54 0.52 0.33 0.40 0.54 0.74 0.63 0.59 0.83 0.69
Schedule2 0.55 048 0.51 0.63 0.57 0.59 050 044 047 0.70 031 043 0.71 057 0.63 0.59 0.70 0.64 0.81 0.71 0.76
Average 0.67 0.69 0.68 0.70 0.73 0.70 0.66 0.68 0.67 0.73 0.43 053 0.76 0.64 0.69 0.70 0.62 0.65 0.80 0.88 0.83

predicted vulnerable instructions. 7P and F'P denote the
number of true and false positives, respectively.

@ Recall (Rec) = ij_l%. The recall measures the percentage
of vulnerable instructions that are predicted out of all vulner-
able instructions. F'/N denotes the number of false negatives.
® Fl-score (F1) = 2:LrexRFec The ] measures the overall

i Pre+Rec o
effectiveness by considering both precision and recall.

V. EXPERIMENTAL RESULTS
A. RQI: Effectiveness of Vulnerability Prediction

To answer RQ1, we conduct extensive experiments on the
test programs for instruction vulnerability prediction. Table II
presents the overall performance of each approach concerning
the three basic ranking evaluation metrics: Pre, Rec, and F'1,
with the best performances highlighted in bold.

@ Our approach significantly outperforms the state-of-the-
art approaches in most programs. From Table II, we find
that CIVP consistently outperforms all baselines across almost
all programs (11 out of 12 programs). Specifically, compared
to the most competitive baseline, our approach improves 0%-
14.1% in Pre, 0%-114.2% in Rec, and 0%-59.5% in F'1.
Additionally, CIVP improves Pre by 5.2%, Rec by 20.5%,
and F'1 by 18.5% on average over the most competitive
baseline. This is due to the ability of CIVP to better mine
instruction semantics and execution context, removing the
ambiguities of instruction context between different programs.
However, on the “Bitstring” program, the performance of our
approach is a little worse than some single-program training
approaches. We find that due to its simple program structure
and large fault samples, these approaches may have been able
to learn a better representation of instructions. Nevertheless,
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CIVP also outperforms the cross-program approaches with an
increase of 1.1%-8.4% in Pre, 23.5%-47.3% in Rec, and
16.0%-26.1% in F'1. Overall, CIVP can be used to analyze
the instruction vulnerabilities of various programs during the
stages of software development and testing.

@ CIVP demonstrates superior performance in identify-
ing vulnerable instructions. In Table II, we can find that
CIVP outperforms all baselines in terms of Pre and has
the highest Rec on 11 programs. Additionally, CIVP exhibits
excellent generalizability, achieving up to 71% Rec even in
the worst-performing “Schedule2” program. It suggests that
our approach can better predict truly vulnerable instructions.

Answer to RQ1: CIVP outperforms all state-of-the-art
approaches across most programs (11 out of 12 programs)
in terms of precision, recall, and F1-score, achieving 5.2%,
20.5%, and 18.5% average improvements. Our approach
can more precisely identify vulnerable instructions, some-
times even improving Rec by 114.2% and Pre by 59.5%.

B. RQ?2 Effectiveness of different components in CIVP

In this section, we explore the impact of different compo-
nents on the performance of CIVP. Several variants of our
approach are introduced as follows. For each variant, we
train it from scratch using an equivalent experimental setup
while varying individual components. The results are shown
in Fig. 7.

o CIVP-IS, which removes the instruction semantic mined by

LLM, and only uses basic attributes (e.g., bits, types);

o CIVP-PL, which removes the Pseudo-Labeling;
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Fig. 7. Impact of the different components on the performance of CIVP.

o CIVP-C, which removes the CFG of instructions;
o CIVP-D, which removes the DFG of instructions.

From Fig. 7, we observe that standard CIVP significantly
outperforms all variants in all aspects. The CIVP-D shows the
most obvious decrease in predictive effect, with Rec dropping
by 36.3%, Pre by 11.2%, and F'1 by 25.3%, indicating that
errors are more likely to propagate with data transfer and affect
the execution of programs. The data dependency between
instructions determines the propagation path of bit-flips,
significantly influencing the vulnerabilities of instructions.
When bit flips occur in registers or memory, these errors may
be loaded into specific instructions and propagate with data
transfer, affecting the execution of programs. Besides, the
semantics of instructions (CIVP-IS) also have an impact on
instruction vulnerability prediction (Rec decreased by 7.9%,
Pre by 5%, and F'1 by 4.8%). It suggests that CIVP can
better distinguish between instructions with similar structural
positions but differing functionalities or sensitivity to faults
by incorporating instruction semantic. Similarly, CIVP-PL and
CIVP-C suffer some degradation in performance, by 2.5%-
5.6% and 1.2%-4.5%, respectively.

Answer to RQ2: The semantics of instructions and graph
structures adequately represent the program execution pro-
cess. Additionally, Pseudo-Labeling somewhat addresses
the imbalance and scarcity of fault samples. Their com-
bined integration enables accurate and robust instruction
vulnerability prediction across programs.

C. RQ3: Performance of different LLMs

To investigate whether our approach is sensitive to the
choice of large language models, we compare the perfor-
mance of instruction vulnerability prediction using instruction
semantics generated by four mainstream LLMs: Qwen-plus,
LLaMA-3.1, Deepseek-R1, and ChatGPT-3.5. The results are
shown in Fig. 8 and Table III.

As shown, all models achieve comparable performance in
terms of precision, recall, and Fl-score, with only minor
variations (within 1.6%). Among them, Deepseek-R1 yields
the best Fl-score of 0.841 and Recall of 0.894, followed
closely by ChatGPT-3.5 and Qwen-plus. Fig. 8 further re-
veals that performance trends across 12 different programs
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Fig. 8. Performance of instruction vulnerability prediction at different
programs, using the instruction semantics generated by various LLMs.

TABLE III
PERFORMANCE OF INSTRUCTION VULNERABILITY PREDICTION AT
DIFFERENT INSTRUCTION SEMANTICS (AVERAGE ALL PROGRAMS),
GENERATED BY VARIOUS LLMS.

LLMs Precision Recall F1-score
Qwen-plus 0.796 0.877 0.832
LLaMa-3.1 0.790 0.876 0.826

Deepseek-R1 0.800 0.894 0.841
ChatGPT-3.5 0.801 0.882 0.834

are largely consistent among models. While minor variations
exist for certain benchmarks (e.g., ChatGPT slightly excels
on ‘“Rad2deg” and “Printtoken”), the overall rankings remain
stable. This indicates that the quality of generated in-
struction semantics is generally sufficient across LLMs
for effective instruction vulnerability prediction. Besides,
the stability in performance underscores the generalizability of
CIVP, attributed to its semantic-enhanced instruction represen-
tation and instruction execution context mining. This model-
agnostic property is critical for real-world deployment, where
LLM availability or computational constraints may vary.

Answer to RQ3: CIVP does not rely on a specific LLM for
generating instruction semantics. Even with subtle seman-
tic shifts across different LLMs, our approach maintains
consistently high performance. This LLM-agnostic design
enhances the practicality and adaptability of our approach
for real-world usage.

D. RQ4 Influences of multi-hop diffusion in CIVP

To answer RQ4, we explore the impact of different hops
for instruction vulnerability prediction at all programs. Fig. 9
shows the performance of different hops with three metrics on
6 representative programs, providing a more fine-grained view
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of program-specific behaviors. Table IV shows the average
performance of all 12 programs.

We observe a consistent trend across most programs: per-
formance improves as hop increases up to 4, with Pre in-
creased by 0%-1.2% on average, Rec by 8.6%-23.9%, and F'1
by 3.7%-10.7%. This confirms that multi-hop diffusion helps
capture long semantic dependencies and error propagation
paths, which are otherwise missed in most existing approaches.
Specifically, it can be seen that the performance dips at 2-
hop across several programs (e.g., ‘Rad2deg’ and ‘Stack’),
particularly in terms of recall and Fl-score. 2-hop neighbors
are more likely to include semantically irrelevant or weakly
relevant instructions, introducing execution-path ambiguities
and corrupting the representation of vulnerable instructions.
Then, as the number of hops increases (i.e., CIVP-3 and
CIVP-4), instructions across functions or basic blocks help
to share semantics for better execution context representation.
Interestingly, performance slightly drops or saturates beyond 4
hops (CIVP-5), which suggests that incorporating excessively
distant context may introduce noise or dilute the relevance of
instruction semantics. This counterintuitive result suggests that
directly expanding the neighborhood range does not always
lead to better predictions.

Answer to RQ4: In instruction vulnerability prediction,
the CIVP’s performance can be affected by the hops of
diffusion. The 4-hop is probably the best setting for cross-
program prediction, which enhances the contrast between
instructions by better capturing structural context differ-
ences, improving generalization.

E. Threats and Limitations

External Validity. A key threat to validity comes from the
dataset we construct. The programs used for evaluation are pri-
marily collected from MiBench and Siemens, while covering
a range of application domains such as automotive, industrial
control, and network protocols, may not fully represent the
diversity and complexity of real-world software systems. The
limited number of available programs could constrain the
generalizability of CIVP, especially when applied to large-
scale software. Furthermore, the real-world deployment envi-
ronments often involve concurrency, dynamic memory, or low-
level optimizations that are not fully reflected in our evaluation
setting. In the future, we will consider expanding the dataset
with more heterogeneous and representative programs to fur-
ther enhance the robustness and applicability of our approach.
Internal Validity. Internally, several factors may affect the
soundness of our conclusions. First, while we make every
effort to fairly reimplement baseline approaches based on
their published papers and available code, subtle differences
in implementation details or hyperparameter tuning may lead
to performance discrepancies. Second, our pseudo-labeling
mechanism relies on a threshold to select high-confidence
predictions, which may propagate errors or amplify bias if im-
properly tuned. Finally, our evaluation uses commonly adopted
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TABLE IV
COMPARISON OF PRECISION, RECALL AND F1-SCORE FOR
INSTRUCTION VULNERABILITY PREDICTION AT DIFFERENT HOPS
(AVERAGE ALL 12 PROGRAMS).

Hops Precision Recall F1-score
CIVP-1 0.79 0.79 0.79
CIVP-2 0.80 0.71 0.75
CIVP-3 0.80 0.81 080
CIVP-4 0.80 0.88 0.83
CIVP-5 0.80 0.84 0.81

metrics such as Precision, Recall, and Fl-score. However,
these do not fully capture the interpretability or robustness
of instruction vulnerability prediction in software systems. In
the future, we plan to adopt more robust learning techniques
and richer evaluation metrics to enhance the credibility of our
approach.

VI. RELATED WORK

This section reviews related work from the perspectives of
fault injection and instruction vulnerability prediction.

A. Fault Injection

The approach based on fault injection generated fault sam-
ples by simulating bit flips and identified vulnerable instruc-
tions through statistical analysis [39], [40], [41]. For example,
Santos et al. [42] combined the accuracy of Register-Transfer
Level (RTL) fault injection with the efficiency of software
fault injection, reducing the time from the tens of years an RTL
evaluation would need to tens of hours. Then, the most critical
GPU resources for bit flips and a set of possible fault effects
in instructions could be identified. Li et al. [43] proposed a
novel attack for depleting DNN model inference with runtime
code fault injections and introduced an LLVM-based automatic
vulnerable instruction search algorithm. Ahmad et al. [44]
designed an automated framework for selective fault tolerance



of SDCs in software. Then, it performed fault injection to
identify the instructions that cause SDCs during bit flips
accurately. However, the cost of fault injection increased with
program size.

B. Instruction vulnerability prediction

These approaches built a dataset by performing partial
fault injection on program instructions to train the model and
identify vulnerable instructions, thereby reducing the space-
time overhead while ensuring accuracy [45], [30], [46]. Yan
et al. [31] proposed an instruction vulnerability prediction
model based on a one-class support vector machine clas-
sification, which has more accurate vulnerability instruction
identification capabilities. However, the selection of features
by these approaches was mostly based on the researcher’s
understanding and could not ensure the effectiveness of these
features for downstream tasks. Thus, instruction vulnerability
prediction approaches based on program structures and neural
networks have received much attention. For example, Jiao et
al. [47] exploited the synergy between static analysis and data-
driven statistical inference to automatically identify instruction
vulnerabilities. By constructing fine-grained bit-level program
graphs that encoded error propagation paths, it captured struc-
tural factors contributing to instruction susceptibility, thereby
enhancing the precision of vulnerability prediction. Yu et al.
[48] represented a recent advance in leveraging both instruc-
tion information and dynamic fault behaviors for GPU error re-
silience prediction, and further captured fine-grained bit-level
fault propagation using graph neural networks. However, these
approaches were still confined to program-specific training,
requiring retraining when applied to unseen programs. This
limited its scalability and practicality in real-world deployment
scenarios where new programs continuously emerged.

In contrast, our work aims to generalize across programs
by learning transferable instruction-level patterns of vulnera-
bility, enabling efficient and robust prediction for unseen code
without retraining. And our work offers distinct advantages in
cost and generalizability compared with non-learning methods.
Specifically, @ Cost Efficiency: The fault injection technique
requires random or bit-by-bit flipping of each instruction of
programs to obtain instruction vulnerabilities. Although it can
accurately get instruction vulnerabilities, its time cost increases
exponentially with the increase of dynamic instructions (in
hours or days). In contrast, CIVP trains a general model
offline. For new programs, it can obtain vulnerable instructions
relatively accurately without fault injection, greatly reducing
the time cost (in seconds). @ Accuracy: Traditional program
analysis methods rely on manually defined rules or constraint,
their accuracy is difficult to guarantee (e.g., Trident [49]
only has an accuracy rate of about 0.58). In contrast, CIVP
automatically learns deeper semantic and vulnerability patterns
from data, leading to higher accuracy (about 0.81). @ Gener-
alizability: CIVP can directly infer vulnerable instructions for
unseen programs, bypassing the need for expensive dynamic
analysis or manual inspection.
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VII. CONCLUSION

In this paper, we propose CIVP, a novel code representation
paradigm for efficiently predicting instruction vulnerabilities
across programs without retraining. CIVP combines instruc-
tion semantics extracted by LLMs with the instruction exe-
cution processes (i.e., CFG, DFG, CG, and BBG) to model
potential error propagation. Then, we enhance GraphSAGE
with multi-hop diffusion to learn transferable instruction-level
patterns of vulnerabilities, and use pseudo-labeling to address
data scarcity and imbalance. Experiments on 26 programs
show that CIVP outperforms state-of-the-art methods. We also
release a bit-flip dataset covering 26 programs.

In the future, we plan to @ further expand the dataset with
more diverse and large-scale real-world programs, @ develop
an open-source tool based on CIVP to assist developers in
analyzing and improving the vulnerability resilience of their
programs.
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