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Abstract—Protocol specifications, defined in Request for Com-
ments (RFCs), play a critical role in ensuring the correctness
of protocol software systems. To check consistency, specifica-
tion—-implementation pairs are essential for testing and verifi-
cation. However, existing efforts in specification-to-code mapping
remain largely manual and are typically limited to the file level,
lacking the fine-grained granularity needed for function-level
analysis, which is crucial for effective consistency checking. To
address this gap, we present SPEC2CODE, the first LLM-driven
framework that automates fine-grained mapping from protocol
specifications to function implementations.

Given a RFC document and a protocol codebase, SPEC2CODE
first performs preprocessing to extract structured specification
requirements (SRs) and function-level code representations, along
with contextual and dependency information. To ensure scal-
ability, SPEC2CODE employs a two-stage process comprising
relevance filtering and clustering-based SR organization to reduce
the candidate pairs. For accuracy, SPEC2CODE performs fine-
grained constraint-level matching on each candidate SR—function
pair using LLMs, leveraging enriched context to determine
whether a function fully, partially, or does not relate to an SR.

We evaluate SPEC2CODE on real-world implementations of
HTTP, TLS and BFD protocols, including Apache Httpd, Nginx,
OpenSSL, BoringSSL, FRRouting, and BIRD. Experimental re-
sults show that SPEC2CODE outperforms four state-of-the-art
baselines, achieving up to 49%, 66%, and 66% improvement in
precision, recall, and F1, respectively. Additionally, SPEC2CODE
successfully recovers the mappings for 16 known inconsistency
bugs and discovers 11 previously unreported inconsistencies using
an integrated lightweight consistency verifier, 5 of which have
been confirmed by project developers.

Index Terms—Software Verification, Protocol Compliance,
Large Language Models.

I. INTRODUCTION

Protocol specifications, particularly Request for Comments
(RFCs), serve as formal blueprints that define the expected
behaviors and constraints of networked systems, guiding their
correct implementation. A program is considered correct with
respect to its specification if it behaves as intended [1]. How-
ever, inconsistencies often arise when developers misinterpret
or overlook normative constraints, leading to bugs that under-
mine correctness, security, and interoperability. For example,
in Transport Layer Security (TLS) [2], a misplaced record-
length check allowed oversized records to bypass alerts and
caused denial-of-service risks [3], while in Hypertext Transfer
Protocol (HTTP) [4], inconsistent parsing of headers has led to
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interoperability issues across implementations [5]. To address
this, verification and validation techniques (e.g., testing) have
been proposed to assess whether an implementation faithfully
satisfies the given specifications.

Program verification and validation fundamentally rely on
the availability of corresponding specifications for the pro-
grams being analyzed. In practice, due to the large size of
protocol systems and scalability limitations of the verification
algorithms, it is often infeasible to verify an entire implemen-
tation against its all RFC requirements. Instead, verification
is commonly performed at a finer granularity, focusing on
code snippets such as components or individual functions and
their associated specifications. Unfortunately, explicit mapping
between RFC-defined specifications and these code snippets
may not be well established or systematically maintained in
real-world projects [6]-[8]. As a result, protocol software
verification and testing [9] often need manual effort, requiring
developers or testers to analyze complex RFC documents and
derive specific specifications for individual pieces of code, a
process that is both time-consuming and labor-intensive.

Therefore, there is a strong need for an automated method
capable of mapping fine-grained specifications derived from
RFCs to their corresponding code snippets. Nonetheless, this
task remains inherently difficult and error-prone [10]-[12],
primarily due to the logical abstraction gap between natural-
language specifications and low-level code implementations.
To address this problem, existing research has mainly explored
traceability link recovery (TLR) techniques.

Many TLR studies have explored automated techniques
based on information retrieval (IR) [13]-[20], machine learn-
ing (ML) [21]-[25], and intermediate artifacts [26]-[31].
These approaches recover trace links by measuring similarity
between specifications and code, ranging from lexical overlap
to vector-space embeddings. Recent studies [20], [32], [33]
have also explored the use of large language models (LLMs)
and retrieval-augmented generation (RAG) to improve perfor-
mance. However, existing TLR approaches predominantly rely
on similarity-based matching (e.g., using vector space models,
semantic indexing, or word embeddings) between specifica-
tions and code, which demands a high degree of semantic
understanding to establish accurate mappings. This challenge
becomes even more pronounced at finer levels of granularity,
such as function-level mapping. Most prior work has been
evaluated at the file or class level on Java datasets, which



is relatively less difficult since files and classes often encap-
sulate coherent semantics and provide auxiliary signals (e.g.,
class names, attributes). In contrast, functions, especially in
languages like C/C++, frequently involve low-level constructs
such as macros, pointers, and cross-file dependencies, which
require substantially deeper program understanding. Functions
often share strong interdependencies and overlapping seman-
tics, posing additional challenges for existing methods. Current
TRL techniques are insufficient for capturing such semantic
relevance. For example, the state-of-the-art approach LiSSA
and FTLR achieve only 0.53 and 0.55 F1 score, even at
the class level [19], [32], underscoring the difficulty of this
problem.

Recent advancements in LLMs offer promising opportuni-
ties for fine-grained specification-to-code mapping, given their
strong capabilities in natural language understanding [34],
semantic reasoning [35], code comprehension [36] and syn-
thesis [37]. However, applying LLMs to this task introduces
several technical challenges related to both accuracy and effi-
ciency. First, decomposing large-scale software and complex
requirements into fine-grained units results in a vast number
of potential code-specification pairs that need to be checked.
Naively applying LLMs to evaluate every possible pair leads
to prohibitively high computational costs. Second, without
sufficient contextual information, LLMs may produce false
positives when evaluating the relevance between a code snippet
and a specification fragment. Third, the many-to-many nature
of the mapping, where a single specification can correspond
to multiple code units and vice versa, further increases the
complexity of the task.

To bridge this gap and address the aforementioned chal-
lenges, we propose SPEC2CODE, a novel LLM-driven frame-
work designed to identify the precise mapping of protocol
specifications to their corresponding code implementations.
Given a protocol system and its associated RFC document,
SPEC2CODE first performs preprocessing to extract relevant
specification constraints and function-level details, including
contextual information and dependency relationships. To ad-
dress scalability and efficiency concerns, SPEC2CODE applies
a combination of relevance filtering and specification cluster-
ing techniques to significantly reduce the space of candidates,
eliminating irrelevant functions and narrowing the relevant
specifications for each function. Finally, to improve mapping
accuracy, SPEC2CODE performs a fine-grained analysis on
each pair of candidate SR-functions. By incorporating con-
textual and dependency information, it determines whether
the function fully, partially, or does not implement the given
specification, based on whether all, some, or none of the
defined constraints are implemented.

We demonstrate the effectiveness of SPEC2CODE on three
network protocols, specifically focusing on HTTP, TLS and
Bidirectional Forwarding Detection (BFD) [38]. Due to the ab-
sence of existing benchmarks for function-level specification-
to-code mapping, we manually analyzed the HTTP RFC and
its corresponding implementation, HTTPD, to construct a
ground-truth dataset comprising 221 specification-to-function
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pairs. This dataset serves as a new benchmark for the compre-
hensive evaluation of SPEC2CODE in mapping RFC-defined
specifications to their function implementations.

For each protocol, we selected two distinct and widely
adopted implementations: HTTPD and Nginx for HTTP,
OpenSSL and BoringSSL for TLS, and FRRouting (FRR) and
BIRD Internet Routing Daemon (BIRD) for BFD. Across these
systems, SPEC2CODE successfully establishes thousands of
fine-grained specification-to-code mappings (see Table II). To
evaluate the effectiveness, we compare SPEC2CODE against
two state-of-the-art TLR methods, LiSSA [32] and FTLR [19].
For broader comparison, we also include two representative
code search techniques, DeepCS [39] and deGraphCS [40], as
they represent an alternative for linking textual descriptions
with code.

The experimental results show that SPEC2CODE signifi-
cantly outperforms all baselines, achieving on average a 49%,
66%, and 66% increase in precision, recall, and F1-score,
respectively. In addition, we evaluated SPEC2CODE on a set
of 16 known bugs related to specification inconsistencies.
We found that SPEC2CODE successfully identified the cor-
rect specification—function pairs for all 16 cases. To further
assess its utility, we conduct a direct inconsistency checking
procedure by prompting an LLM to analyze all candidate pairs
identified by SPEC2CODE. After manual validation, we dis-
covered 11 new inconsistencies, where 5 have been confirmed
by project developers. These findings highlight the accuracy of
SPEC2CODE and its practical utility in detecting bugs arising
from specification—implementation inconsistencies.

In summary, this paper makes the following contributions:

To the best of our knowledge, SPEC2CODE is the first
approach for mapping protocol specifications from RFCs
to function-level implementations.!

We release a structured dataset of function-level
specification-to-code mappings for the HTTP protocol,
enabling rigorous evaluation and supporting future research.
We apply SPEC2CODE to three widely used network pro-
tocols, HTTP, TLS and BFD, and conduct comprehensive
evaluations across six real-world implementations, demon-
strating the effectiveness and efficiency of our approach.
We integrate a lightweight LLM-based consistency verifier,
which identifies 11 unknown inconsistency bugs.

Our code and data are available online [41].

II. PROBLEM DEFINITION

Definition 1 (Relevance and Implementation): Let s be a
specification requirement (SR) and f a function. We say that
f implements s if its logic satisfies the constraints (i.e., the
triggering conditions) and/or performs the actions described
in s. This implementation can be:

o Full or Partial: whether f covers all or only some aspects
of s;

"While this paper mainly focuses on protocol mapping due to the availabil-
ity of RFCs, our method can be easily generalized to other types of software
specification-to—code mapping.
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Fig. 1: Overview of SPEC2CODE

e Correct or Incorrect: whether the satisfied logic fully
aligns with the semantics of s.
We say that an SR s is relevant to a function f if f implements
any part of s (regardless of whether it is full/partial or
correct/incorrect). Otherwise, f is irrelevant to s.

Definition 2 (Consistency and Inconsistency): Given a
relevant pair (s, f): it is consistent if f fully and correctly
implements all aspects of s; it is inconsistent if f only partially
implements s, omits required logic, or performs unintended
behavior contradicting s. Consistency is assessed only for
relevant pairs; irrelevant functions need no check.

Definition 3 (Specification-to-Code Mapping): Given a
software codebase C {e1,...,em} and a specification
requirement set S = {s1,..., s} (e.g., RFC documents), the
goal is to automatically construct a mapping M C S x P(C),
where each pair (s;,C;) € M indicates that the set of code
elements C; C C collectively implement the specification re-
quirement s;. Each code element ¢; € C typically corresponds
to a code snippet (e.g., a function or code file), and P(C)
denotes the power set of C.

Note that, due to the varying granularity of both specifi-
cation requirements (e.g., individual or multiple constraints)
and code implementations (e.g., single or multiple functions),
the mapping between them can naturally form a many-to-
many relationship. Without loss of generality, we formulate
the problem as a one-to-many mapping, where, given a sin-
gle SR s;, the goal is to identify the corresponding set of
function-level code snippets. Fundamentally, a many-to-many
relationship can be represented as a composition of multiple
one-to-many mappings.

III. RELATED WORK
A. Traceability Link Recovery (TLR)

TLR aims to identify and maintain links between software
artifacts, such as requirements and source code. Early TLR
approaches mainly rely on IR techniques, including vector
space models [13], [14], latent semantic indexing [15], and
latent dirichlet allocation [16], to measure textual similarity.
To mitigate vocabulary mismatch, where different artifacts
use distinct terms to refer to the same concept, some ap-
proaches [17], [18] enrich textual representations with biterms
extracted from both requirements and code, while others [19],
[20] compute similarity at fine-grained units (e.g., sentences,
methods) and aggregate the scores to derive coarse-grained
links.

Later works introduce machine learning models trained
on manually annotated links, such as RNNs with word em-
beddings [21], feed-forward networks with cluster-pair rank
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models [22], ranking of word embeddings [23], active learn-
ing [24], and self-attention [25]. Instead of directly bridging
the semantic gap, other approaches [26]-[31] leverage inter-
mediate artifacts to establish transitive links. For example,
the Connecting Links Method (CLM) [26], [31] relates two
artifacts via a shared third artifact using IR similarity.

More recently, several studies [20], [32], [33] explore LLMs
and RAG to improve the accuracy and generalizability of TLR.
Despite these advances, existing methods remain restricted
to file-level traceability and depend on preprocessed artifacts.
In contrast, SPEC2CODE enables fine-grained, function-level
mapping through end-to-end analysis of raw specifications and
complete codebases.

B. Code Search

Code search aims to retrieve relevant functions from a
natural language query. Existing work falls into two main
types: IR-based and deep learning (DL)-based methods.

IR-based methods rely on lexical matching between query
terms and code tokens [42]. They often use query expan-
sion (e.g., WordNet synonyms [43]) or API enrichment (e.g.,
CodeHow [44]) to improve retrieval. While effective in simple
cases, these methods cannot capture deeper semantic relations
and depend heavily on the presence of relevant keywords.

DL-based methods embed code and queries into a shared
semantic space. DeepCS [45], CodeSearchNet [46], and
UNIF [47] use sequence models to represent code and queries
as flat token sequences, but often overlook structure. To
address this, MMAN [48], GraphSearchNet [39], and de-
GraphCS [40] adopt graph-based models that incorporate
abstract syntax trees (ASTs) and data-flow graphs.

These approaches typically match functionality descrip-
tions to code. In contrast, SPEC2CODE tackles a different
task: mapping constraint-driven SRs, such as syntax rules
or protocol behaviors from RFCs, to their implementations.
Moreover, code search assumes one-to-one matching, whereas
SPEC2CODE supports many-to-many mappings.

IV. APPROACH
A. Overview

Figure 1 presents an overview of SPEC2CODE, which
consists of three main components: Requirement Elicita-
tion&Code Extraction, Candidate Filtering, and Fine-Grained
Mapping. The component Requirement Elicitation&Code Ex-
traction extracts SRs and their contextual dependencies from
the specification document. On the code side, it parses the
source code to obtain function definitions along with their
contextual information.



Algorithm 1: SPEC2CODE
Input

: Specification Requirement Document S
Software Codebase C

Output  : Mapping M

1 M+ 0

PartialMap < {} // Temporarily hold partial
mappings

3 SRs <+ Extractgr(S) /Extract SRs along with their

contextual information and constraints

4 F « Extractc(C) //Extract Functions, call graph
and data dependencies

F’ <+ Filter(F,S) /Filter irrelevant functions

SRCluster < SemanticCluster(SRs) // Semantic
clustering of SRs

for f € F/ do

SR’ + ClusterMap(f, SRCluster)//Map a function to
a cluster of SRs

9 for s € SR’ do

[N}

ENRZY

® 2

10 (Re, Cons) < SRMap(f, s) /Map the function
to a SR and returns the implemented
constraints

1 if Re is Full then

12 | M« MU{(s, f)}

13 else if Re = Partial then

14 | PartialMap(s] < PartialMap[s] U {(f, Cons)}

15 for s € keys(PartialMap) do

16 FuncSet < {f | (f,Cons) € Partial Map[s]}
17 CombinedCons < |J{Cons | (f,Cons) €
Partial Map|s]}

18 if Verify(s, FuncSet, CombinedCons) then

19 | M MU{(s, FuncSet)}

20 return M

Subsequently, SPEC2CODE applies Candidate Filtering to
narrow the large candidate space introduced by numerous SRs
and functions. It first uses a Relevance Filter to eliminate
functions that are clearly unrelated to all specifications. Then,
in the SR Clustering and Mapping phase, it further narrows
the candidate SRs for each function by mapping the function
to a cluster of semantically related SRs.

Finally, in the Fine-Grained Mapping stage, we leverage
an LLM to analyze each SR—code candidate pair and identify
which constraints in the SR are implemented by the code. The
model also classifies the mapping degree as full, partial, or
none, reflecting whether all, some, or none of the constraints
are covered. For full mappings, the SR—code pair is recorded
as a single-function mapping. For partial mappings, we further
aggregate relevant functions and verify whether they collec-
tively implement all constraints specified in the SR.

Algorithm 1 presents the algorithm underlying our method.
Lines 1-2 initialize the mapping set and a dictionary for
recording partial mappings. At Line 3, all SRs are extracted
from the given specification document. At Line 4, all functions
and their associated contextual information are extracted from
the codebase. Line 5 applies the relevance filter to remove
functions that are clearly unrelated, based on the semantic
summary of the specification. At Line 6, the SRs are clustered
into semantically similar groups, which are then used at Line
8 to align each function with a relevant SR cluster. At Line
10, the algorithm checks the relevance between a function
and each candidate SR in the assigned cluster, identifying the
subset of constraints from the SR that are implemented by the

function. For full mappings, the corresponding SR—function
pair is added to the mapping set at Line 12. For partial map-
pings, the algorithm aggregates associated functions (Lines
16-17) and verifies whether the function group collectively
implements all constraints in the SR (Line 18). If the verifi-
cation succeeds, the group is added to the mapping set as a
multi-function mapping (Line 19).

B. Requirement Elicitation&Code Extraction

This module automatically extracts specification require-
ments (SRs) from the RFC documents and function-level
representations from the codebase, together with their con-
textual information. It forms the first stage of our approach
and provides the structured inputs for subsequent candidate
filtering and fine-grained mapping. The process consists of
three sub-components: an SR Extractor, a Constraint Parser,
and a Code Parser.

1) SR Extractor: Protocol specifications often use standard-
ized terms such as MUST, SHOULD, and MAY, as defined in
RFC 2119 [49]. In our approach, requirement elicitation is
automated by detecting these modal keywords and segmenting
the specification text into individual sentences, each treated
as an SR. To support accurate mapping, we further enrich
each SR with its surrounding context, including the containing
paragraph and adjacent paragraphs. In addition, we extract
normative internal references by automatically resolving cross-
references in the RFC XML source.

2) Constraint Parser: Because normative sentences in
RFCs typically express conditional obligations (e.g., “if con-
dition, then required behavior”), we represent each SR as
a set of constraints composed of triggering conditions and
required actions. This abstraction directly reflects the linguis-
tic patterns of RFCs and aligns with how implementations
realize such logic (e.g., conditional checks and correspond-
ing actions in code). These constraints may be implemented
by different functions across the codebase. To bridge this
granularity gap between abstract specifications and distributed
implementations, we introduce a constraint parser that extracts
fine-grained constraints from each SR, where each constraint
comprising the trigger condition and required action. This
enables more precise matching between specifications and
their corresponding implementation functions.

An example of constraint parsing is shown in Figure 2. The
LLM is guided by a carefully designed prompt comprising
three elements: (1) task-specific instructions for extracting
semantic constraints, (2) the target SR and its surrounding con-
text, and (3) definitions of the trigger condition and required
action. Based on this prompt, the LLM produces a structured
output containing one or more trigger—action pairs that capture
the operational semantics of the SR.

3) Code Parser: This component extracts function-level
information and contextual metadata from the code. It begins
by parsing the code into an AST using tools such as Clang
and identifies all function definitions by traversing the tree.

To capture context information, the component constructs
a function call graph. For direct calls, it establishes explicit
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...CONTEXT...

A server MUST reject, with a response
status code of 400 (Bad Request), any
received request message that contains
whitespace between a header field
name and colon.

...CONTEXT...

LLM Prompt

You are given a Specification with context
from a HTTP. Your task is to clearly identify and
extract two structured semantic components
from the given Specification:
Trigger Condition: the exact scenario, event, or
condition under which the described behaviour
is activated or required.
Required Action: the exact mandatory action or
behaviour that the entity must perform according
to the specification.

Trigger Condition: HTTP header field
name contains whitespace before colon
Required Action: Server MUST reject
request with HTTP status code 400

Fig. 2: An example of Parsing Constraint Specified in SR

caller—callee edges. For indirect calls, such as those made via
function pointers, it conservatively links the call site to all
functions with matching signatures.

Additionally, it analyzes each function body to extract
data dependencies, including accesses to global variables and
macro definitions. These elements often encode constants, con-
ditions, or constraints, and are critical for constraint matching
in the mapping process.

C. Relevance Filter

The Data Preprocessing stage typically extracts m SRs and
n functions, resulting in a large search space of m xn potential
SR—code pairs. Exhaustively evaluating all pairs with LLMs
is computationally infeasible, as it would require O(m x n)
inference calls.

To mitigate this, we introduce a Relevance Filter to elimi-
nate functions that are unlikely to correspond to any SR.

As shown in Figure 3, it uses an LLM to assess the relevance
of each function against the full set of SRs. The prompt in-
cludes four elements: a task description, function information
(including path, signature, and code), a specification summary,
and a structured output format.

Specification summary. Directly feeding all SRs into the
prompt may exceed the input length limitations of LLMs. To
address this challenge, we generate a hierarchical summary
that captures the key semantics of the specification document.
1) Section-Level Summarization. We use an LLM to summa-
rize each section of the document individually, extracting its
main behaviors and underlying technical rationale. 2) Semantic
Clustering. We then employ the LLM again to perform se-
mantic clustering over the section summaries obtained in the
first step. This process groups semantically related sections
into high-level functional categories, yielding a concise and
interpretable representation of the specification.

The LLM returns a binary relevance judgment (YES or NO)
for each function, indicating whether it is likely to be relevant
to any SR based on the specification summary.

D. SR Clustering and Mapping

Although the Relevance Filter effectively eliminates func-
tions that are clearly irrelevant to all SRs, the remaining search
space remains large because most functions are only associated
with a small subset of SRs. To further reduce unnecessary
comparisons, we introduce a clustering-based approach that
maps each function to a semantically related SR cluster,
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You are an expert in HTTP protocol,
focusing on the work of code audit. You will
be given a function and must strictly

Func1

Func_singnature
ap_condition_if_range

by £ Relevance: YES
determine whether it is relevant to the

summarized content of the RFC.
##RFC Content Summary

Request Method Handling: handle of
different HTTP request methods:
Header Field Processing: handling of

HTTP header fields € Relevance: NO

In case of any uncertainty, default the
answer o "YES".

Fig. 3: An Example of Relevance Filter
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thereby restricting its candidate SRs for subsequent analysis
(i.e., the loop at Line 9-14 of Algorithm 1).

The core idea is to group related SRs into clusters by
extracting and organizing their key features. This process
involves two main steps: (1) extracting semantic features from
the specification, and (2) mapping each SR to the appropriate
feature-based cluster. For the subsequent mapping of code
to specifications, we first align functions with the features
associated with relevant SR clusters.

To support this, we propose constructing a Semantic Classi-
fication Tree (SCT) with a hierarchical, multi-level structure.
Similar to the semantic summarization used in the Relevance
Filter step, we adopt high-level functional categories as the
first level of the SCT. At the second level, we define refined
subcategories generated by an LLM, which analyzes individual
sections of the specification to capture finer semantic distinc-
tions. Each SR is then assigned to an appropriate subcategory
(i.e., a leaf node in the tree) based on semantic relevance,
resulting in clusters of contextually similar SRs. In this work,
we use a two-level SCT structure for simplicity, though it
can be further refined depending on the desired granularity.
Due to the space limit, the detailed prompt for the semantic
summarization is put on our website [41].

Keyword-based SCT. In addition, we observe that domain-
specific knowledge can often be leveraged to construct an
accurate SCT directly. For example, in many network protocol
specifications, such as those in RFCs, well-defined keywords
(e.g., Status Codes, HTTP Methods) are explicitly listed and
directly reflect the core functions of the SRs. In such cases,
an SCT can be constructed only using these keywords.

Specifically, we construct a keyword-based classification



tree with two levels. The first level represents keyword
categories derived from the document structure (e.g., Sta-
tus Codes, Methods), and the second level contains specific
identifiers under each category (e.g., POST, GET). An LLM
assigns each SR to a leaf node by detecting whether it
explicitly references the associated keyword. For example,
Section 18 of RFC 9110 [50] defines structured terminology
including status codes (e.g., 304, 400, 403), header fields
(e.g., Content-Length, If-Range), and HTTP methods
(e.g., GET, POST). We use these terms to build a two-level
classification tree.

Note that, to mitigate potential inaccuracies in tree con-
struction method, we can maintain two SCTs in parallel: one
based on semantic summarization and one based on keyword
extraction (when applicable). Both trees can be used together
to identify relevant SR clusters for each given function.

Figure 4 illustrates examples of the two SCTs, on the
left, a keyword-based tree, and on the right, a semantic-
based tree. Each leaf node represents a cluster of SRs sharing
closely related functional semantics. To narrow the candidate
space for a given function, we apply a top-down LLM-guided
matching process: the model first identifies the most relevant
high-level category, then selects the most relevant subcategory
(leaf node). These clusters serve as focused candidate sets of
SRs for fine-grained constraint-level mapping. For instance,
the function foo in Figure 4 is linked to clusters such as
Status Code 300 (from the keyword-based tree) and Request
Syntax (from the semantic-based tree), which narrows down
the candidate SRs for fine-grained constraint-level matching.
E. Fine-grained Mapping

For each candidate SR-function pair, we perform a fine-
grained relevance analysis using an LLM to assess whether
the function f implements all or part of the SR. However,
LLMs often produce false positives when lacking sufficient
contextual information. To address this, we enrich each SR-
function pair (s,f) with detailed contextual inputs:

1) For each SR s, we provide a succinct context that includes

surrounding text and the parsed SR constraints, specifi-
cally, the condition and action components as derived in
Section IV-B.
For each function f, we include the code snippet itself,
a one-level call-chain context (i.e., its immediate callers
and callees), and relevant dependencies such as global
variables and macro definitions.

2)

The LLM is prompted to identify which constraints in the
SR are implemented by the given function. The LLM is also
prompted to classify the mapping degree as full, partial, or
none, reflecting whether all, some, or none of the constraints
are implemented.

We define two types of mappings:

Single-function mapping (SFM): A function f fully covers
all constraints of a SR s.

Multi-function mapping (MFM): The constraints of the
SR s are distributed across multiple functions {f1, fo,... },
each implementing only part of the SR.
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the specification. Answer YES or NO.

Fig. 5: The Process of Mapping Verification

As shown in Figure 5, any full mapping is recorded as
a single-function mapping. For partial mapping, we explore
whether a group of partially matched functions can collectively
implement all constraints of a given SR, forming a multi-
function mapping. For each SR, candidate multi-function
groups are constructed by aggregating its associated partially
matched functions.

Given that MFM is inherently more complex and prone to
false positives, we introduce two heuristic-based verification
methods to enhance its correctness.

For each function group, we aggregate the SR constraints
individually implemented by its member functions. If their
union fully covers the target SR, we then check whether
the functions form a connected subgraph in the call graph,
indicating collaborative execution at runtime. Only groups
satisfying both completeness and connectivity are consid-
ered as multi-function mapping candidates.

For each candidate group that passes the previous step, we
present the complete set of functions and the corresponding
SR to the LLM for a secondary check. Specifically, the LLM
is asked to assess whether the group collectively constitutes
a full mapping. A group is accepted as a valid multi-function
mapping only if the LLM determines that, together, these
functions fully implement all constraints of the SR, with no
part left unaddressed.

V. EXPERIMENTAL SETUP

A. Protocol Specification and Implementation

We evaluate SPEC2CODE using three widely adopted net-
work protocols: HTTP/1.1, TLS 1.3 and BFD, as specified
in RFCs 9110-9112 [50]-[52], RFC 8446 [53] and RFC
5880 [38], respectively.

For each protocol, we conduct fine-grained function-level
mapping between the SRs and two representative real-world
implementations. Specifically, we analyze HTTPD and Nginx
for HTTP/1.1, OpenSSL and BoringSSL for TLS 1.3, and FRR
and BIRD for BFD.



TABLE I: Inconsistencies Bugs Dataset

| #Bug | CVE ID/Issue ID
HTTPD 3 CVE-2016-8743 [54]; CVE-2020-13950 [55]; Bug_40232 [56]
Nginx 2 CVE-2013-2028 [57]; CVE-2013-4547 [58]
OpenSSL 7 issue_25402 [59]; issue_25309 [60]; issue_25086 [61];
pe issue_25041 [62]; issue_25040 [63]; issue_17934 [64]; issue_17948 [65]
FRR 4 issue_13085 [66]; issue_15697 [67]; issue_13432 [68]; issue_18588 [69]

B. Experimental Datasets

1) Benchmark Dataset: To address the absence of function-
level benchmarks for specification-to-code mapping, we man-
ually construct a ground-truth dataset aligning HTTP/1.1 re-
quirements with their corresponding implementations in the
HTTPD project. Due to the high cost of manual annotation,
we focus on the modules/http directory, which encapsu-
lates core HTTP logic and offers representative coverage of
protocol-relevant functionalities.

Our approach automatically elicits 327 SRs and 127 func-
tions for manual verification. Then we conduct a three-round
labeling process: in each round, two experienced researchers
independently annotate one-third of the pairs, resolving dis-
agreements through discussion. Inter-rater agreement (Cohen’s
k) improves from 0.55 to 0.67 and finally 0.83, indicating
substantial agreement. The dataset ultimately contains 197
single-function and 24 multiple-function mappings.

2) Inconsistency Bugs Dataset: We construct an inconsis-
tency bug dataset for six protocol implementations: HTTPD,
Nginx, OpenSSL, BoringSSL, FRR, and BIRD by collecting
known bugs from the National Vulnerability Database (NVD),
GitHub issues, and official vulnerability disclosures.

From the NVD, we retrieve relevant Common Vulnerabil-
ities and Exposures (CVE) entries by querying each imple-
mentation’s name as a keyword. We then manually review each
entry to determine whether it constitutes an inconsistency bug,
specifically one caused by a violation of the corresponding
RFC specification. We also manually review GitHub issue
reports and official vulnerability disclosures to identify cases
where the implementation deviates from normative specifica-
tion requirements. Each confirmed case is recorded as a pair
consisting of the violated SR and the corresponding vulnerable
function, i.e., <SR, function> pairs.

Since both RFCs and implementations evolve, we trace each
SR across revisions (e.g., RFC2616—RFC9110 for HTTP)
to capture its latest formulation. Function alignment is done
by exact name matching within each codebase. The resulting
dataset includes 16 inconsistency bugs, as shown in Table I.

C. Baselines

As baselines, we select one state-of-the-art tool for TLR
and two representative code search methods. 1) LiSSA [32],
a recent state-of-the-art retrieval-augmented method that uses
embedding similarity and LLM-based classification to recover
traceability links between artifacts. 2) FTLR [19], an unsu-
pervised fine-grained TLR approach that embeds requirements
(sentence-level) and code (method-level) for link recovery
without project-specific training. 3) DeepCS [39], a deep
learning-based framework that jointly embeds code snippets
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and natural language descriptions into a unified vector space.
4) deGraphCS [40], a graph-based model that leverages gated
graph neural networks with attention to learn accurate code
representations for large-scale code retrieval.

D. Metrics

We evaluate the performance of SPEC2CODE and all base-
line methods using four standard metrics: precision, recall,
Fl-score, and SR@k. The first three metrics follow standard
formulations and are omitted for brevity. SR@k is a widely
adopted metric in code search and retrieval tasks, measuring
whether the top-k predicted functions successfully cover the
ground-truth implementation of each SR.

To formally define SR@k, let G5 denote the set of ground-
truth functions implementing SR s, and let Top,,(s) denote the
top-k functions predicted by the model. We define a per-SR
indicator function Hit(s) based on SFM and MFM:

1, if s has an SFM and G5 N Top,(s) # 0
Hit(s) = ¢ 1, if s has an MFM and G, C Top,(s)
0, otherwise

)

For single-function mappings, Hit(s) returns 1 if the ground-
truth function appears in the top-k predictions. For multi-
function mappings, it returns 1 only if all ground-truth func-
tions are all included in the top-£ set.

The final SR@k score is computed as the average hit rate

over all SRs S:
Z Hit(s)
sES

1

SR@k = —
S|

E. Implementation

Model Selection: The filtering task primarily requires
coarse-grained semantic matching to quickly exclude irrel-
evant functions, making efficiency a priority. In contrast,
the mapping verification task demands fine-grained semantic
understanding and precise alignment between specification and
code. To balance effectiveness and efficiency, we conducted
a small-scale comparison of several models on both tasks
(filtering: GPT-40, GPT-40-mini, DeepSeek-V3; verification:
DeepSeek-R1, GPT-03-mini). Considering the overall accu-
racy and resource cost, we finally chose DeepSeek-V3 for effi-
cient filtering, and GPT-03-mini for more challenging mapping
verification.

Parameter Setting: We set the temperature to O to ensure a
deterministic generation. For all baselines, we adopt the best-
performing configurations as reported in their original papers.

Running Environment: All experiments were conducted
on a server with the following configuration: an AMD9654
processor, 256 GB of RAM, and 4 NVIDIA A6000 GPUs.

VI. EXPERIMENTAL RESULTS

In this section, we systematically evaluate the effectiveness
and practical utility of SPEC2CODE by answering the follow-
ing four research questions (RQs):



o RQ1: What are the characteristics of the mappings iden-
tified by SPEC2CODE?

« RQ2: How does the performance of SPEC2CODE com-
pare with that of state-of-the-art baselines?

« RQ3: How does each key component contribute to the
overall effectiveness of SPEC2CODE?

« RQ4: Can we use the generated mappings to detect new
inconsistency?

A. RQI: Characteristics of ldentified Mappings

Table II summarizes the mappings identified by
SPEC2CODE for the HTTP, TLS, and BFD protocols.
We observe that the same set of SRs can lead to very
different numbers of mappings across implementations. For
instance, from 327 HTTP SRs, SPEC2CODE identifies 641
mappings in HTTPD, nearly twice the 332 in Nginx. For TLS,
the numbers are 397 in OpenSSL versus 346 in BoringSSL,
and for BFD, 188 in FRR versus only 92 in BIRD.

This discrepancy stems from one SR mapping to multiple
independent functions. HTTPD and OpenSSL show such one-
to-many mappings due to wrappers and compatibility layers,
whereas Nginx, BoringSSL, and BIRD follow a leaner design,
yielding fewer mappings per SR. Notably, this differs from
multi-function mappings: one-to-many denotes independent
functions implementing the same SR, while multi-function
mappings involve functions collaboratively implementing it.

A higher number of mappings does not imply complete
coverage. As shown in the coverage columns, HTTPD covers
263/327 SRs (80%) compared to 210/327 (64%) in Nginx;
OpenSSL covers 247/410 SRs (60%) versus 212/410 (52%) in
BoringSSL; and FRR covers 145/170 SRs (85%) versus 84/170
(49%) in BIRD.

Our analysis indicates three factors. At the requirement
level, MUST requirements typically achieve higher preci-
sion than SHOULD/MAY, owing to clearer semantics, while
SHOULD/MAY are implemented more selectively. Prohibitive
MUST NOT clauses are satisfied by omission and thus of-
ten appear “uncovered”. At the module level, projects may
omit entire sections of the specification (e.g., HTTP TRACE,
TLS 1.3 0-RTT, or many BFD extensions in BIRD). In such
cases, all requirements in that section, including MUST ones,
appear uncovered by construction. Additional gaps arise from
implicit or delegated implementations (e.g., HTTPD’s reliance
on APR routines), which static analysis cannot capture. To-
gether, these factors explain coverage gaps, such as FRRouting
vs. BIRD (85% vs. 49%), showing how both obligation levels
and project-specific design choices shape coverage across
implementations.

# Answer to RQ1 SR-code mappings exhibit significant
variability across implementations, shaped by the interplay
between protocol specifications and factors like implemen-
tation strategies, modular design, and code visibility.

B. RQ2: Performance

To compare against baselines in terms of the performance,
we treat each SR as a query for code search methods and
retrieve a ranked list of candidate functions. For LiSSA, we
adapt its classifier to our SR—function pairs and use its best-
performing configuration, which omits SR preprocessing. We
evaluate all methods using two complementary strategies: (1)
a quantitative comparison on our benchmark dataset (see Sec-
tion V-B1); and (2) manual validation of 60 randomly sampled
SR—function mappings per protocol implementation.

Beyond these accuracy-oriented evaluations on the latest
versions of the implementations, we further assess whether the
recovered mappings can also cover previously reported incon-
sistency bugs using historical versions of the codebase where
those bugs were originally observed. This dual perspective
distinguishes accuracy on clean releases from bug coverage
on vulnerable versions.

1) Benchmark-Based Evaluation: We first evaluate SR@1
for single-function mappings and SR@|G| for multi-function
mappings, where |G| is the number of the ground-truth
functions for SR s. We also compute precision, recall, and F1-
score based on the top-1 prediction and top-|G| predictions
for single-function and multi-function mappings, respectively.
Specifically, since LiSSA returns a ranked list of candidate
functions for each SR, each with a classification label (YES
or NO), we group the top-G candidates that are classified as
YES as the candidate function set for MFM.

The results in Table III show that for single-function map-
pings, SPEC2CODE achieves an SR@1 of 0.95, at least 53%
higher than all baselines (DeepCS 0.54, deGraphCS 0.55,
LiSSA 0.62, FTLR 0.30). SPEC2CODE also achieves the high-
est precision (0.94), recall (0.98), and F1-score (0.96), consis-
tently surpassing all baselines. For multi-function mappings,
SPEC2CODE reaches an SR@|G,| of 0.96, while DeepCS
and LiSSA achieve 0.17, deGraphCS 0.21, and FTLR 0.08.
Precision (0.92), recall (0.96), and F1 (0.94) remain the highest
with SPEC2CODE. These results demonstrate the superiority
of SPEC2CODE across both mapping scenarios.

Note that in the multi-function mapping setting, all four
metrics converge to the same value for each baseline. This
is because each SR corresponds to a unique ground-truth
function set, and evaluation is based on exact set matching.
Any mismatch between the predicted and ground-truth sets
results in both a false positive (an incorrect mapping present)
and a false negative (a correct mapping missing). DeepCS and
LiSSA yield identical metric values because, despite producing
different predicted sets, they produce the same number of true
positives, false positives, and false negatives per SR.

2) Manual Inspection: For each protocol, we randomly
sample 50 single-function and 10 multi-function SRs from
SPEC2CODE ’s results. For single-function SRs, we compute
SR@1. For multi-function SRs, we manually validate each
mapping: if correct, the mapped functions serve as ground
truth and we compute SR@|G;| for the baselines; if incor-
rect, we instead compute SR@35, since such mappings rarely
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TABLE II: Spec—Code Mapping and Coverage Statistics.

Protocol | Impl

| #Function LOC | #Mapping (SFM/MFM) | #SR Covered |

MUST SHOULD MAY

HTTP HTTPD 7,491 942K 641 (573/68) 263/327 (0.90) | 142/171 (0.94) 75/95 (0.88) 46/61 (0.83)
Nginx 2,819 168K 332 (302/30) 210/327 (0.92) | 117/171 (0.95) 58/95 (0.89) 35/61 (0.85)
TLS OpenSSL 3,283 648K 397 (368/29) 247/410 (0.88) | 177/306 (0.92) 40/60 (0.80) 30/44 (0.72)
BoringSSL | 2,285 197K 346 (322/24) 212/410 (0.89) | 152/306 (0.93) 35/60 (0.82) 25/44 (0.75)
BFD FRRouting | 3,072 686K 188 (170/18) 145/170 (0.89) | 87/100 (0.93) 38/45 (0.86) 20/25 (0.80)
BIRD 218 36K 92 (84/8) 84/170 (0.87) | 46/100 (0.91) 24/45 (0.83) 14/25 (0.78)

Note. Coverage values are reported as Covered/Total (Precision). Per implementation, we used stratified random sampling with a per-implementation cap
(up to 50). Samples were allocated proportionally to MUST/SHOULD/MAY; if a type had fewer items than its target, all of its mappings were inspected.
Overall precision equals the coverage-weighted average of type-wise precision. LOC denotes Lines of Code.

TABLE III: Performance Comparison of SPEC2CODE and
Baselines on Benchmark

Single-Function | Multi-Function

Tool ‘

‘ SR@1 Precision Recall F1 ‘ SR@|G,| Precision Recall Fl
DeepCS 0.54 0.55 0.58  0.56 0.17 0.17 0.17  0.17
deGraphCS | 0.55 0.57 0.59  0.58 0.21 0.21 0.21  0.21
LiSSA 0.62 0.63 0.34 044 0.17 0.17 0.17  0.17
FTLR 0.30 0.32 0.55 040 0.08 0.08 0.08  0.08
Spec2Code | 0.95 0.94 0.98  0.96 0.96 0.92 0.96  0.94

TABLE 1V: The Result of Manual Inspection for Single-
Function (SFM) and Multi-Function (MFM) Mappings

Tmpl Spec2Code LiSSA FTLR DeepCS deGraphCS
SFM MFM SFM MFM SFM MFM SFM MFM SFM MFM
HTTPD 090 0.80 0.54 0.10 046 0.10 048 0.10 052 0.10
Nginx 092 090 0.50 0 0.48 0 0.44 0 0.56 0
OpenSSL  0.88 090 044 0.10 042 0.10 046 0 048 0.10
BoringSSL  0.90 0.80 0.50 0 038 0.10 042 0 0.42 0
FRR 0.86 0.80 0.40 0 0.36 0 0.40 0 038 0.10
BIRD 084 070 036 0.10 032 0 0.30 0 0.40 0
Average 088 0.82 046 0.05 040 005 042 0.02 046 0.05

involve more than five functions. The final score is the average
over both SR types.

Table IV presents the results of our manual inspection. For
single-function mappings, SPEC2CODE consistently outper-
forms all baselines across six implementations. On average,
SPEC2CODE achieves an SR@1 of 0.88, about twice that
of DeepCS (0.42) and FTLR (0.40), and substantially higher
than LiSSA and deGraphCS (both around 0.46). In HTTPD
and Nginx, SPEC2CODE reaches 0.90 and 0.92, while LiSSA
achieves 0.54 and 0.50, both far lower. The trend holds in TLS:
SPEC2CODE attains 0.88 on OpenSSL and 0.90 on BoringSSL,
while LiSSA scores 0.44 and 0.50, respectively. For BFD,
FRRouting achieves 0.86 and BIRD 0.84 with SPEC2CODE,
whereas all baselines stay near or below 0.40.

For multi-function mappings, SPEC2CODE achieves an
average SR@|G;| of 0.85, far surpassing DeepCS (0.03),
deGraphCS (0.05), LiSSA (0.05) and FTLR (0.05). Across all
implementations, SPEC2CODE maintains robust performance
(0.80-0.90), whereas the baselines rarely exceed 0.10.

3) Coverage of Known Inconsistency Bugs: To complement
the accuracy results on latest releases, we further evaluate
SPEC2CODE on historical versions with known inconsistency
bugs. Using our inconsistency bug dataset (see Section V-B2),
which provides ground-truth <SR, function> pairs, we assess
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7057 if (PACKET_remaining(cipher_suites) == 0) {
SSLfatal(s, SSL_AD_ILLEGAL_PARAMETER, SSL_R_NO_CIPHERS_SPECIFIED);
SSLfatal(s, SSL_AD_DECODE_ERROR, SSL_R_NO_CIPHERS_SPECIFIED)
return 0;

0

Fig. 6: The Inconsistency Bug (#25309) in OpenSSL
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whether these buggy mappings are recovered. A bug is consid-
ered covered if the corresponding ground-truth pair appears in
the mappings produced by SPEC2CODE for the same project.
The number of covered bugs thus indicates the ability of
SPEC2CODE to analyze real-world specification violations.

The results show that all 16 bug pairs are successfully
covered across HTTPD, OpenSSL, and Nginx, confirming its
utility in recovering mappings relevant to real bugs. An exam-
ple is shown in Figure 6, which illustrates bug #25309 [60] in
OpenSSL. The function ss1_cache_cipherlist checks
the length of the cipher_suites field and incorrectly
returns an illegal_parameter alert when the length is
zero. This violates RFC 8446, which states: “Peers which
receive a message ... containing an out-of-range length MUST
terminate the connection with a decode_error alert,” since a
zero-length cipher suite list is out of range.

# Answer to RQ2 SPEC2CODE significantly outper-
forms baselines in mapping specification requirements to
code, and it also recovers the mappings of all 16 known
inconsistency bugs, demonstrating both high accuracy and
practical value for bug analysis.

C. RQ3: Ablation Study

We examine the role of each component in SPEC2CODE
from two complementary angles: (i) a system-level ablation
that removes modules and measures end-to-end performance
and efficiency, and (ii) a component-level validation that
assesses the intrinsic reliability of each LLM-driven step.

System-level Ablation: To quantify contribution, we eval-
uate three ablated variants and one pure-LLM baseline:
(1) SPEC2CODE_NREF, which disables the relevance filtering
module; (2) SPEC2CODE_NCP, which omits SR clustering; (3)
SPEC2CODE_NFC, which removes function-level context dur-
ing mapping verification; and (4) PURELLM, which directly



TABLE V: Performance comparison of SPEC2CODE and its
variants on the HTTP benchmark dataset.

Tool Precision Recall F1 # LLM Calls
SPEC2CODE 0.94 098  0.96 4,023
SPEC2CODE_NRF 0.91 0.98 0.94 6,057
SPEC2CODE_NCP 0.87 1.00 093 34,695
SPEC2CODE_NFC 0.89 095 0.92 4,023
PURELLM 0.88 096  0.92 70,959

Variants: NRF = w/o Relevance Filter;, NCP = w/o SR Clustering; NFC =
w/o Function-level Context; PureLLM = direct end-to-end mapping by LLM
without filtering/clustering.

applies the Mapping Verification prompt to perform end-to-
end mapping with using gpt-03-mini.

Table V summarizes the results. Disabling the relevance
filter (SPEC2CODE_NREF) increases LLM calls from 4,023 to
6,057 (a 50% increase) while only slightly reducing F1 from
0.96 to 0.94, indicating that some irrelevant pairs are pruned by
the filter but the verification step is still capable of rejecting
many false candidates. In contrast, removing SR clustering
(SPEC2CODE_NCP) causes LLM calls to surge to 34,695
(8.6x) with only a 0.03 F1 drop, showing that clustering is the
dominant lever for efficiency at scale. Eliminating function-
level context (SPEC2CODE_NFC) reduces precision from 0.94
to 0.89 and F1 from 0.96 to 0.92, evidencing that contextual
information is critical for accurate judgement during mapping
verification. Finally, the pure LLM baseline (PURELLM)
attains lower F1 (0.92) at a substantially higher cost (70,959
calls), underscoring the necessity of SPEC2CODE’s filtering
and structure-aware design. Without filtering, a large number
of irrelevant SR—function pairs are passed to the LLM, intro-
ducing noise and leading to more false positives.

Component-level Validation: Beyond system-level abla-
tions, we assess the intrinsic reliability of individual LLM-
driven steps in SPEC2CODE. We evaluate: (1) the Constraint
Parser, which decomposes SRs into structured trigger—action
constraints; (2) the Relevance Filter, which removes functions
unrelated to all SRs; (3) the Semantic Classification, which
assigns SRs to clusters in the Semantic Classification Tree;
and (4) the Mapping Verification, which determines whether
the candidate function(s) implements a given SR.

For the Constraint Parser and Semantic Classification, we
randomly sampled 50 SRs each and checked correctness of the
structured decomposition and cluster assignment, respectively.
For the Relevance Filter, we measured recall against the
benchmark to ensure that no gold mappings were discarded.
For Mapping Verification, we evaluated 100 benchmarked SR—
function pairs and reported precision, recall, and F1.

Table VI summarizes the outcomes. All components show
high reliability (>0.94), with only one SR misclassified during
semantic clustering. Although LLMs may occasionally hal-
lucinate, their impact on the pipeline is negligible. Together
with the system-level ablation, these results confirm that
SPEC2CODE’s efficiency stems from effective pruning and
clustering, while its accuracy benefits from reliable component
behavior and function-level context during verification.
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TABLE VI: Component-level validation of LLM-driven steps
in SPEC2CODE.

Component Metric (#Sample) Result
Constraint Parser Accuracy (50) 0.98
Relevance Filter Recall (100) 1.00
Semantic Classification Accuracy (50) 0.98

Mapping Verification P/R/F1(100) 0.94/1.00/0.97

Consistency Verifier
Given a mapping pair (Specification, Function(s)) ,
ification context and code. perform
i Check from the ive of
constraint implementation correctness and edge case
handling.
Output verification results (conformance, issues)

Mapping Results
n-lu- Single Function
Mapping
6—2—6 * Multi Function

Mapping

Both
LLM 1 jnconsistenc

@
ee

Inconsistency
Candidates

LLM 2

Fig. 7: Example of Inconsistency Detection

# Answer to RQ3 Relevance filtering and SR clustering
are key to SPEC2CODE’s efficiency, while function-level
context is crucial for its LLM-based mapping accuracy.
Component-level validation further shows that all LLM-
driven steps are highly reliable, with only rare hallucina-
tions, reinforcing the robustness of the pipeline.

D. RQA4: Inconsistency Detection

Accurate mappings are the foundation for detecting
specification—implementation inconsistencies. Once relevant
SR—function pairs are established, the next step is to examine
whether these pairs faithfully implement the intended seman-
tics. As defined in Definition 2, inconsistency arises when
the mapped function only partially implements an SR, omits
required logic, or contradicts the specified behavior. Thus,
inconsistency detection builds directly upon the recovered
mappings: mapping provides where to check, while inconsis-
tency detection evaluates how well the implementation aligns
with the specification.

Concretely, we use two complementary LLMs—GPT-03-
mini and DeepSeek-R1 (Fig. 7). Each independently evaluates
every SR—function mapping with the same inputs (SR text with
context, relevant code dependencies, and call-graph informa-
tion) and a shared rubric on constraint adherence and corner-
case handling. Decisions are aggregated by majority vote; with
two models, this means a mapping is flagged inconsistent only
if both judge it non-compliant. Detailed prompts and rubrics
are available online [41].

Across the six protocol implementations, our checker
flagged 56 potential inconsistencies: 22 in HTTPD, 11 in Ng-
inx, 8 in OpenSSL, 4 in BoringSSL, 8 in FRR, and 3 in BIRD.
Manual validation confirmed 15 true inconsistencies (precision
~27%), among which 11 were previously unknown, and 5 of
these 11 new bugs were acknowledged by the project devel-
opers. Although the checker produces false positives, these
results show that, given only the recovered mappings, LLM-
based analysis can uncover specification—implementation vi-
olations even in mature implementations. This highlights the
practical utility of SPEC2CODE for assisting bug discovery.



The following case studies illustrate how recovered map-
pings first establish relevance between SRs and functions, and
how inconsistency detection then exposes concrete specifica-
tion violations.

Case Study 1 (Missing or Misplaced Condition
Checks). RFC8446 requires a record_overflow alert
when the size of TLSInnerPlaintext-+1 exceeds 2'4
bytes. Our mapping linked this SR to the function
tlsl3_post_process_record in OpenSSL, which per-
forms this check only after stripping padding, violating the
RFC and allowing oversized records to bypass alerts.

Case Study 2 (Violation of Error Han-
dling Behavior). In OpenSSL, the  function
tls_parse_compress_certificate returns success
when the input packet contains an extraneous trailing byte.
However, the specification mandates that any message that
cannot be fully parsed must trigger a fatal decode_error
alert. This missing alert handling indicates a deviation from
the specification’s mandated behavior.

& Answer to RQ4 Given the detected mappings of
SPEC2CODE, a basic LLM was able to discover 11 new
inconsistencies, highlighting the significance of accurate
SR-code mappings in bug detection.

VII. DISCUSSION
A. Lesson Learned

Improving mapping quality. While SPEC2CODE achieves
strong precision on explicit function-level logic, requirements
enforced implicitly (e.g., MUST NOT clauses satisfied by omis-
sion) or delegated to external libraries remain hard to trace.
Such cases may appear “uncovered” even when the implemen-
tation is correct. Future work could extend SPEC2CODE with
external dependency analysis and negative-case reasoning to
better cover such requirements.

LLMs show promise for inconsistency detection but need
refinement. Our checker uncovered 15 true inconsistencies,
including 11 previously unknown issues, showing the potential
of LLM-based reasoning. However, the high false positive
rate suggests that dedicated techniques, such as constraint
reasoning or lightweight formal verification, are still needed
to complement LLMs and improve reliability.

Recommendations for Protocol Developers. Our obser-
vations suggest three practices that could enhance clarity
and maintainability. First, clarify unsupported or selectively
implemented requirements (e.g., optional features, delegated
checks, or omitted SHOULD/MAY) so omissions are not misin-
terpreted as bugs. Second, summarize compliance boundaries
in release notes or documentation; coverage differences across
implementations (e.g., FRRouting vs. BIRD) highlight trade-
offs that should be communicated clearly. Third, mitigate risks
from redundant implementations: when one SR is realized by
multiple functions, developers should consolidate logic where
possible, or otherwise use documentation or tooling to link
parallel implementations and ensure consistent updates.
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TABLE VII: Runtime and cost of applying Spec2Code across
implementations.

HTTPD Nginx OpenSSL BoringSSL FRRouting BIRD
Runtime (H) 3.1 1.1 1.3 0.9 1.4 0.4
Cost (USD) 20.3 7.5 8.8 6.1 9.6 2.5

B. Cost and Scalability

Table VII summarizes runtime and API cost across all
implementations. All runs finish within 3.1 hours and under
$20.3, with small systems such as BIRD costing only $2.5.
Thus, SPEC2CODE is both feasible and affordable for large
protocol codebases. By contrast, a pure LLM approach would
take over 1 day (due to the API rate limit) and cost over
$1,000, making it impractical at scale.

C. Threats to Validity

Our study faces internal and external threats to validity.
Internally, benchmark construction and mapping evaluation
may introduce bias. To mitigate this, two researchers indepen-
dently performed the tasks and resolved discrepancies through
discussion. LLM use also poses randomness risks, which we
addressed by using 0 temperature for deterministic responses.

Externally, our evaluation focused solely on protocol im-
plementations, which may limit generalizability. Future work
will explore applying SPEC2CODE to other domains with
different specification styles. Finally, although we manually
built a benchmark dataset and performed additional validation,
residual labeling inaccuracies remain possible.

VIII. CONCLUSION

In this work, we present SPEC2CODE, the first LLM-
based framework for automating mappings from natural lan-
guage specifications to function-level code implementations.
By combining scalable relevance filtering and clustering with
context-aware LLM-based verification, SPEC2CODE effec-
tively bridges the gap between protocol standards and real-
world code. Our evaluation on HTTP, TLS, and BFD imple-
mentations shows that SPEC2CODE significantly outperforms
all baselines and enables precise recovery of known inconsis-
tency bugs. These results highlight SPEC2CODE’s potential as
a practical foundation for automated specification compliance
and software correctness checking.
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