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Abstract—Protocol reverse engineering (PRE) aims to infer
the protocol formats of unknown protocols. Existing techniques,
whether Network-trace based or Execution-trace based methods,
face two main limitations: a reliance on the quality and scale
of traffic datasets, which often leads to low accuracy and poor
generalization; and a failure to adequately consider the multi-
format characteristic prevalent in real-world protocols (i.e., the
same protocol may support multiple different formats).

To address these challenges, we propose ProbePRE—a PRE
tool that performs multi-format extraction on protocol handlers
by autonomously generating packets. ProbePRE employs three
key techniques: (1) an execution tracing strategy enhanced with
implicit data flow analysis to obtain more detailed execution
information; (2) constraint extraction methods tailored for dif-
ferent program structures to pass protocol validation; and (3)
an innovative constraint combination algorithm to construct
effective packets that guide the protocol handler to execute
diverse protocol parsing paths. In our experimental evaluation,
we compared ProbePRE with 4 state-of-the-art PRE tools in
terms of field segmentation accuracy. The results demonstrated
that ProbePRE achieved an F1 score of 0.88, significantly outper-
forming existing methods. Furthermore, evaluations on 6 protocol
handlers indicated that ProbePRE attained 83% completeness in
multi-format extraction tasks. Notably, in basic block coverage
tests, ProbePRE achieved a 67% improvement over traditional
traffic dataset methods, which fully validates the effectiveness of
its path exploration capabilities.

Index Terms—Protocol Reverse Engineering, Data Flow Anal-
ysis, Taint analysis

I. INTRODUCTION

Various proprietary protocols see widespread use in domains
such as the Industrial Internet and the Internet of Things (IoT),
and their message formats and communication processes are
often hidden from public access. Without prior knowledge of
proprietary protocol specifications, conducting security testing
on programs (e.g., fuzz testing [1]-[6]) or deploying defensive
measures (e.g., intrusion detection [7]-[9]) becomes challeng-
ing. Protocol reverse engineering (PRE) aims to infer the
protocol formats of unknown protocols and typically involves
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three core tasks [10], [11]: field segmentation, semantic infer-
ence, and state machine extraction [12]-[16].

The purpose of this paper is to perform field segmentation
on proprietary protocol packets, which serves as the foun-
dation for subsequent semantic inference and state machine
extraction. Unlike existing methods that recover formats for
individual packets, the primary focus of this work is on
extracting a protocol’s multiple message formats directly from
the protocol handler itself.

Current methods for field segmentation mainly fall into
two categories. Network-trace based methods [17]-[22] rely
on statistical features or machine learning models to identify
field boundaries from packet traces, but they are often limited
by the scale and diversity of traffic datasets, leading to
poor generalization and low accuracy. Execution-trace based
methods [23]-[25], on the other hand, segment fields by
analyzing the execution process of a program parsing packets,
which generally improves accuracy and generalization. How-
ever, these methods typically focus on single input formats
and, consequently, struggle to output all message formats for
protocols with multiple message formats or complex structural
variations, particularly when input is limited.

Developers implement protocol handlers to parse pack-
ets according to protocol specifications; consequently, these
handlers are inherently capable of parsing diverse message
formats. Building upon this premise, this paper introduces
ProbePRE, a system designed for protocol multi-format ex-
traction. ProbePRE operates without relying on large-scale,
diverse traffic datasets. Instead, inspired by fuzz testing prin-
ciples, it leverages program execution information to guide the
generation of probe packets. This process triggers the protocol
handler’s parsing of multiple message formats, ultimately
enabling the extraction of the protocol’s comprehensive multi-
format specification.

To implement our method, we must address the following
challenges: (1) Robustness when dealing with diverse protocol
handlers. Traditional methods, which primarily rely on heuris-
tic algorithms based on execution traces for field segmenta-
tion, are often empirical and rule-based. Consequently, they



are typically applicable only to protocol handlers with fixed
characteristics and exhibit significant limitations when faced
with diverse protocols. (2) Difficulty in satisfying strict field
validation. A protocol handler can interrupt the parsing process
due to illegal field values (i.e., values outside the constraint
range), leading to incomplete field segmentation. Furthermore,
obtaining legitimate field constraints is challenging in the
absence of traffic data and source code. (3) Complexity of
modeling inter-field dependencies. Constructing probe packets
that conform to inter-field dependencies is crucial for trigger-
ing corresponding parsing paths. However, identifying such
dependencies from binary programs and execution information
poses difficulty.

To address the first challenge, we introduce an execution
tracing strategy enhanced with implicit data flow analysis,
designed to capture richer execution information. To mitigate
the low robustness often associated with heuristic algorithms,
we opt to directly optimize execution tracing strategy. Our
key insight is that when a protocol handler parses packets,
bytes originating from the same field tend to exhibit similar
propagation characteristics at the data flow level. Furthermore,
these underlying characteristics are prevalent across a wide
array of protocol handlers. By enhancing our capability to
trace implicit data flows, our method effectively overcomes the
limited robustness inherent in traditional heuristic algorithms.

To address the second challenge, we propose a field con-
straint extraction method targeting diverse program structures.
Our approach integrates two key aspects: dynamic execution
tracing and static program analysis. Dynamic execution tracing
applying program slicing to instruction sequences pertinent to
field comparisons, enabling the direct extraction or recovery of
constraint values based on program semantics. Static program
analysis identifies all switch structures within the program
and accurately matches them to specific fields via data flow
analysis, subsequently leveraging these case values as effective
constraints. This dual-pronged strategy ensures coverage of
various forms of constraint expressions within the program.

To address the third challenge, we propose a constraint
combination algorithm leveraging dynamic depth-first search.
This algorithm models inter-dependencies among fields and
their associated constraints using a tree-like data structure;
notably, its dynamic extension mechanism permits the real-
time insertion of newly discovered fields and constraints.
Through systematic traversal of the entire constraint tree, the
algorithm generates probe packets satisfying specified field
dependencies, thereby effectively triggering potential protocol
parsing paths within the program.

We implemented ProbePRE and evaluated its performance
against four state-of-the-art protocol reverse engineering tools
[24]-[27]. In terms of field segmentation performance, our
experimental results demonstrated that ProbePRE significantly
outperformed existing methods, achieving an average precision
of 0.84, recall of 0.94, and an F1 score of 0.88. Com-
pared to the results of BinPRE (0.94, 0.75, 0.83), Polyclot
(0.80, 0.89, 0.82), AutoFormat (0.77, 0.94, 0.82), and Tupni
(0.90, 0.50, 0.55), ProbePRE exhibited significant improve-
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Fig. 1: Multi-format example of S7comm protocol.

ment. To validate its multi-format extraction capability, we
applied ProbePRE to six different protocol handlers; the
results indicated that the completeness of extracted protocol
formats reached 83%. Notably, in basic block coverage tests,
ProbePRE achieved a 67% improvement over traditional traffic
dataset methods. These experimental results fully demonstrate
that ProbePRE not only excels at multi-format extraction tasks,
but its performance also surpasses that of existing methods
reliant on traffic datasets.
In this paper, we make the following contributions:

o We introduce a novel protocol multi-format extraction
method that, for the first time, addresses the challenge
of protocol multi-format extraction. This approach over-
comes the reliance of traditional PRE tools on traffic
datasets and enables the extraction of diverse protocol
message formats.

Drawing inspiration from fuzz testing methodologies, we
developed techniques for field constraint extraction and
probe packet construction. Through iterative packet gen-
eration and dispatch, our method progressively increases
the number of covered protocol parsing paths within a
program, thereby facilitating the extraction of multiple
message formats embedded within the program.

We implemented ProbePRE, which can not only perform
multi-format extraction tasks but also outperforms exist-
ing methods reliant on traffic datasets. Experimental re-
sults show that ProbePRE exhibits significant advantages
in key metrics such as field segmentation accuracy and
protocol format completeness.

II. MOTIVATION

a) Cases of multi-format in single protocol: Commu-
nication protocols are designed with different communication
functions according to varying requirements, where distinct
functions may employ different message formats. Taking the
S7comm protocol, widely used in the industrial control do-
main, as an example, Figure 1 illustrates three different mes-

Parameter
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Fig. 2: S7comm handler parsing example.

sage formats: Negotiate, Download, and Read var. Observation
reveals that only the field segmentation within the first 9 bytes
remains consistent across these formats; subsequent sections
exhibit divergent field segmentation, and the lengths of the
’Header section’ and ’Parameter section’ are also variable.
Specifically, ”Negotiate” packet facilitate the communica-
tion negotiation phase, accordingly, their 'Parameter section’
includes "Max AmQ calling’ and "Max AmQ called’ fields to
establish parameters for job handling. "Download end” packet
are employed to terminate download operations, their "Header
section’ thus contains ’Error class’ and ’Error code’ fields to
report errors encountered during the download process. “Read
Var” packets serve to retrieve variable data from a PLC, with
their *Parameter section’ consequently including fields such as
’Count’ to specify details of the variable read request.

b) Relation between format and parse path: Field
segmentation in message formats manifests within a proto-
col handler as the reading, storing, and utilization of vari-
ables along execution paths. Figure 2 illustrates how the
S7comm protocol handler parses Negotiate packets: Initially,
the TS7Worker::IsoPerformCommand function determines the
packet type by parsing its ROSCTR field (mapped to the PDU-
Type variable). Subsequently, the TS7Worker::PDURequest
function selects a specific functional branch based on the
Function field (corresponding to the PDUFun variable); in
Figure 2, the FunctionNegotiate function is chosen. Finally, the
TS7Worker::FunctionNegotiate function proceeds to parse the
parameter section. Observation reveals that protocol parsing
paths within a protocol handler effectively define the protocol
format specifications.

Existing methods often overlook the possibility that a single
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protocol may encompass diverse message formats. Theoreti-
cally, if an input traffic dataset were to cover all such formats,
these methods could indeed achieve multi-format output. How-
ever, constructing high-quality, comprehensive traffic datasets
for protocol presents considerable challenges, particularly in
proprietary protocol scenarios. Existing technical approaches
struggle to effectively assess how well collected traffic data
covers the variety of protocol formats. We examined the
S7comm protocol traffic dataset employed by BinPRE [26].
Our statistical analysis revealed that of S7comm’s 13 inherent
protocol parsing paths, packets within this dataset covered
only 7. Consequently, nearly half of these paths remained
untriggered.

c) Poor robustness of heuristic methods: To illustrate
the limitations inherent in heuristic methods, we examine Bin-
PRE’s approach as a case in point, which employs instruction
similarity for field segmentation. Figure 4 presents a code ex-
cerpt from a Modbus protocol handler parsing packets. In this
example, for the fields ’slave’, ’function’, and 'nb_bytes’, the
corresponding instruction sequence is consistently ‘movzx’.
For the ’address’ and 'nb’ fields, the instruction sequence is
uniformly ’movzx, movzx, shl, add’. Consequently, in such
scenarios, relying solely on instruction sequence similarity
for field segmentation proves ineffective, leading to under-
segmentation.

III. APPROACH
A. Overview

Figure 3 presents an overview of the ProbePRE tool. Its fun-
damental principle is to perform field segmentation and field
constraint extraction based on the execution trace information
of the protocol handler, subsequently recombining the fields
and constraints to generate new probe packets that guide the
protocol handler to execute potential protocol parsing paths.

The system consists of four modules: Execution Processor,
Format Extractor, New Packet Constructor, and Two-layer
Clustering. The workflow begins with the Execution Processor,
which dynamically traces the protocol handler parsing packets,
capturing fine-grained execution information including data
flow info, cmp instruction info, and function execution chains.
The Format Extractor then processes the collected execution
traces to perform field segmentation and constraint extraction,
respectively. Based on the results of field segmentation and
constraint extraction, the New Packet Constructor constructs
new probe packets. These packets are re-inputted into the pro-
tocol handler to trigger potential parsing paths. By iteratively
executing the aforementioned process, the system continuously
expands its knowledge base of protocol formats until no new
valid constraint combinations can be discovered. Finally, the
Two-layer Clustering module clusters the format information
accumulated during the iterative process and outputs the
discovered protocol formats.

B. Execution Processor

The Execution Processor employs a dynamic taint analysis
technique, enhanced with implicit data flow analysis, to per-
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Fig. 3: Overview of ProbePRE.

form fine-grained execution tracing of the protocol handler,
comprehensively recording the packet’s parsing process within
the program. Specifically, this involves a three-dimensional
tracing strategy: the Data Operation Dimension initializes each
byte of the input packet as an independent taint source, and all
explicit instruction operations involving tainted data (including
data transfer and arithmetic instructions like MOV, ADD) are
tracked; the Control Flow Dimension monitors key instructions
involved in tainted data comparison and branching, especially
CMP instructions and conditional jump instructions; and the
Call Chain Dimension records the complete function execution
chains traversed during tainted data propagation.

The execution information captured across these three di-
mensions exhibits clear semantic correlations: Tainted data
flow characteristics directly reflect protocol field segmentation;
operands of comparison instructions, combined with branching
conditions, together form a complete description of field value
range constraints; whereas the diversity of function execution
chains characterizes the different parsing paths the program
may take.

Notably, the Execution Processor, compared to traditional
execution tracing strategies, enhances tracing by including im-
plicit data flows. Traditional execution tracing typically focus
solely on explicit data transfer instructions (such as MOV,
ADD) and primarily rely on subsequent heuristic algorithms
for field segmentation. However, in real-world scenarios, com-
piler optimizations can generate unconventional instructions to
perform numerical calculations. For instance, in the S7comm
protocol handler, the actual semantics of the instruction lea
edx, ptr [rbp+rdx*1+0xa] are equivalent to an arithmetic
sum operation (rbp+rdx+0xa), rather than its nominal address
loading operation. By extending taint propagation rules, the
system incorporates instructions like LEA, which have implicit
computational semantics, into its tracing scope. This enhances
the completeness of data flow information and the accuracy
of field segmentation. This improvement enables the system to
capture critical data propagation paths that traditional methods
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might miss.

C. Format Extractor

1) Field Segmentation: The Format Extractor performs
protocol field segmentation based on tainted data flow char-
acteristics. Its core mechanism involves detecting whether
adjacent bytes of an input packet flow to the same memory
location or register. This approach is theoretically grounded
in the fundamental behavior of protocol handlers: when a
program, adhering to the protocol specification, combines and
stores different bytes into a same target variable, the data
propagation paths of these bytes will invariably converge.

ox46fd movzx ri5d, byte ptr [rsi+rdx];
slave = req[offset-1];
0x4705 movzx ecx, byte ptr [rsi+rdx];
function = req[offset];

ox470d movzx ebx, byte ptr [rbp+rsi+@];
req[offset+1]

0x471b movzx esi, byte ptr [rbp+rsi+e];
req[offset+2]

0x4724 shl ebx, 8;

req[offset+1]<<8

ox472f add ebx, esij

address = (req[offset+1]<<8)+req[offset+2];

0x4736 call qword ptr [rax+28h];
sft.t_id=prepare_response_tid(req,&req_length);

0x4a78 movzx eax, byte ptr [rbp+rax+@];

req[offset+3]

@x4a7d movzx edx, byte ptr [rbp+rdx+0];
req[offset+4]

0x4a82 shl eax, 8

0x4a85 add eax, edx;

\_nb = (req[offset+3]<<8)+req[offset+4] )

[ ]

Fig. 4: Partial assembly & source code: Modbus handler.

Taking the parsing process of a Modbus protocol handler
[28] as an example (as illustrated in Figure 4, where black text
represents assembly code and blue text indicates correspond-
ing source code), the protocol handler performs protocol parse
through a series of memory operation instructions. Initially, the
MOV instruction at address 0x46fd reads a single byte from

0x4a96 movzx edx, byte ptr [rbp+rdx+@];
nb_bytes req[offset+5]
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Fig. 5: Data flow visualization of a Modbus handler.

0x4724

address ] [ nb

the packet at "offset-1" and stores it into the ”slave” variable.
Subsequently, the instruction at address 0x4705 extracts the
byte at “offset” as the “function code”. Following this, the
assembly code segment from 0x470d to 0x472f left-shifts the
byte at “offset+1” by 8 bits, then performs a bitwise OR
operation with the byte at “offset+2”, storing the combined
result into the “address” variable. Similarly, the assembly
code segment from 0x4a78 to 0x4a85 left-shifts the byte at
“offset+3” by 8 bits, performs a bitwise OR operation with
the byte at “offset+4”, and stores the combined result into the
“nb” variable. Finally, the instruction at 0x4a96 stores the byte
at "offset+5” into the “nb_bytes” variable.

Visual analysis of data flow tracing (Figure 4) shows that
the data flow paths associated with the “slave” variable (de-
rived from the byte at "offset-1”") and the “function” variable
(derived from the byte at “offset”) propagate independently,
consistent with their single-byte field attributes. In contrast, the
data flows from the bytes at "offset+1” and “offset+2”—which
are combined to form the “address” field—merge at address
0x472f, exhibiting a distinct path intersection characteristic.
The “nb” field exhibits a similar convergence pattern. These
topological characteristics of byte-level data flow propagation
paths provide a reliable basis for automated field segmentation.

2) Constraint Extraction: After completing the field seg-
mentation of input packets, Constraint Extraction proceeds to
extract the constraints present in the protocol parsing paths.
The essence of protocol parsing is the protocol handler’s
reading of different bytes from the input packets and the
validation of field values. Extracting the constraint range for
each field is an important prerequisite for ensuring that the
protocol handler parses the protocol correctly.

a) Compare Constraints Extraction: A compare con-
straint refers to a constraint imposed on field values through
the combination of cmp instructions and jump instructions.
When a field value adheres to this constraint specification, the
program continues to parse subsequent bytes. Conversely, if
the current field value falls outside the legitimate range, exe-
cution jumps to error handling code, and a response containing
an error description is returned to the client program.

In protocol handlers, cmp instructions exhibit two typical
patterns when comparing field values against constraint values:
The first is a direct comparison; the second involves comparing

a transformed field value (i.e., not the original value) with a
constraint value. For the former, ProbePRE can directly deduce
the field’s constraint range by analyzing the semantics of the
constraint value and the associated jump instruction. For the
latter, ProbePRE needs to revert the constraint value to make
it applicable to the original field value.

First, the calculated field values are identified: by traversing
the cmp instruction info, the field value in each cmp instruction
is compared with the original value in the data packet. If
they are not equal, it is determined that the field value has
undergone a calculation transformation. Subsequently, for the
target field, backward slicing is performed from the cmp
instruction until the field value is equal to the original value, at
which point the slicing stops. The obtained program segment
has performed calculations on the target field value. Utiliz-
ing the code understanding capabilities of a large language
model, semantic analysis is performed on the program slice
to automatically deduce the calculation formula for the field
value. The prompt templates are illustrated in the Figure 6.
Based on the extracted calculation formula, the constraint
value in the cmp instruction is inversely calculated to restore
the true constraint value of the target field.For the combination
of the true constraint value and the jump instruction, we
design transformation rules to convert the constraint value
into a constraint range according to the semantics of the
jump instruction. Specifically, based on the semantics of the
jump instruction, the constraint value is used as either the left
boundary value or the right boundary value of the range, and
the other boundary value is completed with O or the maximum
possible value of the field.

Taking the combination (0x123, jb) as an example ((0x123,
jb) represents the instructions cmp field_value, 0x123; jb
instr_addr), where 0x123 is the constraint value and jb is the
jump instruction), the semantics of the jb instruction is that
when the destination operand in the cmp instruction is less
than the source operand, the program will jump to the specified
address for execution. Therefore, the program will jump when
the field value is less than 0x123, meaning the constraint range
corresponding to the field is (0, 0x123). If there are multiple
constraint ranges for a field, such as (0, 0x123) and (0x12,
Oxfftf), they need to be merged to obtain the true constraint
range, which is (0x12, 0x123).

From the execution information, it is difficult to know
whether the jump instruction will direct the program to error-
handling code or subsequent parsing code when the field value
is within the constraint range. Therefore, to avoid missing
subsequent parsing code and to cover all paths as much as
possible, the constraint range also needs to be complemented.
Still using (0x12, 0x123) as an example, assuming the field
length is two bytes, then the maximum and minimum values of
the field are Oxffff and 0, respectively. So, after complementing
the constraint range, the resulting constraint sequence is (0x0,
0x11), (0x12, 0x123), (0x124, Oxffff).

b) Switch Constraints Extraction: In the process of
protocol data packet parsing, the value of a specific field
determines the type of the data packet. Protocol handlers
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Prompt Template

Task:

You are a professional binary analyst, specialized in data flow analysis of assembly
code. Given a snippet of assembly code, please analyze the complete data flow of a
specified register or value within the snippet, and output the final expression with
respect to the initial value x.

Requirements:

1. Do not explain the analysis process; only output a concise mathematical

expression.
2. Expression rules:
Direct transfer (e.g., MOV): x
Arithmetic/logic operations (e.g., ADD, LEA): reflect the operation (e.g.,
x+1)
If the value is not used or affected in the snippet: output [unchanged]
All numbers should be in decimal
Use parentheses only when necessary

Example:

Code snippet:
mov eax, ebx
add eax, Ox1
Target of analysis:
data flow of ebx
Output:
x+1
To analyze:
Code snippet:
[Code snippet]
Target of analysis:
[Target register]

. J

Fig. 6: Prompt template for generating constraint computation
formulas

typically employ a switch structure to implement multi-way
branch parsing based on field values. Accurately obtaining the
complete value range of such fields is a key prerequisite for
triggering all potential parsing paths. To this end, we designed
a switch constraints extraction strategy to extract the constraint
range of such fields. Different from the extraction method for
cmp constraints, the extraction of switch constraints adopts a
hybrid static and dynamic analysis approach.

Static Localization Phase: By identifying jump table instruc-
tions, all functions containing switch structures in the program
are located. Then, the target functions are disassembled, and
the specific values corresponding to each case branch are
extracted from the generated pseudo-code. These case values
constitute the constraint set for that switch structure.

Dynamic Matching Phase: Since not all switch structures
are used for field parsing, it is necessary to establish the
correspondence between a switch and a specific field. First,
starting from the jump instruction of each switch structure’s
jump table, static backward data flow analysis is performed
to trace the data source of the switch condition variable. All
instruction addresses involving this variable from the function
entry to the jump instruction are recorded. Combined with data
flow info (which explicitly records the mapping relationship
between instructions and input fields), the protocol field actu-
ally corresponding to each switch structure is determined. The
constraint range of this field is the constraint set obtained in
the static phase.

Starting from the instruction that jumps to the jump table,
we conduct static reverse data flow analysis on each switch
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Fig. 7: The example of format tree.

structure, track the source of the data in the variables parsed
by the switch, and all the instruction addresses involving this
data between the function entry and the jump table instruction
will be recorded for subsequent matching.

The relationship between each instruction and the input data
packet field is recorded in the data info. We search for the
recorded instruction address in the data info and finally obtain
the field corresponding to the switch constraints.

D. New Packet Constructor

The New Packet Constructor models the extracted fields and
constraint information as a tree structure, termed a format tree.
In this structure, nodes at each level correspond to a field,
and different branches of each node correspond to different
constraints of the field. A path from the root node to a
leaf node represents a potentially existing protocol format.
The New Packet Constructor traverses all possible paths in
the format tree to construct new packets that satisfy the
constraints and sends these packets to the program under test
for the next round of analysis. As shown in Figure 7, in
the constructed format tree, the blue path and the green path
respectively represent two different protocol formats that the
protocol handler can correctly parse, while the node marked
“unknown” indicates that when field4 selects constraint b,
the newly generated probe packet may discover new fields or
constraints. As the probing process deepens, this format tree
will gradually expand and be refined, eventually converging
to the true protocol format representation.

To achieve a complete traversal of all field constraint
combinations, the New Packet Constructor employs a depth-
first search algorithm as its basic traversal strategy. Con-
sidering newly discovered fields or constraints during the
probing process, we have specifically designed a real-time
update mechanism. This mechanism allows for the dynamic
expansion of the tree structure without interrupting the current
traversal process. Simultaneously, for newly discovered fields
or constraint paths, the New Packet Constructor will trigger a



backtracking mechanism to re-probe the current path to obtain
potentially more format information.

Algorithm 1: Constraint Combination Generator
Input : F: List of fields (field offsets)
C': Constraint dictionary {offset:[constraints]}
SC': Current DFS status stack
SR: Restored DFS status stack
Output: new_path: Combination dictionary {offset:
constraint}

1 Procedure UPDATEINFO(F, C)
2 f < UPDATEFIELDS()
3 ¢ <~ UPDATECONSTRAINTS ()
4 if f # FVc# C then
5 F+«f
6 C+c
7 return T'rue
else
| return False

8

Procedure GENERATECOMBINATIONS(F, C, SR)
if UPDATEINFO(F, C') then
| SC«+ SR

while SC # () do
SR+ SC
(F_idz,C_idx, current_path) < SC.POP()
if “VALIDATE(F _idz,C_idx) then
L continue

offset < F[F_idx]
constraints < Cloffset]
constraint < constraints[C_idzx]
new_path < current_path U {offset :
constraint}
if C_idz + 1 < |constraints| then
SC.PUSH((F_idx,C_idx +
L 1, current_path))
if F_idx + 1 < |F| then
‘ SC.PUSH((F_idx + 1,0, new_path))
else
L return new_path

11
12

13
14
15
16
17

18
19
20
21

22
23

24
25
26
27

return None

28

Based on these design considerations, we propose Algo-
rithm 1 to implement the construction and traversal functions
of the format tree. This algorithm uses a field list and a
constraint dictionary to store the format tree information. The
update_info function (lines 1-9) is responsible for handling
the dynamic updates of fields and constraints. When an
update operation is detected, lines 11-12 ensure that the DFS
traversal state can correctly backtrack to the state before the
update. Lines 13-27 implement the depth-first traversal logic
with memoization, ensuring that all paths can be completely
explored by the system.
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E. Two-layer Clustering

ProbePRE terminates the exploration of potential parsing
paths of the protocol parser when the complete traversal of
the format tree is finished and no new fields or constraints
are discovered. Subsequently, the Two-layer Clustering module
summarizes the protocol formats obtained from the explo-
ration through a two-stage clustering process. Each complete
parsing path corresponds to a specific protocol format, and
different protocol formats may exhibit similarities in their
field partitioning structure, with their differences primarily
manifested in path selection behavior determined by field
constraint values. Based on this observation, the system first
uses the field partitioning structure as the first-layer clustering
feature to perform a coarse-grained categorization of protocol
formats. On this basis, it further uses the function call chains
recorded during program execution as the second-layer clus-
tering feature to perform a fine-grained sub-categorization of
protocol formats within each coarse-grained category. Finally,
all protocol formats extracted by ProbePRE are outputted.

FE. Implementation

The Execution processor module tracks the execution of
the protocol processor through the intel pin tool [29], [30].
Compare constraints extraction utilizes the semantic under-
standing ability of the Deepseek large model [31] to extract
the calculation formulas of field values. Switch constraints ex-
traction relies on the IDA pro [32] tool for the positioning and
disassembly of swtich structures. The New packet constructor
uses Scapy [33] to construct the protocol stack and sends it to
the program under test. The rest of the content is implemented
based on python3 [34].

IV. EXPERIMENTS

In this section, we address the following research questions:

« RQ1: How accurate is ProbePRE in field segmentation?
RQ2: How comprehensive is ProbePRE in extracting the
variety of message formats?

RQ3: How significantly does the constraint extraction
strategy impact ProbePRE’s performance?

RQ4: How much does ProbePRE improve program cov-
erage compared to input datasets?

RQS5: How do different LLMS affect the results of
ProbePRE?

RQ6: How ProbePRE can be used in real-world settings
as protocol fuzzing?

A. Setup

a) Baseline: We compare the field segmentation accu-
racy of ProbePRE with four state-of-the-art PRE tools.

« BinPRE [26] is an Execution-trace based tool that per-
forms field segmentation by employing instruction simi-
larity analysis based on execution tracing of input data.

« Polyglot [24] is an Execution-trace based tool that treats
bytes subjected to loop comparisons as delimiters, using
their positions as field boundaries.



TABLE I: Field segmentation results per tool across various protocols. Bold indicates the best.

Protocol PROBEPRE BINPRE POLYCLOT AUTOFORMAT TUPNI
Pre. Rec. F1 Pre.  Rec. F1 Pre.  Rec. F1 Pre. Rec. F1 Pre.  Rec. F1
S7comm [35] 092 097 094 | 099 080 0.8 | 0.89 099 093 | 090 099 094 | 0.89 098 093
Libmodbus [28] 0.75 0.85 0.80 1.0 0.84 091 | 0.77 097 086 | 0.63 098 0.77 1.0 0.13  0.24
Freemodbus [36] | 0.87 0.99 0.93 1.0 099 099 | 087 099 093 | 0.87 099 093 | 0.77 099 0.87
IEC104 [37] 080 080 079 | 0.76 048 057 | 0.89 073 081 | 0.89 0.62 0.71 | 0.84 050 0.59
BACnet [38] 082 095 087 | 093 08 088 | 0.82 097 088 | 079 097 0.86 | 0.78 043 0.51
DNP3.0 [39] 0.92 1.0 096 | 0.88 063 074 | 0.88 0.55 0.67 | 092 1.0 0.96 1.0 0.39  0.56
Ethernet/IP [40] 0.81 1.0 0.89 1.0 0.69 0.81 0.5 1.0 0.66 | 0.38 1.0 0.55 1.0 0.07 0.14
Average 084 094 088 | 094 075 083 | 080 089 082 | 077 094 082 | 090 050 0.55

o AutoFormat [27] is an Execution-trace based tool that
merges consecutive records with the same execution
context into a single field.

« Tupni [25] is an execution-trace based tool that identifies
field formats from instruction frequencies and record
sequences.

b) Benchmarks: We selected six protocols widely used
in the Industrial Internet and Internet of Things (IoT) do-
mains. Four of these protocols—Modbus, S7comm, DNP3.0,
and FTP—have been experimented with in prior work. For
each protocol, we set up 300 packets for comparison with
ProbePRE.

c) Metrics: We adopt different metrics for different tasks.
The field segmentation task is evaluated using precision (i.e.,
the number of true field boundaries inferred out of all inferred
field boundaries), recall (i.e., the number of true field bound-
aries inferred out of all true boundaries), and F1 score. For the
format extraction task, we use completeness as the evaluation
metric. Because the protocols under test lack unified and
standardized documentation, we manually analyze protocol
handlers to count the variety of formats. Finally, we use basic
block coverage to evaluate the coverage of protocol handlers
achieved by ProbePRE and traffic datasets.

B. RQI: The accuracy of field segmentation

To evaluate the field segmentation performance of
ProbePRE, we selected seven typical protocol handlers and
their corresponding traffic datasets for testing. We also com-
pared it with four state-of-the-art Execution-trace based PRE
tools. Table I shows the detailed experimental results.

The experimental results indicate that ProbePRE signifi-
cantly outperforms existing methods in overall performance,
with its average precision, recall, and F1 score reaching
0.84, 0.94, and 0.88, respectively, representing a performance
improvement of 12%-17% compared to baseline methods. This
advantage primarily stems from ProbePRE integrating implicit
data flow analysis into execution tracing, thereby obtaining
more detailed format information.

The other four PRE tools employ different heuristic meth-
ods: BinPRE utilizes instruction semantic similarity analysis,
making it particularly suitable for handling string fields (due
to their common semantics of loop-based reading), and thus
performs exceptionally well on the mixed protocol Bacnet;

Polyclot, on the other hand, focuses on the program’s compari-
son behavior with input data to locate field delimiters, enabling
it to achieve high accuracy on the Iec104 protocol. However,
the specific protocol characteristics these tools rely on are
not universally present, leading to unstable performance. In
contrast, ProbePRE, through optimization of the underlying
execution tracing mechanism, demonstrates stronger universal-
ity, thus maintaining a leading edge in the overall evaluation.

It should be noted that, since key fields that determine
execution paths will inevitably be read by the protocol handler
and will definitely be identified, even if some non-critical fields
are not identified, it will not affect subsequent path exploration.

TABLE II: Format extraction results of ProbePRE on various
protocol handlers. (#Formats denotes the number of extracted
formats and #RealFmt denotes the number of real formats.)

. Single Run Avg. of 5 Runs
Binary #RealFmt
#Formats | Time(min) | #Formats | Time(min)

S7comm [35] 13 3.33 13 3.59 13(100%)
Libmodbus [28] 9 1.60 9 1.55 10(90%)
Freemodbus [36] 1 0.30 1 0.63 10(10%)

IEC104 [37] 8 6.69 8 6.69 8(100%)

FTP [41] 7 1.31 7 1.52 7(100%)
Ethernet/IP [42] 8 0.88 8 0.90 8(100%)
Average 7.67 2.35 7.67 2.48 9.33(83%)

C. RQ2: The completeness of format extraction

Due to the lack of standardized format documentation
for the protocols under test, to objectively quantify the
evaluation effectiveness, we manually analyze protocol han-
dlers to count the number of parsing paths for differ-
ent formats: for example, in the S7comm protocol han-
dler shown in Figure 2, we consider “IsoPerformCom-
mand—PDURequest— FunctionNegotiate” as a parsing path
for Negotiate packets.

We tested ProbePRE’s format extraction capability on six
different protocol handlers. The experimental data show that
ProbePRE’s average format extraction completeness reached
83%. As shown in Table II, the tool performed excellently
on four protocols: S7com, Iec104, Ftp, and Enip, where the
number of extracted formats perfectly matched the actual num-
ber, achieving 100% accuracy. Particularly noteworthy is that
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Fig. 8: Comparison of time costs: ProbePRE and ProbePRE*.

when processing the S7comn protocol with complex formats,
ProbePRE not only accurately identified two key fields but also
precisely extracted their constraint ranges, effectively reducing
the exploration space and significantly decreasing the probing
time.

However, the test results on the Freemodbus protocol han-
dler revealed a limitation: ProbePRE only successfully ex-
tracted one message format. Analysis revealed that Freemod-
bus employs an atypical path selection mechanism—unlike
the switch or if-else structures commonly used in protocols,
it uses a loop structure to match key field values. After
compilation, loop structures are also manifested as consecutive
cmp instructions in the assembly. However, unlike the if-else
structure where constraint values are explicitly encoded as
immediates in cmp instructions, loop structures implicitly store
the comparison values in registers or memory. This makes
it difficult for ProbePRE’s compare constraints extraction
strategy to directly obtain the corresponding constraint values,
thereby limiting its ability to effectively guide the exploration
of alternative parsing paths. This observation highlights a
promising direction for improvement: we envision refining the
Pin-based dynamic tracing strategy to output the comparison
values stored in registers or memory within loop-based cmp
instructions. Furthermore, ProbePRE’s compare constraints
extraction strategy can be extended to support such cmp
instructions with implicit comparison values.

In addition, we conducted five experiments to demonstrate
the determinism of ProbePRE. The table reports both the
result of a single run and the average over five runs, which
show no significant differences. This is because the constraint
information of fields is embedded in the protocol parser
itself and does not change across runs. Moreover, ProbePRE
constructs new packets by traversing constraint combinations
using a depth-first algorithm, rather than randomly combining
field constraints or sampling field values. Therefore, the new
packets generated by the New Packet Constructor have no
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randomness.

D. RQ3: The influence of constraint extraction strategies

This section evaluates, through an ablation study, how the
constraint extraction module enhances system performance.
We compared two strategies: the full version of ProbePRE
(including the constraint extraction module) and a simplified
version that only employs a random mutation strategy, measur-
ing the time cost of both. The experimental results are detailed
in Figure 8 and Table III.

TABLE III: The result of influence of constraint extraction
strategy.

Binary ProbePRE* ProbePRE
#Format | Time(min) | #Format | Time(min)

S7comm [35] 1 46.42 13 3.33
Libmodbus [28] 9 29.75 9 1.60
Freemodbus [36] 10 37 1 0.30
IEC104 [37] 1 12.5 8 6.69
FTP [41] 7 26.17 7 1.31
Ethernet/IP [40] 8 37.92 8 0.88
Average 6 31.63 7.67 2.35

The experimental data show that the constraint extraction
module significantly enhances system efficiency. The full
version of ProbePRE completes format extraction with an
average time cost controlled within 3 minutes, not exceeding
8 minutes at most, achieving an efficiency improvement of
up to 90% compared to the random mutation strategy. This
performance advantage stems from the constraint extraction
module’s ability to accurately obtain field constraint ranges,
thereby substantially reducing the exploration space.

Further analysis reveals that although the random mutation
strategy is time-consuming on protocols such as Libmodbus,



Freemodbus, FTP, and Ethernet/IP (averaging over 30 min-
utes), it can still discover some parsing paths. This is because
the path selection in these protocols depends only on a single
key field. However, for the S7comm and IEC104 protocols,
which have multi-field dependency characteristics, the random
mutation strategy performs poorly: it not only struggles to
simultaneously satisfy the legitimate value requirements for
multiple fields but also cannot guarantee the dependencies
between fields. In contrast, the constraint extraction module
can accurately capture the constraint relationships between
fields and works in conjunction with the packet construction
module to effectively guide the program to execute different
parsing paths.

TABLE IV: The result of comparing the basic block coverage
of ProbePRE and the traffic dataset.

Binary ProbePRE(#BBs) | Dataset(#BBs) | Increase
S7comm [35] 11592 8526 36%
Libmodbus [28] 767 438 75%
IEC104 [37] 5586 2206 153%
Ethernet/IP [40] 1746 1678 4%
Average 4923 3212 67%

E. RQ4: Comparison with traffic datasets

To quantitatively evaluate the effectiveness of ProbePRE
in exploring the protocol parsing paths of protocol handlers,
we use basic block coverage as the core metric. We compare
the number of basic blocks triggered in protocol handlers by
traffic datasets with the number of basic blocks triggered by
ProbePRE through probing.

In the experimental design, we collected baseline datasets
for four protocols: Ethernet/IP [42], IEC104 [43], [44], Lib-
modbus [45], and S7comm [46], with each protocol dataset
containing 300 real traffic packets. The basic block coverage
obtained after inputting these packets into their respective pro-
grams serves as the baseline. The experimental results in Table
IV show that the constraint extraction module significantly im-
proves basic block coverage: a 36% improvement for S7comm,
a 75% improvement for Libmodbus, a 153% improvement
for IEC104, and a 4% improvement for Ethernet/IP, with an
average improvement of 67%.

The improvement in coverage has a dual value: on one
hand, it provides more comprehensive data flow information
for format extraction, and on the other hand, it significantly
enhances the vulnerability discovery capability of downstream
security analysis tasks such as fuzz testing. The remark-
able 1.53 improvement on the IEC104 protocol, in partic-
ular, demonstrates that our method has a unique advantage
when dealing with complex protocol formats. Conversely,
the smaller 4% improvement on the Ethernet/IP protocol
reflects the characteristic of this protocol having relatively
fixed execution paths.
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E RQ5: Comparison of Different LLMs

In ProbePRE, the LLM is responsible for interpreting the
semantics of assembly code and deriving formulas to recover
the true constraint values. To evaluate the impact of different
LLMs on ProbePRE, we tested DeepSeek-v3 [47], Moonshot-
Kimi-K2-Instruct [48], and Qwen3-235b-a22b-instruct-2507
[49].

As shown in Table V, using different LLMs does not lead
to significant differences in format extraction results. This
is because current open-source LLMs, trained on extensive
code corpora, can reliably understand the semantics of input
assembly snippets [50] [51] [52]. Moreover, the computation
logic for field values is simple, with only a small amount
of code involved, thus placing low demands on the model’s
capabilities. Compared to heuristic-based approaches for iden-
tifying code semantics, incorporating LLMs improves both the
accuracy and the stability of ProbePRE’s results.

TABLE V: Comparison of different LLMs on ProbePRE

Protocol DeepSeek KIMI Qwen
#Format| Time(min)|#Format| Time(min)|#Format| Time(min)
S7comm [35] 13 3.38 13 343 13 3.26
Libmodbus [28]| 9 1.40 9 1.36 9 1.30
IEC104 [37] 8 6.38 8 6.27 8 6.73
Ethernet/IP [40]| 8 1.41 8 1.40 8 1.41
Average 9 2.73 9 2.88 9 2.93

G. RQ6: Effectiveness of ProbePRE in Real Settings

We applied the results of ProbePRE on the S7 protocol
parser to Boofuzz [3] in order to evaluate its effectiveness
in seed generation. Specifically, we adopted code coverage as
the evaluation metric. Using Boofuzz, we generated 10,000
test cases under two settings: (i) with a single-format seed
template, and (ii) with multi-format seed templates derived
from ProbePRE. The generated test cases were then exe-
cuted against the protocol parser, and the corresponding code
coverage was measured. As shown in Table VI, test cases
generated with ProbePRE-based seed templates achieved 40%
coverage, representing a 232% improvement compared to
those generated from a single-format template. The Figure 9
further illustrates the efficiency of input cases: while Boofuzz
with a single format reached its maximum coverage within
the first 10 test cases, Boofuzz with ProbePRE achieved its
maximum coverage at the 1,710th test case. Relative to the
total of 10,000 test cases, Boofuzz with ProbePRE reached
higher coverage with substantially fewer effective test cases.
This is because the extracted field constraints from ProbePRE
guided Boofuzz to avoid unnecessary mutated field values.

These results demonstrate the effectiveness of ProbePRE’s
format extraction in downstream tasks. With the aid of multi-
format protocol specifications, the fuzzer can both pass the
parser’s validation and reduce redundant mutations.

V. DISCUSSIONS

In this section, we discuss the limitations of ProbePRE and
outline potential future work.



TABLE VI: Comparison of line coverage (Boofuzz-SF denotes
Boofuzz with a single-format seed, and Boofuzz-PP denotes
Boofuzz with ProbePRE-generated multi-format seeds.)

Source Code File | Boofuzz-SF Line Cov.|Boofuzz-PP Line Cov.|Increase
cpp/server.cpp 62% (25 / 40) 62% (25 / 40) 0%
cpp/snap7.cpp 7% (22 / 315) 7% (22 / 315) 0%

core/s7_isotcp.cpp 27% (72 /1 271) 35% (94 / 271) 30%

core/s7_server.cpp 8% (102 / 1328) 47% (625 / 1340) 512%

core/s7_server.h 100% (3 / 3) 100% (3 / 3) 0%

core/s7_text.cpp 13% (70 / 535) 38% (206 / 535) 194%

Sum 12% (294/2492) 40% (975/2492) 232%
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Fig. 9: Comparison of line coverage efficiency

Firstly, although ProbePRE, compared to traditional proto-
col reverse engineering methods, eliminates the dependency
on input traffic datasets, the completeness and accuracy of
protocol format extraction depend on the program’s implemen-
tation. Different versions or programs under different scenarios
may have varying levels of implementation completeness for
the same protocol. If a program ignores a certain field, it
means the program will not read or compute this field, and
ProbePRE cannot identify this field from the execution trace;
if a program ignores a certain format of the protocol, it means
there is no processing path for that format in the program, and
ProbePRE cannot extract the corresponding protocol format.
Furthermore, in practice, we have found that some protocols
use bit-level fields, and protocol handlers often determine path
selection based on the values of these bit-level fields. Because
it is not possible to trace data at bit granularity, ProbePRE,
like traditional methods, cannot identify such fields, nor can
it extract their constraint ranges. Then, ProbePRE currently
cannot further extract protocol state machines based on proto-
col formats. This is because ProbePRE treats each input as a
single state and does not consider the sequential order between
different protocol states.

To address the aforementioned limitations of ProbePRE, we
plan to implement a multi-program format extraction method
that extracts formats from multiple program implementations
of the same protocol, thereby obtaining a complete protocol
format; by identifying program behaviors such as bitwise
operations, we aim to achieve the segmentation and constraint
extraction of bit-level fields.
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VI. RELATEDWORK

Network-trace based protocol reverse engineering methods
identify field boundaries and semantics by analyzing traffic
datasets using statistical or deep learning techniques. For
example, Binaryinferno [17] designs different detectors for
various field types and uses Shannon entropy to detect field
boundaries; Netplier [21] and Netzob [53] obtain similar pack-
ets through keyword clustering and apply sequence alignment
techniques to intra-cluster packets to identify field boundaries;
NEMESYS [19] proposes a method to extract formats from a
single message, identifying field boundaries by calculating the
bit similarity and bit similarity difference of adjacent bytes in
a packet; Discoverer [54] recursively clusters messages of the
same type; ProsegDL [55] stacks collected traffic into images
and uses medical image processing models to analyze these
images and infer field boundaries.

Execution-trace based protocol reverse engineering methods
infer protocol formats by dynamically tracing the program’s
parsing process or statically analyzing source code. For exam-
ple, Polyglot [54] pioneered the use of taint analysis to record
the execution traces of input data within a program, identifying
delimiters by analyzing comparison operations on the input
data; Tupni [25] and AutoFormat [27], building on Polyglot,
the former identifies fields by analyzing how instructions read
input data, while the latter identifies field types by generating
field trees; BinPRE [26] performs field segmentation through
inter-instruction similarity analysis; Netlifter [56] analyzes
program source code, outputting protocol formats by con-
structing an abstract format graph (AFG), performing local
path-sensitive analysis, and reordering the AFG.

Both methods are constrained by the quality of the input
traffic, suffering from poor generalization and difficulty in
handling multiple protocol formats.

VII. CONCLUSION

We propose a novel protocol reverse engineering (PRE)
method that reduces the reliance on large-scale, diverse traffic
datasets typical of traditional approaches. Our method records
execution traces via taint analysis, performs field segmentation
and constraint extraction from these traces, and generates
new traffic packets from identified field constraints to ex-
plore uncharted protocol parsing paths in protocol handlers.
Consequently, ProbePRE does not necessitate the collection
of extensive or highly diverse traffic datasets, instead lever-
aging protocol format information embedded within protocol
handlers to extract all discernible formats. This approach
overcomes the conventional over-reliance on such compre-
hensive traffic datasets and broadens the range of discov-
erable protocol formats. Experimental results demonstrate
ProbePRE comprehensively extracts all protocol formats from
protocol handlers, achieving superior coverage over traffic
dataset-based approaches. Moreover, for field segmentation,
ProbePRE generally outperforms traditional PRE tools.
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