
On the (In)Security of Non-resettable Device
Identifiers in Custom Android Systems

Zikan Dong∗1, Liu Wang∗1, Guoai Xu2, and Haoyu Wang†1
1Huazhong University of Science and Technology, China 2Harbin Institute of Technology, Shenzhen, China

1{zikandong,haoyuwang}@hust.edu.cn, 2xga@hit.edu.cn

Abstract—User tracking is critical in the mobile ecosystem
and relies on device identifiers to build user profiles. Early
versions of Android allowed third-party apps to easily access
non-resettable identifiers such as serial numbers and IMEI. As
privacy concerns grew, Google has tightened identifier access in
native Android. In response, stakeholders in custom Android
systems introduced covert channels (e.g., system properties and
settings) to maintain consistent and stable identifier access across
systems and devices, which undoubtedly increases privacy risks.
This paper examines the introduction of such channels through
system customization and their vulnerability due to poor access
control. We present IDRADAR, a scalable and accurate approach
for identifying vulnerable properties and settings in custom
Android systems. Applying our approach to 1,814 custom ROMs,
we identified 8,192 system properties and 3,620 settings that store
non-resettable device identifiers. Among these, 3,477 properties
and 1,336 settings lack adequate access control and could be
exploited by third-party apps to track users without permissions.
Further validation on real devices demonstrates the effectiveness
of our approach. Compared to state-of-the-art, IDRADAR offers
improved scalability and analytical capabilities. Additionally, we
investigate the root causes of the access control deficiencies and
observe that such vulnerabilities frequently recur across devices
from the same OEMs. We have reported our findings to the
respective vendors and received positive confirmations. Our work
underscores the need for greater scrutiny of covert access to
device identifiers and better solutions to safeguard user privacy
during system customizations.

Index Terms—device identifiers, Android security, privacy

I. INTRODUCTION

User tracking is pivotal in the Android ecosystem, enabling
personalized services, targeted advertising, and behavior an-
alytics [1]–[4]. To support user tracking, Android relies on
identifiers, which are unique strings or numbers used to
distinguish users or devices and are often collected alongside
other personal data. Their uniqueness allows apps to link
user behavior across time, locations, and apps, facilitating the
construction of detailed user profiles. Non-resettable device
identifiers, such as the International Mobile Equipment Iden-
tity (IMEI), are among the most commonly used and capable
types of identifiers. They are permanently bound to devices
and persist even after a factory reset, making them particularly
valuable for continuous tracking. These identifiers are widely
used not only by third-party apps but also by various supply
chain actors, including OS developers, hardware vendors,
and pre-installed apps [5]–[11]. However, these features also
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pose serious privacy risks. If compromised, non-resettable
identifiers can lead to severe breaches of user privacy, po-
tentially exposing extensive personal data to malicious actors.
Such risks highlight the critical need for robust protection to
safeguard non-resettable identifiers.

Accordingly, Android has introduced significant updates in
the management of these identifiers to strengthen user privacy.
Prior to Android 10, apps could access these identifiers with
the appropriate permissions and user consent. Since Android
10, such access has been restricted to apps with privileged
permissions, which are unavailable to third-party apps. Google
now recommends that third-party apps use resettable adver-
tising IDs for analytics and advertising. Meanwhile, privacy
regulations such as the GDPR [12] and CCPA [13] have further
tightened controls on the collection and use of personal data,
including device identifiers [14].

In response to such restrictions, some supply chain ac-
tors introduce covert channels through system customiza-
tion to facilitate access to non-resettable identifiers [15,16].
A common practice is to store these identifiers in system
properties and settings, which act as global variables and
can be easily accessed across the systems. This practice
aims to maintain consistent and convenient tracking across
different system versions or customizations, thereby bypassing
restrictions imposed by Google or Original Equipment Man-
ufacturers (OEMs). Such covert access channels, however, if
not properly secured, can leak stable device identifiers and
create new attack surfaces. They must therefore be protected
by access control policies as strict as the identifiers themselves.
Unfortunately, vendor customizations often introduce miscon-
figurations and outdated security mechanisms, as demonstrated
in prior studies [17]–[22].

The security of custom Android systems has been widely
studied by the research community. Prior studies have mainly
focused on privacy risks in pre-installed apps [6,19,23], and the
effectiveness of security updates in custom environments [18,
20,21]. While these studies have touched on privacy concerns
in custom systems, they primarily consider official tracking
channels and overlook covert channels introduced through
customization. To the best of our knowledge, the only study
that examines such covert channels is U2-I2 [15], which relies
on a dynamic testing method. It leverages a fundamental
characteristic of non-resettable identifiers that they remain
stable across factory resets but differ across devices. Building
on this, U2-I2 repeatedly collects values of system properties
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and settings from the same device (before and after factory
resets) and from multiple devices of the same model. Entries
that remain constant on a device yet vary across devices are
flagged as potential identifiers and then manually verified.
While effective, this approach faces two major limitations.
First, it is not scalable: it requires repeated factory resets, direct
physical device access, and labor-intensive manual testing.
Second, dynamic testing inherently provides limited coverage,
since it can only capture entries activated during execu-
tion, leaving unused ones unobserved and potentially missing
vulnerabilities. Consequently, the study was confined to 13
smartphones from 9 vendors and revealed 30 vulnerabilities.

In this work, we aim to conduct a large-scale, extensible
study on covert channels introduced through system cus-
tomization. To this end, we present IDRADAR, an end-to-end
approach designed to identify sensitive and vulnerable system
properties and settings that store non-resettable device iden-
tifiers in custom Android systems. Unlike U2-I2, IDRADAR
adopts a static analysis approach that relies solely on system
ROMs1 without requiring physical devices, enabling scalable
analysis across both legacy and recent versions as well as
diverse vendor-branded ROMs. Moreover, static analysis pro-
vides system-wide coverage, allowing for a more comprehen-
sive examination than dynamic testing. These two advantages
enable IDRADAR to overcome the limitations of U2-I2 and
achieve broader coverage. Specifically, our approach operates
in three stages. First, we locate the usage of system properties
and settings in custom ROMs. This process begins with a
pilot study to catalog the various methods used to access these
properties and settings, followed by static analysis leveraging
control- and data-flow techniques to extract usage points
across the codebase. Second, we identify candidate properties
and settings that may store non-resettable device identifiers
using two heuristic rules, and then manually analyze the code
context to verify their content, pinpointing sensitive system
properties and settings that store such identifiers. Finally,
by examining access control policies in custom systems, we
uncover vulnerable properties and settings that expose non-
resettable identifiers without adequate protection, i.e., those
that can be abused by third-party apps without permission.

We applied our approach to 1,814 custom Android ROMs
from 250 OEMs and identified 8,192 system properties and
3,620 system settings containing non-resettable device iden-
tifiers. Among them, 3,477 (42.4%) properties and 1,336
(36.9%) settings across 1,112 (61.3%) systems lacked proper
access control. Our analysis attributes these vulnerabilities
to three main causes: (i) overlooked properties and settings,
(ii) overly complex access control rules, and (iii) covert
supply chain actor involvement. To validate our findings, we
developed a test app that dynamically retrieves all system
properties and settings on a device. On 32 real devices, our
approach identified 130 vulnerable entries. Among them, 102
were confirmed using our test app, and the remaining 28

1A system ROM is a firmware image that contains the operating system
and associated software for Android devices.

required specific conditions, validating our detection results.
We also compared our method with U2-I2 [15] on four
physical devices. The results show that our approach can detect
more identifiers, especially those tied to conditional triggers,
demonstrating its advantage in conducting comprehensive
system-wide analysis. Additionally, we found that vulnerable
implementations often recur across devices from the same
OEMs, likely due to reused code or shared configuration
practices. We reported all identified issues to the corresponding
vendors, and 84 vulnerabilities have been confirmed.

In summary, our work presents these contributions:
• We conduct a large-scale study on custom Android sys-

tems to examine covert channels (i.e., custom system
properties and settings) used to access non-resettable
identifiers. Our study presents an overall landscape of the
privacy issues introduced by these channels.

• We present IDRADAR, a systematic analysis framework
for investigating covert channels in custom Android
systems. It identifies the system properties and settings
that expose non-resettable identifiers and detects access
control weaknesses that could allow unauthorized access.

• We validate our approach using real-device testing ser-
vices and further compare it with the state-of-the-art
method on physical devices, demonstrating its effective-
ness and advantages.

• Applying our approach to large-scale custom ROMs,
we uncover thousands of system properties and settings
that store non-resettable identifiers, many of which lack
proper protection. We also investigate the causes and
characteristics of these vulnerable implementations. Our
findings have been reported to the vendors and confirmed.

The source code of our tool is publicly available [24].

II. BACKGROUND

A. Non-Resettable Device Identifiers

In Android, non-resettable device identifiers are unique
identifiers that cannot be altered or reset by the user, providing
a consistent means of identifying a device. In our study, we
consider the seven most commonly used non-resettable device
identifiers, which are officially documented and frequently
referenced in numerous researches [3,10,15,25,26].

• International Mobile Equipment Identity (IMEI): A
fixed-length decimal digits assigned to mobile devices to
identify them on a cellular network.

• Mobile Equipment Identifier (MEID): similar to the IMEI
but used in CDMA phones.

• International Mobile Subscriber Identity (IMSI): a unique
identifier assigned to the user of a cellular network, stored
on the SIM card.

• Integrated Circuit Card Identifier (ICCID): a unique
identifier for a SIM card itself.

• Device serial number: a unique identifier assigned by the
device manufacturer.

• WiFi MAC address: a unique identifier for the network
interface card of a device.
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TABLE I: SELinux Key Concepts Explanation.

SELinux Key Concepts Format Example
Property Context property name user:role:type:sensitivity[:categories] (a) xxx.xxx.xxx.imei1 u:object r:system id prop:s0

Policy Rule allow source type target type:class permissions (b) allow system app system id prop (file (read getattr map open))
(c) allow radio system id prop (property service (set))

allow type attribute set type attribute set:class permissions (d) allow appdomain extended core property type (file (read getattr map open)))
Type Attribute Set typeattributeset attribute name [(and type1 ...)] [(not type1 ... )] (e) typeattributeset extended core property type (system id prop ... )
Keyword expandtypeattribute (expandtypeattribute attribute name <true, false>) (f) (expandtypeattribute extended core property type true)

• Bluetooth MAC address: a unique identifier for the Blue-
tooth module of a device.

The broad scope and stable nature of these identifiers are
essential for user tracking, but they also pose significant
privacy risks. Thus, they are no longer permitted for use by
third-party apps after Android 10.

B. System Properties, Settings, and Access Control

System properties in Android are key/value pairs used
to manage system configuration [27]. These properties are
managed by the property service, with lightweight access via
system APIs or commands and direct updates through the
property service. System settings are key/value pairs that store
device preferences and are accessible system-wide via system
APIs. They are managed by the SettingsProvider and
organized into System, Secure, and Global categories, each
with distinct scopes and permission requirements.

System properties and settings are accessible to all entities
within the system by default. However, since they often store
sensitive information like identifiers, access control is nec-
essary for certain properties and settings. Security-Enhanced
Linux (SELinux) [28] enforces mandatory access control
(MAC) [29] over system properties following a default-deny
principle. Key SELinux concepts are illustrated in Table I
through representative examples. Specifically, SELinux adopts
a type-based policy model, where each system object and pro-
cess is assigned a type attribute defining its security domain.
For system properties, property contexts associate specific
types with individual properties, as shown in Table I example
(a). Access decisions are governed by policy rules that define
which source types (e.g., system apps or services) may per-
form specific actions (e.g., read or write) on target types (ex-
amples (b)-(d)). SELinux also allows grouping multiple types
under a shared attribute using type attribute sets (example (e)).
The expandtypeattribute keyword determines whether
rules for an attribute apply to all its member types (example
(f)). These policy rules are written in Type Enforcement (TE)
files during development and compiled into binary policy files.
Since Android 8.0, SELinux policies have been expressed in
the Common Intermediate Language (CIL) format to support
better modularity and maintainability.

Android also enforces access control policies over system
settings. Write access requires permissions such as WRITE_
SETTINGS and WRITE_SECURE_SETTINGS. For read ac-
cess, prior to Android 12, all system settings were readable by
third-party apps unless explicitly marked with “@SystemApi,”
which restricts access to system apps. Starting with Android
12, AOSP introduced the “@Readable” annotation [30] to

provide finer-grained control: settings without this annotation
are no longer accessible to non-system apps. However, settings
introduced by privileged apps but not defined in the Setti
ngs class lack proper access control, both before and after
Android 12.

III. IDRADAR

To thoroughly understand the covert access channels to non-
resettable device identifiers in large-scale custom Android sys-
tems, we design IDRADAR, a static analysis-based framework
that identifies sensitive and vulnerable system properties and
settings exposing such identifiers. Figure 1 illustrates the over-
all architecture of the framework. IDRADAR operates in three
main phases: (1) Static Analysis: locates all usage of system
properties and settings in custom ROMs through control- and
data-flow analysis (§III-A); (2) Filtering and Confirmation:
applies heuristic rules to identify candidate properties and
settings that are likely to store sensitive identifiers, followed
by manual verification (§III-B); (3) Vulnerability Detection:
analyzes access control policies to find cases where third-party
apps can access these identifiers without proper permissions
(§III-C). The reliance on static analysis, along with a largely
automated and scalable design, makes IDRADAR well-suited
for large-scale analysis across diverse custom Android ROMs.
We next elaborate on each phase in detail.

A. Static Analysis

To discover custom system properties and settings, a
straightforward idea is to identify all locations where they are
defined. In practice, however, this is challenging because such
definitions may appear across multiple layers of the Android
system (e.g., Linux kernel, system libraries, frameworks, and
pre-installed apps) and lack a consistent format. Therefore,
we adopt an alternative approach: we focus on the usage
of system properties and settings and analyze their content
using contextual information. This approach is based on the
assumption that custom properties and settings are typically
introduced to support specific customization functionalities.
In addition, systems are unlikely to define such properties or
settings without actually using them. Hence, analyzing their
usage provides an effective way to discover custom system
properties and settings. We acknowledge that this assumption
is inherently difficult to validate because it is challenging to
obtain the ground truth of system properties and settings that
actually exist on a device, a point we further discuss in §V-B.

To implement this approach, our analysis begins by sum-
marizing the access methods for properties and settings, then
locates their usage in the codebase, and finally examines their
names and surrounding code context for further evaluation.
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Fig. 1: The Overview of IDRADAR.

1) Methods of accessing system properties/settings: Al-
though finding usage is a relatively feasible method, it is not
trivial, especially when it comes to locating the usage of sys-
tem properties. Unlike system settings, which can be accessed
through well-documented methods, system properties are often
accessed via “non-SDK methods2” or system commands.
Therefore, accessing system properties is more variable. To
comprehensively identify the usage of system properties, we
first conduct a pilot study to collect the various property access
methods. In this study, we automatically extract DEX files
from APKs and JARs in the custom ROMs and apply the
strings command [31] to retrieve all embedded strings.
From these strings, we select candidates with recognizable
property prefixes such as “ro.”, “persist.”, and “vendor.” [15].
For each candidate, we manually reverse-engineer the cor-
responding code using a decompiler to verify whether it
represents an actual property access and further summarize
the observed access patterns. In total, this pilot study analyzes
210 samples, enabling us to systematically understand how
system properties are accessed in custom systems.

Based on the pilot study, we summarize the methods for
accessing system properties and settings. For brevity, we
organize them into patterns (a)–(f), as illustrated in Figure 2.
In addition, the distribution of each access pattern is reported
in parentheses within the sub-caption of Figure 2, including
both frequency counts and proportions.

Overall, system properties are accessed mainly through
two approaches: non-SDK methods in the android.os
.SystemProperties class (patterns (a)–(d), accounting
for 94.4% of all observed accesses) and the getprop sys-
tem command (pattern (e), 5.6%). In customized systems,
only a subset of system components (e.g., system services)
can directly invoke methods of the SystemPropertie
s class (pattern (a), 62.6%3). Other components (e.g., pre-
installed apps) instead rely on Java reflection, which typi-
cally follows a three-step process (pattern (b), 29.2%): (1)
dynamically loading the SystemProperties class with
Class.forName (Statement ➋); (2) obtaining the get
method using Class.getMethod (Statement ➌); and (3)

2Non-SDK methods encompass those not included in the public SDK, often
belonging to internal APIs or used only in system-level apps only, leading to
variable access behaviors.

3Although only a small number of system components can apply this
pattern, these components exhibit significantly more property accesses than
others, making this pattern appear most frequently in our study.

Fig. 2: Access Patterns of System Properties and Settings.

invoking this method with the target property name via
Method.invoke (Statement ➍). The invocation returns a
string representing the property value.

While the straightforward three-step reflection pattern, in
which all operations appear explicitly in a single method,
is common, our pilot study also revealed two variations in
reflection usage: pattern (c), reflection with cached method
field (1.5%), where the first two reflection steps are executed
during static initialization and the resulting Method object
is stored in a static field for later use; and pattern (d),
reflection with helper method (1.0%), where one or two steps
are encapsulated in helper methods that return the Class or
Method object.

In contrast to the diverse access patterns for system proper-
ties, accessing system settings is more uniform, because An-
droid provides SDK methods for this purpose. Such accesses
primarily occur through methods in the android.provid
er.Settings class, as illustrated in pattern (f).

2) Identifying system properties/settings: After clarifying
the access methods of system properties and settings, our next
goal is to locate their usage in the codebase, along with the
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contextual code that can reveal their content. To this end,
we perform static analysis with Soot [32] on all APK and
JAR files, decompiling them into Jimple, the intermediate
representation used by Soot. We then analyze each method
to identify accesses to properties and settings, focusing on
method invocations and field references.

For method invocations, we check whether the invoked
methods are related to accessing system properties or settings.
These include calls to SystemProperties (Statement ➊
in Figure 2), Settings (Statement ➑), reflection methods
such as Class.forName (Statements ➋–➍), and command
execution methods like Runtime.exec (Statement ➐). In
addition, we examine whether a method’s return type is
Class or Method (e.g., the helper method in State-
ment ➏), corresponding to pattern (d). For field references,
we check whether the field type is Method (e.g., the cache
dMethod field in Statement ➎), corresponding to pattern (c).

Reflection and system command execution can serve many
purposes beyond accessing system properties. Therefore, we
further analyze whether the invoked reflection methods or
executed commands are related to property access. To this
end, we consider three cases: (1) For normal reflections
and command executions, we check whether the invoked
methods (e.g., Parameters ➀ and ➁ in Figure 2) belong to
SystemProperties or whether the executed commands
are getprop (e.g., Parameter ➆). (2) For patterns (c) and
(d), we analyze the field definition process in class initializers
(Parameters ➂ and ➃) and the return-value definition process
in helper methods (Parameters ➄ and ➅) to determine whether
they reference methods in SystemProperties. (3) If the
parameters of reflections or executed commands (Parame-
ters ➀–➆) are not local variables but are instead passed as
method parameters, we construct the interprocedural control-
flow graph (ICFG) to trace the call sites of the method and
retrieve the corresponding parameter values. This enables us
to determine whether they are related to property access.

3) Analyzing system properties/settings: Next, for con-
firmed system property and setting accesses, we analyze the
property and setting names used as parameters in key methods
(e.g., “propertyName” and “settingName” in Figure 2). We
handle five cases during this process: (1) If the name is a
string constant, we directly extract its value. (2) If it is a
method parameter, we use the ICFG to trace the call sites
and recover the parameter values. (3) If it is built through
string concatenation, we collect the involved substrings and
reconstruct the complete name. (4) If it is a field, we examine
the class initializer to retrieve its value. (5) If it is stored in
an array, we extract all array elements as potential names.

After identifying the names of accessed properties and
settings, we extract their contextual code for further analysis.
Using the ICFG, we backtrack from the call sites to construct
the full method call chain and the related source code.

B. Filtering and Confirmation

Through static analysis, we extracted numerous system
properties and settings from the custom ROM, along with

their contextual code. We then aim to identify those containing
the seven types of non-resettable device identifiers defined
in §II-A, which we refer to as sensitive system properties
and settings throughout this paper for clarity. To this end,
we apply two simple yet effective heuristics: (1) selecting
properties and settings whose names contain identifier-related
keywords (e.g., IMEI, ICCID, DeviceID), as these names
in systems are generally descriptive and unobfuscated; (2)
identifying context methods with identifier-related names (e.g.,
“getIMEI”, “getWifiMac”) and inferring that the accessed
properties/settings correspond to those identifiers.

Fig. 3: Key Information for Identifying Property Content.

This process narrows down the system properties and set-
tings likely to contain sensitive identifiers. We then manually
inspect the contextual code to confirm which entries store non-
resettable identifiers. Such code often provides useful clues
that help determine the content of properties and settings,
specifically: (1) Method names, which can reveal the intended
functionality and thus imply the type of identifier being
accessed. For example, in Figure 3, the method getIMEI
returns a system property value, suggesting that this property
stores the IMEI. (2) Log messages, which often expose re-
trieval actions and associated identifiers directly. In Figure 3 ➊,
the log message “reading IMEI from property” following a
property access provides explicit evidence of its content. (3)
Functional behavior, which reflects code logic that helps reveal
the content of properties and settings. In Figure 3 ➋, the
code first reads a system property and, if the result is invalid,
falls back to retrieving the IMEI from a system service. This
behavior indicates that the property stores the device’s IMEI,
consistent with the system service. In practice, the presence of
any such clues can help us determine the content of the entries
and verify whether they store non-resettable identifiers.

While performing this manual analysis, we found that some
properties and settings were accessed only by third-party pre-
installed apps, which attempted to retrieve identifiers from
multiple sources. This behavior suggests that these apps are
uncertain whether such entries actually exist in the current
system and therefore attempt all possible options. Such spec-
ulative access patterns could lead to false positives. To mitigate
this issue, we use the strings command to check whether
the identified properties or settings also appear in system
components, including non-JAR/APK components outside the
scope of our static analysis. If a property or setting name is
found in any system component, we treat it as valid evidence
of its existence, thereby reducing potential false positives.
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C. Access Control Analysis

After identifying sensitive system properties and settings
that contain non-resettable device identifiers, we analyze their
access control policies determine which lack effective pro-
tection. We refer to these unprotected entries as vulnera-
ble system properties and settings throughout this paper.
As noted in §II-B, access control for system properties is
enforced by SELinux. We begin by locating the relevant
property_contexts files in custom ROMs, which define
the property context for each property. We then examine
these files to determine the contexts assigned to properties
storing sensitive identifiers, focusing on the “type” field (e.g.,
system id prop” in Table I). Property names in these files may
include wildcards (e.g., “ro.*”), which can lead to multiple
matching entries. In such cases, SELinux selects the most
specific match, typically the one with the longest prefix that
matches the property name.

After identifying a property’s context, we analyze its associ-
ated type attribute sets and policy rules. We collect all relevant
policy and binary/CIL files from the ROMs and conduct a two-
pass analysis of SELinux rules. In the first pass, we extract
type attribute set definitions, including uses of the expand
typeattribute keyword, and resolve each set. Concrete
types and non-expandable sets are directly identified, while
expandable sets are recursively resolved. In the second pass,
we examine all policy rules, identifying those whose target
types match a sensitive property either directly or through an
attribute set. We then analyze its source types to determine
which entities, such as “system app” in Table I, are allowed
to access them. Since third-party apps are typically labeled as
“untrusted app”, any rule granting access to this type indicates
that the property is accessible to third-party apps.

To analyze access control policies for system settings, we
examine the android.provider.Settings class. Using
Soot, we analyze all fields from the Settings.Global,
Settings.System, and Settings.Secure inner
classes, extracting their definations and annotations such as
“@Readable” and “@SystemApi”. Each field corresponds
to a system setting key. By analyzing these definitions and
annotations, we determine which settings are accessible to
third-party apps under different Android versions.

IV. RESULTS

In this section, we present large-scale measurements of real-
world custom Android systems. We analyzed the prevalence
of covert channels used to access non-resettable identifiers in
these systems (RQ1), and assessed how well such access is
protected by permission mechanisms (RQ2). We also evaluated
the effectiveness of IDRADAR in detecting vulnerable system
properties and settings (RQ3), and examined the vulnerabilities
in vendor-specific customization practices (RQ4). The specific
research questions are outlined as follows:
RQ1 How prevalent is the introduction of custom system

properties and settings for accessing non-resettable
identifiers in real-world custom systems?

RQ2 To what extent do custom Android systems lack proper
access control over system properties and settings, and
what causes these protection gaps?

RQ3 How effective is IDRADAR in identifying vulnerable
system properties and settings, and how well does it
perform compared with state-of-the-art approaches?

RQ4 Are vulnerabilities repeated in vendor-specific cus-
tomizations across different devices?

A. Evaluation Setup

1) Customized System Dataset: To support our large-scale
investigation, we collected custom Android ROMs from the
public project Android Dumps [33], which hosts a wide range
of Android stock ROMs. In October 2023, we collected all
available ROMs from this source, resulting in a dataset of
1,814 ROMs across 250 vendors. Detailed information on ven-
dors, ROM counts, and Android API versions is summarized
in Table II. Our dataset consists mainly of ROMs from major
vendors such as Samsung, Xiaomi, Huawei, and Lenovo,
which comprise the majority, along with smaller vendors such
as Gionee and Blackview, typically represented by only 2–3
ROMs each. It also includes Google’s ROMs for Pixel de-
vices, which contain Google’s own system customizations. The
ROMs in the dataset cover Android versions from 4.0.3 to 14,
with build dates ranging from 2013 to 2023. It is worth noting
that although systems prior to Android 10 permitted third-party
access to non-resettable identifiers, such access still required
user-granted permissions. Covert channels, however, enable
unauthorized access to identifiers, posing a greater privacy
risk. Therefore, analyzing these channels remains meaningful
even for pre-Android 10 systems. This diverse dataset enables
a comprehensive exploration of covert channels used to access
non-resettable device identifiers in custom Android systems.
Notably, the ROMs from Android Dumps are already parsed
into file collections rather than packaged as images, allowing
direct analysis without additional unpacking.

2) Experimental Environment and Performance: Our ex-
periments were conducted on a server equipped with an
AMD EPYC 7713 CPU and 500 GB of RAM. We evaluated
the efficiency of IDRADAR in performing static analysis on
custom ROMs. On average, this phase took approximately 110
minutes per ROM, with each parallel task consuming 20 GB
of memory under 8-way parallelism.

B. RQ1: Sensitive Custom System Properties/Settings

1) Identification of Sensitive Properties and Settings:
Applying IDRADAR to all collected custom ROMs, we suc-
cessfully analyzed over 600,000 APK and JAR files within
these ROMs. Our analysis initially produced over 10 million
usage cases of properties and settings, which were reduced
to approximately 30,000 after the filtering process described
in §III-B. The following manual analysis was conducted
independently by two authors with relevant expertise, with
a third resolving any disagreements. Consensus between the
two was accepted; otherwise, the third author mediated the
decision. This verification process took three days. Regarding
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TABLE II: The Distribution of Our Custom System Dataset and Summary of Our Results.

Brand # ROMs Android Version # Sensitive # (%) Vulnerable # Sensitive # (%) Vulnerable # (%) Sensitive # (%) Vulnerable
Pre-v6 v7 v8 v9 v10 v11 v12 v13 v14 Properties Properties Settings Settings Devices Devices

Alps 26 3 3 7 4 5 0 3 1 0 94 40 (43%) 24 5 (21%) 10 (38%) 7 (27%)
Asus 55 1 6 10 11 11 3 3 10 0 36 22 (61%) 35 3 (9%) 12 (22%) 6 (11%)

Digma 25 0 1 20 4 0 0 0 0 0 20 3 (15%) 35 0 (0%) 25 (100%) 1 (4%)
Huawei 29 2 1 0 5 7 5 9 0 0 6 1 (17%) 5 1 (20%) 5 (17%) 1 (3%)
Lenovo 99 21 9 8 26 12 13 6 4 0 529 337 (64%) 182 51 (28%) 85 (86%) 75 (76%)
Meizu 40 10 6 8 6 2 4 0 3 1 218 125 (56%) 142 44 (31%) 39 (97%) 37 (93%)

Motorola 144 9 11 17 24 21 13 33 16 0 416 162 (39%) 146 55 (38%) 118 (82%) 113 (78%)
Nokia 88 4 1 5 17 30 10 9 12 0 363 266 (73%) 100 36 (36%) 49 (56%) 40 (45%)
Nubia 29 0 3 3 8 3 5 4 3 0 78 46 (59%) 87 25 (28%) 29 (100%) 21 (72%)

Oneplus 45 2 0 0 3 8 17 8 7 0 195 106 (54%) 78 47 (60%) 38 (84%) 36 (80%)
Oppo 64 6 2 8 9 10 5 6 18 0 384 229 (60%) 145 25 (17%) 61 (95%) 59 (92%)
Poco 22 0 0 0 0 3 8 6 5 0 363 69 (19%) 120 69 (56%) 22 (100%) 22 (100%)
Qti 42 0 0 0 2 2 6 28 4 0 326 132 (40%) 173 93 (54%) 41 (98%) 40 (95%)

Realme 65 0 0 1 8 19 11 10 15 1 396 192 (48%) 137 37 (27%) 65 (100%) 65 (100%)
Redmi 59 0 0 0 0 7 10 11 26 5 673 124 (18%) 208 100 (48%) 59 (100%) 54 (92%)

Samsung 158 20 11 13 28 27 25 15 19 0 534 226 (42%) 524 212 (40%) 154 (97%) 134 (85%)
Xiaomi 146 9 12 24 11 25 26 4 29 6 1598 441 (28%) 647 281 (43%) 137 (94%) 116 (79%)

Zte 28 2 2 3 11 5 3 2 0 0 153 116 (76%) 188 57 (30%) 23 (82%) 15 (54%)
Other (232) 650 71 42 198 148 80 65 30 14 2 1810 840 (46%) 644 195 (30%) 434 (67%) 270 (42%)
Total (250) 1814 160 110 325 325 277 229 187 186 15 8192 3477 (42%) 3620 1336 (37%) 1406 (78%) 1112 (61%)

Note: We list separately the 18 brands with more than 20 ROMs; the remaining 232 are grouped together. ROMs from Android 6 and earlier are co-
mbined due to limited samples. Percentages in the Vulnerable Properties and Vulnerable Settings columns are based on the number of vulnerable vs.
sensitive entries, while those in Sensitive Devices and Vulnerable Devices are based on total device count.

agreement, contextual clues allowed clear determinations in
most cases, and the two authors disagreed in only 3% of the
cases. The inter-rater reliability, measured by Cohen’s kappa,
was 0.966. During this manual verification process, we noticed
that ROMs from the same brand often contained repeated
cases, including identical system property or setting names
and contextual code. This suggested that these properties
and settings were reused across systems, allowing us to skip
redundant reviews and significantly reduce the verification
workload. As a result, we confirmed 8,192 system property
cases and 3,620 system setting cases containing non-resettable
identifiers, corresponding to 272 unique system properties and
104 unique settings (noting that the same property or setting
may appear across multiple ROMs). In our dataset, 1,406
(77.5%) custom ROMs have at least one such sensitive system
property or setting, indicating the widespread presence of
covert identifier exposure in custom Android systems. Detailed
results are presented in Table II (columns marked Sensitive).

2) Evolution Across Android Versions: We also examined
how sensitive system properties and settings have evolved
across different Android versions. As shown in Figure 4,
their average number of sensitive entries in custom ROMs
gradually increased from earlier versions, with a notable
spike in Android 10-11. This surge likely corresponds to the
introduction of stricter platform restrictions, particularly the
complete prohibition of third-party apps from accessing non-
resettable identifiers in Android 10. A slight decline is ob-
served in later versions, possibly reflecting growing regulatory
pressure from both the public and academic communities, as
well as improved awareness among OEMs. This trend supports
our hypothesis that system changes undermine stable tracking
via official APIs, prompting supply chain actors to adopt
covert channels instead. Note that our dataset contains only
15 custom ROMs for Android 14, which may have skewed
the results for that version, potentially making it an outlier.

3) Supply Chain Actors Using Covert Channels: We further
examine which supply chain actors leverage covert channels
to access device identifiers and for what purposes. These

v6 v7 v8 v9 v10 v11 v12 v13 v14

# Sensitive
Properties

# Vulnerable
Properties

2.16 3.22 2.57 3.59 5.92 7.12 6.10 4.99 5.73

0.57 1.79 1.34 1.78 2.84 2.50 2.20 1.94 1.80

# Sensitive
Settings

# Vulnerable
Settings

0.81 2.01 1.40 1.72 2.19 2.85 2.32 2.60 4.47

0.15 0.13 0.18 0.06 1.43 1.75 1.17 1.01 1.20

% Sensitive
Devices

% Vulnerable
Devices

62% 75% 71% 76% 75% 86% 86% 86% 100%

34% 52% 36% 52% 74% 85% 82% 77% 93%
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Fig. 4: The Average of System Properties/Settings and Per-
centage of Devices across Different System Versions.

actors can be identified by analyzing the package names of
the code that accesses sensitive system properties and settings.
We focus on packages that occur frequently for a detailed case
study. Our analysis reveals that both custom system developers
(e.g., Oppo [34]) and hardware providers (e.g., MediaTek [35])
access these properties within system components to monitor
device status. For example, MediaTek’s telephony module
reads the IMSI or ICCID from system properties to determine
whether a SIM card is present. In addition, various SDKs
embedded in system apps also utilize these properties and
settings. These include vendor-provided SDKs such as Xi-
aomi’s [36] analytics and crash reporting tools, Lenovo’s [37]
push service, and third-party SDKs like Baidu’s [38] map SDK
and Alibaba’s [39] security SDK. These identifiers are used
for device recognition, usage tracking, crash reporting, and
transmitting related data to remote endpoints.

Answer to RQ1: Sensitive system properties and settings
that store non-resettable identifiers are widely present
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in custom systems across various brands and Android
versions, with a total of 11,812 cases identified in 1,814
custom ROMs. Their introduction is likely driven by the
need for convenient access to identifiers in response to
platform-level restrictions.

C. RQ2: Vulnerable Implementations

1) Vulnerability Distribution: We then analyzed the access
control policies of these sensitive system properties and set-
tings (as described in §III-C) to determine whether they are
properly protected. Among the 8,192 system properties and
3,620 system settings, we identified 3,477 (42.4%) properties
and 1,336 (36.9%) settings lacking proper access control,
allowing unrestricted access by third-party apps. At least one
such vulnerable case was found in 1,112 (61.3%) custom
ROMs. Detailed results are presented in Table II (columns
marked Vulnerable). Notably, we found no such issues in
Google’s ROMs, reflecting Google’s strong code security
practices, a finding consistent with prior work [18,19]. The
version-wise trend of vulnerable entries closely mirrors that of
sensitive ones, as shown in Figure 4. Before Android 10, the
smaller number of sensitive properties and settings likely made
it easier to implement correct access control. After Android
10, as their number grew, enforcing access control became
more complex and error-prone.

2) Root Causes of Vulnerabilties: We further conducted a
manual examination of these vulnerable cases and summarized
several common causes underlying the insecure practices.
(i) Overlooked System Properties and Settings. We believe
the most direct cause of vulnerable access control is devel-
oper oversight, where appropriate policies were not applied
to sensitive system properties and settings. For instance, in
BRAND-A’s custom ROM (Android 14), we reported four vul-
nerable system properties “xx.xx.xx.imei1”, “xx.xx.xx.imei2”,
“xx.xx.xx.meid”, and “xx.xx.xx.sn”, which were later con-
firmed by the vendor. Our analysis of all property contexts
in this ROM showed that the most matching context for
these properties is “*”, the default property type. This default
context matches any system property and grants access to
third-party apps. In this case, it appears the developer forgot
the required context definition, resulting in a vulnerability. In
total, we found 844 similar cases where sensitive properties
were matched only by the default context. Likewise, 95% of
the vulnerable system settings we identified were not defined
in the Settings class, allowing unrestricted access by third-
party apps due to missing access control annotations.
(ii) Overly Complex Access Control Rules. Extensive cus-
tomizations can lead to a large number of SELinux rules in
custom systems. For example, in the custom ROM of BRAND-
B (Android 14), there are over 2,500 property contexts and
more than 50,000 lines of specific policy rules. We have re-
ported two vulnerable system properties “xxx.xxx.xxx.btmac”
and “xxx.xxx.xxx.wifimac” identified in this ROM, which was
also confirmed by device vendors. These properties belong to

“radio prop” type, which is included in six type attribute sets
and linked to dozens of policy rules. One of these rules allows
“untrusted app” to access it, resulting in the vulnerability.
Therefore, we believe that overly complex access control rules
contribute to such issues. On the one hand, as in the case of
the above example, involving too many type attribute sets can
increase the likelihood of misconfiguration. This is because a
mistake in any sets can lead to access control errors for the
system property. On the other hand, an excessive number of
rules degrade the auditability of access control policy, making
it more difficult to identify existing access control flaws.
(iii) Covert Supply Chain Actors. A wide range of supply
chain actors contribute to system customization, and some
covertly introduce sensitive system properties or settings dur-
ing this process. Access control policies are typically designed
around custom properties and settings added by major actors,
such as device vendors or hardware providers, while those
introduced by covert actors may be overlooked, leading to
potential vulnerabilities. For example, Baidu [38] introduces
two sensitive system settings “xxx xxx i”, which stores the
device’s plaintext IMEI, and “xxx.xxx.deviceid”, which holds
an encrypted key-value pair containing the IMEI and an
identifier derived from the android_id [40]. The encryption
uses AES in CBC mode, but with a key hard-coded. These
two settings are widely embedded in custom systems. Our
analysis shows that access to these settings primarily occurs
within Baidu SDKs (e.g., package name “com.baidu.lbsapi”),
commonly integrated into system apps such as app stores,
maps, browsers, and weather apps. We identified 3,120 apps
accessing these settings. Their widespread use, coupled with
the absence of access control in all systems we analyzed,
significantly impacts our results (Table II and Figure 4).

Fig. 5: Identifier Handling Process of the Baidu SDK.

More critically, we found that the same Baidu SDKs (with
identical package names) had been previously reported in
related work [41], which showed the SDKs abused Android’s
external storage to share device identifiers across apps, en-
abling unauthorized user tracking. The authors assumed that
non-privileged apps lacked permission to write to system
settings, and thus concluded that external storage was the
primary location for storing identifiers. Our findings extend
this conclusion by showing that these SDKs are also embedded
in system apps on customized systems. In this context, the
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SDKs inherit privileged permissions and misuse them to write
identifiers directly into system settings (see Figure 5). Since
reading system settings requires no permission, even the SDKs
embedded in non-privileged apps can retrieve these identifiers
without restriction. Compared to external storage, system
settings provide a more stable and stealthy storage location.
Moreover, as system settings are intended for internal con-
figuration, Android offers no user-facing interface to view or
manage them, making it extremely difficult for users to detect
or remove stored identifiers. This tracking mechanism, which
relies on privileged system components to enable unauthorized
access by non-privileged apps, poses a significant threat to user
privacy and undermines transparency.

Answer to RQ2: Vulnerable system properties and set-
tings are widespread in custom Android systems, with
4,813 cases identified, accounting for 41.4% of all sensi-
tive entries. These vulnerabilities are primarily caused by
developer oversight, extensive system customization, and
the involvement of covert supply chain actors.

D. RQ3: The Effectiveness of IDRADAR

1) Validation on Real Devices: We next verify the precision
of the vulnerable system properties and settings we identified
by generating Proof of Concepts (PoCs) on real devices.
Due to limited device availability across brands and models,
we leveraged remote real-device testing services offered by
vendors and commercial platforms (e.g., Alibaba Cloud [42]).
These services provide remote desktop access to a wide
range of devices, allowing users to upload and run test apps.
However, in our dataset, there is only one ROM for each
device, corresponding to a specific system version. The remote
testing services may not provide the exact device we need,
and even if they do, the system version might differ from
our dataset. As a result, we could not generate PoCs for all
vulnerabilities. Alternatively, we were able to find devices in
the remote testing service whose models and Android versions
matched those in our dataset, though their build dates may
have differed. We acknowledge that such build date differ-
ences may affect the presence or accessibility of properties
and settings (e.g., due to changes in applied access control
policies). To minimize this impact, we selected 32 devices
with build dates as close as possible to those in our dataset as
the test devices, thereby reducing potential discrepancies and
their influence on the validation results. We then used these
devices to evaluate our results. Specifically, we developed a
test app without any permission requests that simulates a third-
party app and attempts to retrieve all system properties and
settings. We then manually compared the retrieved values with
device identifiers shown in the settings app, confirming they
contained non-resettable identifiers.

In summary, our approach identified 130 vulnerable proper-
ties and settings across 32 devices, and we successfully gener-
ated PoCs for 102 of them. All 102 were verified to store non-
resettable device identifiers. The remaining 28 cases primarily

correspond to a single system setting, “xxx device mac”,
which is accessed by MediaTek’s [43] telephony component
MtkTeleService. Our static analysis indicates that Mtk
TeleService attempts to read the vulnerable setting, but
the setting was not present at runtime during testing. Manual
inspection further revealed that the code is intended to retrieve
the MAC address on TV devices, as suggested by a log
message reading “get TV mac exception”. It is therefore likely
that this setting is only triggered on certain TVs, whereas
our test devices were smartphones. This case demonstrates
a limitation of our static analysis: it may flag entries that
are activated only under specific runtime conditions. Overall,
based on the dynamic evaluation, we estimate the precision of
our approach to be 78.5% (102/130).

2) Comparison with State-of-the-art: We also compare with
U2-I2 [15], the most closely related work. First, in terms of
research scale, U2-I2 covered only 13 devices and identified
30 vulnerable system properties and settings. In contrast,
our dataset and findings are two orders of magnitude larger,
offering broader coverage across time and device diversity,
and enabling a more comprehensive analysis of non-resettable
identifiers. Second, we tried to compare the capability of
these two approaches for analyzing the same system. How-
ever, U2-I2’s open-source artifact [44] anonymized the test
devices, making direct comparison with their results infeasible.
Additionally, U2-I2 relies on factory resets, which cannot
be performed on remote testing platforms. Ultimately, we
gathered four physical devices whose ROMs are included in
our dataset and conducted dynamic testing using the U2-I2
tool. Following its guidelines, we used the “GETID” function
to test for vulnerable properties and settings before and after
a factory reset. We found the process to be labor-intensive.
Since a factory reset was required, we first had to restore the
rooted test devices to prevent them from becoming bricked.
Moreover, several key steps, including the factory reset, re-
enabling ADB debugging, identifying relevant properties and
settings, and comparing results, could not be automated.
Notably, many entries remained unchanged after the reset,
requiring manual inspection of the settings app to confirm
whether they corresponded to non-resettable identifiers.

As a result, U2-I2 identified three non-resettable identifiers
in system properties and settings across the four devices. Our
method detected all three and additionally uncovered two more
identifiers in system settings, namely “xxx sim imsi” and
“xxx sim iccid”, which were present on two devices. These
settings are associated with a mobile data feature and only
appear after specific actions are performed on the device. Due
to the lack of complete feature setup, U2-I2 failed to detect
them. This highlights a key limitation of U2-I2 in identifying
issues that depend on specific preconditions, whereas our
static approach can uncover such cases. We did, however,
encounter one potential false positive (the aforementioned
“xxx device mac”), which was flagged by our method but
not observed during dynamic testing. In summary, our method
reproduces U2-I2’s findings while additionally revealing vul-
nerabilities that U2-I2 misses.
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Answer to RQ3: Dynamic testing on real devices demon-
strates the high precision of our approach. In addition,
compared to existing work, it supports a wider range
of devices and uncovers additional vulnerabilities on the
same custom system that U2-I2 fails to detect.

E. RQ4: Brand-Wide Recurring Vulnerabilities

As noted in IV-B, we observed that the same vulnerabilities
frequently recur across multiple devices from the same brand.
Motivated by this observation, we extended our testing to
additional new devices–whose ROMs were not included in
our dataset–from previously studied brands, using remote real-
device testing services. Specifically, we attempted to determine
whether the previously identified vulnerable properties and
settings from the same brand persist on these new devices.
This helps us assess the generalizability of vulnerabilities
introduced through vendor-specific customization.

TABLE III: The Device Information of Extended Evaluation.

Brand # Devices Android Version # VP # VSv6 v7 v8 v9 v10 v11 v12 v13 v14 v15
Huawei 11/29 0 0 3 3 20 0 3 0 0 0 0 22

Motorola 7/7 1 3 0 0 0 3 0 0 0 0 18 11
Oppo 31/53 0 0 0 2 5 10 6 17 13 0 4 56

Oneplus 7/11 0 0 0 0 0 0 0 0 9 2 0 15
Samsung 21/35 0 2 2 3 3 0 10 9 6 0 12 50

Vivo 97/110 0 0 4 2 7 24 18 28 26 1 36 183
Xiaomi 9/20 0 0 0 0 0 0 0 12 8 0 4 9
Redmi 13/23 0 0 0 0 0 1 2 17 3 0 10 12

Other (14) 20/26 1 6 3 4 4 4 3 0 0 1 76 42
Total (22) 216/314 2 11 12 14 39 42 42 83 65 4 160 400

Note: We list separately the 8 brands with more than 5 devices. The
Devices column shows the total tested and vulnerable ones. VP and
VS indicate the number of vulnerable properties and settings.

As summarized in Table III, our dynamic test covered
314 new devices across 22 brands. We identified a total of
160 vulnerable system properties and 400 vulnerable settings,
which could be accessed by third-party apps without any
permissions. For example, among the 35 Samsung devices
we tested, 21 contained recurring vulnerabilities. These results
confirm our earlier observation that vulnerabilities tend to
recur across devices of the same brand, likely due to code
reuse within OEMs or upstream suppliers.

We promptly reported the confirmed issues to the respective
vendors. Since vendors typically require corresponding proof
(e.g., PoCs), we only reported vulnerabilities with tested PoCs
on real devices running Android 12 or higher. We excluded
older versions, as vendors usually prioritize security in recent
products and older issues may already be patched. So far,
two vendors have confirmed our findings, acknowledging 82
vulnerable system properties and two vulnerable settings, and
have issued corresponding fixes in system updates.

Answer to RQ4: Vulnerabilities frequently recur across
different devices from the same brand, and additional
testing without ROM access revealed many such repeated
cases. We reported our findings to the respective vendors
and received acknowledgment.

V. DISCUSSION

A. Mitigation

Clearer Access Control for System Settings. While Android
provides relatively clear and comprehensive access control
for system properties through SELinux, the protection mech-
anisms for system settings are far less well-defined. Official
documentation offers limited information on system settings,
and we found no clear explanation of their access control,
with the only related details appearing in AOSP source code
comments. We therefore recommend that Google strengthen
access control for system settings and enforce stricter default
policies for newly added settings to prevent third-party access.
Transparency in Covert System Properties and Settings.
Although Google provides access control for major supply
chain actors (e.g., vendors and ODMs) during SELinux rule
configuration [45], many more actors participate in system
customization. As a result, access control enforcers may be
unaware of the introduction of certain properties or settings,
such as the two sensitive settings added by the Baidu SDK. We
recommend that all customization actors report newly added
sensitive properties or settings to enforcers, enabling more
comprehensive protection of non-resettable device identifiers.
Conducting Thorough Security Testing before Release.
Verification shows that the ROMs of 1,516 devices in our
dataset are supported by Google Play [46], indicating they
passed Google certification and independent vendor testing.
However, our findings reveal insufficient testing of sensitive
system properties and settings. To address this, we propose
a simple yet effective method, inspired by U2-I2 [15], based
on the persistence of non-resettable identifiers. The process
has two steps: (1) after system initialization, extensively use
the device to trigger properties and settings and record their
values; (2) perform a factory reset and repeat the process
to identify unchanged entries. Since non-resettable identifiers
persist across resets, this method can detect sensitive properties
and settings, including those stored in encrypted form.

B. Limitations and Future Work

Our work has several limitations. First, we identified system
properties and settings in custom systems by locating their
usage in the codebase. While this approach is practical and
scalable, it introduces certain constraints. Specifically, it can-
not accurately determine whether a property or setting exists
on a device, nor capture the specific runtime conditions under
which entries are activated. Despite applying multiple methods
to reduce false positives, some may still remain. In future
work, we plan to explore multi-level system analysis (e.g.,
kernel, framework, apps) to directly identify property and
setting definitions, thereby enabling more accurate analysis.
Second, our reliance on static analysis and the large codebase
of custom systems prevents us from obtaining the ground
truth for all sensitive properties and settings. This limits our
ability to verify whether all access behaviors were captured
or whether any sensitive entries were missed. In evaluation,
due to limited device availability and financial constraints, we
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relied on remote real-device testing services to validate our
findings. However, these services rarely provide devices that
exactly match our dataset, which prevents us from generating
PoCs for all vulnerabilities. In addition, the device states
in such services are uncertain, making it difficult to ensure
that they are fully initialized and that all sensitive properties
and settings are exposed. To improve validation coverage, we
plan to leverage crowdsourcing to access a broader range of
devices. Third, our static analysis can be affected by obfus-
cation (e.g., when property or setting names are obfuscated).
Although such cases were rare in our prior sampling (20 out
of 30,000), they may still hinder accurate identification. We
plan to explore symbolic execution to address obfuscation by
analyzing execution paths and recovering hidden identifiers in
the future. Finally, we only considered code written in Java,
excluding access behaviors implemented in native or other
languages, which may have led to false negatives. We will
extend our static analysis to include native code in future work.

C. Ethical Consideration

We reported all findings to the relevant parties and assisted
in resolving the identified issues. To date, all responding man-
ufacturers have implemented the necessary fixes. To protect
user privacy, we anonymized brand names mentioned in issue
descriptions and omitted the specific names of vulnerable sys-
tem properties and settings. This decision was made because
many users continue to use outdated devices that no longer
receive updates or choose not to apply them. As a result,
vulnerable properties and settings containing non-resettable
identifiers may still be present on user devices. Given that
our findings are based on large-scale analysis of custom ROMs
from various global vendors, publicly disclosing these findings
could enable malicious actors to exploit them for unauthorized
tracking. To mitigate this risk, we chose to anonymize specific
findings and reduce the likelihood of privacy breaches.

VI. RELATED WORK

A. User Identifiers and Tracking Practices.

Researchers have studied device identifiers and user tracking
practices in mobile apps [2,10,47]–[49]. Razaghpanah et al. [3]
conducted a global study on mobile tracking ecosystems. They
identified 2,121 third-party advertising and tracking services,
highlighting the heavy reliance on device identifiers for user
tracking. Leith et al. [8] investigated data transmissions from
mobile operating systems to vendors, revealing that device
identifiers and other user data were sent to back-end servers
even when users had configured their systems for minimal data
sharing. Kollnig et al. [1] studied 24,000 Android and iOS
apps to compare the performance of these operating systems
in terms of user privacy, noting the widespread use of user
identifiers in both. While these researchers examined the use
of device identifiers for tracking by apps and the system, they
did not explore the use of identifiers beyond those provided
by the documented system APIs.

B. System Customization.

Numerous previous studies [19,22,23,50,51] have examined
the security issues arising from the system customizations.
Gamba et al. [6] conducted a large-scale study of pre-installed
apps on Android devices. They uncovered relationships be-
tween supply chain actors and found that these apps often
exhibit invasive or even malicious behaviors, including back-
door access to sensitive data. Lyons et al. [5] systematically
investigated the sensitive information stored in Android system
logs. They discovered that many device identifiers and user
data were present in the logs, and that some privileged apps,
including those from OEMs and large commercial companies,
were collecting this information. El-Rewini et al. [21] con-
ducted a large-scale study on residual APIs—unused custom
APIs left in the system codebase. Analyzing 628 ROMs from
seven vendors, they found these residual APIs are widespread
and pose significant security risks, such as access control
anomalies and potential exploitation. These studies have ex-
plored security issues introduced by system customizations,
but none of them have involved the additional channels for
obtaining device identifiers in custom systems.

Most relevant to our work, U2-I2 [15] conducted a system-
atic study on system-level protection of non-resettable identi-
fiers. Through small-scale dynamic analysis, they revealed that
many identifiers in custom Android systems, including those
stored in system properties and settings, are not adequately
protected, potentially leading to leakage. However, due to the
limitations of dynamic methods, they are unable to perform
large-scale analysis. In contrast, our static approach requires
only system ROMs, making it far more efficient and scalable.

VII. CONCLUSION

In this paper, we present a comprehensive analysis of non-
resettable identifiers in custom Android systems. We propose
IDRADAR, a systematic framework to identify sensitive and
vulnerable system properties and settings. By applying our
approach to 1,814 custom ROMs, we have identified thousands
of vulnerable properties and settings, and further validation
through remote real-device testing confirmed our findings. Our
approach outperforms existing work in scalability, efficiency,
and vulnerability coverage. We also investigated the root
causes for such vulnerabilities, including overlooked system
entries, complex access control rules, and covert supply chain
involvement. In addition, we observed that the vulnerable
implementations usually recur across devices from the same
brand. Our study highlights the need for closer scrutiny of
alternative access channels to non-resettable identifiers and im-
proved safeguards for user privacy in system customizations.
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