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Abstract—When fuzzing a proprietary file-processing program,
one typically executes the whole program repeatedly with sampled
input files, and distinguishes between normal and abnormal
termination. While this works well for many command-line
utilities, it is more complicated for programs that usually do not
terminate after input file processing. Many real-world applications
are examples of such programs, in particular, those with a
graphical user interface (GUI), such as image editors, media
players and document viewers. In these cases, the fuzzer has to
define the scope of the execution and forcefully terminate the
program under test.

In order to efficiently fuzz test file-processing programs with a
GUI, a standard approach is to define a dedicated testing harness,
which executes the file processing in isolation and strips irrelevant
program parts. However, this either requires the source code of the
program or an expert’s effort in reverse engineering. Alternative
approaches work on the unmodified binary of the program, and
use a heuristic to decide when the input processing is likely done.
For example, one can terminate the program after a fixed timeout
or once its CPU usage has dropped below a threshold. We show
that these heuristics, while simple to implement, are inefficient
and ineffective.

We present TERMINATOR, a fully-automated approach to
facilitate efficient fuzzing of closed-source file-processing programs
with a GUL. TERMINATOR modifies the binary of the program
under test so that it automatically terminates when code
coverage stops increasing without user interaction. Consequently,
TERMINATOR (1) ensures that the program terminates soon after
the input processing instead of waiting for user interaction, and,
at the same time, (2) prevents premature termination during
input processing. We show that TERMINATOR outperforms the
timeout and CPU usage heuristics and significantly increases
fuzzing efficiency.

Index Terms—fuzzing, GUI, dynamic instrumentation, Win-
dows, closed-source software

I. INTRODUCTION

Fuzz testing, or simply fuzzing, is a well-established tech-
nique to automatically discover bugs in software. In essence,
fuzzing repeatedly executes the program under test (PUT) using
sampled inputs and monitors for abnormal behavior such as
buffer overflows, dangling pointer dereferences, segmentation
faults, memory leaks, or hangs. Since the original study on
fuzzing for reliability testing by Miller et al. [35], it has become
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an important tool to find bugs and particularly vulnerabilities
in software. Industry-leading software companies employ large-
scale fuzz testing; Google alone reports tens of thousands of
bugs discovered through fuzzing [23].

While fuzzing has seen tremendous success on Linux
systems, effectively fuzzing Windows applications remains
challenging. This is particularly concerning as Windows
dominates the desktop market with over 70% share [39], making
its applications prime targets for attackers. The Windows
ecosystem presents unique obstacles that impede automated se-
curity testing: programs heavily rely on GUI interactions, most
applications are closed-source, and the platform lacks efficient
process creation primitives found in Unix-like systems [26].

Most research on fuzzing focuses on finding vulnerabilities in
input file handling [27]. Under this threat model, the PUT opens
an input file whose parsing and processing may be vulnerable,
with no user interaction beyond opening the program. This
works well for command-line utilities that process input and
terminate. However, programs with graphical user interfaces
(GUI) like image editors, document viewers, and media players
complicate the process since they wait indefinitely for user
interaction after displaying results.

Few strategies exist to fuzz test proprietary GUI applications
effectively. Traditional approaches have significant limitations.
One common method involves the manual creation of testing
harnesses by distilling the input processing of the PUT
into a dedicated testing harness [24, 29]. However, this ap-
proach requires extensive reverse engineering for closed-source
applications [2], making it time-consuming and expertise-
intensive. Another strategy involves automated fuzz-driver
generation, which has seen success in tools like Winnie [26]
for binaries. However, these tools can face challenges with
complex applications where parsing logic is tightly coupled
with the GUI, often requiring manual intervention to create
a harness. For instance, Winnie’s harness generation was pri-
marily demonstrated on library functions (DLLs) and does not
work with parsing logic embedded within the main executable,
which is a common pattern in the applications we target. A third
approach relies on heuristic-based termination using timeouts



or CPU monitoring [32] to determine when input processing
is complete, but this method is both inefficient and unreliable,
often leading to premature termination or unnecessary waiting
periods that slow down the fuzzing process.

We present TERMINATOR, a novel system that enables
efficient automatic fuzzing of Windows GUI applications
by modifying binaries to terminate once input processing is
complete. Our key insight is that we can identify the logical end
of input handling by analyzing code coverage patterns. Using
dynamic binary instrumentation, TERMINATOR collects execu-
tion traces to identify functions involved in input processing,
analyzes coverage data to determine optimal termination points
that maximize coverage while preventing premature exits, and
patches the binary to automatically terminate at these points,
eliminating the need for user interaction.

This approach provides several advantages over existing
solutions: it works directly on binaries without source code
or harness development, does not require manual reverse-
engineering of the PUT, achieves high efficiency by avoiding
generic heuristic-based approaches, and strongly reduces per-
application setup effort and expertise compared to other
automated driver generation tools. In comparison to timeout-
based approaches, TERMINATOR can terminate the program
once it has finished processing the file at hand without having
to wait for a timeout that is suitable for all possible input files.

Our main contributions are:

o TERMINATOR, a fully-automated approach to facilitate
efficient fuzzing of proprietary file-processing programs
with a GUI. TERMINATOR modifies the binary of the PUT
so that it automatically terminates when the code coverage
will not increase without user interaction. TERMINATOR
is not a fuzzer, but a preprocessor that modifies a program
before the actual fuzzing.

« A robust implementation that works across diverse file
processing applications

o Empirical evidence that TERMINATOR can significantly
improve fuzzing efficiency compared to traditional CPU
monitoring and static timeout approaches.

This paper is organized as follows: Section II provides
background on Windows fuzzing challenges. Section III details
our coverage-guided termination approach. Section IV presents
out evaluation methodology and Section IV presents evaluation
results. We conclude in Section VIIL.

II. BACKGROUND AND RELATED WORK

Fuzz testing has received vivid interest by the software
security research community [27, 28]. Most research focuses
on improving input generation, commonly utilizing feedback
obtained from previous inputs to steer the generation of new
inputs towards unexplored paths; the feedback can be based
on code coverage [46], branch coverage [13], data flow and
taint tracking [14, 21, 31], control flow [38], projected security
impact [15, 43], or even human clues [3].

Directed fuzzers attempt to craft inputs destined to reach
specific code paths, such as new code paths or those affected
by a particular change in the code base. This is often achieved

through symbolic execution [11, 16, 22, 30, 37, 45, 47], and
more recently by directed grey-box techniques, such as input-to-
state correspondence or heuristic optimization methods aimed
at minimizing a distance measure [5, 9, 12]. An orthogonal
approach leverages input format grammars, which can be
manually supplied or automatically inferred, to bypass early
syntax checks and explore deep paths [4, 7, 25, 36, 41, 42].

Despite these advances, most fuzzing research still focuses
primarily on command-line utilities that terminate after pro-
cessing input or shared libraries. Pure symbolic execution
fuzzers such as KLEE [11] might theoretically handle non-
terminating programs, but in practice they scale poorly with
complex applications [8].

This challenge is acutely evident in the context of GUI
applications, which are inherently non-terminating and event-
driven. Fuzzing these applications has therefore been addressed
through only a few key strategies that circumvent their
persistent runtime:

Automated Harness Generation. As discussed in Section I,
tools like Winnie’s harnessgen [26] automate the generation
of fuzzing harnesses to bypass the GUI and test parsing logic
in isolation. While effective for well-structured libraries, this
approach struggles with monolithic executables where parsing
and GUI logic are tightly intertwined. Furthermore, Winnie’s
process cloning mechanism does not support WinAPI UI calls
in cloned processes, limiting its applicability to applications
that can be successfully decoupled from their UL

Environment Fuzzing. EnvFuzz [33] introduces program
environment fuzzing, which records and deterministically
replays system call interactions to handle non-determinism
in GUI applications. While a powerful technique, EnvFuzz
has several limitations. First, it is designed for Linux and
relies on intercepting a manageable number of libc syscalls;
porting this to Windows, with its vast and poorly documented
set of over 2000 syscalls in ntd11l and win32k, would be a
formidable engineering challenge. Second, EnvFuzz’s recording
phase requires a human-in-the-loop to define the end of an
interesting interaction. Third, when program behavior diverges
from the recording, EnvFuzz falls back to syscall emulation,
which can introduce severe inaccuracies.

Heuristic-Based Termination. The most practical approach
uses heuristics such as CPU idle monitoring or timeout-
based termination [32] to determine when input processing is
complete. CPU idle monitoring offers a practical approach by
observing the application’s computational activity over time.
When an application transitions from actively processing input
to waiting for user interaction, its CPU usage typically drops to
near-idle levels. However, naive CPU monitoring approaches
face several challenges: applications may have background
threads that maintain low but consistent CPU usage, different
applications exhibit varying idle patterns, and system noise
can create false signals. Despite these complexities, CPU idle
detection remains a widely applicable technique because it
requires no application-specific knowledge and works across
different software architectures. Fixed timeout approaches are
simpler but inherently inefficient, wasting time on simple inputs
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Fig. 1: High-level overview of TERMINATOR. “dyn. inst.” is an abbreviation for dynamic instrumentation.

while potentially truncating processing of complex inputs.

Despite the existence of these techniques, a significant gap
remains in making complex, closed-source GUI applications
efficiently “fuzzable” with minimal manual effort. This paper
bridges this gap by introducing an automated technique for
intelligent termination that enables accurate fuzzing of GUI
applications without requiring extensive manual analysis or
modification.

III. TERMINATOR: COVERAGE-GUIDED AUTOMATIC
TERMINATION OF PROGRAMS

TERMINATOR modifies binaries of file-processing programs,
such that they automatically terminate when the code coverage
is not likely to increase without user interaction. Thereby,
TERMINATOR facilitates efficient and effective fuzz testing of
proprietary file-processing applications with a GUI, because
it ensures that the program terminates soon after the input
processing, instead of needlessly waiting for user interaction.

In our model, single-threaded GUI-based programs are
launched at a time ¢y. They start processing the input file
at a time t, > to. Eventually, they wait for user interaction
at time t, > t,. In between, at times we denote ¢, and %,
the PUT may perform additional tasks unrelated to the input
file such as checking for software updates. This gives us a
time sequence to < t, < t, <t, <t,. Intuitively, the PUT
should be terminated at ¢, the latest or, even better, at ¢,,.
TERMINATOR is based on the insight that termination should
happen when, given enough inputs, the same basic blocks are
executed for every input. In other words, we want to terminate
the PUT when it is no longer input-dependent. Since parsing
is always input-dependent, this oracle approximates t,,.

We divide the operation of TERMINATOR into three stages:

Step 1 (record): Utilizing dynamic instrumentation, record
control-flow traces of the PUT, i.e., complete execu-
tion histories, for input files from a training corpus.

Step 2 (analyze): Analyze the traces in order to select a set
of basic blocks (termination blocks) from the PUT
that appear as late as possible in all recorded traces.

Step 3 (patch): Modify the binary of the PUT to terminate
whenever one of the termination blocks is executed.

See Figure 1 for an overview of TERMINATOR. We rely
primarily on dynamic program analysis to examine the PUT
because it is a hard to extract the control-flow graph from a
binary alone [34]. In absence of a control-flow graph, many
powerful static analysis methods are not applicable.

A. Notation

We denote the training corpus by I = {1,..., N}, where
N € N is the total number of files and ¢ € I are references
to the individual files. We assume that we can instantiate the
PUT such that it processes a specified input file; for many
programs it suffices to pass the path to an input file as the
first command-line parameter. For ease of presentation, we
further assume that the PUT is single-threaded (see discussion
in Section III-D3).

We define a basic block as a sequence of CPU instructions
that starts with the target of a control-transfer instruction and
ends with a control-transfer instruction. Furthermore, each basic
block is located in a certain binary file at a certain position,
the combination of which can be used to uniquely identify it;
self-modifying and just-in-time compiled code is not addressed
here. We denote the set of all basic blocks by B and use B = N
without loss of generality (the set of basic blocks is countable).

If we instantiate the PUT with input file ¢ € I and let it
execute for a fixed time 7 > 0, the control-flow trace, i.e., the
complete ordered history of basic blocks it executes, can be
written as the tuple

T, = (tl 2

Sttt € B,

for some 0 < n; € N. We assume that exactly one trace is
collected per input file to keep the formalism simple; multiple
traces per file can be handled without changing the formalism
by including multiple copies of each file in the training corpus.

The trace set of basic blocks in T; is denoted by

Sy = {t} 12, th}, e

IR

and their union by S = J;.; S;. To each basic block = € S;
we associate the position where it first appears in 7}, i.e., the
premiere

pi(m):mkin{lgkgni:x:tf}.

1617



| 02 T2 Ty | o3 T3 T3 | o4 T4 T

01 r1 T

1 9% P.

2 18% In

3 27% Lo

4 36% Ls

5 45% P,

P.

Ly

Ly

N 4 PI
--------- > AP 5 Pe
6 55 % I

7 64 % I3

P,

8 3% Q.

9 82 % A

0 9% Q.

11 100% G

Qx

Q

Fig. 2: Control-flow graph of a hypothetical pro-
gram. The numbers in the corners of the nodes
are the premiere orders and correspond to the o
columns in Table I.

Using absolute value bars |{...}| to denote the cardinality of
a set {...}, the number of distinct basic blocks in T; up to
position k is |{t},...,t*}|. Hence, we define the premiere
order of x € S; in T; as

oi(x) = |{t}, ..., @y 2)

As an example, if we had a trace T; = (b,a,a,c,b), the
premiere orders would be o0;(a) = 2, 0;(b) =1 and o0;(c) = 3.
Lastly, the relative premiere order of x € S; in T; is the ratio

0;(x)

= s

which takes values in (0, 1]. In the above example, we would
have r;(a) = 2/3, r;(b) = /3 and r;(c) = 3/3.

If we were to modify the semantics of a basic block x such
that the program would terminate upon execution of x, ceteris
paribus’, the traces T! and trace sets S/ of the modified program
would be truncated versions of the original traces 7; and trace
sets S;. It is straightforward to see that r;(z) = |S}| /S|
whenever © € S). Therefore, we also call r;(x) the trace
coverage in trace 7 at x. In our example, if we terminated the
program at basic block b, only 7;(b) = 1/3 of the blocks in the
original trace would be executed; potential vulnerabilities in a
or ¢ would be impossible to detect dynamically.

Taking all traces into account at once, the guaranteed trace
coverage of x is the minimum

g(x) =min {r;(x): i€l withz € S; }, 4

3)

which is well-defined for all x in the trace set union .S. Here,
guaranteed is to be understood relative to the training corpus,

I'This assumes that multiple executions with the same input lead to the same
control-flow trace, i.e., it ignores non-determinism.

1 17% P.| 1 8% P.| 1 14% P.
2 383% I | 2 17% L | 2 29% L
3 50% Is | 3 25% L, | 3 43% Ls
4 61% P, | 4 33% I; | 4 5% P,
5 8% Q.| 5 42% P, P.
6 100% ® P, Ly
6 50% L Ls
7 58% Ls P,
Pl 5 7% Q.
P.| 6 8% A
Li | 7 100% Q.
8 67% Lo Q.
P,

9 5% Q.

10 83% @

11 92% Q.

12 100% A

QG

TABLE I: Traces T; of four input files through the graph in Figure 2. The
r and o columns are the (relative) premiere orders.

not in general terms. For example, with 7} = (a,b,c) and
T> = (a,c¢,b,d) we have 11 (c) = 3/3 and r2(c) = 2/4, so that
termination at ¢ guarantees a trace coverage of 2/4. Analogously,
if we terminate the PUT at any of a set {} # X C S of basic
blocks, the guaranteed trace coverage of X is

G(X)=min {g(z):z € X }, Q)

which is the lowest trace coverage at any basic block in X in
any trace of the training corpus files.

B. Illustration of TERMINATOR

To illustrate the approach, we consider a hypothetical PDF
viewer with a simplified control flow like that illustrated in
Figure 2, where the nodes represent basic blocks. The control-
flow graph is only for illustration purposes — TERMINATOR
does not have such information. In this example, we analyze
the program with a training corpus of four input files. The
individual traces are shown vertically in Table I, in the columns
Ty to Ty. The premiere order (see eq. (2)) from columns oy
to o4 is annotated at the corners inside the nodes in Figure 2.
The relative premiere orders (see eq. (3)) are in columns 7; to
T4.

The basic blocks that are discovered last in the individual
traces are X = {®,A, @, Q,}. We have G(X) = r3(A) =
83 %.2 If instead we used the blocks X' = {®, Q,}, which
are colored red in the figure, we had G(X') = r1(Q,) =
91 %. Since G(X') > G(X), the choice X’ would lead to an
increased minimum proportion of basic blocks being executed,
even though it does not contain all last-discovered basic blocks.

2For simplicitly, we assume here that the termination happens at the end of
the termination blocks. In reality, we replace these blocks by entirely different
code, see Section III-D.
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The simple example illustrates that the partial orders the
execution traces (73, ...) define on the control-flow graph
by virtue of the relative premiere orders are not necessarily
compatible, so that they cannot be combined to find basic blocks
that universally are discovered last. Therefore, TERMINATOR
takes a different approach and seeks a set X C B of basic
blocks that, among all sets that have a non-empty intersection
with all traces, guarantees the highest relative premiere order
across all traces, i.e., maximizes the minimum trace coverage
G(X). In this sense, the set X’ is the optimal solution to our
example problem and, hence, the set that TERMINATOR defines
as the termination blocks.

C. Formal description of TERMINATOR

We denote by U C B the set of basic blocks that
TERMINATOR is allowed to patch with termination logic. We
call a subset X C S a candidate solution, or feasible, if the
blocks in X are allowed, i.e.,

XCU, (6)

and X covers all recorded traces, in the sense that each trace
contains at least one basic block of X, i.e.,

SiNX #{} foralliel. (7)

Condition (7) ensures that the PUT would be terminated for all
input files from the training corpus, if the PUT was modified
to terminate at the blocks in X.

Among all feasible X C .S, TERMINATOR looks for one
that maximizes the objective function

f: P(S) — R? @)
X = (G(X), —-|X]|),

where P(S) is the power set of S. Here, the maximum is
to be understood in terms of the usual lexicographic order
on real tuples. Hence, the objective function always prefers
a candidate solution X with a higher value G(X), and only
considers the cardinality of the solution as a tie breaker, i.e.,
if G(X) = G(X') and |X| < |X'| then X is preferable.
Formally, the TERMINATOR problem is to find the solution
X CSof

max {f(X) : X fulfills (6) and (7)}. )
The search space { X C S : X fulfills (6) and (7) } might be
empty, because the set U is too restrictive. If this is the case,
TERMINATOR fails with an error message.

Problem (9) can be understood as a generalized set cover
problem, one of the classical NP-hard combinatorial opti-
mization problems [17]. Here, the trace index set I shall be
covered indirectly by a set X C S of basic blocks through the
membership index sets {i € [ : z € S, }, for x € X; among
all such covers X C S, the smallest one (cardinality-wise)
that maximizes G(X) is sought. It can be formulated as a
mathematical mixed-integer linear program (MILP) and solved
with specialized tools such as SCIP [20]. However, experiments
have shown that this general and exact approach can take very

Algorithm 1: Overview of TERMINATOR
Data: Paths pq,...,pn to training corpus files, path ¢
to executable of PUT, timeout 7 > 0, restriction
UCB
Result: Patched, self-terminating executable
Step 1 (record):
1 T; = recordControlFlowTrace(q, p;, 7), for i =
1,...,N
Step 2 (analyze):

2 Ag=8NU
3X0:I0:{}
4 k<0

s while |I;| < N do

6 if Ay = {} then

| Error “No solution exists”
end
fe(@) = (g(z), {1<i<N:i¢I,and z €
10 xp = argmax { fr(z) 1z € A }

11 Xkt :XkU{.Z‘k}

12 Ik_;,_l:IkU{lSiSN:CEkGSi}

13 Apyr={z € Ay :itexists i ¢ Iy4q withz € S; }
14 k+—k+1
15 end

Step 3 (patch):

16 P = patchTermination(q, Xj)
17 return P

e ® 9

long (longer than a day) in our case. Therefore, TERMINATOR
currently uses a greedy algorithm to find an approximate
solution to problem (9). While it cannot be guaranteed that the
greedy algorithm finds the optimal solution, it is well known
that greedy algorithms perform well in set-cover contexts [17].

Algorithm 1 is an overview of TERMINATOR in pseudocode.
The iteration counter for the greedy algorithm is k, the set
X, C S is the current solution set, I}, is the set of trace indices
that are already covered (i € I, implies Xy N S; # {}), and
A, C S is the current set of acceptable basic blocks that
may be added to the solution. In line 2, the initial acceptable
set Ag is set to the allowed subset of the trace union S. In
lines 9 and 10, the basic block is selected that has the largest
contribution to the objective function (8) by means of the
auxiliary function fi,: S — R? defined by

fo(@) = (g(z), {1<i<N:i¢I;and z € S;}]). (10)

As before, the (argument) maximum in line 10 is to be
understood with respect to the ordinary lexicographic order.
Note that, in order to build the smallest solution set (among
otherwise equally good candidates), it is desirable to select the
basic block that appears in the largest number of traces that
are not yet covered by the current solution Xj; this choice
is why the algorithm is called greedy. Hence, it is correct to
flip the sign in the second component of the tuple in line 9
compared to (8). In line 13, the basic blocks that only appear
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in traces already covered are removed from the acceptable set.
Together with lines 5 and 7, this ensures that the algorithm
terminates after at most IV iterations.

D. Notes and technical implementation details

Once TERMINATOR has determined a solution of problem (9)
as a set of termination blocks, the last step is to modify these
basic blocks such that they terminate the running process
when they are executed. This is done statically, that is, the
basic blocks are rewritten in the binary files they are located
in, which allows the modified program to run natively, i.e.,
without dynamic instrumentation.

Rewriting binary files is a delicate process that requires
caution so as not to invalidate hard-coded offsets, for instance.
This is why TERMINATOR does not add code to the selected
basic block (making them larger), but instead overwrites them.
The major complication, which is discussed in this section, is
that the code that terminates the program can be too large to
actually fit into a given basic block without partially overwriting
adjacent or nested basic blocks. The following technical details
are specific to 32-bit and 64-bit Windows 10 on x86, but can
be ported to other systems.

1) Size requirement: When modifying binary code to intro-
duce termination logic, the size of the termination instruction
sequence is a critical consideration. The termination code must
fit entirely within the selected basic block to avoid overwriting
adjacent or nested code.

In our implementation, TERMINATOR supports single-byte
(int3), 4-byte (fastfail), and 5 to 12-bytes (e.g. TerminatePro-
cess) API-based process termination mechanisms.

The size requirement is implemented in TERMINATOR by
means of the set U C B in (6). If size(z) denotes the size of
a basic block x € B in bytes, we ensure that U C B satisfies

UC{zeB:size(x) > Smin }, (11)

where S,y 1s the minimum required size based on the selected
termination mechanism (1, 4, 5, or 12 bytes).

2) Nested basic blocks requirement: Unless one terminates
the program with a single-byte instruction, it is not sufficient
to choose a basic block that is large enough to hold the (multi-
byte) termination instruction sequence. Basic blocks need not
be disjoint in the machine code, and hence changing one basic
block carelessly might also accidently affect another.

A common reason for basic blocks to overlap is that basic
blocks may share a common suffix because of fall-through
labels; for example, these appear in if-then-else and
switch statements in a C-like language. We therefore only
consider a basic block to be a termination block candidate if is
large enough and does not overlap with other basic blocks. In
other words, there is no control flow transfer from somewhere
to the middle of the basic block. One way to do so is to only
consider basic blocks that contain a large enough area without
any basic block boundaries.

As before, the restriction to safe-to-patch basic blocks is
implemented by setting the set U in (6) appropriately. In
practice, TERMINATOR automatically ensures that

U C{zecB:safesize(x) > 12}, (12)

which is almost (11), except that we define safesize(x) as the
number of bytes from start of the basic block x to the start
of the (spatial) next basic block; if there are no nested blocks
inside z, we have size(z) = safesize(x).

For our evaluation (Section IV-B), we terminated the PUTs
using single-byte int 3 instructions, which eliminated size and
nested basic blocks constraints as a practical concern. This
allowed TERMINATOR to consider virtually all basic blocks as
potential termination candidates.

3) Threads and modules: We obtain the program traces with
a custom client for the dynamic instrumentation framework
DynamoRIO [10]. The client has an option to only record
basic blocks from prespecified binary modules (executables or
dynamic link libraries), thus narrowing down the scope of the
program. This allows to focus the analysis of TERMINATOR on
the program itself, while ignoring code from third-party and
operating system libraries. For reasons of efficiency, the client
does not record the actual traces 7;, but only the premiere
order mapping o;: S; — N.

The metrics based on trace coverage — i.e., 0;,7;,g and
G — are with respect to the recorded basic blocks. That
means, if we only record basic blocks from the executable,
say, Acrobat .exe, a trace coverage value of r;(z) = 0.99
for a basic block = means that 99 % of the basic blocks from
Acrobat .exe premiere before or at x in the i-th trace. This
targeted approach is particularly beneficial when the primary
focus of fuzz testing is the main executable rather than external
libraries.

Globally, i.e., considering all basic blocks from all modules,
the value r;(z) could be entirely different. For example, the
value could be much smaller, if a large amount of code from a
third-party GUI framework is executed for the first time after
the main executable is already covered. This can increase the
efficiency, when the primary target of the fuzz testing is the
executable without external libraries. Conversely, if the parsing
functionality resides in a separate module, TERMINATOR would
still identify termination points in the main executable that
occur after the processing of the module has completed since
TERMINATOR looks for basic blocks that appear consistently
late in all traces.

There are multiple ways to define the trace of a program
and the order of the basic blocks if several threads execute in
parallel. A simple option is to enforce a sequence by using
only a single order map o; for all threads with a shared mutex.
This has the drawback of changing the program semantics
potentially, but we consider this acceptable because dynamic
instrumentation is hardly truly transparent in practice anyway.

IV. EVALUATION

We evaluated TERMINATOR across 15 Windows GUI appli-
cations spanning multiple categories:
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o PDF viewers: Adobe Acrobat Reader 24.2.20933.0,
SumatraPDF 3.1.2rel, MuPDF 1.7, XpdfReader 4.02,
Slim PDF Reader 2.0.14, Foxit Reader 2024.2.2,
STDUViewer 1.6.375,

Kofax Power PDF Advanced 5.0.0.19

o Archive managers: WinRAR 7.1.0, ALZip 8.51.0

o Image viewers: FSViewer 7.8, Irfanview 4.67,
BandiView 7.8.0.1

e Font/ISO tools: Birdfont 6.10.5, UltralSO 9.7.6

Our evaluation includes widely-used closed-source appli-
cations (Adobe Reader, Kofax Power PDF, WinRAR) and
open-source programs (XpdfReader, SumatraPDF, MuPDF).
The open-source programs allow validation against known vul-
nerabilities, while the closed-source applications demonstrate
real-world applicability.

Our evaluation is guided by the following research questions:

RQ1 Fuzzing Efficiency: How does TERMINATOR compare
to heuristic-based termination in terms of fuzzing
throughput and speed of common code coverage
acquisition?

Effectiveness and Soundness: Does TERMINATOR’s
automated termination strategy allow for the discovery
of vulnerabilities, or does it terminate prematurely?
How well do TERMINATOR-patched binaries general-
ize to inputs not seen during training?

Training and Corpus Requirements: What are the
characteristics of an effective training corpus for TER-
MINATOR? How robust are TERMINATOR’s generated
termination solutions to variations in training data
and program non-determinism?

Determinism: Are the results reproducible across
repeated executions of TERMINATOR?

RQ2

RQ3

RQ4

A. Training Corpus Setup

For each file-type, we constructed representative training
corpora. The PDF files, a key focus for several of our
benchmarks, were drawn from two distinct supersets. The
first superset, referred to as min217, consists of 217 PDF files
obtained by a corpus minimization algorithm for fuzzing filtered
from approximately 80000 PDF files collected from diverse
web sources. The second superset, referred to as SafeDocs,
consists of 20610 PDF files that have been crawled from
various issue trackers of PDF-processing programs [1, 44]. The
completepdf corpus, for PDF-related experiments, is the union
of min217 and SafeDocs.

For the non-PDF PUTs, we assembled 10-20 files matching
each program’s supported file types (e.g., ZIP files for archive
managers, PNG files for image viewers, TTF files for font
tools, and ISO files for disk image utilities). Our results in
RQ3 demonstrate that small, well-constructed training corpora
of this size are sufficient for TERMINATOR to identify reliable
termination points.

B. Fuzzing Setup

TERMINATOR is agnostic to the underlying fuzzing frame-
work and can be adapted to work with any fuzzing architecture.
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While our primary evaluation uses a LibAFL-based setup,
TERMINATOR’s core principle of patched termination can
be adapted, with considerations, for other Windows fuzzing
architectures. For instance, with snapshot-based fuzzers like
WinFuzz [40], directly patching the executable might interfere
with the snapshotting mechanism because termination would
prevent restoring the snapshot in-process. In such cases,
TERMINATOR’s analysis phase could still identify termination
blocks, but instead of patching, the fuzzer’s harness would
monitor for execution of these blocks and then trigger a
clean exit (e.g., sending a WM_CLOSE message to the main
window) to allow the target function to return and maintain
snapshot integrity. Fork-based fuzzers on Windows, such as
Winnie [26], present different challenges. We observed in
preliminary investigations that Winnie’s process cloning method
did not fully support WinAPI UI calls within cloned processes,
which limits its direct applicability for fuzzing the main GUI-
handling logic of applications where TERMINATOR would
typically identify termination points.

We implemented our test environment using LibAFL [18]
with breakpoint-based instrumentation as the fuzzing frame-
work. This setup allows an easy integration of TERMINATOR’s
exit offset(s). In earlier exploratory phases of this research,
we also successfully utilized WinAFL [19] with DynamoRIO-
based instrumentation, which provided initial validation for
TERMINATOR’s fuzzing performance before transitioning to
our more customized LibAFL setup for systematic evaluation.

C. Baseline Termination Strategies

Choosing an appropriate termination baseline for GUI
applications is challenging. Fixed global timeouts are often
suboptimal, as processing times vary significantly with input
complexity, potentially leading to premature termination for
complex files or inefficiency for simple ones. Monitoring
system resources like CPU usage offer a more adaptive
approach. While perfect idle detection is non-trivial (e.g., dis-
tinguishing temporary I/O waits from genuine post-processing
idleness), CPU idle monitoring provides a pragmatic and widely
applicable heuristic.

We implemented a CPU usage monitor (IDLE-EXIT) to
determine appropriate timeout parameters for each application.
We executed a calibration process that runs each target 100
times with random inputs while monitoring CPU usage for
15 seconds per run. The monitor counts consecutive intervals
of 50ms where CPU usage stays below a threshold of 5%.
The maximum observed streak across all runs determines
the termination threshold for that specific application. Our
calibration process revealed significant variation in idle behavior
across applications, with maximum consecutive idle intervals
ranging from 4 (MuPDF) to 190 (BandiView).

We have also considered an alternative heuristic to CPU mon-
itoring: intercepting system calls related to waiting or message
handling, such as ‘NtWaitForSingleObject’ or ‘PeekMessage .
The intuition is that once the program begins waiting indefi-
nitely, it has finished processing the file. We investigated this
approach but found it to be less reliable and general than CPU



monitoring for several reasons. First, GUI applications make
hundreds of such calls during initialization and active process-
ing, making it difficult to heuristically determine which specific
call signifies the end of file parsing. Second, applications use
a wide variety of APIs and custom event loops to wait for
input. Our preliminary tests confirmed these challenges. We
implemented hooks for ‘GetMessage’ (which internally calls
‘NtWaitForSingleObject’) and ‘PeekMessage’ and found their
behavior to be inconsistent across applications. For BandiView,
WinRAR, ALZip, and SlimPDFReader, ‘PeekMessage’ was
used, but the message queue was already empty before the input
file was even read. For STDUViewer, ‘GetMessageW’ was
used, but it would block before file processing, as no messages
were pending. Only for Adobe Reader did ‘GetMessageW’
appear to be a potential indicator of post-processing idleness.
Given this lack of a consistent, reliable signal across diverse
applications, we concluded that a syscall-based heuristic would
require significant per-application tuning, undermining the goal
of a general, automated solution. We thus selected the more
broadly applicable CPU idle monitoring as our baseline.

D. Coverage Analysis Framework and Rationale

Our coverage analysis framework is specifically designed to
evaluate fuzzing efficiency (RQ1) by comparing how quickly
different termination strategies reach the same functional code
paths. The choice of termination strategy inherently influences
the scope of code executed. TERMINATOR is designed to
terminate the PUT soon after essential input processing is
complete, thereby deliberately avoiding extensive execution
of subsequent code paths such as UI rendering, event loop
idling, or lengthy cleanup routines. In contrast, IDLE-EXIT,
which waits for CPU idleness, will naturally allow the PUT to
execute more of these post-processing stages.

Let E represent the set of basic blocks corresponding to
the core file-processing functionality and other essential logic
that is relevant to the fuzzing campaign’s goal of finding
vulnerabilities in input handling. Let U represent auxiliary
basic blocks primarily associated with Ul rendering, prolonged
idling, background tasks unrelated to the immediate input, or
cleanup routines that are typically executed after the main input
processing is finished. The IDLE-EXIT approach, by waiting for
idleness, tends to cover code paths from both E and U, so its
total coverage can be conceptualized as Oyopq1 2 F U Usypset,
where Ugypset 18 the portion of U reached before termination.
TERMINATOR, by design, aims to cover FE efficiently and
terminate before significant portions of U are executed, so its
total coverage My,tq; Will primarily consist of blocks from F.

This fundamental difference necessitates an evaluation
methodology that focuses on meaningful coverage for vul-
nerability discovery. While IDLE-EXIT might achieve higher
raw coverage numbers by executing more of U, this additional
coverage provides limited value for finding bugs in the core
file-processing logic. Therefore, our primary comparison of
efficiency is based on the set of basic blocks discovered by
both approaches.
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Definition 1 (Common Coverage). Let O, represent the
total set of unique basic blocks covered by the IDLE-EXIT
approach over the entire fuzzing campaign, and My, rep-
resent the total set of unique basic blocks covered by the
TERMINATOR approach. The common coverage, denoted by
C, is the intersection of these two sets:

C= Ototal N A4150tal

This set C' represents the essential functional code paths
related to input processing that both termination strategies can
reach. Our evaluation of fuzzing speed focuses on how quickly
each approach accumulates coverage within C. This ensures
we are comparing their efficiency in executing shared, core
program logic, which is most relevant to the fuzzing objectives.
TERMINATOR’s goal is to execute these common paths more
quickly. While IDLE-EXIT might explore additional blocks
outside of C (e.g., extensive UI rendering or idling loops),
these are precisely the paths TERMINATOR aims to avoid to
improve throughput. As we show in Section V, this focused
efficiency does not come at the cost of bug-finding capability.

The filtered cumulative coverage sets at any time ¢ during a
fuzzing run are then defined as:

Fo(t) = Oum(t) NC and  Fy(t) = Moy () N C (13)

where Ocyim (t) and My, (t) represent the cumulative sets of
unique basic blocks discovered by IDLE-EXIT and TERMINA-
TOR respectively, from the beginning of the fuzzing run up to
time ¢.

E. Statistical Methodology

To account for the inherently stochastic nature of fuzzing,
we employed a robust statistical methodology:

1) For each target and approach combination, we conducted
3 separate 24-hour fuzzing runs (36 total fuzzing runs)

2) We compared each of the 3 TERMINATOR runs against
each of the 3 baseline IDLE-EXIT runs (9 pairwise
comparisons per target)

3) Speed advantage metrics were derived through bootstrap
analysis with 10,000 resamples

4) 95% confidence intervals were calculated to assess
statistical significance

This methodology provides significantly more robust results
than single-run comparisons, properly accounting for variation
between fuzzing runs.

F. Speed Advantage Calculation Methodology

The speed advantage factors we report represent a compre-
hensive measurement derived from runtime-based milestones,
processed through several layers of statistical aggregation:

1) Runtime milestone definition: For each pairwise com-
parison, we define milestone times at fractions [0.1, 0.5,
0.625, 0.75, 0.875, 1.0] of the fuzzing run’s total duration.

2) Coverage percentage mapping: For each runtime
milestone ¢, we determine what percentage of common
blocks the IDLE-EXIT approach has covered by that time.



TABLE II: Mean Speed Advantages (A), Throughput, and
Unique Crashes encountered (Cr.) for TERMINATOR (T.) vs.
IDLE-EXIT (I.) (24-hour runs, 3 repetitions per configuration).

Application A 95% CI T. exec/s 1. exec/s TJI Cr.
SumatraPDF 4549  [14.38, 79.51] 1.52 0.05 0/0
UltraISO 36.18  [28.06, 44.28] 0.60 0.01 3/0
XpdfReader 12.81 [9.51, 16.78] 1.01 0.05 0/0
BandiView 12.28 [5.02, 21.39] 0.49 0.02 0/0
FSViewer 9.55 [7.59, 11.74] 0.85 0.20 2/4
SlimPDFReader 7.16 [3.98, 11.19] 0.16 0.03 2/2
ALZip 6.25 [4.12, 8.74] 1.08 0.18 1/0
Birdfont 5.79 [4.46, 7.01] 0.05 0.01 1/1
FoxitPDFReader ~ 5.45 [4.46, 6.64] 0.10 0.03 2/1
STDU Viewer 438 [3.38, 5.34] 0.78 0.07 6/2
Kofax PDF 2.26 [1.73, 2.93] 0.30 0.09 1/1
Irfanview 2.23 [1.93, 2.57] 1.36 0.41 0/0
Adobe Reader 2.10 [1.01, 3.52] 0.15 0.03 0/0
WinRAR 1.89 [1.07, 2.91] 0.72 0.38 0/0
MuPDF 1.61 [1.30, 1.93] 2.00 1.21 0/0

3) Time-to-coverage comparison: For each identified
coverage percentage, we calculate how much faster
TERMINATOR reached that same coverage level:

t

Aler) T (ct)
where c; is the coverage percentage achieved by IDLE-
EXIT at time ¢, and Ths(c;) is the time required for
TERMINATOR to reach the same coverage percentage.
Speed advantage aggregation: For each pairwise com-
parison, we calculate the mean across all runtime-derived
advantages:

(14)

4)

15)

where M is the set of runtime milestone times.
Statistical bootstrapping: With 9 pairwise A values per
application (from 3x3 comparisons), we apply bootstrap
analysis with 10,000 resamples to derive the final mean
advantage and 95% confidence intervals.

5)

This runtime-based methodology ensures our reported speed
advantages represent true performance improvements across
the entire execution timeline, while accounting for the inherent
variability in fuzzing outcomes. All experiments were per-
formed on Windows Server 2025 VMs, using gemu [6] hosted
on an AS-1125HS-TNR server with two AMD EPYC 9754
processors, allocating 4 cores and 16GB RAM per VM.

V. EXPERIMENTAL RESULTS

This section presents our findings, structured around the
research questions outlined in Section IV.

A. RQI: Fuzzing Efficiency

Table II presents the speed advantage (A) results for
TERMINATOR compared to the IDLE-EXIT baseline across all
15 target applications, along with crash discovery comparison.
Each result is based on 3 independent 24-hour fuzzing runs
per application.
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The results demonstrate that TERMINATOR consistently
achieves substantial speed advantages in coverage acquisition
across all tested applications, with mean advantages ranging
from 1.6x to 45.49x.

The bootstrap analysis with multiple resamples per 24-
hour fuzzing run provides strong confidence in our overall
speed advantage results. The 95% confidence intervals in
Table II show the robustness of our findings. Even at the
lower bounds of these intervals, TERMINATOR demonstrates
meaningful performance improvements across all applications.
The narrower confidence intervals for applications like MuPDF
[1.30, 1.93] and Kofax PDF [1.73, 2.93] indicate highly
consistent speed advantages across different fuzzing runs. In
contrast, wider intervals such as SumatraPDF [14.38, 79.51]
and Adobe Reader [1.01, 3.52] reflect greater variability in
performance gains, though all confidence intervals exclude 1.0,
indicating statistically significant improvements.

To isolate the effectiveness of the exploration strategy from
the raw throughput advantage, we also analyzed the code
discovered within the first 1,000 executions of each fuzzing
run. This analysis revealed that TERMINATOR not only covers
common code faster but also discovers significantly more code
overall. Aggregated across all 15 programs, TERMINATOR
discovered 87,389 unique basic blocks, while IDLE-EXIT
discovered only 62,558 in the same number of executions
which indicates an increase of 39.7% for TERMINATOR. This
suggests that by terminating executions precisely after parsing,
TERMINATOR provides a sharper, more relevant feedback signal
to the fuzzer’s mutation engine, enabling it to explore deeper
into complex parsing logic rather than getting distracted by
post-processing Ul code.

The consistency of these findings across application types
and sizes provides strong evidence for the effectiveness and
robustness of our coverage-guided termination approach.

B. RQ2: Effectiveness and Soundness

A key concern is whether optimizing for speed via automated
termination leads to missing vulnerabilities. The crash discovery
results in Table II demonstrate that TERMINATOR’s termination
logic does not compromise vulnerability detection effectiveness.
TERMINATOR discovered more unique crashes than IDLE-EXIT
in 4 out of 15 applications (UltraISO, STDUViewer, ALZip,
and FoxitPDFReader), with just one case (FSViewer) where
IDLE-EXIT found more crashes than TERMINATOR. This supe-
rior crash discovery performance shows that TERMINATOR’s
increased fuzzing throughput directly translates to improved
vulnerability discovery.

Further bolstering this, for the PDF viewers XpdfReader,
MuPDF, and SumatraPDF, TERMINATOR-modified binaries
were tested against several known CVEs (CVE-2016-6525,
CVE-2017-15587 for MuPDF/SumatraPDF; CVE-2019-16088,
CVE-2019-17064 for XpdfReader). In all configurations, the
TERMINATOR-modified programs successfully triggered these
known vulnerabilities. This provides direct evidence that
TERMINATOR’s termination points do not typically cut off
vulnerable code paths. The guaranteed trace coverage G(X)



TABLE III: Minimum effective training corpora for different
PDF viewers. “Start” indicates the initial corpus, “Blocks”
shows the number of basic blocks in the termination solution,
and “Files” shows the minimum number of files needed for
an effective solution.

#  Program Start Corpus Solution Blocks ~ Min. Requ. Files
1 SumatraPDF = min217+12 11 12
2 MuPDF min217+12 9 18
3  XpdfReader = min217+12 10 8
4  XpdfReader =~ min217-1+12 4 7

for solutions generated by TERMINATOR was consistently
high (e.g., >99.9% for MuPDF/XpdfReader in specific tests),
indicating that very little of the originally traced code is missed.

Regarding soundness and generalization, TERMINATOR’s
approach demonstrates good performance. When trained on a
relatively small and diverse corpus (200 files for PDF viewers),
the resulting patched binaries successfully terminated for over
98-99% of inputs from a much larger, unseen corpus of over
20,000 files (SafeDocs). The few non-terminating cases were
typically due to program states not represented in the training
set, such as password prompts for encrypted files or unique
error handling paths. Augmenting the training corpus with a
small number of such examples (e.g., 12 diverse files) further
improved the success rate to over 99.9%, with remaining non-
terminations usually corresponding to actual hangs or crashes
(the very targets of fuzzing).

C. RQ3: Training and Corpus Requirements

The effectiveness of TERMINATOR depends on the quality
and composition of its training corpus. We conducted detailed
experiments to determine: (1) the minimum corpus size required
for effective termination points, (2) the impact of corpus
composition on solution quality, and (3) guidelines for optimal
training corpus creation.

We began with our standard training corpus (min217+12)
containing 217 minimized PDF files plus 12 specially crafted
files for error cases. To identify the minimum required corpus
size, we employed a reduction technique: files were iteratively
removed in order of their trace coverage (highest first), stopping
when further removal would change the termination solution.
This process revealed that surprisingly few files (between 8-
18) were necessary to generate effective termination solutions
(Table III, rows 1-3).

We then conducted qualitative analysis by manually ex-
amining each file in the minimal corpus with the original,
unmodified programs. For MuPDF’s minimum corpus (18
files), we found that 12 files displayed normally without errors,
one file was encrypted (triggering password prompts), and
seven files generated various warnings or error messages. This
diversity suggests an effective training corpus needs to cover
both normal operation and various error-handling paths.

Further experiments demonstrate that TERMINATOR can
produce correct termination points with as few as 2 files in the
training corpus. This efficiency stems from TERMINATOR’s
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approach of identifying basic blocks that appear consistently
late in all traces. Larger training sets typically yield more
robust solutions for diverse input formats.

A critical discovery emerged when analyzing XpdfReader’s
solution. One of the eight files in its minimum corpus caused a
segmentation fault in a destructor during error handling. When
this file was included in training, TERMINATOR identified
termination points that would cut off execution before this fault
occurred (prematurely terminating execution) — evidenced by
the relatively low trace coverage (87.0% and 76.8%) in the
resulting solution.

To verify this finding, we removed this problematic file
from the corpus and re-ran our analysis ("min217-1+12"). The
resulting solution @ required fewer files (7 versus 8), @ used
fewer termination blocks (4 versus 10), ® Achieved signif-
icantly higher trace coverage (99.6% versus 82% average),
@ Properly exposed both known vulnerabilities in testing, ®
maintained the same success rate on the complete corpus.

This experiment highlights that files that cause crashes or
hangs should be excluded from the training corpus. Including
such files can cause TERMINATOR to learn termination points
that occur before crash-triggering code paths are fully explored,
potentially hiding the very vulnerabilities that fuzzing aims to
discover. The optimal training corpus should contain files that
exercise program functionality without causing crashes.

Based on these findings, our implementation of TERMINA-
TOR automatically excludes any inputs that cause crashes or
hangs during trace collection. This automatic filtering ensures
that the chosen termination points will be consistently sound:
They will always occur after complete input processing but
before waiting for user interaction. By excluding crashing inputs
from training, TERMINATOR structurally prevents premature
termination, guaranteeing that vulnerable code paths remain
fully exposed during fuzzing.

To address cases where poor training data quality leads
to TERMINATOR failing to terminate for unseen inputs, our
LibAFL based fuzzer contains a fallback mechanism that reverts
to CPU idle monitoring when TERMINATOR’s coverage-guided
termination does not trigger within a reasonable timeout. This
hybrid approach ensures robust operation and prevents the
fuzzer from hanging.

D. RQ4: Determinism and Robustness

Non-determinism in the PUT, i.e., repeated executions of
the PUT with identical inputs resulting in different traces, may
load to TERMINATOR finding different solutions when run
multiple times. Here, we investigate the extent to which the
non-determinism of PUT affects TERMINATOR.

We created a training corpus of 10 random input files
from the completepdf corpus and ran TERMINATOR 100
times for the three PDF programs (XpdfReader, MuPDF
and SumatraPDF). The results for XpdfReader are shown in
Table IV. TERMINATOR found five different solutions (rows 1
to 5), of which three were only found once. The solutions
are very similar as the Symbol column proves: they all use a
selection of the same four basic blocks. The minimum trace



TABLE IV: TERMINATOR solutions for 100 repeated execu-
tions. The column n displays the prevalence of the solution X.
The Symbol column shows the function name and (file) line
number of the basic blocks as a reference.

# n o o Symbol

1 78 99.97 0.02 XpdfV::statusIndicatorStop#3636

2 19 9997 0.02 XpdfV::statusIndicatorStop#3636
TileCompositor::getBitmap#127

3 1 99.74 0.03 TileCompositor::blit#323
TileCompositor: :getBitmap#127

4 1 9997 0.02 XpdfV::statusIndicatorStop#3636
TileCompositor::blit#332
TileCompositor: :getBitmap#127

5 1 9974 003 TileCompositor::blit#323
TileCompositor::blit#332
TileCompositor: :getBitmap#127

6 100 9997 0.02 XpdfV::statusIndicatorStop#3636

coverage G(X) of a solution X is with respect to a given
set of traces; for each solution, we have computed that value
for all 100 sets of traces. The mean values p of the solutions
are similar, and the standard deviation o is less than 0.04 %.
Therefore, the solutions are exchangable in practice.

The results for SumatraPDF and MuPDF were similar in
that there was no significant variance in the solutions. For
the three test programs, our data does not indicate any issues
due to non-determinism. In general, non-determinism can be
addressed by the size of the training corpus and by collecting
several traces for each input file instead of just a single one.

VI. LIMITATIONS AND THREATS TO VALIDITY
A. Limitations

While TERMINATOR significantly improves the fuzzing of
GUI applications, several limitations should be acknowledged:

1) Multi-process Applications: TERMINATOR currently fo-
cuses on the main process for trace collection and termination.
For applications with multi-process architectures (e.g., web
browsers), additional engineering effort is required to identify
termination points across processes.

2) Multi-threaded Applications: TERMINATOR currently
enforces sequential traces with a shared mutex. This ap-
proach simplifies trace collection but introduces potential non-
determinism. Multiple runs of the same inputs during training
minimizes possible issues. Our evaluation shows this limitation
does not impact effectiveness.

3) Training Corpus Dependency: The quality of termination
points depends on training corpus diversity. If the training set
lacks examples of certain program behaviors (e.g., password
prompts, specific error conditions), TERMINATOR may select
suboptimal termination points for those cases that will not
terminate when encountering unusual program behaviors. While
our experiments show small diverse corpora (10-20 files) suffice,
careful corpus curation remains important.

B. Threats to Validity

Application Selection: We evaluated 15 Windows programs
across different categories. While diverse, this set may not
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represent all GUI application architectures. Applications with
unusual input processing patterns might show different results.

Platform Specificity: Our implementation targets Windows
x86/x64 binaries. The approach should generalize to other
platforms, but implementation details (e.g., process termination
methods, trace collection) would differ.

File Format Coverage: Our evaluation emphasizes PDF
viewers (8 of 15 applications) due to their security relevance
and CVE availability. Other file formats might exhibit different
characteristics affecting TERMINATOR’s effectiveness.

VII. CONCLUSION

We presented TERMINATOR, a novel approach for enabling
efficient fuzzing of GUI-based file-processing applications
through coverage-guided automatic termination. Our method
eliminates the need for manual harness development or un-
reliable heuristics by analyzing code coverage patterns and
automatically modifying binaries to terminate at optimal points.
The evaluation demonstrates that TERMINATOR significantly
improves fuzzing efficiency compared to traditional CPU-based
heuristics, achieving speedups of 1.6x to 45.49x across 15
diverse applications while maintaining the ability to reach
vulnerable code paths. Crucially, we verified TERMINATOR’s
reliability by successfully reproducing known CVEs in multiple
PDF viewers.

Future work could explore dynamic taint analysis for more
precise termination decisions and investigate deeper integration
with other fuzzing architectures. Combining TERMINATOR’s
automated termination signal with the high-throughput exe-
cution of snapshot-based fuzzers or the deterministic replay
capabilities of environment fuzzers presents a promising
direction. Consequently, TERMINATOR opens new possibilities
for testing complex GUI applications that have traditionally
resisted automated analysis.

A. Artifact Availability

To facilitate reproducibility and enable further research
release TERMINATOR as open-source software: https://github.
com/Fraunhofer-SIT/ASE2025-Terminator.
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