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Abstract—Functional correctness is critical for ensuring the
reliability and security of network protocol implementations.
Functional bugs, instances where implementations diverge from
behaviors specified in RFC documents, can lead to severe
consequences, including faulty routing, authentication bypasses,
and service disruptions. Detecting these bugs requires deep
semantic analysis across specification documents and source code,
a task beyond the capabilities of traditional static analysis tools.
This paper introduces RFCAUDIT, an autonomous agent that
leverages large language models (LLMs) to detect functional
bugs by checking conformance between network protocol im-
plementations and their RFC specifications. Inspired by the
human auditing procedure, RFECAUDIT comprises two key com-
ponents: an indexing agent and a detection agent. The former
hierarchically summarizes protocol code semantics, generating
semantic indexes that enable the detection agent to narrow down
the scanning scope. The latter employs demand-driven retrieval
to iteratively collect additional relevant data structures and
functions, eventually identifying potential inconsistencies with the
RFC specifications effectively. We evaluate RFCAUDIT across
six real-world network protocol implementations. RFCAUDIT
identifies 47 functional bugs with 81.9% precision, of which 20
bugs have been confirmed or fixed by developers.

I. INTRODUCTION

Network protocols are essential to digital communication,
establishing standardized rules that govern data exchange be-
tween devices. They specify message formats and sequencing,
as well as mechanisms for routing, connection management,
and resource allocation. Due to their complexity, implemen-
tations of network protocols are susceptible to functional
bugs—Ilogical errors that cause deviations from intended be-
haviors, which undermines the reliability and security of net-
work infrastructures. For example, the Zerologon vulnerability
(CVE-2020-1472 [1]) in Microsoft’s Netlogon Remote Proto-
col (MS-NRPC) [2] stemmed from improper initialization of
a cryptographic vector, which allows attackers to impersonate
any host, including domain controllers, and gain unauthorized
domain administrator access. Due to its critical severity, it was
assigned a maximum CVSS score of 10.0.

To enhance the reliability and security of network protocols,
it is essential to identify functional bugs in their implementa-
tions. Manually detecting such bugs is notoriously difficult,
as developers have to compare the implementation against
every relevant clause in lengthy RFC documents—a process
that demands significant human effort and domain expertise.
However, automating functional bug detection remains a chal-
lenging task. First, the semantic properties depicting protocol
functionality are highly diverse and expressed informally in
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RFC 8966 3.8.2.1. Avoiding Starvation

If a Babel node loses all feasible routes to a destination but still has
unexpired unfeasible routes, it must send a sequence number
request (seqno request) to attempt route recovery.

(a) Babel specification

void route_lost(struct source *src, unsigned oldmetric) {
new_route = find_best_route(src->prefix, src->plen, 1, NULL);
if (new_route) { consider_route(new_route); }
else {
if (oldmetric < INFINITY) {
unfeasible find_best_route(src->prefix, src->plen, @, NULL);
if (unfeasible && !route_expired(unfeasible))
send_request_resend(NULL, src->prefix, src->plen,
else if (oldmetric < INFINITY)
send_update_resend(..);

)3

+ o+ o+

(b) The bug fix in FRRouting

Fig. 1: An example functional bug in Babel and its fix

natural language within RFC documents. In contrast to generic
low-level safety properties [3], which can often be uniformly
represented using logical constraints, application-specific high-
level semantic properties [4]—[7] (or semantic properties in this
paper), such as those found in network protocols, are consider-
ably more difficult to formalize due to their reliance on domain
knowledge and context-dependent behaviors. As shown in the
example in Figure 1(a), such properties in the RFC document
often require reasoning about the states of multiple protocol
entities and the complex interactions among them, making
encoding such properties inherently intricate. Second, the
diversity of semantic properties significantly hinders the devel-
opment of effective detection mechanisms. Conventional bug
detection techniques, such as constraint-based methods (e.g.,
symbolic execution [8]-[12]) and graph-based reasoning ap-
proaches (e.g., data-flow reachability analysis [13], [14]), are
inadequate for automatically validating the semantic properties
of network protocols. These methods cannot automatically
localize the functions relevant to specific properties and verify
their compliance with the specification. For instance, it is
challenging to localize the function route_lost shown in
Figure 1(b) and leverage a uniform reasoning framework to
detect violations of the associated semantic property.

Although recent studies have proposed various techniques
for bug detection in network protocol implementations, they
remain inadequate to effectively identify functional bugs. In
general, existing approaches fall into three categories. First,
fuzzing techniques aim to uncover bugs by generating crash-



triggering inputs [15]-[17]. However, functional bugs typically
do not cause crashes or other observable anomalies, making
them difficult for fuzzing-based methods to detect. Second,
differential analysis can reveal behavioral inconsistencies and
discover potential functional bugs by comparing multiple
independent implementations of the same protocol [18]-[20].
Yet, this approach depends on the availability of high-quality
alternative implementations and does not guarantee confor-
mance to the original specification, thereby limiting its recall
for functional bug detection. Third, formal verification offers
strong semantic guarantees but requires rigorous formalization
of protocol properties and formal reasoning frameworks [21],
[22]. These requirements may not be easily achievable for real-
world protocols due to the informal and diverse specifications
highlighted above. These limitations suggest the need for a
new paradigm of bug detection that enables semantic reasoning
on both informal specifications and implementation behavior,
an essential capability for effectively detecting functional bugs.

This paper presents RFCAUDIT, the first LLM agent for
detecting functional bugs in network protocol implementa-
tions. Our approach is motivated by the observation that
LLMs exhibit strong capabilities in understanding both natural
language specifications, such as RFC documents, and the
semantics of code snippets when they are well scoped, such
as those spanning just a few related functions. Notably, RFC
documents are typically well-structured and articulate protocol
specifications clearly in natural language. Meanwhile, protocol
implementations often follow intuitive naming conventions
that reflect the functionality of functions and modules. This
suggests a promising opportunity: Given an informal property
described in an RFC, we can leverage LLMs to align the
natural language description of the property with the code
structure. If the functions related to the property can be
precisely identified by further code retrieval (e.g., along calling
contexts), LLMs can perform comprehensive and accurate
reasoning over these functions to discover potential functional
inconsistencies, thereby enabling functional bug detection.
Technically, RFCAUDIT consists of two collaborative agents,
namely an indexing agent and a detection agent, which
perform the following core analyses, respectively.

o Code Semantic Indexing. To bridge informal properties in
RFC documents with relevant code scope, the indexing
agent constructs hierarchical semantic indexes of the pro-
tocol implementation using LLMs, which summarizes the
semantics of functions, files, and directories into concise
natural language descriptions. Such semantic indexes allow
RFCAUDIT to narrow down the scope of functions relevant
to the target property, significantly reducing token and time
costs during the detection.

e Retrieval-Guided Detection. To collect sufficient contexts,
the detection agent progressively retrieves additional rele-
vant functions using symbolic tools driven by the LLM. If
the currently available context suffices to validate or refute
conformance to the semantic property, RFCAUDIT proceeds
to the next property. Otherwise, it augments the context
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by retrieving callers or callees until a conclusion can be
drawn. The retrieved functions can also support self-critics
in the detection, during which the detection agent reviews its
own reasoning steps upon the retrieved functions to mitigate
hallucinations and improve the precision of the detection.

We implement RECAUDIT as a prototype [23], powered by
Claude 3.5 Sonnet. We apply RFCAUDIT to the implementa-
tions of six widely-used network protocols, including Babel,
DHCP, and IGMP, and assess its ability to detect functional
bugs according to the corresponding RFC documents. It is
shown that RFCAUDIT successfully identifies 47 zero-day
functional bugs with a high precision of §1.9%. In comparison,
existing advanced agents, such as Copilot powered with three
advanced models: Claude 3.7 Sonnet, Claude 3.5 Sonnet, and
GPT-40, only identify 26 bugs on average, while exhibiting a
substantially higher average false positive rate of 77.5%. We
further conduct comprehensive ablation studies, which high-
light the significant precision gains attributed to the designs
of code semantic indexing and retrieval-guided detection. In
summary, our work makes the following contributions:

We propose RFCAUDIT, the first LLM agent that checks the
compliance of network protocol implementation and RFC
documents for functional bug detection.

We introduce a multi-agent design that summarizes code
functionalities as semantic indexes and leverages them for
demand-driven code retrieval, facilitating functional bug
detection with high precision.

We evaluate RFCAUDIT on six network protocol implemen-
tations and identify 47 functional bugs with 81.9% precision,
outperforming existing LLM-based baselines in both preci-
sion and semantic coverage. 20 of the detected bugs have
been confirmed or fixed by the respective developers.

II. OVERVIEW

In this section, we begin with a real-world functional bug in
a network protocol implementation and discuss the limitations
of existing approaches (Section II-A). Then we provide the key
ideas of our approach (Section II-B) with illustrative examples.

A. Motivating Example

Figure 1 shows a real-world functional bug in FRRout-
ing, a collaborative project under the Linux Foundation with
over 400 contributors, powering major open-source large-scale
networking platforms like Microsoft’s SONiC and Amazon’s
DENT. According to the RFC document shown in Figure 1(a),
when a node loses all feasible routes to a destination but
still holds unexpired unfeasible routes, it MUST send a
sequence number (seqno) request to trigger route recovery.
An unfeasible route means a neighbor recently advertised a
path that is not currently usable, but might become valid again.
Sending a seqno request prompts that neighbor to re-announce
the route, potentially restoring connectivity. However, the
original implementation fails to check for unfeasible routes,
which can leave the router in a starved state with no way
to recover, causing persistent connectivity loss in dynamic
networks. As shown in Figure 1(b), the fix adds an explicit
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Fig. 2: The workflow

check for unexpired unfeasible routes and issues a seqno
request when such a route is found, ensuring RFC compliance
and preventing persistent routing failure. This bug has been
confirmed and fixed by the developers.

However, detecting functional bugs is extremely challeng-
ing [18], [24]. Traditional bug detection methods, such as
fuzzing [15], [25], [26] and static analysis [27], [28], primarily
focus on identifying low-level issues like memory corruption.
Consequently, these approaches are ineffective against non-
crashing protocol non-compliance, such as the bug illustrated
in Figure 1. Model checking techniques also encounter sig-
nificant difficulties in detecting this bug, primarily due to
their dependence on explicitly specified and formally defined
properties. For instance, tools such as CMC [22] and UP-
PAAL [29] efficiently verify high-level behaviors like state
transitions and message sequencing, while struggling to cap-
ture diverse and nuanced semantic properties, exemplified in
Figure 1(a). Moreover, even when semantic properties can be
explicitly specified, model checking requires extensive manual
abstraction efforts, which are often labor-intensive and error-
prone, constraining their practical applicability. Lastly, recent
studies such as ParDiff [18] and ParCleanse [30] target non-
crashing parsing bugs by inferring valid packet formats from
code or RFCs. Although effective in identifying parser-related
issues, these approaches fall short in detecting functional bugs
that involve more complex semantic properties in components
beyond network packet parsers.

B. RFCAUDIT in a Nutshell

To bridge the gap, we propose RFCAUDIT, an LLM-
powered autonomous agent that identifies semantic incon-
sistencies between source code and RFC documents. Our
approach is motivated by the observation that LLMs, having
been pre-trained on vast corpora of natural language and pro-
gramming code, exhibit strong capabilities in understanding
both the specification offered by the RFC document and pro-
gram semantics in the code. For instance, given the semantic
property shown in Figure 1(a) and the buggy implementation
in Figure 1(b), LLMs can potentially identify the inconsistency
between the RFC documents and the corresponding imple-
mentation logic. However, applying LLMs for functional bug
detection in network protocols is far from trivial, requiring us
to resolve two critical technical challenges.

e Due to the lack of direct correspondence between RFC
segments and source code, identifying where a high-level
property is realized in the implementation is quite difficult.
For instance, checking the property in Figure 1(a) requires
finding the related function route_lost in Figure 1(b),
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of RFCAUDIT

which involves exploring a large codebase without clear
guidance from the RFC document.

Even after locating a relevant function, LLMs may still
struggle to determine whether the implementation satisfies
the intended property. Since a semantic requirement is of-
ten implemented through multiple interconnected functions
spread across files or modules, LLMs typically need addi-
tional contexts, such as the functions find_best_route
and send_update_resend in Figure 1.

To tackle these challenges, we draw inspiration from the
way human developers typically audit functional correctness
against protocol specifications. When verifying whether a
particular semantic property is correctly implemented, experi-
enced developers first perform a preliminary walkthrough of
the codebase to become familiar with the roles of different
functions, files, and modules. They then progressively gather
additional program constructs, such as related functions or data
structures, to reason about the correctness of the implementa-
tion and identify potential violations.

RFCAUDIT mirrors this human auditing process through
two key technical components: code semantic indexing and
retrieval-guided detection. The former creates a semantic map
of the codebase by summarizing the functionality of functions,
files, and directories in natural language, allowing fast and
informed localization of potentially relevant code. The latter
incrementally augments the reasoning context with related
program constructs, enabling the system to validate a property
when its implementation spans multiple functions or modules.
These two techniques are realized through two collaborative
agents in RFCAUDIT, the indexing agent and the detection
agent, whose respective workflows are illustrated in Figure 2.

o Indexing Agent. The indexing agent performs semantic
summarization and generates hierarchical semantic indexes
at the directory, file, and function levels. As shown in
Figure 3(a), for the Babel protocol, files like route.c
and message. c, as well as functions like route_lost,
find_best_route, and send_update_resend, are
annotated with concise summaries of their functionality.
These semantic descriptions are later utilized by the detec-
tion agent to navigate and localize relevant code.

o Detection Agent. Given a semantic property, the detection
agent uses hierarchical indexes to identify inconsistencies.
As shown in Figure 3(b), it proceeds with four actions
in five steps: (1) Use the semantic indexes to localize
a relevant function, such as route_lost; (2) Detect
inconsistencies based on this context; (3) Retrieve addi-
tional relevant functions, such as find_best_route and



O Repo Structure

Repo: FRRouting/frr babeld/:

I—babcld/ &» Indexing )
route.c A Agent -
message.c

=
E Hierarchical Semantic Index
L

route.c: Manage and maintain routing tables
: handle route loss by finding an alternative route or requesting updates

: search for the best acceptable route

message.c: Message handling and communication

: send an update message for a network prefix and records it

(a) An example of indexing agent

Task Description: Find functional inconsistencies between the
code and its RFC specification.
- Code: {Hierarchical Semantic Index}

Step 3. Retrieve

Q: Based on the previous LLM reasoning chain, retrieves

Query_Callee(call), Query_Caller(fun).

- RFC document: {RFC 8966 Section 3.8.2.1}
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i Step 2. Detect
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Return "Yes" if matches, or "No" with a brief explanation if
not, or "Unknown" if need extra contexts.
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A: Unknown. I cannot make decisions without the definitions  /
of find_best_route and send_update_resend.

;‘ additional context using the following tools: Query(name),

A: Query_Callee(route_lost)

Step 4. Detect

Step 5. Validate

A3

Q: Given a document section and the source code, determine
whether the code satisfies the described behavior.

struct babel_route * find_best_route (..) ..
struct void send_update_resend(..) ..

Return "Yes" if matches, or "No" with the functional bug
description, or "Unknown" if need extra contexts.

A: No. I found one functional bug: Missing Check for
Unexpired Unfeasible Routes in route_lost.

e

LS

Q: Review the functional bug and confirm whether it is a true
violation of the specification or a false positive.

A: Yes, I confirm this is a true functional bug because ..

(b) An example of detection agent
Fig. 3: Illustrative examples of the two agents in RFCAUDIT

send_update_resend, if the context is insufficient; (4)
Draw a conclusion about a potential violation; and (5)
Apply a self-critique strategy to reassess the reasoning for
hallucination mitigation.

[II. OUR APPROACH

RFCAUDIT emulates the reasoning process of human de-
velopers when auditing for functional bugs and consists of
two collaborative agents, the indexing agent and the detection
agent, which support scalable and effective functional bug
detection upon network protocol implementations. In what
follows, we present more technical details of the two agents
with concrete prompts and illustrative examples.

A. Phase 1: Code Semantic Indexing

To bridge RFC documents with relevant code segments,
we follow the behavior of human developers by construct-
ing semantic indexes over the protocol implementation. This
approach enables us to capture the semantics of the code
in a manner analogous to the way developers form a high-
level understanding of the implementation. Basically, a simple
indexing design is to utilize the names of functions, files,

and directories as summaries, as they often suggest the in-
tended functionality [31], [32]. However, such names are not
always informative enough to capture precise semantics. For
example, in the Babel implementation shown in Figure 1,
both babeld.c and babel _main.c reside in the same
directory, yet their names do not clearly reveal their dis-
tinct functionalities. To generate more informative semantic
indexes, we leverage LLMs to summarize the contents of
functions, files, and directories, producing concise natural
language descriptions that form a hierarchical semantic view
of the implementation.

As shown in Figure 4, the indexing agent constructs hier-
archical semantic indexes in a bottom-up manner. It begins at
the function level, where each function definition is passed to
the LLM with a prompt, which asks for a concise summary
of its semantics. At the file level, summaries of all functions
within the same source file are aggregated to prompt the LLM
to generate a description of the file’s overall functionality,
capturing how individual behaviors contribute to the role of the
file in the protocol implementation. This process continues at
the directory level, where the agent combines summaries of all
files and subdirectories to generate a higher-level description
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Phase 1: Code Semantic Indexing

LLM Prompts

Function-level Summary
Summarize the following section from a technical document: { Section }

Write a 1-2 sentence summary of this section.

File-level Summary

Write a paragraph summary of this file based on the above functions.

Repo-level Directory-level File-level Function-level
Summary Summary Summary Summary
=
oy~ == D= £0)
1
| | D R g(x)
T oo h(x)
1
i

Directory-level Summary
Here is a list of files or sub-directories under a directory and their summaries:

{ File or Sub-directory Summaries }

i
i
i
i
i
i
1
1
i
i
i
i
Here is a list of functions in a file and their summaries: { Function Summaries } | !
i
i
i
i
i
i
1
i
i
. o . i
Write a paragraph summary of this directory based on the summaries above. '

Fig. 4: The workflow of code semantic indexing and prompt templates

Find functions most relevant
to the RFC requirements.

Stage. 1:

Localize

Stage 2:
Detect

Compare the retrieved
contexts with the RFC
requirements.

Retrieve contexts
using provided tools.

Tools [+

Functional bug
detected

Reportas TP
orfilter as FP

Check the reported
functional bugs to filter
out false positives.

Fig. 5: The state machine of the detection agent

of the directory. Finally, summaries from all directories are ag-
gregated into a repository-level summary, which is a top-level
directory summary, reflecting the system’s overall structure
and responsibilities. This bottom-up indexing process produces
a structured semantic index aligned with the code hierarchy,
enabling precise and efficient retrieval during detection. The
corresponding prompt templates for each indexing level are
shown on the right of Figure 4. Notably, the code semantic
indexing is one-time effort. When the codebase changes, we
can incrementally update the indexes. In our evaluation, we
choose the Claude 3.5 Sonnet model and the average cost for
a full repository is $1.89, shown in Table V. We can also
consider using cheaper models for indexing as the task is
relatively simple and does not rely on strong reasoning ability.

Example 1. Consider the repository structure shown on the
left of Figure 3(a). We first ask the LLMs to summarize
each function. For example, route_lost handles route loss,
find_best_route searches for the best acceptable route,
and send_update_resend sends and records update mes-
sages. Next, the function-level summaries under the same file
are combined to produce a file-level summary that captures
the main responsibility of each file. In this case, we can
discover that route.c focuses on route maintenance, and
message.c on inter-node communication. Finally, all file
summaries are merged into a directory-level summary for
the babeld module. Lastly, we can obtain the hierarchical
semantic indexes shown on the right of Figure 3(b).
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B. Phase 2: Retrieval-guided Detection

As demonstrated in Section III-A, the hierarchical semantic
indexes allow us to effectively bridge RFC documents with
their corresponding implementation functions. Similar to how
human developers audit code, the analysis often requires
collecting additional program constructs, such as caller/callee
functions and data structure definitions, to augment the context
until a reliable conclusion can be drawn regarding the confor-
mance or violation of a given semantic property. Building on
this insight, we introduce the detection agent, which performs
retrieval-guided detection to identify inconsistencies between
the RFC specification and the code as functional bugs.

Technically, the retrieval-guided detection begins by pre-
processing the RFC document and segmenting it into sections
and subsections based on its structural headings. From each
subsection, the LLMs extract mandatory semantic properties,
which serve as guides for the detection process. A single
subsection may yield multiple properties depending on its
content. For each semantic property, the detection agent scans
the implementation by following a workflow similar to a
finite state machine, as illustrated in Figure 5. Specifically, it
first localizes relevant functions for inspection (Localization),
determines whether the implementation satisfies the RFC
requirement (Defection), and, if necessary, retrieves additional
context (Retrieval). When a potential functional bug is found,
the detection agent examines the reasoning chain that produces
the reported bug via self-criticism (Validation). In the follow-
ing subsections, we provide further details on each component
of the detection workflow shown in Figure 5.

Localization. Guided by the pre-built hierarchical semantic
indexes, the detection agent first identifies functions that are
likely responsible for implementing the behavior described
in a given RFC section. This localization is performed in
a top-down manner. Starting from the root directory of the
protocol implementation, it navigates through different levels
of directories and files by instantiating the prompt template
shown in Figure 6(a). At each level, it reviews the semantic
summaries of directories or files, selects those most relevant to
the RFC section, and descends into the selected entries. Upon
reaching a file, it examines the summaries of its functions
and identifies those that align with the described behavior.



Localization Prompt

According to a document section, identify which entries are most
relevant to the behavior described in the document section.

{ Document Section } { Entry Summaries }

Return a list of names: ["file.c", "subdir"] or ["funl", "fun2"].

Detection Prompt

Given a document section and the source code, determine whether the
code satisfies the described behavior. { Document Section } { Code }
Return "Yes" if matches, or "No" with a brief explanation if not, or
"Unknown " if need extra contexts.

(a) Prompt used for Localization

(b) Prompt used for Detection

Retrieval Prompt
Based on the previous LLM reasoning chain, retrieves additional

context using the following tools: Query(name),
Query_Callee(call), Query_Caller(fun).
{ LLM Reasoning Chain }

Validation Prompt

Review the functional bug and confirm whether it is a true violation of
the specification or a false positive.

{ Document Section } { Code} { Functional Bug }

If the functional bug is valid, confirm it. If not, explain why.

(¢) Prompt used for Retrieval

(d) Prompt used for Validation

Fig. 6: The prompt templates used in the detection agent

Because this search process is recursive, the final set of
relevant functions may span multiple files across the codebase.

Detection. Based on the localized relevant functions, the
detection agent attempts to identify inconsistencies between
the implementation and the RFC. Using the template in
Figure 6(b), it queries the LLM to make one of three decisions,
as shown in Figure 5. Specifically, if the LLM detects a
potential functional bug, the agent proceeds to validate it (see
the Validation stage below). If the LLM concludes that the
implementation conforms to the RFC requirement, the agent
terminates the analysis for the current property. Otherwise, the
current context is insufficient, the agent initiates an additional
retrieval to expand the context (see the Retrieval stage below).
Notably, the detection agent resembles the reasoning pattern
of human developers, who iteratively gather evidence from the
program constructs to identify potential bugs or to justify the
correctness of an implementation.

Retrieval. To assist the LLM in identifying functional bugs
or justifying correctness, the detection agent enables demand-
driven retrieval of additional program constructs. This is
achieved by equipping the LLM with a set of predefined
tools, which it can invoke through function calls as needed.
Specifically, the agent provides three types of tools. First,
Query (name) retrieves the definition of a data structure and
a macro. This is useful when the current context references
symbols whose definitions are not yet available. Second,
Query_Callee (call) returns the definition of the callee
function invoked at the specified call site. This is used when
the current function doesn’t provide enough information to de-
termine whether the behavior matches the RFC, and the LLM
suspects that the called function contains important logic. This
selective strategy enables the LLM to focus on semantically
meaningful functions while avoiding unnecessary expansion
of trivial or unrelated calls. Third, Query_Caller (fun)
retrieves all callers of the function fun, allowing the LLM
to examine how the function is used, particularly whether
its preconditions are satisfied by the callers. These retrieval
operations are triggered on demand, guided by the LLM’s
reasoning. Benefiting from model’s planning ability, the LLMs
can choose the proper tools for retrieval. The retrieved results
further augment the analysis context in the Detection stage for

RFC 8966 3.8.2.1. Avoiding Starvation
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Fig. 7: An illustrative example of Phase 2

continued analysis. The LLM prompt is shown in Figure 6(c).

Validation. Due to the potential lengthy detection context, the
LLMs may hallucinate and report a false positive. To mitigate
hallucination, we employ self-critics [33] in the detection
agent. Specifically, the detection agent reviews all available
information, including the RFC section, the retrieved context,
and earlier reasoning steps, to make a final judgment. If the
violation is confirmed, the functional bug is reported as a
true positive. Otherwise, it is discarded as a false positive. It
may also uncover bugs missed during previous detection. The
prompt is instantiated using the template in Figure 6(d). Our
results in Section IV-E show that the self-critics can reduce
the false positives by 71.7% (from 63.9% to 18.1%).

Example 2. Given the RFC section in Figure 1(a) and
the semantic indexes in Figure 3(a), the detection agent
identifies the relevant function route_lost in route.c
(Figure 7). Finding its context insufficient, the agent retrieves
find_best_route and send_update_resend, which
select candidate routes and issue reactive updates, respectively.
Notably, send_update_resend resides in a different file.
With this broader context, the agent observes that only feasible
routes are searched (flag = 1) and no sequence number
request is made in the fallback logic, violating the starvation
prevention rule. Retrieval stops here, and the bug is finally
identified as shown in Figure 1. The whole process is detailed
in Figure 3(b).

IV. IMPLEMENTATION AND EVALUATION

RFCAUDIT is implemented atop AutoGen [34], a multi-
agent framework designed for building LLM applications. To
extract functional specifications, we collect RFC documents
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TABLE I: The statistics of evaluation subjects.

TABLE II: The statistics of main results.

Name | Description | LoC | Version (#Page)
Babel Distance-vector Routing Protocol 9.6K RFC 8966 (54)
BFD Bidirectional Forwarding Detection Protocol 17.3K RFC 5880 (49)
NHRP | NBMA Next Hop Resolution Protocol 9.2K RFC 2332 (52)
RIPng | Routing Information Protocol Next Generation | 9.3K RFC 2080 (19)
DHCP | Dynamic Host Configuration Protocol 8.6K RFC 2131 (45)
IGMP | Internet Group Management Protocol 5.2K RFC 2236 (24)

in plain text format and derive informal functional properties
through structured segmentation of the textual content. We
employ Claude 3.5 Sonnet [35] as the underlying LLM for
RFCAUDIT, configured with a temperature of 0.0 to enforce
greedy decoding. This setting reduces randomness in model re-
sponses, thereby enhancing the consistency and reproducibility
of RFCAUDIT. To facilitate the indexing and detection agents,
we implement analysis tools using Tree-sitter [36], a parsing
library for different programming languages. In particular, we
construct call graphs by leveraging function names and the
numbers of their associated parameters or arguments. The
output generated by the indexing agent is stored in a JSON file,
enabling incremental analysis as the protocol implementation
evolves. This design avoids redundant processing by skipping
the analysis of unchanged functions, files, and modules.

To assess the performance of RFCAUDIT, we conduct
experiments to address the following research questions:

RQ1: How effective does RFCAUDIT identify functional
bugs in real-world network protocol implementations?

RQ2: How does RFCAUDIT compare to existing approaches?
RQ3: What are the runtime and token costs of RFCAUDIT?
RQ4: How do the two agents contribute to performance?

A. Dataset

We evaluate RFCAUDIT on six protocol implementations
from two widely-used, open-source network stacks: FRRout-
ing [37] and IwIP [38]. FRRouting (FRR) is an Internet
routing protocol suite for Linux and Unix platforms, with
over 3.6K stars on GitHub. It is deployed in production by
major infrastructure providers such as NVIDIA and Orange,
and is distributed through mainstream Linux repositories in-
cluding Debian and Fedora. IwIP is a lightweight TCP/IP stack
designed for resource-constrained environments, with over
1.3K stars on GitHub. It is widely integrated into embedded
systems, [oT platforms, and real-time applications, and has
been adopted by vendors like Intel, Xilinx, and Freescale.
Overall, both FRRouting and IwIP are actively maintained
and widely used in practice, making them ideal subjects for
assessing RFCAUDIT across diverse deployment contexts. For
each protocol, we collect the corresponding RFC that the
implementation is based on as the reference. The protocol
implementation sizes range from 5.2 KLoC to 17.3 KLoC,
whereas the corresponding RFC documents span between 19
and 54 pages. The detailed information is shown in Table I.

B. RQI: Effectiveness of RECAUDIT

1) The Effectiveness of Bug Detection: To answer RQl,
we apply RFCAUDIT to each protocol implementation and
its corresponding RFC to detect inconsistencies. For every
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Unique Bug

#Incons. ‘ TP ‘ Precision ‘ #Total Bug

Protocols ‘ ‘
| | | #New | #0ld |
Babel 16 12 75.0% 2 10
BFD 30 28 93.3% 5 14
NHRP 12 10 83.3% 10 0 10
RIPng 3 2 66.7% 0 2
DHCP 12 8 66.7% 0 4
IGMP 10 8 80.0% 0 7
Total \ 83 \ 68 \ 81.9% \ 40 \ 7 \ 47
Demultiplex
(2 State
Routi
Parsing State outing
(11) (15) Timer
Config
Err Handle
Err Handle Parsi
arsin
(2)Config &
3) Routing Demultiplex
Timer (7)

@)

Fig. 8: Distribution of functional bug categories.

reported issue, we manually verify whether it represents a real
violation, and record the counts of true and false positives
to compute precision. Since a single underlying issue may
result in multiple reported bugs (e.g., when the same property
is described across multiple sections of the RFC), we group
relevant reports into unique bugs. For each unique bug, we
check the project’s issue tracker and pull requests to determine
whether it is a previously unreported bug (i.e., new) or a known
issue (i.e., old) that has not yet been fixed in the latest version.

Results. As shown in Table II, RFCAUDIT generates a total
of 83 bug reports across six protocols, of which 68 are true
positives, yielding an overall precision of 81.9%. Grouping
related bug reports, we uncovered 47 unique bugs, including
40 new bugs and 7 already reported ones. To date, 20 out of 47
unique bugs have been confirmed or their patches have been
approved or merged by the developers. Overall, these results
demonstrate that RFCAUDIT is effective in identifying bugs
across diverse protocols. To better understand the diversity
of functional bugs detected by RFCAUDIT, we categorize
the 47 unique bugs into seven categories, namely Parsing,
Config, Routing, Err Handle, State, Timer, and Demultiplex.
As shown in Figure 8, most bugs fall under State (15/47) and
Parsing (11/47), reflecting common pitfalls in protocol state
management and input validation. RFCAUDIT also uncovered
Timer misconfiguration (e.g., incorrect IGMP delays), Demul-
tiplexing issues (e.g., incorrect BFD session lookup), and Err
Handle gaps (e.g., miss error-on-error prevention). This variety
highlights the ability of RFCAUDIT to detect diverse semantic
violations specified by the RFCs. Full bug details are available
in our artifact [23].



TABLE III: The precision, recall and F1 score of context retrieval. NA indicates that the divisor is 0.

Protocol ‘ Properties After Localization

After Retrieval ‘ #Miss

| |
| |  Function (%) Type (%) Macro (%) | Function (%) Type (%) Macro (%) |
Babel 15 50.0/91.7/647 NA/0O0/NA NA/0.0/NA 50.0 /91.7 / 64.7 100.0 / 100.0 / 100.0  100.0 / 100.0 / 100.0 1
BFD 22 57.1/66.7/615 NA/00/NA NA/0.0/NA | 72.7/100.0/84.2 66.7 / 100.0 / 80.0 100.0 / 100.0 / 100.0 0
NHRP 15 71.4/857/779 NA/0O0/NA NA/0.0/NA 7697952/ 85.1 100.0 / 100.0 / 100.0  100.0 / 100.0 / 100.0 0
RIPng 24 60.7/70.8/654 NA/00/NA NA/0.0/NA | 37.3/100.0/54.3 100.0 / 33.3 / 50.0 NA /0.0 / NA 0
DHCP 34 60.7/68.0/641 NA/NA/NA NA/NA/NA 65.3/94.0/77.1 NA /NA / NA NA /NA /NA 0
IGMP 21 529/75.0/620 NA/NA/NA NA/0.0/ /100.0 / NA / NA / NA 100.0 / 100.0 / 100.0 0
Total ‘ 131 ‘ 593/713/656 NA/0O0/NA NA/0.0/NA ‘ 56.0/95.1/70.5 8757177817824 100.0 / 75.0 / 100.0 ‘ 1

2) The Effectiveness of Context Retrieval: To assess context
retrieval accuracy, we manually construct ground-truth map-
pings for each RFC property. Each property is annotated with
the minimal set of functions, types, and macros required to
capture its semantics. Since this annotation is labor-intensive,
we sample 30 RFC subsections (5 per protocol) from our
datasets, covering a total of 131 properties across six protocols.
For each property, we compare the elements retrieved by
RFCAUDIT against the ground truth and measure precision,
recall, and F1 score after two stages: (i) localization and (ii)
retrieval. We then compute average recall across all sampled
properties to assess how effectively RFCAUDIT collects the
necessary context for inconsistency detection. Since both the
retrieved element count and ground truth element count can
be zero for types and macros, making recall undefined, we
use “NA” to indicate these cases. Finally, we examine missed
bugs and identify those caused by incomplete retrieval.

Results. Table III reports the context retrieval accuracy
across protocols. In the localization stage, RFCAUDIT re-
trieves 172 functions, of which 102 are true positives, yielding
59.3% precision and 71.3% recall (102 of 143 ground-truth
functions). This stage is limited to function retrieval and, by
design, does not include types or macros. After the retrieval
stage, precision is 56.0% for functions (136 of 243), 87.5%
for types (7 of 8), and 100.0% for macros (7 of 7). More
importantly, recall improves significantly—95.1% (136 of 143)
for functions, 77.8% (7 of 9) for types, and 75.0% (6 of 8)
for macros—with only one bug missed overall, caused by
code misinterpretation rather than missing context. In this
task, recall is more critical than precision. Low precision
only means that unnecessary elements are retrieved, causing
additional overhead, while low recall means the needed context
is completely missed, preventing the detection of true incon-
sistencies. Note that achieving high precision is challenging
for two reasons: (1) some functions are semantically close
to the target property but not truly relevant, making them
difficult to filter out, and (2) a single RFC property is often
distributed across multiple functions or files, so aggressive fil-
tering risks discarding essential information. For these reasons,
our retrieval design explicitly prioritizes recall, even at the
cost of including borderline or loosely related items. Precision-
oriented refinements are left for future work.

3) False Positive Analysis: We analyze the 15 false posi-
tives reported by RFCAUDIT to understand their root causes.
Based on this analysis, we classify them into four categories:
(i) incomplete context retrieval (3 cases), where necessary
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function, type or macro definitions are not retrieved; (ii) RFC
misinterpretation (6 cases), where RFCAUDIT mistakenly
treats optional or incorrect properties as mandatory require-
ments; (iii) code misinterpretation (5 cases), where RFCAU-
DIT retrieves the correct context but fails to correctly interpret
the code’s control flow or semantics; and (iv) intentional
implementation choice (1 case), where the observed behavior
is a deliberate deviation from the RFC. The most common
root cause is RFC misinterpretation, including 4 cases where
the LLM extracts incorrect properties and 2 cases where the
LLM treats optional clauses as mandatory. Such errors may
be mitigated by fine-tuning the LLM on RFC texts to improve
its ability to extract correct mandatory requirements.

C. RQ?2: Baseline Comparison

We compare RFCAUDIT with GitHub Copilot and LTL-
Fuzzer [4]. We do not compare with other network protocol
bug detection tools, as they either cannot detect functional
bugs (e.g., ChatAFL [15], NetLifter [26]), or target narrow
scope like parsing (e.g., ParCleanse [30], ParVAL [39]).

1) Comparison with GitHub Copilot: We compare RF-
CAuDIT with GitHub Copilot using three LLMs: Claude 3.7
Sonnet (Thinking Mode), Claude 3.5 Sonnet, and GPT-4o.
All are accessed via Copilot’s Workspace Chat interface in
VS Code, which supports repository-level queries. To match
RFCAUDIT’s design, we provide Copilot with one RFC
section per prompt and ask it to identify deviations from im-
plementations. For Claude 3.7 Sonnet, we manually examine
all generated bug reports. However, Claude 3.5 Sonnet and
GPT-40 produce hundreds of candidates, making full manual
validation impractical. To avoid over-reporting and minimize
false positives, we instruct each LLM baseline to only report
bugs with 100% confidence. To enable a fair and scalable
evaluation, we adopt a sampling-based evaluation. For each
protocol, we randomly sample up to twice the number of
bug reports identified by RFCAUDIT (e.g., since RFCAUDIT
generates 16 bug reports for Babel, we sample 32). If the
model produces fewer than that, we evaluate all of them. Each
sampled case is manually reviewed by a domain expert.

Results. Table IV shows the performance of GitHub Copilot
under three model configurations. With Claude 3.7 Sonnet
(no sampling), it generated 215 bug reports, of which 78
were true positives (36.3% precision), uncovering 37 unique
bugs (29 new, 8 old). Claude 3.5 Sonnet achieved 19.9%
precision over 538 inconsistencies and found 26 bugs. GPT-40
returned the most bug reports (1,315) but the lowest precision



TABLE IV: Baseline comparison across three model configurations.

Copilot + Claude 3.7 Sonnet |

Copilot + Claude 3.5 Sonnet (With Sample) \

Copilot + GPT-40 (With Sample)

Protocol ‘
‘ #Incons. #TP  Precision #New #Old ‘ #Incons. #Sample Precision #New #OIld ‘ #Incons. #Sample Precision #New #OIld

Babel 76 16 21.1% 7 3 173 32 12.5% 3 1 493 32 3.1% 1 0
BFD 45 37 82.2% 5 5 115 60 23.3% 7 4 244 60 20.0% 6 3
NHRP 27 10 37.0% 9 0 89 24 20.8% 4 0 204 24 16.7% 4 0
RIPng 6 1 16.7% 1 0 45 6 16.7% 1 0 84 6 0.0% 0 0
DHCP 32 9 28.1% 4 0 64 24 25.0% 4 0 188 24 42.0% 1 0
IGMP 29 5 17.2% 3 0 52 20 15.0% 2 0 102 20 5.0% 1 0
Total | 215 78 36.3% 29 8 | 538 166 19.9% 21 5 ] 1315 166 11.4% 13 3

TABLE V: Token usage (In: input tokens, Out: output tokens), financial cost, and execution time per protocol.

Protocol \ Phase 1: Code S tic Indexing | Phase 2: Retrieval-guided Detection | Total
| Tokens (In/Out) Cost ($) Time (min) | Tokens (In/Out) Cost ($) Time (min) | Tokens (In/Out) Cost (§) Time (min)

Babel 261K / 71K 1.85 44 1340K / 41K 4.63 39 1061K / 112K 6.48 83
BFD 449K / 119K 3.13 71 1086K / 30K 3.71 52 1535K / 149K 6.84 123
NHRP 319K / 81K 2.17 49 960K / 25K 3.26 56 1279K / 106K 5.43 105
RIPng 197K / 52K 1.37 31 429K / 9K 1.42 23 626K / 61K 2.79 54
DHCP 248K /44K 1.40 28 1353K / 24K 4.42 47 1601K / 68K 5.82 75
IGMP 248K / 28K 1.40 28 390K / 16K 1.41 20 638K / 44K 2.81 48
Average ‘ 287K / 66K 1.89 42 ‘ 926K / 24K 3.14 39 ‘ 1123K / 90K 5.03 81

(11.4%) and the fewest bugs (16). Overall, all three baselines
suffer from low precision and high validation overhead. In
contrast, RFCAUDIT achieves 81.9% precision and discovers
47 bugs in total (40 new) with far less manual effort (Table
II). RFCAUDIT consistently reports the lowest false-positive
rates and the highest bug counts across all protocols. Notably,
RFCAUDIT ’s use of Claude 3.5 (a non-reasoning model) still
outperforms Claude 3.7 (a reasoning model).

2) Comparison with LTL-Fuzzer: We compare RFECAUDIT
with LTL-Fuzzer [4], which checks protocol implementations
against LTL properties via instrumentation and fuzzing. Set-
ting up LTL-Fuzzer requires substantial manual efforts: trans-
lating informal specifications into LTL formulas and mapping
each atomic predicate to code locations. Consequently, it
mainly captures event-ordering temporal properties but cannot
naturally express data-format checks, arithmetic constraints,
or timing requirements. We applied RFCAUDIT to the 15
zero-day bugs reported in LTL-Fuzzer’s evaluation and also
examined whether the 47 violated properties from our dataset
could be encoded for LTL-Fuzzer properties.

Results. RFCAUDIT successfully detected 12 of the 15
zero-days originally reported by LTL-Fuzzer, without requir-
ing manual property construction or predicate-to-location map-
ping. These included 7 in TinyDTLS and 5 in Contiki-Telnet.
In contrast, when we attempted to encode the 47 violated
properties from our dataset as LTL-Fuzzer properties, only
11 could be expressed; the remaining 36 required constraints
beyond plain LTL or lacked precise predicate locations. These
results indicate that RFCAUDIT is effective in automatically
detecting temporal property violations while extending to a
broader range of functional inconsistencies.

D. RQ3: Efficiency of RECAUDIT

Setup and Metrics. To quantify the efficiency of RFCAU-
DIT, we measure input/output token usage, financial cost, and
execution time for analyzing each repository. The results are

reported separately for Phase 1 (Code Semantic Indexing) and
Phase 2 (Retrieval-guided Detection). Although Claude 3.5
is used for both phases in our evaluation, Phase 1 primarily
involves lightweight summarization. Since it does not require
complex reasoning, it could be replaced by smaller or less
expensive LLMs with minimal impact on performance.
Results. As shown in Table V, RFCAUDIT uses an average
of 1123K input and 90K output tokens, costs $5.03, and
completes each protocol analysis in 81 minutes. Since the
analysis has a complete summarization of the whole code base
and compares code against the full RFC, input token usage and
cost largely depend on the code base size and RFC length.
Overall, RFCAUDIT is efficient for functional bug detection.

E. RQ4: Ablation Studies

Ablation Study 1: Without Code Semantic Indexing. To
evaluate the impact of code semantic indexing, we disable
semantic summarization in Phase 1. The agent still follows the
directory structure and explores the codebase hierarchically but
no longer uses LLM-generated summaries. Instead, it relies
solely on directory and file names plus function signatures.
This setup follows the same design of AGENTLESS [32] and
LocAgent [31], which uses code structures without semantic
summaries. As shown in Table VI, removing semantic index-
ing drops precision from 81.9% to 51.4% and reduces detected
bugs from 47 to 26. To explain this drop, we analyze each
false positive and classify its root cause according to the four
categories in Section IV-B3. We observe that false positives
due to (i) incomplete context retrieval rise significantly (from
3 to 14), making it the main source of false positives in
this setting. Without semantic summaries, the agent confuses
similarly named helper functions across modules—for ex-
ample, retrieving parse_update_subtlv instead of the
correct parse_packet when validating Babel update TLVs.
This highlights the importance of semantic summarization for
accurate context retrieval and reduced false positives.
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TABLE VI: Ablation Studies.

Ablation Study 1 ‘ Ablation Study 2 Ablation Study 3

Protocol ‘

| Precision #New #Old | Precision #New #Old | Precision #New #Old
Babel 52.6% 5 3 48.0% 9 3 352% 11 3
BFD 68.8% 8 70.6% 5 5 67.9% 10 5
NHRP 20.0% 2 0 45.0% 6 2 20.4% 7 0
RIPng NA 0 0 25.0% 1 0 5.9% 1 0
DHCP 0% 0 0 50.0% 3 0 30.0% 4 0
IGMP 57.1% 3 0 18.2% 2 0 29.6% 4 0
Total | S514% 18 8 | 47.1% 26 10 | 361% 37 8

TABLE VII: Impact of Removing Single Retrieval Tool.

w/o Query ‘ w/o Query_Callee w/o Query Caller
Precision #New #Old ‘ Precision #New #Old ‘ Precision #New #Old
50.0% 31 10 | 477% 37 8 | 473% 31 8

Ablation Study 2: Detection Without Retrieval. To eval-
uate the impact of the Retrieval stage, we disable all code
retrieval tools (Query, Query_Callee, Query_Caller).
The detection agent must make decisions using only the ini-
tially retrieved function(s), without fetching additional context.
As shown in Table VI, this results in a sharp drop in precision
(from 81.9% to 47.1%) and fewer detected bugs (from 47 to
36). This shows that retrieval is important for reducing false
positives and improving detection quality. To assess the impact
of each retrieval tool, we disable each tool individually. As
shown in Table VII, removing any single tool sharply reduces
precision from 81.9% with full retrieval to about 47-50%,
with little difference across tools. However, the number of
detected bugs varies, with the largest drop occurring when
Query_Caller is removed (from 47 to 39), suggesting it
contributes the most to overall bug coverage.

Ablation Study 3: Detection Without Self-critics. To eval-
uate the impact of self-critics, we disable it during detection.
This leads to a higher false positive rate (18.1% to 63.9%)
and fewer bugs (47 to 45), emphasizing its crucial role in
enhancing detection precision and finding overlooked bugs.

F. Case Studies

We present two representative case studies:

Bug #1: Incorrect request forwarding. RFC 8966 specifies
an ordered forwarding rule: when hop count is 2 or more,
a node must first attempt to forward via a feasible route
(excluding the requester); only if no such route exists should
it fall back to a non-feasible one. As shown in Figure 9(a),
FRRouting ignored this ordering and always chose a non-
feasible route. This misbehavior could cause forwarding loops
or prevent requests from reaching valid next hops, under-
mining routing convergence. We submitted a fix to prioritize
feasible routes, which has been merged by the developers.

Bug #35: Miss loop detection. RFC 2332 specifies that if
an NHS forwards an NHRP Resolution Reply that lists its own
protocol address in the Responder Address Extension, it must
discard the packet and generate an NHRP Error Indication of
type “Loop Detected”. As shown in Figure 9(b), FRRouting
omitted this check, allowing persistent forwarding loops that
consume resources and delay address resolution. The bug was
confirmed by the developers.

1229

void handle_request(struct neighbour *neigh, const unsigned char
*prefix, unsigned char plen, unsigned char hop_count, ..) {

if (hop_count <= 1) return;

other_route = find_best_route(prefix, plen, @, neigh);

other_route = find_best_route(prefix, plen, 1, neigh);

if (lother_route || route_metric(other_route) >= INFINITY) {
/* If no feasible route found, try non-feasible routes */
other_route = find_best_route(prefix, plen, @, neigh);

(a) Bug #1: Incorrect Request Forwarding

static void nhrp_peer_forward(struct nhrp_peer *p,
struct nhrp_packet_parser *pp){
type = htons(ext->type) & ~NHRP_EXTENSION_FLAG_COMPULSORY;
switch (type) {
case NHRP_EXTENSION_RESPONDER_ADDRESS:
if (hdr->type == NHRP_PACKET_RESOLUTION_REPLY) {
cie = nhrp_cie pull(.., &cie_protocol);
if(cie && sockunion_same(&cie_protocol, &pp->if ad->addr)){
nhrp_packet_send_error(pp, NHRP_ERROR_LOOP_DETECTED, 0);
goto err;

}
3

(b) Bug #35: Miss Loop Detection for Responder Address Extension
Fig. 9: Case Studies.
G. Threats to Validity.

Several threats may affect the validity of our findings. First,
we adopt Claude 3.5 Sonnet as our language model with a
temperature setting of 0.0 for stable analysis results, thereby
enhancing the reproducibility of RFCAUDIT. Nevertheless,
alternative models or configurations may yield variations in
performance [40]-[42]. So we ran controlled experiments
using two additional general-purpose API models: GPT-40 and
DeepSeek-V3, to analyze the BFD protocol in FRRouting,
where RFCAUDIT discovered the most bugs. RFCAUDIT
detected 11 and 13 true bugs with the precision of 71.4% and
70.3%, respectively, demonstrating the effectiveness across
models. Second, our manual classification of true positives
and false positives may introduce subjective bias. To mitigate
this risk, two authors independently reviewed each reported
functional bug and resolved any disagreements through discus-
sion [41], [43]. We further validated our results by reporting
newly discovered bugs to protocol developers, where all bug
reports that received a response have been confirmed as true
positives. Third, our method relies on high-quality and well-
structured documentation such as RFCs. Ambiguous or poorly
maintained documentation might hinder semantic understand-
ing, potentially threatening the effectiveness of our technique.

H. Evaluation on Industry-Scale Protocol Stacks

We further applied RFCAUDIT to two large protocol stacks:
aws-c-http, a 74K LoC HTTP library in the AWS Common
Runtime, and the Linux TCP/IP stack, about 190K LoC in
the kernel implementing core transport and network protocols.
We evaluated aws-c-http against RFC 7230 (HTTP/1.1), and
Linux against RFC 793 (TCP), RFC 768 (UDP), and RFC 791
(IP). On aws-c-http, RFCAUDIT detected 18 inconsistencies,
of which 12 were confirmed as true positives, yielding 12
unique bugs. On the Linux TCP/IP stack, it flagged 3 incon-



sistencies, with 1 true positive. These results demonstrate that
RFCAUDIT scales to industry-scale codebases and can expose
real specification violations with high precision.

V. DISCUSSION AND FUTURE WORK

While our current evaluation targets network protocols,
RFCAudit is not limited to this domain. The key requirement is
the availability of specification documents that define expected
functionality and constraints. In domains such as system li-
braries, cloud APIs, or security-critical frameworks, specifica-
tions are often available as API references, design guidelines,
or standards documents. RFCAUDIT can be adapted to align
such specifications with code and flag inconsistencies as poten-
tial bugs. We choose network protocols for evaluation because
RFCs are detailed and publicly accessible, but extending
RFCAudit to other domains is a promising next step to further
demonstrate its generality and effectiveness.

VI. RELATED WORK
A. Bug Detection in Network Protocol Implementation

The correctness of network protocol implementations is
critical for ensuring secure and reliable digital communication.
Existing bug detection techniques for protocol implemen-
tations can be broadly categorized into three approaches.
First, fuzzing-based techniques—such as BooFuzz [44] and
SAGE [45]—primarily identify bugs by triggering crashes
during execution. Netlifter [26] and ChatAFL [15] improve
fuzzing coverage by using static analysis or LLMs to infer
packet formats and generate valid inputs, but still rely on
crashes, overlooking subtle semantic issues. LLMIF [46] and
mGPTFuzz [16] extract formats or FSMs from specifications
using LLMs to uncover semantic bugs, but focus narrowly
on state transition or input validation violations and are
limited to specific IoT devices, hard to generalize to broader
protocol testing. LTL-Fuzzer [4] uses LTL formulas to guide
fuzzing and detect event-ordering violations, but demands
significant manual effort for formula crafting and predicate-
to-code mapping, and is limited to temporal property viola-
tions. Second, differential analysis techniques [18]-[20] detect
bugs by comparing the behaviors of multiple independent
implementations of the same protocol. These approaches can
uncover semantic discrepancies that fuzzing may miss. How-
ever, they are inherently limited to scenarios where multiple
protocol implementations are available for comparison. Third,
formal verification-based techniques rigorously check protocol
implementations against formally specified properties. While
powerful in reasoning about semantic correctness, they require
substantial manual effort to construct, maintain, and validate
formal models, posing significant barriers to practical de-
ployment. Beyond the three categories, EBugDec [47] targets
inconsistencies between RFC evolution and protocol imple-
mentations. However, its scope is limited to RFC-evolutionary
bugs, primarily focusing on packet parsing issues. In contrast
to these prior efforts, our proposed technique, RFCAUDIT,
addresses functional correctness by bridging the informal
specifications in RFC documents with the program semantics

1230

of the protocol implementation, facilitating the functional bug
detection with high precision and efficiency.

B. LLM-aided Static Bug Detection

LLM-aided static bug detection has advanced rapidly [48]—
[54], typically following two directions. One uses LLMs to
supply domain knowledge like function specifications [48]—
[50] and bug definitions [51], to assist symbolic approaches
in analyzing the program for bug detection. For example, IRIS
leverages LLM-inferred sources and sinks to detect taint-style
vulnerabilities [50], while KNighter synthesizes static analyz-
ers from bug patches for kernel bug detection [51]. The other
direction adopts agent-centric solutions that reason over source
code directly without compilation [52]-[54]. Techniques such
as LLMSAN [52] and LLMDFA [53] combine LLMs with
SMT solvers and parsing-based analyzers, while LLift uses
progressive prompting to find kernel vulnerabilities [54]. More
recently, RepoAudit extends these efforts to detect multiple
types of data-flow bugs [55]. In contrast, our work targets
functional bugs, where bug specifications often lack clear
formalization. The diverse nature of functional properties also
prevents the application of standard static analysis frameworks.
Nonetheless, our retrieval-based approach draws inspiration
from traditional bug detection methodologies, enabling local-
izing code segments relevant to targeted functional properties,
facilitating effective subsequent detection.

VII. CONCLUSION

This paper presents RFCAUDIT, an LLM agent designed
for detecting functional bugs in network protocol implemen-
tations by identifying semantic inconsistencies between the
code and RFC documents. Specifically, RFCAUDIT comprises
two complementary agents: an indexing agent responsible
for semantic indexing of source code, and a detection agent
performing retrieval-guided inconsistency detection. In our
evaluation, RFCAUDIT successfully uncovered 47 functional
bugs across six different protocols, of which 20 have been
acknowledged or fixed by the original developers. As the first
LLM-based approach explicitly targeting functional bug detec-
tion in network protocols, our work offers valuable insights
into future research on functional bug detection in domain-
specific software systems, demonstrating the significant poten-
tial of leveraging LLM capabilities in security auditing tasks.
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