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Abstract—Frequent software updates lead to log evolution, __\ oot
posing generalization challenges for current log anomaly detec- { Non-ovolLogs | Low
tion. Traditional log anomaly detection research focuses on using T—— ':';i[:?;f:? () Generalization
small deep learning models (SMs), but these models inherently | Sl oot Bad
lack generalization due to their closed-world assumption. Large -~ " ______ 27T __________
language models (LLMs) exhibit strong semantic understanding {/ cvotLogs S ,, & con

and generalization capabilities, making them promising for log
anomaly detection. However, they suffer from computational in-
efficiencies. To balance efficiency and generalization, we propose
a collaborative log anomaly detection scheme (CoorLog) that uses
an adaptive coordinator to integrate SM and LLM. The coor-
dinator determines if incoming logs have evolved. Non-evolved
logs are routed to the SM, while evolved logs are directed to the
LLM for detailed inference using the constructed Evol-CoT. To
gradually adapt to evolution, we introduce the adaptive evolution
mechanism (AEM), which updates the coordinator to redirect
evolved logs identified by the LLM to the SM. Simultaneously,
the SM is fine-tuned to inherit the LLM’s judgment on these logs.
Extensive experiments on real-world datasets demonstrate that
CoorLog achieves superior Fl-scores in both intra-version and
inter-version anomaly detection. Additionally, CoorLog reduces
processing time by 91.63% and token consumption by 85.59%
compared to using an LLM alone.

Index Terms—System Logs, Anomaly Detection, Large Lan-
guage Models, Software Evolution, Model Collaboration

I. INTRODUCTION

As software systems grow in scale and complexity, the
likelihood of failures increases, often leading to significant
losses [1]. Detecting anomalies by analyzing runtime data is
crucial to prevent failures from escalating. System logs, which
record system states and critical events, play a vital role in
understanding system behavior. Log-based anomaly detection
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Fig. 1: Comparison of (a) Small Models (SM) are cost-efficient
but generalize poorly for evolved logs; (b) Large Language
Models (LLMs) offer semantic-aware generalization at high
computational cost. (¢) Our framework routes non-evolved
(Non-evol)/evolved (Evol) logs to SM/LLM respectively via
a coordinator, with an adaptive updates mechanism to both
while avoiding redundant LLLM inferences for duplicates.

(LogAD) has become a key approach for ensuring software
reliability and has been extensively studied.

A key challenge in applying log anomaly detection is
software evolution. After an initial release, software typically
undergoes continuous updates to meet user demands, fix bugs,
and introduce new features—a process known as software evo-
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lution [2]-[4]. During software evolution, the log-producing
code is frequently modified, leading to corresponding changes
in system logs. Previous studies [5], [6] indicate that log
statement modifications are common in software evolution,
with approximately 33% of logs being altered post-release.

Current log anomaly detection methods can be broadly
categorized into two types: traditional methods based on
small-scale machine learning models and newer approaches
leveraging pre-trained large language models (LLMs). Before
LLMs emerged, log anomaly detection research mainly relied
on deep learning models—now often known as small models
(SMs) because of their compact parameter size [7]-[20].
Compared to LLMs, SMs are more cost-effective and easier
to deploy. However, these training-based methods rely on
the closed-world assumption, meaning they struggle to detect
log sequences that fall outside their training data distribution
(Fig. 1(a)). Although existing research [21], [22] attempts
to adapt small models to concept drift through incremental
learning, they still fail to accurately identify evolved logs upon
their first appearance. These methods essentially merely reduce
retraining costs but cannot compensate for the inherent lack
of generalization in small models.

Recently, pre-trained large language models have demon-
strated their exceptional capabilities in understanding se-
mantics, reasoning, and generalization across various do-
mains [23]-[28]. Logs contain rich semantic information,
allowing LLMs to significantly improve anomaly detection
performance, making LLM-based log anomaly detection a
research focus. Prior work [29], [30] confirms that LLMs excel
at extracting and utilizing semantic patterns from logs, while
also providing key advantages such as interpretability [31],
zero-shot generalization across systems [14], and improved
robustness [10]. With their robust semantic awareness and
contextual reasoning capabilities, LLMs can effectively ac-
commodate deviations caused by log evolution at the semantic
level, demonstrating generalization abilities unmatched by
small models. However, they face significant cost challenges
(Fig. 1(b)). Due to their massive parameter sizes, LLMs suffer
from slow inference speeds and high costs. This becomes
particularly problematic in large-scale software systems with
high-volume log generation, where LLM-based methods strug-
gle to achieve real-time performance.

To leverage the generalization capabilities of LLMs while
minimizing additional costs, we propose CoorLog, a collab-
orative multi-model log anomaly detection method based on
an adaptive coordinator. For incoming logs, the coordinator,
an autoencoder trained on historical logs, first identifies and
distributes them into non-evolved logs and evolved logs. Non-
evolved logs, which do not deviate from the training data
distribution, are routed to the small model (SM), while evolved
logs are directed to the LLM. The SM, a BERT network
trained on historical logs, can efficiently and accurately detect
anomalies on logs without concept drift. To enhance the
LLM’s anomaly detection, we developed a hierarchical rea-
soning framework, Evol-CoT, based on previous research [30],
[32], using RAG and Agent technologies. Evol-CoT first

identifies evolved relationships within logs and, guided by
sample uncertainty, adapts its reasoning path to either perform
semantic analysis or conduct semantic comparisons.

Furthermore, we argue that samples of the same type should
not be repeatedly submitted to the LLM, to avoid redundant
invocations. Therefore, we designed an adaptive evolution
mechanism (AEM) for model collaboration, allowing the small
model to gradually inherit the results of logs processed by the
LLM, and enabling the coordinator to redirect these logs to the
small model. Specifically, the evolved logs identified during
the Evol-CoT process are collected to update the coordinator
and fine-tune the small model. It is worth noting that we do
not directly use the results of the LLM for updates; instead,
we only use samples that are explicitly identified as evolved
logs in the Evol-CoT, as these results have higher confidence.
Through the coordinator and AEM, our approach achieves
both generalization capability and operational efficiency.

We evaluate our method on the public software evolution
dataset LOGEVOL. Experimental results show that our ap-
proach achieves the highest Fl-score for anomaly detection
on both intra-version and cross-version settings. Furthermore,
compared to directly using LLMs, our method reduces com-
putational time by 91.63% and token consumption by 85.59%.

Specifically, the contributions of this paper are as follows:

o We propose a cost-efficient and generalizable log anomaly
detection scheme using an adaptive coordinator to enable
collaboration between LLMs and small models (SMs).

¢ We design Evol-CoT, which leverages chain-of-thought
reasoning and RAG to identify evolved log relationships
and enable more reliable anomaly detection in software
evolution scenarios.

e We design an adaptive evolution mechanism (AEM)
that continually adapts the collaboration process. High-
confidence evolved relationships identified by the LLM
update both the coordinator and the SM, allowing similar
subsequent samples to be handled by the SM.

o We validate CoorLog on real-world log datasets, where it
consistently achieves the best Fl-score while significantly
reducing cost compared to LLM-only approaches.

II. BACKGROUND AND MOTIVATION
A. Log Anomaly Detection

Logs are textual records that capture crucial information
about a system’s execution. Each log entry generally consists
of two parts: a constant part (log event) and a variable part
(runtime parameters such as IP addresses or task IDs). Figure 2
provides an example from the BGL dataset [33]. The log event
corresponds to the static text string, whereas log parameters
encode dynamic attributes. Log parsing is a preprocessing step
that separates events from parameters, producing structured
representations of raw logs for downstream analysis, as shown
in Figure 2. A log sequence is an ordered collection of logs,
typically constructed by grouping logs based on task identifiers
or timestamps. They serve as fundamental units for anomaly
detection, reflecting system flow and context.
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Raw Log Entries

(1) BLOCK*
19.102:50010
(2) BLOCK* NameSy I
b.jar. blk_1608999687919862906
(3) Receiving block blk_-1608999687919862906 src: /10.250.10.6:40524 dest: /10.250.10.6:50010

(4) Receiving block blk_-1608999687919862906 src: /10.250.14.224:42420 dest: /10.250.14.224:50

src: /10.250.19.102:54106 dest: /10.250.

ing block blk_- 91

Block: Y job_200811092030_0001/jo

(5) PacketResponder 1 for block blk_-1608999687919862906 terminating

(6) PacketResponder 2 for block blk_- 919862906 terminati

(7) Received block blk_- of size 91178 from /10.250.10.6

(8) 10.250.14.224:50010: Transmitted block blk_-1608999687919862906 to /10.251.215.16:50010

@Log Parsing Log Parameters

(1) ['blk_-1608999687919862906", ‘10.250.19.102:54106”,
10.250.19.102:50010°]
(2) [job_200811092030_0001", ‘blk_1608999687919862906

Log Events

(1)E1: BLOCK* Receiving src: dest:

(2)E2: BLOCK* NameSystem.allocateBlock
:Imnt /hadoop/mapred/system/ job.jar.
(3)E1: BLOCK* Receiving src: dest:

(4)E1: BLOCK* Receiving src: dest:

(5)E3: PacketResponder for block terminat
ing

(6)E3: PacketResponder for block terminat
ing

(7)E4: Received block of size from

(8)E5: Transmitted block to

(3) ['blk_-1608999687919862906", “10.250.10.6:40524",
“10.250.10.6:50010°]

(4) [bk_-
“10.250.14.224:50010°]

(5) ['1", "blk_-1608999687919862906]

(6) ['2, ‘blk_-1608999687919862906]

(7) ['blk_-1608999687919862906, ‘91178", “10.250.10.6"]
(8) [10.250.14.224:50010", ‘blk_-1608999687919862906",
410.251.215.16:50010°]

19862906, “10.250.14..

Fig. 2: An example of log parsing.

Traditional methods extract structured event sequences
based on log parsing and train models based on historical
patterns. Any deviation is flagged as an anomaly. However,
these approaches rely on a closed-world assumption, limiting
adaptability to evolving software. As software evolves, log
structures and execution patterns change, leading to distribu-
tion shifts. Thus, existing methods struggle to generalize to
unseen or modified log formats.

B. Log Evolution

Case 1 Log Entry Evolution

[Spark 2 Started reading broadcast variable <*>

Started reading broadcast variable <*>

[Spark 3 With <*> pieces(estimated total size <*> MiB))

Case 2 Log Sequences Evolution
[Spark 2 E1 > E3

] E1: Connecting to driver: <*>

E2: Successfully registered
with driver

E3: Resources for <*>:

[Spark 3 E1>E2->E3 ]

Fig. 3: Two challenges brought by software evolution.

As software evolves, developers modify log statements
to improve maintainability and adapt to new requirements.
To study log evolution, we analyze version changes in two
widely used data processing systems: Apache Spark [34]
and Apache Hadoop [35], both included in the LOGEVOL
dataset [2]. Specifically, we examine Spark 2.4.0 (Spark 2) vs.
Spark 3.0.3 (Spark 3), and Hadoop 2.10.2 vs. Hadoop 3.3.3.
These upgrades introduce substantial structural modifications,
resulting in significant differences in log formats and content.
Log evolution caused by software updates can be categorized
into log entry evolution and log sequence evolution.

1) Log Entry Evolution: Log entry evolution refers to
changes in individual log messages after software updates,
such as the addition of more descriptive details, as illustrated
in Case 1 of Figure 3. In Case 1, due to software evolution,
the log entry has been modified, but the log parser is unaware
of this change. Consequently, it fails to match the evolved log
with its previous version and mistakenly recognizes it as a
new log event. Previous studies have shown that nearly 24%
of log statements changed from Spark 2 to Spark 3, leading
to approximately 10% altered log messages [2]. Existing
log parsers, such as Drain [36], often rely on predefined
templates to extract structured information. However, these
parsers may fail when logs evolve across versions, resulting
in inconsistent or erroneous parsing that impacts downstream
anomaly detection tasks. To address this challenge, We model
log anomaly detection as a text-based binary classification
task, directly operating on raw log messages to eliminate
reliance on predefined parsing templates.

e Hadoop 2

o Spark2 i s e
e + Hadoop 3

« Spark3

(a) Spark (b) Hadoop

Fig. 4: The t-SNE visualization of log sequence distribution
changes from Spark 2 to Spark 3 and from Hadoop 2 to
Hadoop 3.

2) Log Sequence Evolution: Log sequence evolution refers
to changes in the order or dependencies among logs after
software evolution. As shown in Case 2 of Figure 3, in Spark 2,
a normal log sequence follows the pattern £y — E3. However,
with the software update to Spark 3, the normal sequence
changes to £y — F5 — FEj3. This evolution in log sequences
directly alters the data distribution, introducing concept drift.
Figure 4 visualizes the distribution shift of log sequences from
Spark 2 to Spark 3 and from Hadoop 2 to Hadoop 3 using t-
SNE [37]. The substantial differences in distribution highlight
the impact of software evolution on log-based anomaly de-
tection models. Traditional anomaly detection models, which
rely on the assumption of a fixed data distribution, struggle
to generalize to concept-drifted logs. In contrast, LLMs have
demonstrated strong zero-shot capabilities, natural language
understanding, and contextual reasoning, making them more
suitable for handling evolving logs.

Overall, both log entry evolution and log sequence evo-
lution alter the numerical distribution of logs in the feature
space. However, they do not significantly impact the semantic
meaning of the logs. For example, in Case 1, the evolved log
entry introduces more detailed information while preserving
the core semantics of the original Spark 2 log. Similarly, Case
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2 expands upon the previous log sequence without altering
its fundamental meaning. For LLMs, such variations do not
hinder their semantic understanding.

C. Challenges of LogAD with LLM

Large Language Models (LLMs) have demonstrated strong
capabilities in text comprehension, generalization, and zero-
shot reasoning, showing promise for log anomaly detec-
tion [29], [30]. However, their use faces two major challenges:
hallucination and inefficiency [38]. Hallucination—when
LLMs generate plausible but incorrect outputs—can lead
to misinterpretations in log analysis, where precision is
critical [27], [39]. Existing mitigation strategies, such as
domain-adaptive fine-tuning and retrieval-augmented gener-
ation (RAG) [40], either require costly domain datasets or
introduce heavy computational overhead, limiting scalabil-
ity in high-throughput scenarios [41]-[43]. Therefore, prior
work [41], [44], [45] often used LLMs only for secondary
judgment after smaller models. This post-processing method
was still limited by the judgments of smaller models, pre-
senting a clear bottleneck. To overcome these limitations, we
introduce a coordinator that determines whether an input log
deviates from the original distribution. Unlike prior cascade
frameworks, where the LLM relies on the small model’s
judgment, the coordinator enables independent and adaptive
collaboration. Furthermore, an Evol-CoT framework integrates
RAG-based contextual retrieval with hierarchical reasoning to
enhance reliability and mitigate hallucination.

III. METHOD

We propose a log anomaly detection scheme using an adap-
tive coordinator to enable collaboration between a large model
(LLM) and a small model (SM), leveraging the LLM’s gen-
eralization capability while minimizing computational costs.
The coordinator, an autoencoder trained on pre-evolution data,
classifies incoming logs as evolved (Evol) or non-evolved
(Non-evol). Non-evol logs are processed by a BERT-based
SM, while Evol logs are analyzed by the LLM through the
Evol-CoT framework, identifying evolutionary relationships.
The Adaptive Evolution Mechanism (AEM) uses these rela-
tionships to update both the coordinator and SM, reducing
redundant LLM inferences. CoorLog improves detection ac-
curacy, adapts to log evolution, and significantly reduces LLM
computational costs.

A. Coordinator

The coordinator is responsible for identifying the input logs,
routing non-evolved logs that have not undergone concept drift
to the small model, and distributing evolved logs that deviate
from the original data distribution to the LLM.

Let D_traincoor = {S1,82,...,5,} represent the set of
available log sequences for training prior to software evolution,
where s; denotes a log sequence, comprising an ordered set
of logs s; = {l1,la,...,lm}. The coordinator consists of a
BERT [46] semantic extraction network and an autoencoder.
For a given log sequence s, we first use BERT to encode

each log entry [; € s into an embedding, then average all
embeddings in a log sequence to get its feature vector. This
allows the model to handle variable-length logs. Subsequently,
a deep autoencoder is employed to capture the distribution of
logs prior to software evolution.

Autoencoder [47] is a feed-forward multilayer neural net-
work designed to learn a compressed, encoded representation
of input data, and then decode this representation back to
a form that is as close as possible to the original input. It
consists of two main parts: an encoder, which compresses the
input into a latent-space representation, and a decoder, which
reconstructs the input from this latent representation. For an
input log sequence s and output §, the autoencoder can be
formulated as follows:

5 ~ Dropout (s)
z=o01 (W1is+b1)
z ~ Dropout (z)
§ =09 (WaZ + ba)

(1

The random mapping function Dropout() randomly zeroes
out a portion of the input dimensions, resulting in § as a noise-
corrupted version of s. o1 and oo are the activation functions
for the encoding and decoding layers, respectively, while 6 =
{W1, by, Wa, by} represents the model parameters.

We use an autoencoder to capture all log patterns of the
log sequences prior to software evolution. During training,
the autoencoder learns to compress the log data into a lower-
dimensional space and reconstruct it back to its original
form, minimizing the reconstruction error for normal logs.
The reconstruction loss error is measured using the Euclidean
distance, as shown in:

MSE(s) = |s - |
2

1 n
mamL = ; MSE(s;)

For anomaly detection, given a log sequence s from D_test,
we determine whether it is an evolved log sequence by
checking if it can be captured by the trained autoencoder.
Specifically, we measure the deviation of s by calculating the
reconstruction loss of s through the autoencoder, as shown in
the following equation:

False

True

MSE(s) <t

MSE(s) > T ®)

Evolved Log = {

If the reconstruction loss exceeds the given threshold 7, it

indicates that the sample deviates from the original data distri-

bution and is considered an evolved log sequence; otherwise, it

is a non-evolved log sequence. The non-evolved log sequences

are then dispatched to the small model for processing, while
the evolved log sequences are handled by the LLM.

B. Small Model

1) Semantic-based modeling: Traditional log anomaly de-
tection architectures typically rely on log parsing, which
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Fig. 5: Overview of our method: @ First, we use the coordinator, a trained autoencoder on pre-evolution data, to determine if
the incoming logs have evolved; @ Non-evolved (Non-evol) logs are routed to the small model, a trained BERT-based deep
neural network, for efficient and rapid processing; @ Evolved (Evol) logs are directed to the LLM, which performs customized
fine-grained inference through the Evol-CoT framework and identifies evolutionary relationships between logs; @ Finally, the
adaptive evolution mechanism (AEM) uses the evolutionary relationships identified by the LLM to update the coordinator and

SM, preventing redundant inference by the LLM.

extracts log events by identifying constant parts in the logs.
However, evolved logs, compared to historical logs, often
undergo structural changes, making them prone to parsing
errors. To overcome the limitations of traditional log archi-
tectures, we model the log anomaly detection task as a binary
semantic similarity classification task, which is better suited to
handle evolved logs. This approach also enables collaboration
between small deep models and large language models from
a semantic perspective.

2) Training with Contrastive Loss: To discriminate sim-
ilar samples and enable convenient updates efficiently, we
adopt a siamese network as the small model. A siamese
network consists of two identical subnetworks with shared
weights and parameters, which encode each input into a
feature vector [48]. The similarity between two inputs is then
computed using a distance metric (e.g., cosine similarity)
over their embeddings. This design naturally fits our problem
setting: anomaly detection in logs can be formulated as a
similarity task, where normal logs and their evolved variants
should lie close in the embedding space, while abnormal

logs should be distant. By leveraging parameter sharing, the
Siamese network provides a stable and efficient mechanism for
capturing semantic similarity between log sequences, making
it more robust to distribution shifts than direct classification
approaches [49]. Moreover, the pair-based formulation enables
continual updates, as newly identified evolution pairs can be
incorporated as additional positive or negative pairs without
retraining from scratch [50].

We train the model using the standard contrastive loss [51]
of Siamese networks to inject the knowledge from the training
set into CoorLog. The binary classification Siamese network
consists of a pre-trained language model BERT [52], followed
by an RNN network. First, BERT is used to extract the log
semantics and convert them into feature vectors. Then, an
RNN is attached to learn the temporal dependencies, i.e., the
sequential features of the log sequences.

Let D_SMypin = {1,582, ...,8n|y; € {0,1}} represent the
set of available log sequences for training, where s; represents
a log sequence, a set of ordered logs s; = {l1,la,...,lm},
and y; = {0,1} denotes the two categories of the sequence,

1122



where O indicates normal and 1 indicates abnormal. Log
sequences are paired, and if s; and s; belong to the same class,
the contrastive learning process proceeds by minimizing the
distance between their feature representations. Specifically, the
contrastive loss is defined as:

oy JIEGs) = £(s5)13, yij =1
Llsi 53) = {maX(O,A UG — £l wy =0 P

where f(s;) and f(s;) are the feature vectors of s; and s;,
respectively, extracted by the BERT-based network. The y;;
is defined as: y;; = 1 if y; = y;, and y;; = 0 otherwise.
Additionally, the term ||f(s;) —£(s;)]|3 denotes the Euclidean
distance between the feature vectors, while A is a margin
parameter specifying the minimum distance between different
classes. The objective is to reduce the distance between similar
samples and increase the distance between dissimilar samples.
During training, the network minimizes the contrastive loss
by adjusting the weights to ensure that the feature vectors
of similar log sequences are closer together, while those
of dissimilar sequences are farther apart. This enables the
network to learn discriminative features that can be used for
effective log anomaly detection.

3) Anomaly Detection: After training, the small deep learn-
ing model learns to map log sequences to feature vectors that
capture semantic similarities. The model’s input consists of
pairs of log sequences, which are processed by the BERT and
RNN components to extract semantic and sequential features.
The output is a similarity score, representing the degree of
similarity between the two input sequences. The similarity
between s; and s; is defined as:

sim(s;, sj;w) = cos(f(s;), f(s;)) ®)

Then classify an incoming log sequence s; based on its
similarity to the top-k most similar historical logs Siopk =
{s1, s2,..., sk }. For each log, calculate an anomaly detection
score S(s;) using the following equation:

k
S(si) = Z sim(s;, sj;w) - (2y; — 1) (6)
j=1

We classify s; as anomalous if S(s;) > 0, and as normal
otherwise.

C. Evol-CoT Framework

For evolved logs that deviate from the original data dis-
tribution, we use LLM to perceive changes in logs at the
semantic level to avoid misunderstanding newly generated logs
as anomalous. To mitigate the issue of LLMs’ lack of domain
knowledge, we use RAG, task decomposition [53], and agent
technology to construct Evol-CoT.

1) Evolution Detection via LLM and RAG: Leveraging the
powerful semantic understanding and reasoning capabilities of
LLMs, we first employ LLMs to determine whether a log
has evolved through version updates. Log evolution causes
moderate distribution shifts in semantic space compared to

non-evolved logs. Specifically, for an evolved log s and
its pre-evolution counterpart S,,., their semantic similarity
sim(s, Spre) remains relatively higher than that with other
non-target 10gs s; € {Dirain | Si # Spre -

Based on this observation, we hypothesize that the pre-
evolution logs sy, of s reside among its top-k most similar
historical logs. We therefore construct a candidate set of poten-
tial pre-evolution logs using Retrieval-Augmented Generation
(RAG) technology:

Se = Top-k {spre € Dirqin | sim(s, Spre)} (7

where sim(s, s,,.) represents the semantic similarity be-
tween the potentially evolved logs s and candidate pre-
evolution logs s,,.. The computation of sim(s, spr.) follows
Equation (5), which is the cosine similarity between feature
vectors extracted by the Small Model. S, denotes the candidate
set of s’s pre-evolution logs, meaning s may have evolved from
one of the logs in S.. We then employ the LLM to determine
whether the current log s exhibits an evolved relationship with
any log in S.:

Evol(s;,s) = LLM(TD, s, s;, sim(s, s;;w)), s; € Se (8)

where TD represents the task description provided to the
LLM. The LLM evaluates the current log s, potential pre-
evolution logs s;, and their similarity scores to make the
determination. We explicitly apply chain-of-thought (CoT)
prompting to encourage the LLM to reason step by step,
thereby enhancing reliability [53]. Evol(s;,s) = 1 indicates
that s; has evolved into s in the new software version (i.e.,
s; = s), while Evol(s;, s) = 0 indicates no evolved relationship
between them.

If there exists s; that forms an evolved relationship with s
(denoted as s; = s), the anomaly detection result of s; will be
inherited by s. If no such relationship is identified, the process
proceeds to the next step.

2) Anomaly Detection Agent with Adaptive Context: For
log sequences s that do not match an evolved relationship, we
invoke a Context-adaptive Agent for anomaly detection. To
enrich domain knowledge, we retrieve the top-k£ most similar
samples S. = {s1,82,...,8k | yi € {0,1}} to provide
contextual references.

The reference value of these k similar samples (S.) varies
in different situations. To guide the LLM in following the
correct reasoning path under different S, contexts, we design
a context-adaptive tool that allows the Agent to dynamically
adjust its reasoning strategies. Specifically, given a candidate
set Sc = {s1,82,...,8x | i € {0,1}} , we introduce a
weighted uncertainty measure based on cross-entropy [54] and
inter-sample similarity. For each s; € S, , y; denotes the
ground-truth label of s;, and p; is the proportion of samples
in S, sharing the same label as s;. The motivation is that logs
with higher semantic similarity to s should contribute more
when estimating its uncertainty. Formally, the uncertainty of
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a target log s is computed by aggregating the uncertainty of
all its neighbors in S., weighted by their semantic similarity:

k sim(s,s;)

€
-2 ey Wilogpi+ (1 i) log(1 - pi)]
i=1 E:jzzle‘ 2
)

Here, sim(s, s;) represents the similarity between s and s;,
and p; is used to estimate the predicted probability based on
the proportion of samples in the current category relative to
the total number of samples.

Intuitively, if most similar logs in S. belong to the same
class, s is more certain, so uncertainty U(s) is low. If S, is
evenly split between normal and abnormal logs, s is more
uncertain, and U(s) is high. In practice, high uncertainty in-
dicates conflicting evidence among retrieved neighbors, which
may mislead the LLM if all are presented. Therefore, we
provide only the most representative positive and negative
examples to minimize noise and focus the LLM on the intrinsic
semantics of s. Conversely, when uncertainty is low, neighbors
are consistent and thus valuable; in this case, all similar
samples are supplied to support fine-grained comparison.

By supplying only the most informative context with adap-
tive instructions, the LLM achieves more reliable semantic
reasoning and anomaly detection.

U(s) =

D. Adaptive Evolution Mechanism

LLM-based fine reasoning remains costly. To reduce over-
head, we argue that logs already processed by the LLM with
highly reliable results need not be resubmitted. Thus, we
propose an evolution mechanism that leverages these reliable
outputs to update both the coordinator and the small model
(SM). The coordinator routes recurring samples to the SM
and incrementally fine-tunes the SM for accurate judgment.
However, since the reliability of the LLM’s anomaly detection
results cannot be guaranteed, directly feeding them back risks
cumulative errors. In Evol-CoT, the evolutionary relationship
detection task is essentially a text similarity judgment problem,
which is simpler than direct anomaly detection, with clearer
objectives and targets. It instructs the LLM to match evo-
lutionary relationships only under very clear circumstances.
Therefore, its results are more reliable. Hence, we utilize
the evolution log relationships clearly identified by the LLM
(.e., Devor = {(si,85) | Evol(s;,s;) = 1}) to update the
coordinator and correct the Small Model.

1) Update Coordinator: Samples that have been clearly
identified as evolved logs by the LLM should be routed to
the small model again through the Coordinator. Therefore, the
logs identified as evolved (i.e., {s;,s; | Evol(s;,s;) = 1})
are collected to fine-tune the trained autoencoder using the
reconstruction loss shown in Equation (2).

2) Correcting Small Model: The Small Model should pos-
sess the ability to correctly discriminate new samples routed
by the updated coordinator or maintain consistency with the
LLM’s discrimination results, avoiding degradation in accu-
racy. Therefore, continue to use (s;, ;) € Deyor as a similar

sample set to fine-tune SM using the contrastive loss shown
in Equation (4). This approach enables the SM to have the
capability to discriminate evolved logs.

The task of determining textual associations is simpler than
anomaly detection, and we constrain the decision rules strictly
to ensure reliability. Moreover, the primary purpose of AEM is
to avoid redundant LLM usage. Even if the LLM occasionally
fails in its judgment, resubmitting the same case would yield
the same result, meaning that AEM does not compromise the
original detection capability.

IV. EXPERIMENT AND EVALUATION
A. Datasets and Experiment Settings

We conduct extensive experiments on LOGEVOL [2](https:
//github.com/YintongHuo/EvLog), a publicly available dataset
that records software evolution activities. LOGEVOL is gener-
ated using the HiBench benchmarking suite [55]. LOGEVOL
specifically selects two major versions of Spark (Spark 2.4.0
and Spark 3.0.3) and Hadoop (Hadoop 2.10.2 and Hadoop
3.3.3) due to their significant structural changes, making them
ideal for studying log evolution. The dataset consists of over
6.7 million log messages, among which approximately 69,513
are labeled as anomalous logs.

We configure the experimental setup as follows. The co-
ordinator is a deep autoencoder composed of three fully
connected layers. The threshold 7 is determined by traversing
the percentile of reconstruction loss in the valid set, and
we select the value at the inflection point of the Fl-score
change (i.e., Q90 for Spark and Q90 for Hadoop). The Small
Model is constructed with a BERT followed by a bidirectional
LSTM (hidden size 128), a fully connected layer (size 64),
and a final feature vector (dimension 32). During training,
the coordinator is trained for 40 epochs, and the SM for 20
epochs. In AEM updates, the coordinator is fine-tuned for
4 epochs and the SM for 2 epochs. The batch size is set
to 256 in all cases, and the Adam optimizer is used with a
learning rate of 0.001. We set k& = 4 for Spark and k = 5
for Hadoop. For the LLM, we use Qwen-plus [56] as the base
LLM, and set the temperature to 0.01 and top-p to 0.95. In
our prompts, we consistently guide the LLM to reason step
by step (CoT) to better leverage its reasoning capability [53].
The code, dataset, detailed implementations are available at
https://github.com/XiaoPeiCode/CoorLog.git.

All experiments are conducted on a Linux server equipped
with an Intel(R) Xeon(R) Gold 6126T 2.60GHz CPU, 128GB
of RAM, and four RTX A4000 GPUs, each with 16GB of
GPU memory.

B. Baseline Methods and Metrics

To evaluate the effectiveness, we compare CoorLog against
a diverse set of baselines: traditional statistical methods
(LogSed), unsupervised models (DeepLog, LogAnomaly), su-
pervised models (BERT, LogRobust), semi-supervised meth-
ods (LogOnline, LogBERT), and LLM-based approaches
(LLMeLog). We also include EvLog, which targets software
evolution scenarios. More details are as follows:
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TABLE I: Comparison of different methods (train set—test set).

LoGEvoL-HADOOP

Intra-version
Hadoop 2 — Hadoop 2

Hadoop 3 — Hadoop 3

Inter-version
Hadoop 2 — Hadoop 3  Hadoop 3 — Hadoop 2

Method Pr Re FI | Pr Re Fl | Pr Re  Fl | Pr Re  Fl
LogSed 0910 0.995 0951 | 0.925 098 0955 | 0.371 0988 0540 | 0.390 0993  0.560
DeepLog 0913 0985 0947 | 0.926 1.000 0961 | 0.386 0999 0556 | 0.410 0971 0576
LogAnomaly 0926 0994 0958 | 0.939 0988 0963 | 0389 0998 0560 | 0.407 0.995 0.578
BERT 0928 0731 0817 | 0959 0.837 0894 | 0.865 0706 0.778 | 0952 0.763 0.847
LogRobust 0935 0981 0957 | 0.948 0983 0965 | 0.782 0.824 0.803 | 0.813 0.846 0.829
LogBERT 0941 0977 0959 | 0953 0987 0970 | 0.875 0.852 0.863 | 0.898 0.871 0.884
LogOnline  0.948 0984 0966 | 0963 0989 0976 | 0.893 0.895 0.894 | 0913 0908 0911
LLMeLog 0952 0967 0959 | 0963 0975 0969 | 0912 0923 0917 | 0928 0934 0931
EvLog 0.945 0982 0963 | 0952 0988 0970 | 0.770 0.941 0.847 | 0.857 0913 0.884
Our 0.993 0968 0980 | 0997 0982 0990 | 0.946 0983 0.964 | 0.994 0957 0975

LOGEVOL-SPARK

Intra-version
Spark 2 — Spark 2

Spark 3 — Spark 3

Inter-version
Spark 2 — Spark 3 Spark 3 — Spark 2

Method Pr Re F1 | Pr Re F1 | Pr Re F1 | Pr Re F1
LogSed 0.842 0914 0.877 0.907 0.923 0.915 0.013 0.917 0.026 0.010 0914 0.020
DeepLog 0.862 0.952 0.905 0.858 0976 0914 | 0.017 0947 0.032 | 0.014 0.909 0.026
LogAnomaly  0.931 0.939 0.935 0.898 0947  0.922 0.020 0.923 0.038 0.017 0.948 0.034
BERT 0.943  0.750 0.835 1.000 0.684 0.812 | 0.550 0.696 0.615 1.000 0.568 0.715
LogRobust 0949  0.837 0.889 0974 0.857 0912 0.732  0.753 0.742 0.934 0.783 0.851
LogBERT 0.948 0.875 0.909 0973 0.886 0927 | 0.805 0.813 0.809 | 0949 0.822 0.881
LogOnline 0954 0.904 0.928 0986 0.899 0940 | 0.843 0.864 0.853 | 0957 0.875 0914
LLMeLog 0.959  0.920 0.938 0.950 0.857 0900 | 0.840 0.799 0.828 0.762  0.934 0.851
EvLog 0970 0.974 0972 | 0944 0.888 0915 | 0.922 0.700 0.795 | 0920 0.812 0.863
Our 0976 0.932 0.954 0979 0918 0.947 0.904 0.855 0.879 0.968 0.904 0.935

o LogSed [57] extracts key sequential relationships from
interleaved logs using a two-stage approach.

o DeepLog [58] models next-event prediction in log se-
quences, treating mismatches as anomalies.

o LogAnomaly [59] employs an attention-based LSTM to in-
tegrate semantic representations for unsupervised detection.

o LogRobust [60] applies supervised learning with semantic
vectors and attention to capture contextual information.

o BERT [52] fine-tunes pre-trained BERT for binary log
anomaly classification, serving as a strong baseline.

o LogBERT [61] uses self-supervised BERT to detect devi-
ations by learning normal log patterns.

o LLMeLog [62] leverages LLMs to enrich logs with seman-
tic context for anomaly detection.

o LogOnline [21] adapts to evolving logs via semi-supervised
online learning without manual labels.

o EvLog [2] targets software evolution with parser-free multi-
level semantics and an attention-based discriminator.

To assess each component’s impact, we evaluate ablation
variants in Table II: Ourgy uses only the trained SM (@ in
Figure 5), while Evol-CoT represents the LLM-based part of
our method ( ® in Figure 5). Within Evol-CoT, Evol Detect
and AD Agent correspond to its two internal components
(3.1 and 3.2 in Figure 5). Vanilla denotes a baseline that
employs LLMs without our Evol-CoT strategy, using only
the enhancement techniques from prior work [30], [41]. The

+AEM setting in Table II and III is used to study how
the AEM (@ in Figure 5) affects the coordinator’s routing
decisions and performance. In Table V, the variant (w/o
Coord) refers to the setting where our coordinator is removed
and all logs are processed directly by the LLM.

The evaluation metrics include the commonly used FI-
score (F1), Precision (Pr), and Recall (Re). We also report
Proportion, denoting the ratio of samples in the entire test
set, to quantify workload distribution among components. The
accuracy of identifying evolutionary relationships (Accuracy)
is assessed by checking the label consistency between pre-
evolution and post-evolution logs. Finally, to evaluate the cost
savings introduced by the coordinator, we measure Total LLM
Calls (Calls), Average Processing Time per sample (Time),
and Total Token Consumption (Token). For average process-
ing time, our method also accounts for the computational
overhead of the small model.

C. Main Results

To evaluate our approach, we conduct experiments under
two different settings: (1) Intra-version, where anomaly de-
tection is performed within the same software version (e.g.,
Hadoop 2 — Hadoop 2), and (2) Inter-version, where anomaly
detection is performed across different software versions (e.g.,
Hadoop 2 — Hadoop 3). As shown in Table I, our method
achieves the highest Fl-score across both datasets in both
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TABLE II: Ablation study on different log categories (Evol and
Non-evol denote the evolved and non-evolved logs identified
by the coordinator, respectively.)

Logs Method Spark 2 — 3 Hadoop 2 — 3
Pr Re F1 Pr Re F1
Ourgy 0.950 0.901 0925 0985 0979 0.982
Non-evol
+AEM 0935 0925 0930 0955 0943 0.949
Ourgy 0468 0417 0441 0375 0402 0.387
+AEM  0.640 0.610 0.625 0.537 0489 0.512
Evol

Vanilla 0.785 0.209 0330 0.705 0.518 0.595
Evol-CoT 0.829 0913 0.870 0944 0.885 00914
Ourgy 0.698 0.848 0.766 0.893 0.861 0.876
ALL +AEM 0.721 0.867 0.794 0.895 0.872 0.883
Our 0904 0.855 0879 0946 0.983 0.964

settings. We observe that existing anomaly detection meth-
ods generally perform well in the intra-version setting. For
example, in the Hadoop 3 — Hadoop 3 setting, most of them
achieve an Fl-score above 90%. However, in the inter-version
setting, most methods suffer significant performance degrada-
tion due to their reliance on log parsing and the closed-world
assumption. Specifically, LogSed, DeepLog, LogAnomaly, and
LogOnline heavily depend on structured log parsing. As log
entries evolve across versions, this dependency leads to a
high false-negative rate, resulting in poor Precision—often
below 5%. LogBERT, EvLog, and BERT, on the other hand,
avoid reliance on log parsing but still depend on the train-
ing distribution. Consequently, they struggle to generalize to
concept-drifted samples, leaving room for improvement in
Recall. The core of LLMeLog is to utilize LLM for the
semantic alignment of log templates, which can alleviate log
entry evolution to a certain extent. However, it still relies on
log template extraction and has not addressed the issue of
log sequence evolution, thus its performance in inter-version
evolution remains suboptimal.

In our method, the small model formulates log anomaly
detection as a semantic binary classification task, transforming
discrete log events into continuous semantic representations,
which can avoid false positives caused by log parsing. Most
importantly, our collaborative design lets the small model
handle in-distribution samples, while the large model focuses
on those with concept drift. The LLM, through our constructed
Evol-CoT, utilizes RAG and Agent techniques to conduct
detailed semantic comparative analysis and contextual reason-
ing, enabling better anomaly detection for evolving logs. This
significantly mitigates the impact of log sequence evolution
on anomaly detection performance. As a result, our method
outperforms EvLog by over 10% in Fl-score on the Hadoop
dataset and achieves the best overall results on the Spark
dataset. These results demonstrate that our hybrid approach
effectively balances efficiency and generalization, making it a
robust solution for log-based anomaly detection in evolving

TABLE III: Proportion (relative to the test set) and perfor-
mance across different components.

Spark 2 — 3 Had 2—-3

Logs Method par - adoop = =

Proportion F1 Proportion F1
Ourgm 94.84% 0925 95.18%  0.982
Non-evol

+AEM  9579% 0.930 97.56%  0.949
Evol-CoT 5.16% 0.870  4.82% 0914
Evol Evol Detect  5.16% 0.893  4.82%  0.857
AD Agent 1.65% 0.829 1.72%  0.948

software systems.

TABLE IV: Statistics of identified evolution relations, includ-
ing their count, detection accuracy, and average per-sample
training time of AEM.

#Relations Accuracy AEM Time (ms)
Spark 2 — 3 288 0.993 0.18
Hadoop 2 — 3 541 0.986 0.02

D. Ablation Study

After presenting the main results, we further analyze the
contribution of each component through ablation studies.

1) Effect of Coordinator: The coordinator aims to iden-
tify logs that the small model can handle well, avoiding
unnecessary LLM usage. As shown in Table II and III, the
coordinator assigns more than 90% of the non-evolved logs
(e.g., 94.84% in Spark and 95.18% in Hadoop) to the SM,
which achieves high Fl-scores of 0.925 and 0.982 on these
logs. In contrast, the SM’s performance drops sharply on
the remaining evolved logs, confirming that the coordinator
successfully identifies samples where the SM is unreliable.
The coordinator identifies evolved logs by checking whether
the autoencoder’s reconstruction loss exceeds a threshold 7,
which is set based on different percentiles of the valid set
losses. As shown in Figure 6, higher 7 values lead to selected
logs that deviate more from the training data, confirming that
the coordinator correctly routes logs where the SM struggles,
thereby validating its effectiveness. Moreover, 7 controls the
routing load to the LLM: small values increase cost, while
large values impair routing and reduce performance. Based on
this analysis, we select 7 at the inflection point (i.e., Q90 for
both Spark and Hadoop), where the SM’s F1-score on evolved
logs begins to decline.

2) Effect of Small Model: As shown in Table II, the small
model (Ourgy) performs well on non-evolved logs, with F1-
scores exceeding 90%. However, its performance degrades no-
tably on evolved logs. Our method explicitly identifies evolved
samples caused by concept drift and leverages the reasoning
capability of the LLM to determine anomalies from a semantic
perspective. Compared to relying solely on the small model,
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this design effectively improves detection. As presented in
Table II, our approach consistently outperforms the small
model. We further analyze the impact of the key parameter &
in Figure 6. Similar trends are observed across both datasets:
when k = 1, performance is poor due to insufficient reference
samples. As k increases, performance improves, but overly
large k values introduce dissimilar samples, degrading the
effectiveness of majority voting. We select the optimal k based
on the highest F1-score on the validation set for both anomaly
detection and RAG retrieval.

Spark2 —> 3 Hadoop 2 —> 3
ooopg = 0.95 {poooooooy
0.8 BBog, od b oty
pooOpn o o
0.61 g 0.90 1
0.4+
o F1-Scorej & 0.851 1~ F1-Score ] &
0 25 50 75 100 0 25 50 75 100
Percentile (T) Percentile (T)
(a) hyperparameter 7
Spark 2 -> 3 Hadoop 2 -> 3
0.90 1 a - J K =
o 0~ Fi-Score || 0.96{ -~ F1-Score | - S
1 ki 0.94 & ”
0.85 1 d % el o
=} a
0.92
0.80 1 0.904 -
] 0.88
0751 4 d
2 4 6 8 2 4 6 8

k

k

(b) hyperparameter k

Fig. 6: Ablation study on hyperparameter (a) 7 and (b) k.

3) Effect of Evol-CoT: Table III reports the proportions

Detect only needs to determine semantic relations between
logs, reducing task complexity, while the AD Agent performs
anomaly detection with reliable reasoning by leveraging RAG
to provide the most relevant information and adaptive contexts
tailored to specific scenarios.

4) Effect of AEM: AEM leverages the evolution relations
identified by Evol Detect to update both the coordinator and
the SM, thereby avoiding redundant LLM usage for similar
samples. Table IV reports the number of evolution relations
used by AEM, the detection accuracy of these relations, and
the average per-sample update time. The accuracy, measured
by label consistency between pre-evolution and post-evolution
logs, reaches 99% on Spark and 98.6% on Hadoop, demon-
strating the reliability of LLM-based relation identification.
Furthermore, the update time is negligible (0.18 ms and
0.02 ms), especially compared to LLM inference. Moreover,
even if the LLM occasionally makes an incorrect judgment,
reprocessing the same log would produce the same result,
meaning that AEM does not compromise overall detection
capability. As shown in Table III, applying AEM increases
the proportion of logs routed to the small model (e.g., from
94.84% to 95.79% on Spark), which correspondingly reduces
the proportion routed to the LLM (e.g., from 5.16% to
4.21%). This shift alleviates redundant LLM usage and thereby
improves overall efficiency. At the same time, Table II shows
that AEM substantially improves the detection of evolved logs
(e.g., Fl-score on Spark increases from 0.441 to 0.625), while
keeping the detection of non-evolved logs nearly unaffected.
Consequently, AEM delivers consistent overall improvements
in Fl-score across both datasets. Moreover, even if the LLM
occasionally makes an incorrect decision, reprocessing the
same log would reproduce the same outcome, ensuring that
AEM does not compromise detection reliability.

of logs processed by different components of our method,
along with their corresponding performance. In Spark 2—3
and Hadoop 2—3, 5.16% and 4.82% of the samples are
identified as evolved logs and routed to Evol-CoT. These
samples are subject to concept drift, where the small model
fails to maintain reliable performance. Moreover, directly ap-
plying the LLM for anomaly detection (i.e., Vanilla) performs
poorly due to insufficient contextual information, achieving
only 0.330 F1 on the Spark dataset. In contrast, Evol-CoT
customizes log anomaly detection for software evolution sce-
narios through task decomposition and RAG-based knowledge
injection, yielding a substantial F1-score improvement.
Evol-CoT consists of two key components: Evol Detect
and the AD Agent. All evolved logs are first passed to Evol
Detect, which, together with the top-% retrieved historical logs
from RAG, attempts to identify evolution relations. If such a
relation is found, the class label of the pre-evolution log is
directly reused as the detection result. Otherwise, the input
proceeds to the AD Agent for anomaly detection. As shown in
Table III, 3.51% and 3.10% of logs are recognized as evolution
cases, while the remaining logs (1.65% in Spark and 1.72% in
Hadoop) are handled by the AD Agent. Both parts achieve F1-
scores above 80%, benefiting from task decomposition: Evol

TABLE V: Comparison of efficiency and computational cost.

Metric Method Spark 2 — 3 Hadoop 2 — 3
w/o coord 4,246 34,302
Calls
Our 289 2,174
Token (k) w/o coord 9,048.85 21,347.73
Our 1,557.30 2,480.65
LogRobust 0.96 0.43
LogAnomaly 1.69 0.83
Time (ms) Oursy 0.23 0.04
w/o coord 810.10 724.61
Our 78.40 54.30

E. Efficiency and Cost Analysis

Table V compares the efficiency and cost of our method
against directly using an LLM for anomaly detection without
coordinator collaboration (w/o coord). The results demonstrate
a significant reduction in computational overhead achieved
by our approach. Our method reduces the number of LLM
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calls by over 85%, thereby minimizing the reliance on costly
inference operations. This leads to a substantial decrease in
both the average processing time per log sequence and token
consumption, making our approach more practical for real-
world deployment. By reducing the number of LLM calls, the
average processing time per sample is reduced by over 90%.
Similarly, token consumption is reduced by more than 80%
(up to 88%), saving millions of tokens. Since LLMs inherently
suffer from higher latency due to their large model size and
network overhead, our method still shows an efficiency gap
compared to lightweight baselines such as LogAnomaly. How-
ever, the coordinator design makes LLM-based approaches
more practical for meeting industrial-speed requirements.
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F. Case Study

Evol-CoT integrates a customized workflow with CoT
prompts, enabling the LLM to provide explicit reasoning
traces. To illustrate this, we present two representative cases
corresponding to its two core components:

1) Case of Evol Detect (3.1): As shown in Fig. 7(a), the
current log differs from its most similar historical log only
by an additional entry serving as supplementary information.
The LLM explicitly identifies this difference, reasons that the
added entry does not alter the underlying system semantics
or state, and concludes that the two logs are evolutionarily
related. Consequently, the anomaly label of the historical log
can be reused, with the reasoning trace providing a clear
justification for this decision.

2) Case of AD Agent (3.2): Fig. 7(b) illustrates the com-
plementary scenario. When the current log exhibits substantial

semantic differences from similar historical logs, no evolution-
ary relation is detected, and the sample is routed to the AD
Agent. The agent first employs tools to check determinism
(i.e., whether similar logs are consistently labeled as anoma-
lies), and then applies RAG to retrieve informative examples.
Guided by CoT, the LLM contrasts the current log with
retrieved anomalies (e.g., network or I/O errors), highlights
semantic differences (e.g., heartbeat failure vs. connection
errors), and shifts to semantic reasoning to interpret the failure
mode. This process leads to correct anomaly detection while
simultaneously providing an interpretable rationale.

V. RELATED WORK

Log-based anomaly detection is essential for ensuring sys-
tem reliability and security by capturing abnormal patterns
that may indicate potential failures. Traditional approaches
range from rule-based methods [63], [64] to machine learning
(ML) [11] and deep learning (DL) [10], [13], [57], [65]-[68],
with DL models [18], [60], [69] showing strong capability
in learning complex log patterns. However, most training-
based methods rely on a closed-world assumption, limiting
generalization under software evolution. Log entry and se-
quence evolution cause distribution shifts that lead to parsing
errors and misclassifications. Recent efforts, such as EvLog [2]
and LogOnline [21], address log entry evolution by directly
learning semantic embeddings from raw logs, reducing pars-
ing inconsistencies but remaining ineffective against concept
drift from sequence evolution. Moreover, DL-based methods
generally suffer from poor interpretability.

More recently, LLM-based approaches have emerged, but
they often suffer from efficiency issues. Some enhance log
parsing [62], while others use LLMs for post-hoc verifi-
cation or interpretability based on deep learning model re-
sults [41], [44], [45]. In essence, these methods are still small
model-dominated, with LLM-based detection heavily reliant
on prior outputs from the small model. As a result, when
concept drift degrades small model reliability, overall detection
performance cannot be guaranteed. In contrast, our method
employs an adaptive coordinator to classify logs upfront,
enabling the LLM to operate independently when necessary,
thus improving robustness and flexibility.

VI. CONCLUSION

In this paper, we propose an efficient and generalizable
anomaly detection scheme using an adaptive coordinator to
enable collaboration between large language models (LLMs)
and small models (SMs). The SM handles non-evolved logs
within the training distribution, while the LLM processes
evolved logs via the Evol-CoT framework. Furthermore, the
Adaptive Evolution Mechanism (AEM) ensures reliable LLM
decisions are routed to the SM, reducing redundant LLM use.
Future work will explore different model combinations and
validate their effectiveness in various scenarios.
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