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Abstract—In modern software ecosystems, 1-day vulnera-
bilities pose significant security risks due to extensive code
reuse. Identifying vulnerable functions in target binaries alone
is insufficient; it is also crucial to determine whether these
functions have been patched. Existing methods, however, suffer
from limited usability and accuracy. They often depend on the
compilation process to extract features, requiring substantial
manual effort and failing for certain software. Moreover, they
cannot reliably differentiate between code changes caused by
patches or compilation variations.

To overcome these limitations, we propose Lares, a scalable
and accurate method for patch presence testing. Lares introduces
Code Slice Semantic Search, which directly extracts features from
the patch source code and identifies semantically equivalent code
slices in the pseudocode of the target binary. By eliminating
the need for the compilation process, Lares improves usability,
while leveraging large language models (LLMs) for code analysis
and SMT solvers for logical reasoning to enhance accuracy.
Experimental results show that Lares achieves superior precision,
recall, and usability. Furthermore, it is the first work to evaluate
patch presence testing across optimization levels, architectures,
and compilers. The datasets and source code used in this article
are available at https://github.com/Siyuan-Li201/Lares.

Index Terms—Patch Presence Testing, Binary Analysis, Large
Language Model.

1. INTRODUCTION

Software development is not a repetitive process. Develop-
ers often reuse third-party libraries to accelerate development,
resulting in a complex software supply chain ecosystem [1].
However, this practice introduces security risks by propagating
vulnerabilities. According to the Synopsys report [2], 96% of
tested software reused at least one third-party library, with 89%
of codebases containing open-source components that had not
been updated for over two years, and some for more than four
years. The failure to update and patch vulnerabilities promptly
exacerbates the impact of 1-day vulnerabilities.

Several approaches [1], [3]-[8] have been proposed for
detecting 1-day vulnerabilities in software. These approaches
typically collect third-party libraries and vulnerable functions,
performing function- or library-level matching using binary
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similarity techniques. However, they primarily identify func-
tions similar to vulnerable ones, struggling to differentiate
between vulnerable and patched functions due to minimal
modifications in patches [9]. To address this limitation, patch
presence testing was introduced, first proposed by Fiber in
2018 [10]. As in Figure 1, this technique analyzes a target
function and patch information (e.g., vulnerable and patched
versions) to determine whether the target function is closer to
the vulnerable or patched version, enabling fine-grained dis-
tinction. We classify patch presence testing methods into two
categories: syntactic-based and semantic-based approaches.

Syntactic-based methods usually use syntactic features for
detection. BinXray [11] uses the sequence of mnemonic oper-
ators in binary instructions, function calls and constant values
for detection, and combines structural statistics such as the
number of instructions, basic blocks, branches and the control
flow graph. Fiber [10] extracts the differences in control flow
graphs and abstract syntax trees from the vulnerable version
and patch version of the kernel to detect patches in the
target kernel. PatchDiscovery [12] uses basic blocks with more
changed instructions as representative blocks to improve the
performance of BinXray [11].

Semantic-based methods usually use symbolic execution to
extract various types of semantic features. PDiff [13] first
locates the anchor block in CFG, and then uses symbolic
execution to obtain semantic features such as path constraints
to reach the anchor block for detection. Robin [9] generates



a malware function input (MFI) through symbolic execution
from reference binaries, and collects four runtime features to
compare whether the target binary is closer to the vulnerability
version or the patch version. PS3 [14] also uses symbolic
simulation to extract four similar semantic features (write
data to reg, Store data to mem, Condition, call&Return) for
comparison.

However, it is essential to note that existing methods ex-
hibit certain limitations, which hinder their performance and
usability in the real world. We summarize the limitations of
the existing works in the following three points.

Firstly, existing methods rely on compilation to extract
features, which is often difficult to automate and may fail
for many software projects, reducing usability (P1). Patch
information resides at the source code level, while the detec-
tion target is a binary file. Current approaches compile both
vulnerable and patched versions into binaries [9], [11], [14]
or intermediate representations (IR) [15] to extract features
using debugging information. As a result, these methods rely
on manual compilation, making them unsuitable for large-
scale deployment. To address these limitations, we propose to
eliminate the need for compilation, directly extracts features
from patches and source code, and enables efficient, automated
large-scale detection.

Secondly, existing methods struggle to locate patch-related
code fragments accurately, reducing detection accuracy (P2).
Binary similarity matching typically operates at the func-
tion or library level, whereas patch detection requires finer-
grained comparison of specific code fragments. While ex-
tracting patch-related fragments from reference binaries (e.g.,
vulnerable and patched functions) is straightforward, iden-
tifying corresponding fragments in target binaries remains
challenging. Existing methods [9], [14] tend to directly match
all features of the entire function with patch features. An
effective method is needed to precisely locate and extract the
corresponding code fragments from target binaries.

Thirdly, existing methods struggle to maintain accuracy
across different compilation environments (P3). In real-world
scenarios, target binaries may be compiled using varying
optimization options, compilers, or architectures, making it
difficult to distinguish between changes introduced by patches
and those caused by compilation differences. Existing ap-
proaches partially mitigate the impact of optimization options
but still suffer significant accuracy degradation. Furthermore,
most existing approaches [9], [11], [14] only support feature
comparison within the same architecture and do not support
cross-architecture detection. In addition, they need to write
feature extraction code specifically for each new architecture.
Only REACT claims to support cross-architecture detection
from the IR level, but it has not been evaluated on a cross-
architecture dataset.

To solve the problems mentioned above, we propose Lares,
an LLM-driven code slice semantic search technique that
enhances the usability and accuracy of binary patch presence
testing. Lares identifies the code slice corresponding to the
patch source code from decompiled pseudocode and compares
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their semantic differences. Unlike existing methods, Lares
does not require a compilation process and instead extracts
features directly from the patch diff and patch function source
code (for P1). It uses the decompiled pseudocode of the
target binary function for comparison, with features that are
architecture-independent and applicable to stripped binaries
(for P3). Additionally, inspired by prior work on LLMs in
decompilation [16] and function summarization [17], Lares
employs LLMs to locate patch-related fragments, ensuring
consistent granularity for precise comparison (for P2).

Lares comprises three modules. First, the patch enhance-
ment module expands patch semantics by adding context-
related statements to patch code with few statements. Second,
the patch localization module leverages an LLM to identify
pseudocode slices corresponding to patch code slices within
the target function’s pseudocode. Finally, the patch verification
module validates the localization results to determine whether
the target corresponds to a vulnerability or a patch by LLM
and SMT Solver. The core insight of Lares lies in utilizing
the code analysis and logical reasoning capabilities of LLMs
to locate patch-related statements in pseudocode and compare
them with source code slices from both the pre-patch and
patched versions.

We thoroughly analyze the issues introduced by the com-
pilation process in existing methods and demonstrate how
Lares naturally avoids them. Our evaluation shows that Lares’s
lightweight design not only maintains usability but also im-
proves precision and recall by effectively addressing P2 and
P3. Compared to existing methods, Lares achieves a significant
F1 score improvement of 9%-10%. This balance of accuracy
and usability makes Lares a more effective solution for patch
presence testing.

We summarize our main contributions below:

o We propose Lares, the first compile-free, LLM-based
approach for patch presence testing tasks, which elim-
inates substantial manual work and achieves large-scale
automated detection.

o We implement Lares with 3,000 lines of Python code and
integrate it with several source and binary analysis tools,
while also validating its performance using advanced
LLMs.

¢ We conduct an extensive evaluation of Lares, and the
results show that Lares outperforms state-of-the-art ap-
proaches in terms of both accuracy and recall overall
across a range of architectures and compilation options.

II. MOTIVATION

We illustrate our motivation and insights with the exam-
ple shown in Figure 2. First, we demonstrate the necessity
of conducting patch presence testing. Next, we analyze the
limitations of existing approaches and present our insights for
developing more robust tools for patch presence testing.

A. Necessity of Patch Presence Testing

Figure 2 illustrates CVE-2013-6449 as a representative
example. The first box on the left contains the patch commit



1| a/ssl/s3_lib.c b/ssl/s3_lib.c 1| long alg2 = s->s3->tmp.new_cipher->algorithm2;
2| index bf832bbé6cc..c4ef2738d7 100644 2
3| --- a/ssl/s3_lib.c 3| //#define TLS1_2_VERSION 0x0303
4| +++ b/ssl/s3_lib.c 4| if (s->method->version == TLS1 2 VERSION && //patch_code
5/ @@ -4286,7 +4286,7 @Q need to go to SSL_ST ACCEPT. 5| alg2 == (SSL_HANDSHAKE_MAC DEFAULT|TLS1_PRF)) LLM
6| long ssl_get algorithm2(SSL *s) . 16| return SSL_HANDSHAKE MAC SHA256 | TLS1_PRF_SHA256;
7 { 4 7
8| -- " , 8| return alg2;
9 long alg2 = s->s3->tmp.new_cipher->algorithm2; e
10| - :!.f (TLSl_get_vers:.ox.\(s) >= TLS1_2_VERSION && 1 |1 [([resuit = 131200;
11| + if (s->method->version == TLS1_2_VERSION && | 2
L A T ) s [ ], iR s 2
i . ;ez\?rn ) ] ._MAC_: | _PRF_¢ ¢ [v]4 *(_DWORD *) (*(_DWORD *) (* (_DWORD *) (al + 88) + 836) + 36) ~ 0xC030 )
1 return alg2; v | Y5| result = *(_DWORD *) (*(_DWORD *) (*(_DWORD *) (al + 88) + 836) + 36);
- A e
16]2.34.1 -|7| return result;
e Vul Version: TLS1 get version(s) >= TLS1 2 VERSION e Vul Version: x1 >= 0x303
- - - Vul X
« Patched Version: s->method-> version == TLS1_2_ VERSION |:> « Patched Version: x1 == 0x303 E> ZB @ E:>
Patched v
« Pseudo Code: **(_DWORD **) (al + 8) * 771 « Pseudo Code: x1 * 771 LLM

Fig. 2. A motivation example.

for the vulnerability, which introduces minimal code changes.
Specifically, it replaces a version-related macro definition with
a structure pointer and modifies the comparison operator
from “>=" to “==". These subtle changes render the patched
function highly similar to the vulnerable one. Consequently,
existing binary similarity detection methods struggle to differ-
entiate between the vulnerable and patched versions, as they
primarily identify function-level similarities. This highlights
the need for a more fine-grained patch existence verification
method to detect the presence of the vulnerability accurately.

B. Limitations and Insights

1) Reliance on Project Compilation: Existing methods rely
heavily on the compilation process to extract features, such as
control flow graphs (CFG) [11], assembly code [9], [14], or
intermediate representations (IR) [15]. For each vulnerability
to be detected, these methods require manually compiling
both pre-patch and patched binaries. This process necessitates
the inclusion of debugging information to identify the precise
location of the patch code within the binary. While B2SFinder
[18] attempted to automate the compilation process, they
reported that only 25% of the GitHub projects they tested
could be successfully compiled automatically. Furthermore,
we observed that compilation is not only challenging to fully
automate but often requires extensive domain knowledge, with
many projects failing even under manual compilation. These
limitations render existing methods insufficient for real-world
applications. Table I describes the specific problems caused
by the compilation process.

External Dependencies: Some projects require resolving
external library dependencies during compilation (e.g., Zlib
for OpenSSL, Libpcap for Tcpdump), but they do not provide
an automatic way to build the dependencies. This demands do-
main knowledge and careful alignment of compilation param-
eters (e.g., the path of external libraries compiled manually),
hindering automation and increasing the likelihood of failures
in complex projects.

Compilation Parameters: Reference binaries must be com-
piled with specific parameters (e.g., -O0, -g). Manually config-

TABLE 1
USABILITY EVALUATION OF EXISTING METHODS

Problems REACT BinXray Robin PS3 Lares
ED b 4 X X X v
Cp X X X X v
Ccv X X X X v
BT X X X X v
AC X v v v v

Note: ED: External Dependencies. CP: Compilation Parameters.
CV: Compiler Versions. BT: Build Tools. AC: Additional
Compilation. ¢ indicates that this method can solve the problem,
while X indicates that it cannot.

uring compiler and linker options in the project-specific config
file further reduces usability.

Compiler Versions: Variations in compiler versions can
cause compatibility issues. Older projects may fail with newer
compilers due to stricter checks, while newer projects may
rely on C++20 features supported only in g++ v10 or later.

Build Tools: Projects use diverse build tools (e.g., Au-
tomake, CMake, Bazel), which complicates the setup process.
Datasets from prior work [19] such as exjson even require
MIX as the build tool.

Additional Compilation: Methods like REACT require
extracting the compilation parameters during the compilation
process and re-compiling to generate intermediate representa-
tions (IR) using Clang, further complicating the process and
increasing the risk of errors.

Therefore, we aim to propose a compile-free approach for
patch presence testing. Unlike existing methods, we decompile
the target binary into pseudocode and analyze it by extracting
features from the source code for comparison to determine
the presence of a patch. This compile-free design inherently
addresses all issues in the compilation process.

Avoiding compilation is a critical advantage. In practical
application scenarios, the analysis targets are often real-
world binaries extracted from software or firmware. Although
these projects may be technically compilable, the compilation
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Fig. 3. The workflow of Lares.

process is difficult to automate and often requires manual,
case-by-case configuration. For large-scale vulnerability anal-
ysis tasks that demand efficient processing across numerous
projects, these issues significantly hinder system efficiency and
scalability.

2) Inaccuracy in Patch Localization: In addition, exist-
ing methods, such as PS3 [14], extract features from the
entire function code in the target binary and match these
features with those of vulnerabilities or patches. However,
this approach introduces numerous irrelevant features, as patch
statements often constitute only a small portion of the function.
Other methods, including BinXray [11], Robin [9], and PDiff
[13], rely on control flow graph (CFG) blocks and heuristic
rules to locate anchor points. However, CFG blocks are
sensitive to changes in the compilation environment, leading
to inaccuracies in these methods. To address the performance
degradation caused by inconsistent comparison units, we aim
to locate the code slices in the target function that correspond
to the patch code slices. This method should be robust to
compilation environment variations and leverage semantic
analysis to identify the relevant code slices for comparison.

Therefore, we aim to propose an approach that can ac-
curately locate patch-related code within the target and
perform subsequent analysis and detection. As shown in the
two boxes in the upper corner of Figure 2, we directly compare
the patch-related source code with the pseudocode obtained
through decompilation of the target binary. Specifically, we
leverage LLM to find pseudocode slices corresponding to
patch-related source code from pseudocode, as highlighted
in Figure 2. The dotted lines illustrate the correspondence
between these statements. This patch localization enables
comparison at a consistent and fine-grained code slice level.

However, LLMs cannot perfectly locate the patch or vul-
nerability slice. While LLMs can identify the pseudocode
slice most similar to the target patch fragment, the retrieved
slice may precede or follow the actual patch. Therefore, an
additional patch verification step is necessary. Similar to prior
work [9], [14], [15], we employ an SMT solver for semantic-
level comparison. As shown in the bottom box of Figure 2,
we extract key instructions from the code fragment and
normalize them into unified equations. Using the Z3 solver,
we evaluate semantic equivalence, effectively handling cases
such as x1°771 and x1 == 0x303, which differ syntactically
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but are semantically equivalent. For cases where the Z3 solver
fails, we leverage LLMs to further analyze the match between
the target code slice and the vulnerability or patch slice to
determine the correct correspondence.

III. METHODOLOGY

In this section, we introduce the design of Lares. We begin
by explaining its overall workflow, followed by a detailed
description of each module.

A. Overview

The workflow of Lares, illustrated in Figure 3, consists of
three phases: patch enhancement, patch localization, and patch
verification. We assume that a binary code similarity detection
scheme (e.g., BinaryAl [8]) has been used to identify potential
vulnerable functions F} in the target binary, and the goal of
this work is to further verify whether the vulnerability has
been patched. We take the target binary, source code project,
and patch commit as input. Then, Lares determines whether
the vulnerable code in the target binary has been patched.

Patch Enhancement. Given the source code of the vul-
nerable function S,,,; and that of the patched function Spqscn
as input, this module aims to extract patch-related code slices
for both versions (Cyy; and Cpacn) to allow subsequent patch
localization within the target. Specially, some patches modify
only a small portion of the source code, sometimes as little as
a single line, making the code diff between the vulnerable and
patched versions insufficient. Therefore, the goal is to extract
more enriched code slices that include only statements relevant
to the patch and avoid the introduction of irrelevant code.

Patch Localization. In this step, we first decompile F} into
pesudocode P;. Next, we aim to locate the corresponding slice
within P, using Cy,; and Cpqtcp, obtained from the previous
step.

Currently, LLMs have demonstrated strong code analysis
capabilities in tasks such as code decompilation [16] and
function summarization [17]. Therefore, we designed an LLM-
based approach to locate code slices within P;. Specifically,
we crafted a tailored prompt containing P;, Cyy; and Chpatcn.
The LLM is tasked with mapping each line of the source code
slice to its corresponding pseudocode sequence, and finally get
the pseudocode slices (P,.; and Ppqcn,) corresponding to Cyyy
and Cpaser, - While this result identifies the pseudocode slices



long alg2 = s->s3->tmp.new_cipher->algorithm2;

1
2
3| //#define TLS1_2_VERSION 0x0303

4| if (s->method->version == TLS1_2 VERSION && // patch_code
5| alg2 == (SSL_HANDSHAKE MAC_DEFAULT|TLS1_PRF))

6| return SSL_HANDSHAKE MAC_SHA256 | TLS1_PRF_SHA256;

7

8

return alg2;

Macro Analysis
AST Struture:
- If Statement
- Statement 1 - TLS1_PRF
- Statement 2 - TLS1_PRF_SHA256
Related Statement: - ..
- long alg2 = ... Related Statement:
- return alg2; - Statement 1;
- Statement 2;

Macro Definitions:
- TLS1_2_VERSION

Relevant Variables:
- alg2
- s->method->version

Related Values:
- 0x0303

long alg2 = s->s3->tmp.new_cipher->algorithm2;

1
2
3| //#define TLS1_2_VERSION 0x0303

4|if (s->method->version == TLS1_2_VERSION && // patch_code
5| alg2 == (SSL_HANDSHAKE MAC_DEFAULT|TLS1_PRF))

6| return SSL HANDSHAKE MAC_SHA256 | TLS1_PRF_SHA256;

7

8

return alg2;

Fig. 4. The Patch Enhancement Module.

most semantically similar to the source code slice, further
verification is required to determine whether the fragment
represents the vulnerability or the patch.

Patch Verification. From the previous step, we obtained
two pairs, (Cyui, Pyut) and (Cpatens Ppaten), representing the
source code slices before and after the patch, along with their
potential corresponding pseudocode slices in the target. In
this step, we analyze the semantic equivalence of each pair.
The pair with the highest semantic equivalence similarity is
considered the best match, allowing us to infer whether the
target corresponds to the pre-patch or patched version.

B. Patch Enhancement

In this phase, we utilize three core strategies to enrich patch-
related code slices, including data flow analysis, control flow
Analysis, and macro analysis. Given a patch commit diff file
and the pre-patch and patched versions of the function source
code (Syu and Spaicn), the module outputs the patch-related
code slices for both versions (Cyy; and Cpaicr). Similar to
existing work MVP [20], Lares leverages lightweight slicing
implemented via Joern [21], enabling a compile-free patch
presence test. This method is intra-function.

1) Data Flow Analysis: The first enhancement strategy
targets the data dependencies of the patch. Variables defined
or used within the patch often act as critical links between
the patch and the rest of the program. However, since patches
typically modify only a small portion of the code, the broader
context of these variables often remains unexplored. To ad-
dress this, we conduct systematic data flow analysis to capture
the complete role of these variables within the program.

We begin by parsing the patch code to extract all defined
variables and used variables. These variables represent key
points of interaction between the patch and its surrounding
code. For instance, as shown in Figure 4, a patch modifying
a single if statement would involve the condition of the if
clause and any variables referenced within its body, which may
significantly interact with other parts of the program.
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After identifying the relevant variables, we analyze the
broader function or module containing the patch to locate
additional statements that define or use these variables. For
example, in Figure 4, lines 1 and 8 are data flow-related state-
ments connected to the patch statement, providing additional
context for analysis.

2) Control Flow Analysis: While data flow analysis focuses
on variable interactions, control flow analysis examines the
structural and logical organization of the code impacted by
the patch. This analysis is crucial for understanding how the
patch affects the program’s execution paths, particularly in
the presence of complex control structures such as loops and
conditional branches. By incorporating these dependencies,
control flow analysis offers a comprehensive understanding
of the patch’s impact on program execution.

For each patch, we determine the control flow structure in
which it resides. This involves identifying the entry points of
control structures, such as the condition in an if statement
or the header of a loop. We further analyze the structure by
extracting the first statement of each block and the statement
immediately following the block. For example, if a patch
modifies the body of an if statement, we also capture
the corresponding else branch, if present, along with the
statement following the i f-else block.

3) Macro Analysis: In addition to data flow and control
flow, the third enhancement strategy focuses on macro defini-
tions, which are commonly used in source code to represent
constants, expressions, or inline code fragments. Since the
target binary is stripped of such definitions, we must identify
and resolve the specific values of macro definitions in the patch
to better align with the values found in the pseudocode.

After identifying the relevant macro definitions, we locate
their corresponding values or code fragments in the source
code. These values are then substituted into the patch, replac-
ing macro placeholders with their concrete representations. For
example, in Figure 4, the macro TLS1_2_VERSION resolves
to the value 0x030 3, enabling correct matching in later stages
(e.g., aligning 0x303 with 771 via macros). Although the direct
search strategy carries some risk of error, this lightweight
approach is effective in practice and requires no compilation.

C. Patch Localization

The purpose of the Patch Localization module is to identify
the corresponding pseudocode slice (Pyy; and Ppy¢cp) within
the target function’s pseudocode, using the enhanced patch
code slice from the previous module (Cyy,; and Cpatcn ). Rather
than using only the patch code slice as input, we utilize
the entire function’s source code. To assist identification, we
annotate each line of the patch code slice within the function
source code by adding the comment “//patch_code”.

1) Truncation of Function: To address the token limits
of large language models (LLMs), we apply AST-guided
truncation to retain essential contextual information while
ensuring syntactic and semantic integrity.

For patch code. we use the first statement of the patch as
an anchor, and expand upward and downward to include sur-



TABLE II
PROMPT FOR EACH TASK IN LARES

Task Prompt Template

Suppose you are a software reverse engineer with strong code analysis skills. You have the source code of a function and
the pseudo code obtained through binary decompilation. Lines in the source code that end with “//patch_code” are patch
codes. Can you identify the patch codes in the pseudo code that corresponds to the patch code? Must only output your
findings as a JSON dictionary.

- Output format: <json_format_sample>

- Source code: <source_code>

- Pseudocode: <pseudo_code>

Patch Localization

You are a software reverse engineer analyzing decompiled pseudo code. Your task is to determine whether the code is
patched or pre-patch version by analyzing the reliability of matching results. Must only output your findings as a JSON
dictionary.

- INPUT: 1. Diff File: <patch_diff_label>2. patched version matches: <patch_result_json>3. pre-patch version matches:
<vul_result_json>

- ANALYSIS REQUIREMENTS: Evaluate each match in patched and pre-patch: Semantic correctness, Logic consistency,
Context compatibility, Potential false matches. Compare quality of matches: Which version has more reliable matches,
Which matches might be incorrect, Overall semantic alignment

- RULES: Only one result (patched version or pre-patch version) corresponds to the correct version. Better semantic match

Patch Verification

determines the version

rounding lines of code. To ensure semantic integrity, truncation
occurs at structural boundaries in the AST. For example, if
the patch modifies a statement within a loop, the entire loop
body is included. This process continues until the truncated
code reaches a predefined token limit. The final patch code
is annotated with the label “patch code” for subsequent
processing. We adopt a similar strategy for the pseudocode of
the target function. Rather than extracting a single statement
and its context, we extract multiple code slices truncated at
the AST structure boundaries and input them into Lares for
subsequent processing.

2) Prompt Construction: After truncating both the patch
code and pseudocode, we construct prompts for the LLM
to perform the patch localization task. The prompt follows
a carefully designed template, as shown in Table II. This
template includes placeholders for the patch code and a single
pseudocode segment, which are replaced with the truncated
patch code and one segment of pseudocode, respectively. The
prompt instructs the LLM to identify the pseudocode slice
corresponding to the patch code slice.

The constructed prompt is sent to the LLM, which analyzes
the patch code and pseudocode segment and returns a JSSON
structure specifying the location of the patch code slice within
the pseudocode. This JSON output includes the matched
pseudocode slice and its corresponding location. The result is
a precise mapping between the enhanced patch code slice and
the corresponding pseudocode slice, providing the foundation
for the subsequent patch verification module.

3) Reverse-Matching Strategy for Add and Delete Patches:
Not all vulnerabilities identified during the patch localization
module result in two matching pseudocode slices. For edit-
type patches, it is possible to match the unique code before
and after the patch with the target pseudocode, yielding two
distinct results for the following verification. However, for add-
only and delete-only patches, there is typically a single match
between the added/deleted code slice and the pseudocode.
This makes it challenging to determine whether the resulting

924

pseudocode slice aligns more closely with the pre-patch or
post-patch version. To address this, we introduce a novel
reverse-matching strategy to ensure two matching results are
always obtained.

Generating two pseudocode slices is practical and effective.
Our goal is to compare the pseudocode with the two source
codes before and after the patch. Because the patch-induced
differences are minimal, an LLM cannot reliably locate a
single pre- or post-patch slice. Instead, for each vulnerability,
Lares matches the most similar pseudocode slice to the pre-
patch source and another to the post-patch source, then selects
the correct pairing to ensure accurate localization.

For add-only patches, in addition to the P4, that matches
the added code slice (Cpqtcn), the second matching result
P, is generated by reverse matching the pseudocode slice
Ppaten, with the source code of the pre-patch version Sy.;.
This determines whether the pseudocode slice originates from
the newly added code or from existing lines in the pre-patch
version. Similarly, for delete-only patches, the P,,; is matched
with the Spaten to get the Pparen for verification.

D. Patch Verification

The purpose of the patch verification module is to determine
whether the pseudocode slice (P, and Ppqcn) identified
by the patch localization module truly corresponds to the
vulnerable code or the patched code (Cy.; and Chparen). While
the patch localization module identifies the pseudocode slice
most similar to the patch code, additional analysis is required
to distinguish whether the match aligns with the vulnerable or
patched version. The Patch Verification module takes as input
two locating results for the target function: one from the pre-
patch version and one from the patched version. Its output is
a determination of which locating result is correct.

Existing methods tend to use the Z3 solver for equivalence
judgment. However, since feature extraction is performed
on source code and pseudocode, it is difficult to fully ob-
tain semantic formulas, which sometimes causes Z3 to fail.



Therefore, we combined LLM with Z3 for verification. This
verification process is fully automated and forms the final
step in the pipeline, enabling accurate and efficient analysis
of software patches.

1) Lexical Analysis and Normalization: In order to extract
semantic formulas from code slices and perform SMT-Based
constraint solving, we need to first normalize them. The pro-
cess begins with a customized lexical analysis of the matched
code slices, where the code is parsed into fundamental lexical
units. Finally, we extract the normalized equation from the
vocabulary unit.

We use a custom finite state machine (FSM) for lexical anal-
ysis. We take each line of code as input, provide it to the FSM
character by character, and perform state transition according
to each new character. This recursive definition ensures that
the FSM processes the input string sequentially, one character
at a time, maintaining a systematic and deterministic approach
to lexical analysis.

After lexical analysis, we get the lexical units corresponding
to the code. From these units, we extract four primary types
of code slices:

« Conditional Statements: e.g., if

(y == 1).

« Assignment Statements: e.g., x a+ b,y =0.

« Return Statements: e.g., return z.

o Function Calls: e.g., foo (x, y), bar (x+14).

Next, all variables and complex operations on vari-
ables (e.g., pointer manipulations, structure operations,
or unrecognized complex expressions) are normalized
into macro variables. For example, an expression like
s—>method->version 0x303 is normalized into x1
0x303. This normalization ensures that the code slices
are abstracted into a form suitable for semantic analysis.

2) SMT-Based Constraint Solving: Using the normalized
code slices, we extract logical equations and expressions,
which are then processed using the Z3 solver to check for
semantic equivalence. To avoid interference from trivial or
repetitive equations (e.g., x1 == null, x1 == 0), we ex-
tract the formulas that do not exist in the pre-patch version
of the function as the unique features of the patched version.
The same operation is also applied to the unique features of
the pre-patch version. Only unique and meaningful equations
are used for verification. If the Z3 solver finds semantically
equivalent equations between the two slices, the verification
is marked as successful.

3) LLM-Based Semantic Reasoning: For cases where SMT-
based constraint solving cannot directly verify equivalence
(e.g., lack of unique logical structures), we employ a Large
Language Model (LLM) for semantic reasoning. The LLM
analyzes the two matching results (pseudo code vs. vulnerable
source code slice and pseudo code vs. patched source code
slice) to infer semantic equivalence. The LLM is tasked
with identifying whether the pseudo code slice represents
the vulnerable functionality or the patched functionality. We
constructed Prompt as shown in Table II. This reasoning step
leverages the LLM’s ability to understand high-level semantics

(x > 0), while
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TABLE III
DATASET
Project CVE  func, Version Binary Testcase

OpenSSL 34 100 20 400 2000
Freetype 7 18 5 100 360
Tcpdump 25 78 40 1560
Libxml2 7 28 4 80 560

All 73 224 31 620 4480

and abstract relationships, providing a fallback mechanism for
cases that are too complex for SMT solvers alone.

IV. IMPLEMENTATION

Lares is implemented in approximately 3,000 lines of
Python code, integrating several tools for its functionality.

For binary analysis, we use IDA Pro [22] to decompile
binaries and extract function-level pseudocode via custom
scripts. IDA Pro was selected for its robust decompilation and
scripting capabilities. For source code, Tree-Sitter [23] parses
code into functions with AST-based segmentation, while Joern
[21] performs advanced static analysis, including data flow and
control flow, using its code property graph model.

Semantic equivalence is determined with the Z3 SMT solver
[24], which verifies logical equivalences by normalizing code
slices into macro-variables. For cases where formal methods
are insufficient, Lares uses the Claude-3.5-Sonet [25] language
model for semantic reasoning. Due to cost considerations,
larger models like GPT-ol were avoided, with vulnerability
verification costing approximately $0.20 per case. We use the
default values for LLM parameters (temperature=1.0).

V. EVALUATION

We evaluate the effectiveness of Lares by answering the
following research questions.

RQ1: How does Lares perform in the cross-optimization
patch presence testing task compared to existing methods?

RQ2: How does Lares perform in the cross-architecture
patch presence testing task?

RQ3: How does every component in Lares affect the overall
performance?

RQ4: How efficient is Lares?

a) Experiment setup.: The experiments are conducted on
Ubuntu 22.04, powered by an Intel Xeon CPU with 128 cores
at 3.0GHz and hyperthreading capabilities.

b) Evaluation metrics.: We follow the evaluation criteria
established in existing works [9], [14], [15], and use precision,
recall and F1 score to evaluate the performance of Lares and
baselines. Specifically, T'P, F'P, and F'N refer to the number
of patched functions truly classified as patched, vulnerability
functions erroneously classified as patched, and patched func-
tions erroneously classified as vulnerability, respectively.



TABLE IV
PERFORMANCE OF PATCH PRESENCE TESTING WITH DIFFERENT OPTIMIZATION OPTIONS ON X86.

Model 00 Ol 02 03 Average Averagenew_vul
P R F1 P R F1 P R F1 P R F1 P R F1 P R F1
BinXray 1.0 049 0.66 - - - - - - - - - - - - - - -
Robin 064 075 069 | 0.63 070 0.67 | 0.62 0.69 066 | 063 0.73 068 | 0.63 0.72 0.67 | 0.69 0.73 0.70
PS3 076 093 083 | 056 070 0.62 | 0.56 0.74 0.64 | 0.56 0.74 064 | 061 0.78 0.68 | 0.62 0.79 0.69
Lares 069 091 079 | 071 077 074 | 072 0.79 0.75 | 0.78 0.83 0.81 0.72 083 0.77 | 0.76 0.81 0.79
TABLE V
PATCH PRESENCE TESTING ACCURACY OF DIFFERENT COMPILATION ENVIROMENT.
. 00 (0)] 02 03 Average Averagenew vul
Enviroment — R FI P R FI P R Fl P R FI P R FI P R FI
x86-gcc 066 085 075 | 071 079 074 | 0.68 0.77 0.72 | 0.73 0.79 0.76 | 0.69 0.80 0.74 | 0.74 0.79 0.76
x64-gcc 0.65 08 074 | 069 079 073 | 066 0.79 072 | 0.73 0.81 0.76 | 0.68 081 0.74 | 0.74 080 0.77
arm-gcc 0.62 080 0.70 | 0.64 0.75 0.69 | 069 0.75 072 | 070 0.76 0.73 | 0.66 076 0.71 | 0.68 0.74 0.71
x86-clang 069 091 079 | 071 077 0.74 | 0.72 079 0.75 | 0.78 0.83 0.81 072 083 0.77 | 0.76 0.81 0.79
x64-clang 068 091 078 [ 070 077 0.73 | 0.71 0.76 0.73 | 0.73 0.79 0.76 | 0.71 0.81 0.76 | 0.74 0.81 0.77
¢) Dataset: We select four real-world well-known A. Cross-optimization Task (RQ1)

projects from various application aspects for evaluation, which
is the same as the existing works [14], [15]. These four projects
involved protocol encryption, packet, XML analyzer, and font
rendering. We compile the vulnerable and patched versions of
OSS for each vulnerability collected using compiler gcc v9.4.0
and clang v6 with different optimization levels (O0 to O3)
and different architectures (x86, x64, and ARM), respectively.
Table III shows the statistical information for these projects. In
total, we have obtained 73 CVEs with 224 distinct vulnerable
and patched functions, denoted as the source functions. Finally,
we conduct 20 * (112 + 112) = 4480 test cases.

In addition, we expanded the dataset to include 20 vulner-
abilities disclosed after October 2024, totaling 400 cases, to
ensure that they were not included in the training set of the
model (claude-3.5-sonnet-20241022) to avoid data contamina-
tion.

d) Baselines: We select three baselines in our experi-
ments.

o BinXray [11]: A classic syntactic-based approach for
patch presence testing, widely adopted in various works.

« Robin [9]: A state-of-the-art semantic-based patch pres-
ence testing approach that leverages symbolic execution
to extract patch features.

o PS3 [14]: A state-of-the-art patch presence testing ap-
proach specifically designed to address challenges posed
by compiler optimization.

Additionally, REACT [15] needs to be compiled with clang
to generate Intermediate Representations (IR). This process
requires an additional compilation process after the normal
compilation, which is more difficult to use than other methods.
Since we aim to implement a compile-free method, REACT
is orthogonal to our scope of consideration.
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To evaluate Lares’ performance in the cross-optimization
(00, O1, 02, and O3) patch presence testing task, we com-
pare it against three state-of-the-art methods. The results are
summarized in Table IV.

BinXray [11] exhibits high precision under OO0 (1.0). H
owever, it fails entirely under higher optimization levels (O1,
02, 03). This is because BinXray [11] heavily relies on
syntactic features. Robin [9] demonstrates relative stability
across different optimization levels, maintaining an F1 score
in the range of 0.66 to 0.69. However, its overall accuracy and
recall remain low compared to Lares. This is primarily because
Robin [9] relies on symbolic execution for feature extraction,
which fails for certain functions, and some extracted features
are insufficient to distinguish between patched and unpatched
code. PS3 [14] shows decent performance under O0, with an
F1 score of 0.83, but its performance degrades significantly
under higher optimization levels (F1 score drops to 0.62, 0.64,
and 0.64 for O1, O2, and O3, respectively). This degradation
is due to the presence of too many patch-irrelevant features in
its analysis, which introduces noise and leads to a high rate
of missed patch detections.

Lares outperforms all baseline methods, showing robust
performance across all optimization levels with an average F1
score of 0.77. Unlike BinXray [11], Lares effectively handles
cross-optimization scenarios by leveraging semantic features,
which are less sensitive to syntactic changes introduced by
optimization. Compared to PS3 [14], Lares reduces the influ-
ence of patch-irrelevant features through enhanced data flow,
control flow, and macro analysis, improving recall even under
high optimization levels. Finally, Lares surpasses Robin [9] by
combining deterministic SMT-based verification with semantic
reasoning, which enables it to handle complex cases where
symbolic execution fails or extracted features are ambiguous.

Specifically, we also evaluated 400 new cases, denoted as
Averagenew_vul- These new vulnerabilities are consistent with



the findings from conventional datasets, and Lares significantly
improves over existing methods. This further demonstrates
that Lares’s improvement is not due to data contamination.
This is consistent with our intuition, as Lares leverages the
code analysis capabilities of LLM rather than its inherent
understanding of vulnerabilities in the training set, and is
therefore not affected by data contamination.

Answering RQ1: Lares can handle diverse optimiza-
tion levels and significantly improve the precision and
recall of existing methods.

B. Cross-architecture Task (RQ2)

To evaluate the performance of Lares in the cross-
architecture and cross-compiler patch presence testing task,
we tested it on three architectures (x86, x64, ARM) and two
compilers (GCC and Clang) with different optimization levels.
Table V summarizes the precision, recall, and F1 score of
Lares under these configurations.

Existing methods such as BinXray [11], PS3 [14], and
Robin [9] rely heavily on architecture-specific or compiler-
specific features, limiting their ability to handle cross-
architecture or cross-compiler scenarios. They are strongly
related to instruction tokens, while different architectures have
different instruction sets. Therefore, we only present the results
of Lares. Unlike existing methods, Lares is explicitly designed
to generalize across architectures and compilers.

Lares demonstrates consistent performance across the five
settings. For x86 and x64 compiled with GCC, it achieves an
average F1 score of 0.74, while for ARM-GCC, the score is
also 0.71. Similarly, under Clang, the F1 scores range from
0.75 to 0.77. The slight variations across architectures are
primarily due to differences in instruction sets and binary
representations, but these have minimal impact on Lares’
overall performance. Clang-based binaries show a slight im-
provement in F1 scores, possibly due to better preservation
of semantic features during compilation. Similarly, IDA-Pro’s
decompilation for x86 architecture is more mature than ARM,
so the result is slightly higher.

Answering RQ2: Lares outperforms existing meth-
ods by effectively handling the cross-architecture and
cross-compiler patch presence testing task.

C. Ablation Evaluation (RQ3)

We evaluated Lares with different LLMs and temperature
parameters. We have repeated every case 5 times when the
temperature is not zero and observed no significant changes in
the results. As shown in Table VI, Claude-3.5-Sonet achieved
the highest F1 score, followed by GPT-40. The open-source
model DeepSeek-Coder exhibited the highest both Recall but
the lowest Precision. Claude-3.5 and GPT-4o significantly
outperformed existing methods, while other models showed
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TABLE VI
PERFORMANCE OF DIFFERENT LLMS ACROSS SETTINGS. DARKER GREEN
INDICATES BETTER PERFORMANCE

Temperature
Metrics, Model 0.0 0.5 0.7 1.0
GPT-3.5-Turbo 0.514 0.526 0.543 0.525
& DeepSeek-Coder 0.511 0.510 0.515 0.536
'§ GPT-40 0.586 0.598 0.618 0.647
&  Claude-3.5-Sonnet 0.629 0.665 0.706 0.723
GPT-3.5-Turbo 0.814 0.826 0.829 0.792
= DeepSeek-Coder 0.983 0.934 0.951 0.968
§ GPT-40 0.824 0.923 0.885 0.872
a Claude-3.5-Sonnet 0.673 0.802 0.769 0.831
GPT-3.5-Turbo 0.631 0.643 0.656 0.631
g DeepSeek-Coder 0.673 0.660 0.668 0.690
# GPT-4o 0.685 0.726 0.728 0.743
& Claude-3.5-Sonnet 0.651 0.727 0.736 0.773
TABLE VII
ABLATION STUDY
Model Precision  Recall F1

Lares_pe 0.651 0.720  0.683

Lares_p; 0.488 0.600 0.538

Lares_ .3 0.673 0.780 0.714

Lares_py 0.815 0221 0348

Lares 0.725 0.825 0.772

comparable performance. More advanced models, such as ol,
were excluded due to cost constraints.

To evaluate the contribution of each module in Lares, we
conducted an ablation study by progressively removing indi-
vidual components. The results are summarized in Table VII,
where the precision, recall, and F1 score of different variants
of Lares are reported. The settings are same as Table IV.

Removing the patch enhancement module, Lares_,., de-
generates into a common LLM-based function similarity
matching method, which results in a precision of 0.651, recall
of 0.720, and an F1 score of 0.683. This decline is due to the
failure of the LLM to distinguish subtle differences in certain
patches without the enriched semantic information provided by
this module. When the patch localization module (Lares_p;)
is removed, and the LLM is directly tasked with detecting
the presence of patches from pseudo code, the performance
drops significantly, with an F1 score of 0.538. The absence
of patch localization results in the LLM needing to process
raw pseudo code with many missing variable names and
structural ambiguities, which makes it difficult to reliably
determine patch presence. This highlights the importance of
the patch localization module in narrowing down the pseudo
code to relevant slices, enabling the LLM to focus on smaller,
semantically meaningful code regions.

Removing the Z3 solver (Lares_,3) leads to a slight per-
formance drop, with an F1 score of 0.714. Z3 is important and
can improve Fl-score from 71.4% to 87.3%. However, the F1-
score for Lares is 77.3%(not 87.3%) because Z3 only handles
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21% testcases; the others, without equations for Z3 to prove
semantic equivalence, are handled by LLM. Therefore, Z3 is
necessary because when it works, the results will be highly
confident. LLM is complementary to advancing scalability. In
addition, the accuracy of LLM cannot be ignored. Although
the LLM is less accurate than Z3, LLM-only performance still
surpasses PS3 [14] and Robin [9].

Removing the LLM-based patch verification (Lares_,,)
and relying solely on Z3 for verification results in significant
performance changes. While the precision of Lares_y, is high

(0.815), the recall drops substantially to 0.221, as only 21% of

test cases can be successfully verified by the Z3 solver. This
limitation stems from Z3’s dependency on patches that can be
fully modeled using logical constraints, whereas many real-
world patches lack unique semantic equations suitable for Z3’s
processing. These results highlight that, although Z3 achieves
high precision, its applicability is limited, requiring LLM to
deal with more cases.

Answering RQ3: Leveraging LLM, Lares signifi-
cantly surpasses existing methods. Each component
contributes critically to its overall performance.

D. Efficiency (RQ4)

To evaluate the efficiency of Lares, we compared its runtime
with existing approaches. The runtime is divided into two
phases: OffLine, which includes offline preprocessing tasks
such as reverse engineering and feature extraction for patches,
and OnLine, which refers to the patch presence testing time
for each input binary. The results are summarized in Figure 5.

BinXray [11] has the shortest runtime, with a total time of

28.6 seconds. This is because it uses only simple syntactic
features. Robin [9] is the most time-consuming among all
methods, with a total runtime of 489.31 seconds. The primary
bottleneck is the OffLine phase, which takes 472 seconds due
to the use of symbolic execution for feature extraction. PS3
[14] improves efficiency compared to Robin [9] by simplifying
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symbolic execution into symbolic simulation, significantly
reducing the time required in the OffLine phase to 45 seconds.

Lares achieves a total runtime of 35.9 seconds, which is
significantly faster than Robin [9] and PS3 [14] and close to
the lightweight BinXray [11]. Its OffLine phase takes only 20.3
seconds, as it avoids the computational overhead of symbolic
execution by leveraging semantic analysis based on a large
language model (LLM). The OnLine phase (15.6 seconds) is
also reasonably fast, enabling efficient patch detection without
compromising accuracy.

The runtime comparison in Figure 5 does not include the
time required for compiling binaries. BinXray [11], Robin [9]
and PS3 [14] require a compilation process to construct patch
features, which adds significant overhead in real-world use.

Answering RQ4: Lares outperforms existing methods
and particularly suitable for scenarios where speed and
adaptability are crucial.

E. Failure Cases Analysis

We investigate various failure cases in this experiment and

identify several potential causes behind these inaccuracies:

« Repeated patch code: The statements added by patches
that are also in the vulnerable function, but in different
locations to interfere with judgment. For example, the if
statement “if (s — session — sess_cert == NULL)”
in CVE-2014-3510 and the code in the body also appear
elsewhere in the vulnerable function. This is a relatively
common assertion. Therefore, Lares also recognizes this
statement in the vulnerable function and mistakenly iden-
tifies the vulnerable function as patched. This situation is
rare in our dataset. In the future, researchers can optimize
the Patch Enhancement module to avoid this failure by
adding more context.

« Stealthy patches: Stealthy patches often introduce only
minor changes. Variations from different compiler en-
vironments further obscure these differences, making
accurate judgment difficult. In fact, these cases are also
difficult for humans. Specifically, the LLM shows high
precision for add/delete-type patches but occasionally
fails on edit-type patches by missing subtle differences
or misidentifying changes.

« The hallucinations of LLM: Hallucination is one of
the recognized problems in LLM. Hallucinations can
degrade performance by causing missed patches or in-
correct judgments, especially in logical comparisons and
complex vulnerabilities. For instance, in CVE-2013-6449
the condition changed from “>=" to “==" post-patch,
yet the LLM sometimes hallucinated a “==" and falsely
deemed the vulnerability patched. Future work will miti-
gate hallucinations via iterative verification and building
more complex multi-agent workflows.

In summary, Lares demonstrated that the agent built by

combining LLM and Z3 has considerable potential in the patch
existence testing task. Lares cannot achieve perfect judgment



in some special cases due to the presence of hallucinations.
However, we can try to address these issues in the future
by improving the agent or designing workflows based on
vulnerability types.

VI. DISCUSSION

Patch existence testing, which involves detecting fine-
grained patch semantics, remains a challenging task with sig-
nificant room for improvement in existing methods, including
Lares. Lares offers interpretable outputs, such as equations
generated by Z3 or reasoning provided by LLMs, which can
serve as valuable references for humans, even in cases of
uncertain results.

In this work, we employed a zero-shot commercial LLM
for patch presence testing and achieved promising results.
However, this approach incurs a certain API usage cost. In
the future, by fine-tuning open-source LLMs on patch-related
data, it is possible to further enhance detection performance
while reducing the cost of deployment. Besides, Sometimes
Lares will return a result that is not in JSON format because
of the randomness of LLM, and we need to ask again.

Our dataset includes a diverse set of vulnerable and patched
functions, comprising different types of projects. This dataset
is consistent with previous work [14] but goes beyond by
generating significantly more test cases, with a total of 4480
samples. The larger dataset ensures a more thorough and
reliable evaluation of Lares’ performance, covering a wide
range of real-world scenarios and challenges.

VII. RELATED WORK
A. Vulnerability Detection

Binary code similarity detection plays a crucial [26], [27]
role in applications like malware analysis [28], vulnerability
detection [29], [30], and software reuse identification [6], [19],
[31], [32]. This work focuses on detecting 1-day vulnerabilities
caused by binary code reuse [4], [5], [33], [34]. The main
challenge is to overcome the differences caused by different
compilation environments and identify semantic equivalence.

Recent works leverage Natural Language Processing (NLP)
techniques and structural analysis for binary similarity de-
tection. NLP-based methods, such as SAFE [35], Trex [36],
and CEBin [37], treat code as natural language and embed
semantics for matching. Structural approaches like Gemini [3],
[38], ASTeria [39], and HermesSim [40] exploit control flow
graphs (CFQG), abstract syntax trees (AST), or custom semantic
graphs for similarity detection.

Large language models (LLMs) have recently emerged as
a new paradigm in this field. Methods like CLAP [41] and
SCALE [42] use LLMs to enhance similarity detection.

Despite these advances, current methods struggle to de-
termine if detected vulnerabilities have been patched. To
address this, our work targets patch presence testing, which
complements vulnerability detection by verifying whether a
vulnerability has been mitigated, offering a more comprehen-
sive assessment of software security.
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B. Vulnerability Verification

To address false positives in vulnerability detection, veri-
fication methods are employed, including dynamic and static
approaches.

Dynamic methods, such as Directed Grey-box Fuzzing
(DGF) [43]-[47], generate proofs of concept (PoC) by fuzzing
target binaries [48]. AFLGo [49] is a classic DGF approach.
Subsequent methods like Hawkeye [50], WindRanger [51], and
TransferFuzz [52] build upon AFLGo, enabling direct vulnera-
bility triggering. However, these methods are time-consuming
and limited to a small subset of memory vulnerabilities.

To overcome these limitations, static methods like patch ex-
istence testing have been proposed. These approaches analyze
patch modification statements to detect whether a function
remains vulnerable or has been patched. Some researchers
[53], [54] have analyzed the evolution of vulnerability patches
and classified various security patches. Patch existence testing
methods [55] for Java, Android, or C/C++ source code are
relatively mature. However, patch existence testing for C/C++
binary targets brings unique challenges due to different compi-
lation environments. BinXray [11] uses lightweight syntactic
features. Robin [9] and PS3 [14] leverage symbolic execution
and simulation for higher accuracy but face scalability chal-
lenges. Specialized kernel-focused methods, such as Fiber [10]
and PDiff [13], have also been developed.

Existing approaches often trade off accuracy for usability
or vice versa. We propose Lares, a lightweight method that
achieves both high usability and accuracy while uniquely
supporting cross-optimization, cross-architecture, and cross-
compiler scenarios.

VIII. CONCLUSION

It is crucial to determine whether the target function in
binary has been patched. In this paper, we presented Lares,
a novel method for patch presence testing. Unlike traditional
methods that rely on compilation process to extract patch
features, Lares directly leverages source code functions and
patch information, providing a lightweight and scalable so-
Iution for cross-architecture detection. By employing LLM-
driven semantic analysis, Lares accurately identifies patch
code slices, significantly improving precision and recall. We
compare Lares with existing methods in detail and discuss
the contribution of each component of Lares. Our evaluation
demonstrates that Lares not only achieves high scalability but
also effectively handles diverse architectures and compilation
environments.
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