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Abstract—Directed grey-box fuzzing (DGF) steers testing to-
ward high-value targets, but developing effective DGF for com-
mercial off-the-shelf (COTS) binaries is challenging due to the
lack of accurate structural information (e.g., control-flow graphs
and call graphs), which can cause control flows to deviate and
misguide DGF’s reachability analysis. In this paper, we introduce
BinGo, a tailored binary-level directed grey-box fuzzer, which can
accommodate the flawed control-flow graphs (CFGs) of COTS
binaries and enable accurate and efficient reachability analysis.
First, to quantify the inevitable inaccuracies of uncovered indirect
edges and analyze their impact on the reachability of basic blocks,
we propose a Bayesian-based method. This method combines
prior knowledge from static analysis with dynamic observations
from fuzzing to estimate the confidence in correctly recovering
indirect edges. Then, we present a new concept called a region,
which redefines granularity for efficient reachability analysis by
transforming the CFG into a region graph. Using the Bayesian
results and region graph, we propose a custom fitness metric for
binary-level DGF, termed probabilistic reachability. This metric,
based on a dynamically updated region graph and reachability
scores, is adaptive, lightweight, and accommodates inaccurate
binary-level CFGs. We implemented a prototype tool, BinGo, and
evaluated it on the CGC dataset, CVE-Benchmark, and UniBench
benchmark. Experimental results show that BinGo surpasses
baseline fuzzers (AFL++, AFLGo, PDGF, UAFuzz, and 1dVul)
in reaching target locations and exposing known vulnerabilities.
Additionally, BinGo discovered three new vulnerabilities in the
real-world application cscope-15.9.

Index Terms—Software Security, Directed Grey-box Fuzzing,
Region, Probabilistic Reachability

[. INTRODUCTION

Directed Grey-box Fuzzing (DGF) [9], [11], [13], [23], [27]
specializes in testing high-value target program locations. It
has been widely used in patch testing [41], bug reproduc-
tion [20], [30], [39], and validation [38], [40]. Most existing
DGF techniques are designed for open-source programs. They
rely on accurate structural information, such as control-flow
graphs (CFGs) and call graphs (CGs) from the program under
test (PUT) to develop fitness metrics to guide the testing
directions [11]. Recent DGF tools further analyze the CFG
and CG to determine the reachability, i.e., whether a basic
block lies on the paths leading to the targets, allowing fuzzers
to improve efficiency by focusing on the subset of reachable
code. For instance, Beacon [18] prunes unreachable paths,
SelectFuzz [28] selectively instruments reachable basic blocks.

Commercial off-the-shelf (COTS) binaries have become
the predominant form of software distribution, with Gartner’s
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2023 report indicating that over 70% of enterprise software
purchases are COTS [1]. However, structural information crit-
ical for reachability analysis in DGF, such as accurate CFGs
and CGs, is typically unavailable in COTS binaries. Existing
reverse engineering tools, such as IDA Pro [4] and Ghidra [6],
face substantial difficulties in resolving the targets of indirect
calls and jumps in these binaries, which results in incomplete
CFGs that miss many indirect edges. To recover indirect edges,
state-of-the-art static analysis techniques, which primarily
rely on limited propagation [34], pattern matching [36], and
machine learning [45], have been developed. Despite these
advancements, static approaches generally achieve less than
50% precision in recovering indirect edges on average [45],
leading to inaccurate CFGs. Such inaccuracies make general
fitness metrics (e.g., distance-based metrics) and strategy opti-
mizations (e.g., path pruning [18]) unreliable for binary-level
DGE. Since accurately recovering indirect edges at the binary
level remains an open challenge, this paper aims to design a
tailored directed grey-box fuzzer that can accommodate flawed
CFGs of COTS binaries.

Challenge: How to perform an accurate and efficient
reachability analysis for DGF with a flawed binary-level
CFG? First, existing DGF fitness metrics do not apply to
flawed CFGs of COTS binaries, as they generally assume
accurate structural information without missing or incorrect
indirect edges. This often misguides fuzzers, resulting in
wasted effort on infeasible paths or missing critical paths.
Second, some source code-based fuzzing techniques, such as
ParmeSan [32] and PDGF [43], attempt to update the CFGs
and reachability information at runtime after executing indirect
edges. However, only a small portion (less than 10%, §V-C)
of target-reachable indirect edges can be covered, and the
impact of uncovered indirect edges cannot be quantitatively
assessed. Furthermore, since most fuzzers rely on dynamic
binary translation for accuracy and scalability, these runtime
updates incur significant runtime overhead at the binary level.
Although lighter methods such as static binary rewriting [14],
[29] exist, they often struggle with complex dependencies or
cross-platform binaries. Consequently, updating reachability
for numerous basic blocks and paths in binary-level fuzzers re-
mains costly. Third, DGF approaches [26], [31], [41] designed
for binaries are mainly based on specific vulnerability charac-
teristics (e.g., UAFuzz [31] for the use-after-free vulnerability)
or program features (e.g., 1dFuzz [41] for patch features) to
improve the efficiency of testing certain code locations or paths



in binary-level DGF. They have not addressed the impact of

binary-level CFG inaccuracies on the reachability analysis.

Key Insight. To enable accurate and efficient reachability
guidance for binary-level DGF, our key insight is to design
a novel reachability analysis method that remains effective
even with flawed CFGs. Specifically, we first aim to design
an indirect edge assessment method to quantify the inevitable
inaccuracies when recovering indirect edges from COTS bi-
naries, and then analyze how these uncertain edges affect
the reachability of basic blocks. Based on this, we explicitly
incorporate the quantified results and the analyzed impact of
uncertain indirect edges into the analysis process, forming
an efficient reachability analysis method. This method can
leverage a customized fitness metric that accounts for binary-
level CFG inaccuracies in reachability guidance and provides
adaptive guidance for binary-level fuzzing.

Solutions. To realize our insight, we first use a static method
to recover indirect edges and generate prior knowledge in
the form of a matching score for each recovery. Second,
we employ a Bayesian-based method, which combines prior
knowledge from static analysis with dynamic statistics from
fuzzing, to estimate the confidence (i.e., accuracy probability)
in correctly recovering indirect edges. Third, we introduce a
new concept called a region, which is defined as a group
of basic blocks that are influenced by the same set of in-
direct edges, to enable efficient runtime updates. Regions
are dynamically updated when fuzzing explores new indirect
edges. Based on estimated accuracy probabilities and region
abstraction, we design a region-based reachability analysis
to efficiently update the reachability of basic blocks across
different regions. Specifically, we propose intra-region depth to
measure the difficulty of traversing within a region, and inter-
region connectivity to measure the challenge of transitioning
between regions. These two factors are combined to form
our customized fitness metric, probabilistic reachability. The
metric not only guides seed prioritization but also optimizes
both energy allocation and mutation strategies. As fuzzing
progresses, both the Bayesian model and the region structure
are dynamically updated, ensuring efficient and adaptive di-
rected fuzzing despite flawed CFGs. In summary, we make
the following contributions:

o We propose a Bayesian-based method, which combines
prior knowledge from static analysis with runtime fuzzing
information to quantify the inevitable inaccuracies in un-
covered indirect edges.

« We introduce the concept of a region at the binary level,
which captures the impact of uncovered indirect edges on
basic blocks, thus enabling efficient reachability analysis.

o We design a customized fitness metric for binary-level DGF,
called probabilistic reachability, to accommodate flawed
CFG in binary-level DGF.

« We implemented a tool named BinGo and evaluated BinGo
on the CGC dataset, the UniBench benchmark, and the
CVE-Benchmark, with a total of 194 targets. Experimental
results show that BinGo reached more target locations,
exposed known vulnerabilities faster, and achieved up to
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a 2.47x speedup over baseline fuzzers (AFL++, AFLGo,
PDGF, UAFuzz, and 1dVul). Furthermore, BinGo discov-
ered three new vulnerabilities within 24 hours.

« The artifact is available at https://anonymous.4open.science/
r/BinGo-BC54.

II. BACKGROUND AND MOTIVATION
A. Background

Directed Grey-box Fuzzing. Following AFLGo [11], most
existing DGF works construct CGs and CFGs for PUTs to
build interprocedural CFGs (ICFGs) during the static analysis
phase. These works assume that the ICFG is accurate and
build distance metrics upon it, which are then further refined
using additional indicators [13], [15], [23] to optimize the
fitness metric. A recent promising approach optimizes DGF
through reachability analysis, focusing fuzzing efforts on the
necessary program paths that trigger vulnerabilities [18], [28],
[43], [44]. This is achieved by determining whether a program
path exists between a given basic block and the target basic
blocks based on an accurate ICFG. Only a limited number of
studies have investigated DGF for COTS binaries, and most of
them are designed for specific vulnerabilities or scenarios like
use-after-free or patch testing [26], [31], [41]. Some works
employ QEMU’s dynamic translation [5], compiler-quality
instrumentation [29], or binary rewriting techniques [14] to
facilitate and accelerate binary-only fuzzing.

Bayesian Statistical Model. Bayesian statistics is a proba-
bilistic inference method based on Bayes’ theorem, which up-
dates the probability distribution of a given event. It combines
prior knowledge with data to update beliefs about unknown
parameters, providing flexibility in managing uncertainty and
incorporating external information. The theorem is expressed:

P(DI|0)P(6)
P(D)
where P(0|D) is the posterior distribution of parameter 6

given data D, P(D|6) is the likelihood function, P(0) is the
prior distribution of #, and P(D) is the marginal likelihood.

P(9|D) = (1)

B. Motivation

Indirect edges, including indirect calls and indirect jumps,
are highly prevalent in real-world binaries and play a critical
role in determining program reachability. Our analysis of
large-scale benchmarks (e.g., UniBench and CVE-Benchmark)
shows that indirect edges constitute a significant proportion
of control-flow transitions—64 out of 68 binaries in our
benchmark contain thousands, and in some cases, even hun-
dreds of thousands of such edges, which often guard access
to security-critical targets. A typical challenge caused by
indirect edges in binary-level DGF is that both static and
dynamic analysis methods struggle to accurately resolve the
true targets of indirect edges, leading to flawed CFGs. This,
in turn, undermines the effectiveness of reachability analysis
and guidance in binary-level DGF.

We illustrate this using a code snippet in Figure 1. In
this example, the only feasible path (path;) to the target



void step2(){ target ();}
void stepl() {

step2(); // To target
}

void unreachable () {
void (*xfp) () = mis_target ();
if (fp) fp(); // ysi
— un ha

9}

11 int main(int argc, char xargv[]) {
12 int sel = atoi(argv([l]);
13 if (sel 0) stepl(); // I > target

else unreachable(); /

15}

Figure 1: Impact of inaccurate indirect edge recovery on DGF.

function target ismain — stepl — step2 — target,
involving three function calls. The function unreachable
contains an indirect call that can only reach mis_target,
which is unrelated to the fuzzing objective. However, state-of-
the-art static analysis tools, such as CALLEE [45], BAP [21],
and CodeSurfer [8], may resolve incorrect indirect call targets.
Our empirical evaluation confirms that while state-of-the-art
static methods can achieve high recall rates (over 90%), their
precision rates are often below 50% [45]. This is mainly be-
cause they infer possible targets without accurate symbol and
type information, which can lead to recovering non-existent
edges. For instance, they may mistakenly resolve the indirect
call in unreachable as potentially reaching target, intro-
ducing an incorrect edge (unreachable— target) in the
recovered CFG. This misrepresentation directly impacts DGF.
Guidance mechanisms, such as AFLGo’s distance metrics,
may then compute a path that appears shorter but is actually
infeasible (patho: main — unreachable — target) than
the only real path path;. As a result, the fuzzer may prioritize
an unreachable path, wasting resources and missing the valid
target path. Moreover, this problem cannot be addressed by
existing dynamic fuzzing approaches (e.g., ParmeSan [32]
and PDGF [43]) alone, since it only discovers indirect edges
executed at runtime, leaving theoretically feasible but rarely
triggered paths unexplored. For example, in our evaluation
(§V-C), the binary-only version of PDGF only recovered
652 out of 7,462 target-reachable indirect edges, highlighting
the severe limitations of dynamic discovery. For the large
number of uncovered indirect edges, existing dynamic fuzzing
approaches cannot determine whether these edges are correctly
recovered, nor quantify their impact on the reachability of
basic blocks affected by such indirect edges.

In summary, the inaccurate recovery of indirect edges at
the binary level leads to persistent uncertainty in reachability
analysis, fundamentally limiting the effectiveness of DGF. This
motivates the need for new solutions that accommodate flawed
CFG when guiding directed fuzzing in practice.

III. THE DESIGN OF BINGO

A. Overview

In this paper, we design BinGo, a novel binary-level DGF
approach for COTS binaries. We first apply the static method
CALLEE [45] to resolve potential targets of indirect calls and
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generate prior knowledge that provides a matching score for
each recovery. Then, we quantify the accuracy of recovered
indirect edges by a Bayesian-based statistical model(§III-B).
Then, we introduce the concept of region, which serves as a
new granularity for transforming the CFG into a region graph
to facilitate efficient reachability analysis. Using the statis-
tical results and region graph, we propose the region-based
reachability analysis method (§1II-C) and a new fitness metric
called probabilistic reachability (§III-D), which maintains the
accuracy of reachability analysis while minimizing overhead.

The overview of BinGo is depicted in Figure 2, which
consists of two phases. In the static analysis phase, BinGo
uses IDA Pro [4] and CALLEE [45] to construct CFG and
recover indirect edges. Then, BinGo groups basic blocks
into different regions and constructs the region graph. In
the fuzzing phase, BinGo collects the execution frequency
of nodes in the region graph (Execution Info Collection
Module) and provides execution frequency to the Indirect
Edge Assessment Module to estimate the confidence (i.e.,
accuracy probability) of accurately recovering indirect edges.
Then, based on the region graph, BinGo continuously performs
dynamic reachability analysis (Region-based Reachability
Analysis Module). It updates reachability scores of all basic
blocks (Fitness Metric Calculation Module) according to
evolving accuracy probabilities, thereby optimizing the fuzzing
process (Fuzzing Optimization Module).

B. Uncertainty-Aware Indirect Edge Assessment

We use the Bayesian statistical model to combine prior
knowledge from static analysis with runtime fuzzing infor-
mation to estimate the confidence in correctly recovering
indirect edges. Compared to models like logistic regression or
naive Bayes, the Bayesian approach is well-suited to fuzzing
scenarios with sparse, incomplete, and unpredictable data.
Its key advantage lies in continuously updating probability
estimates as new fuzzing evidence emerges, flexibly incorpo-
rating CALLEE’s static matching scores with dynamic ob-
servations. This adaptability allows maintaining accurate, up-
to-date confidence measures for indirect edges with minimal
computational overhead, even as runtime information evolves.

1) Formalization of the Bayesian-based Method: We begin
by formalizing our Bayesian-based method:

e Let G = (V, E) represent the CFG, where V is the set of
basic blocks and E is the set of control-flow edges.

o Let 7 denote the set of recovered but not yet fuzz-covered
indirect edges, and e = (.S, D) denote an indirect edge from
source S to destination D in Z. We define ¢ : V' — 27 as the
mapping assigning each block v € V to the set of uncovered
indirect edges that affect its reachability to targets.

e Let O = (ns,ng,0bs = 0) represent the observation event,
where ng denotes the execution count of S, ng denotes the
execution count of D, and obs = 0 indicates that e has not
been covered during fuzzing.

« Let event B represent the case where e truly exists, that is, e
has been correctly recovered by static analysis. Conversely,
event B indicates that e does not exist. Thus, P(B) is
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Figure 2: The overview of BinGo.

the prior probability that e is correct, P(O | B) is the  Bernoulli trial for traversing e, with failure probability (1 —

probability of observing obs = 0 given B is true, and phit) per trial. ng determines the number of trials, while ng
P(O | =B) is the probability of observing obs = 0 given contributes only to pp,;; because D may be reached through
B is false. alternative paths not involving e.
2) Bayesian Estimation of Accuracy Probability: Given Under this model, the estimation of P(O | B) is:
the observation O, the posterior probability that e has been 9 ns
correctly recovered (i.e., the accuracy probability) can be P(O | B) = P(obs = 0| ns,na, B) = (1 T et nd) ©)

updated using Bayes’ theorem:
PO | B) P(B) For P(obs = 0 | ns,ng,—B), since B is false (i.e., e
P(B|0O)= PO[B)-P(B) + PO -B)- (1= PB) (2) is incorrectly recovered and does not exist), e can never be
covered regardless of ng or ng. Thus, we have P(O | =B) =
Where P(O | B) and P(O | —B) are obtained via  P(obs = 0 | n,, ng, ~B) = 1.

Maximum Likelihood Estimation (MLE): Combining these likelihoods with Bayes’ theorem yields:
P(O | B) = P(obs =0 | ns,na, B) - P(ns,nq | B) 5\
P(O|~B) = P(obs =0 | na.ns.~B) - Plnz.ma | ~B) P(B0) = (\-=t) -P) g
Since ng and ng in O are observed facts rather than (1 - nind> ".P(B)+1-(1—P(B))

parameters to be inferred, we have P(ns,ng | B) = 1 and
P(ns,ng | 7B) = 1 as their deterministic occurrence. This
simplifies Formula 3 to:

Based on Formula 7, BinGo updates the accuracy proba-
bility of each uncovered indirect edge dynamically after each
fuzzing observation. By efficiently combining static priors

P(O| B) = P(obs =0 ns,ng, B) with runtime data, BinGo quantifies the uncertainty introduced

_ _ ) . . . .
P(O | -B) = P(obs =0 | ns,ng, B) by uncovered indirect edges, enabling precise and adaptive

Then, we approximate P(obs = 0 | ny, nq, B) using MLE. reachability analysis and fuzzing guidance.

Specifically, if e truly exists, and S and D are executed n
and ng4 times respectively without executing e, the probability
of e being executed through random mutations during fuzzing
can be approximated as:

C. Region-based Reachability Analysis

To efficiently analyze and update the reachability of all basic
blocks, we introduce the concept of a region, which defines
a new granularity level at which the CFG is transformed

Phit = 2 5) into a region graph, thereby facilitating efficient reachability

Ns + N analysis. Within the region graph, we develop a region-based

The denominator ngs + ng captures the case where both reachability analysis method. This method employs intra-

S and D are executed while e remains uncovered, whereas region depth to measure the difficulty of reaching a specific

the numerator 2 applies Laplace smoothing to prevent zero- basic block from the region’s entry point, and uses inter-

probability events and to account for the average contribution region connectivity to measure the difficulty of transitioning
of S and D. This formulation estimates the edge-hit probabil- ~ from one region to another that is reachable by a target.

ity of e via MLE using only the execution counts of S and 1) Region Concept: We begin by formalizing the concept

D, following the probabilistic approximation in prior work of a region.
(e.g., DigFuzz). Such a simplification avoids the substantial Definition 1 (Region) A region R = (Vg,ER) is a

computational cost of explicitly modeling complex factors that ~ subgraph of G where Vg = {v € V | ¢(v) = E*}, for

influence the execution of e, including path constraints and some fixed indirect-edge set E* C Z, and Fr = {(u,v) €

data dependencies. E|ue Vg, ve Vg, (uv) ¢ I}, ie., Egr contains all direct
Assumption: We treat each execution of .S’ as an independent or resolved edges between nodes in V.
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Figure 3: Reachability analysis on the region graph.

Based on this definition, we categorize regions into the
following types, as illustrated in Figure 3:
Target-reachable region: A region in which all basic
blocks have at least one path to the target site, and none
of these paths depend on any uncovered indirect edge. For
instance, the green region in Figure 3 represents a target-
reachable region where blocks (e.g., a and b) have paths to
the target 7', unaffected by indirect edges.
Target-unreachable region: A region in which no basic
block has any path to the target site, regardless of indirect
edges. For instance, the yellow regions in Figure 3 represent
target-unreachable regions, as blocks x and y have no paths
to the target.
Potential reachable region: A region in which all basic
blocks have paths to the target site, but the reachability
of these paths depends on one or more uncovered indirect
edges. For instance, the blue regions in Figure 3 represent
potential reachable regions. The reachability of blocks 7 and
7 both depends on the edge <j, g>, and removing <j, g>
would make both 7 and j unreachable.
2) Region Construction and Update: Algorithm 1 outlines
the construction and online update process of the region graph.

Starting from the CFG G = (V, E) and the set of target
basic blocks V7, we first remove the uncovered indirect edges
Z from E to obtain £/ = E \ Z and construct the reduced
CFG G’ = (V, E') for initial region partitioning (Line 1). We
then initialize empty region sets (Line 2). For each v € V, if
a path to any target basic block exists in G’, v is classified to
the target-reachable region R7;; otherwise, v is classified to the
candidate region R, (Lines 3-7). Then, we restore the uncov-
ered indirect edges in Z to recover the full CFG G (Line 8)
and classify basic blocks in R.. If v reaches a target in G, it is
classified to the potential reachable region R,; otherwise, it is
classified to the unreachable region R, (Lines 10-14). Finally,
inter-region edges are added according to uncovered indirect-
edge connections, resulting in a region graph RG that captures
both deterministic intra-region control flow and probabilistic
inter-region connections due to uncovered indirect edges.

During fuzzing, the region graph is updated online. When
an uncovered indirect edge e = (S,D) € T is executed,
it is marked as covered and restored to E’. We then re-
evaluate the reachability of S and update its region mem-
bership accordingly: (1) If S becomes target-reachable in G’
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Algorithm 1: Region Construction and Updating

Input: G = (V, E), Vi (Set of Target Nodes)
Output: Region graph RG
E' + E\ZT /+ Remove uncovered indirect edges
Initialize: R; < (), R. < 0
foreach v € V do
if HasPath(G' = (V, E'),v, V) then
L Ry +— R+ U {’U}

6 else
7 | Rec< RcU{v}

*/

8 E+ E'UZ /+ Restore indirect edges */
9 Initialize: Ry, < 0, Ry, <+ 0

foreach v € R, do

if HasPath(G = (V, E), v, V) then

L R, < Rp U {v}
else
L Ry + Ry U {v}

/% Online updating during fuzzing */

foreach e = (S, D) € T when e is executed do

E' + E'U{e}, I+ Z\{e} /= Mark e as covered

R(S,G") & {v € V | 3 path(S,v) in G’}

R(S,G) & {v €V |3 path(S,v) in G}

if HasPath(G' = (V, E’), S, Vr) and R(S) # R; then
| R:+ R:UR(S,G")U S

else if HasPath(G = (V, E), S, V) and R(S) # R) then
| Rp+ Ry UR(S,G)U S

else if not HasPath(G = (V, E), S, V) then
| Ru<+ R,US

24

25 return RG

and is not yet in R;, we migrate S with all basic blocks
in its reachable subgraph in G’, i.e., {S} UR(S,G’), to R;
(Lines 20-21); (2) If S becomes target-reachable in GG but not
in R,, we migrate S with all basic blocks in its reachable
subgraph in G, ie., {S} UR(S,G), to R, (Lines 22-23); (3)
if S is target-unreachable in G, we move it to R, (Lines
24-25). After each change, regions are merged or split as
necessary, and inter-region edges are updated to ensure the
region graph always reflects the latest reachability information
and indirect-edge status.

3) Intra-region depth: As illustrated in Figure 3, a region R
is a subgraph of the CFG that has a single entry block root(R)
and one or more exit nodes. For one basic block m € Vg, let
P,oor denote all paths from root(R) to m within R, the intra-
region depth of m is the length of the longest path from the
entry block root(R) to m, denoted as: d,,, = max,ep,, ., [Pl
where |p| denotes the number of basic blocks in path p.

For the farget-reachable region, the exit node is the target
basic block which has the maximum intra-region depth. For
any basic block m within this region, a greater intra-region
depth means it is farther from the entry basic block but closer
to the target basic block, indicating higher reachability to the
target basic block:

1

dtarget - dm

®)

Rdepth, (m)

Formula 8 quantifies the reachability of m based on intra-



region depth, where Rgepep,(m) is the reachability, and dygpget
and d,,, are the depths of the target and m, respectively.

For the potential reachable region, exit nodes (e.g., nodes j
and k) are the source basic blocks of uncovered indirect edges
connecting this region to either a target-reachable region or
another potential reachable region (e.g., nodes g and w). For a
basic block m, greater intra-region depth suggests proximity
to exit nodes, increasing the likelihood of reaching the target-
reachable region via indirect edges:

1

exiteEn

Il

Formula 9 calculates the reachability of m based on the
depth difference with exit basic blocks in 7, where 7 is the
set of exit basic blocks that can be reached by m.

For the target-unreachable region, reachability is not an-
alyzed as all basic blocks are unreachable. Notably, in both
Formula 8 and Formula 9, Rgcpen is bounded by 1. When m
is neither a target nor an exit basic block, either diarge; OF
dexit(e) €Xceeds dpy,, resulting in Ryepsn(m) < 1. When m is
a target or an exit basic block, we directly set Rgeptn(m) = 1.

4) Inter-region connectivity: If a basic block (e.g., h in
Figure 3) can reach the target basic block via a path that
contains uncovered indirect edges, it must first reach an exit
node within its own region and then traverse one or more
inter-region transitions (e.g., <j, g> or <k, u, q, T>) to reach
the target. The difficulty of these inter-region transitions is
related to the accuracy probability of the indirect edges, as
a lower probability suggests a higher likelihood of incorrect
recovery, potentially disrupting paths between regions and
hindering transitions. To quantify the challenge of reaching
the target through inter-region transitions, we introduce the
concept of inter-region connectivity.

In graph theory, the connectivity between two regions de-
pends on the length and number of inter-region paths. An inter-
region path is defined as the sequence of regions traversed
to move from one region to another (e.g., path <k, u,q,T>
includes four regions, giving it a length of 4). The connectivity
should adhere to two principles: (1) it is inversely related to
the path length, as longer paths present more obstacles; and
(2) it is directly related to the number of paths between two
regions, as more paths increase the likelihood of successful
traversal through paths.

For any two adjacent regions 7; and r; connected by n
uncovered indirect edges, the connectivity is calculated as:

(€))

Rdepth (m)

n

ciy=1-T] (1= P(ig)

k=1

(10)

Where P (i,7) denotes the accuracy probability of the k™ in-
n
direct edge connecting r; and ;. The term [ (1 — Py(7,7))

reflects the probability that all indirect edg]églare incorrectly
recovered. Formula 10 indicates that even if only one edge is
correctly recovered, 7; and r; are still considered connected.

Formula 11 uses connectivity to quantify reachability be-
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tween region 7,,, containing basic block m, and the target-
reachable region r;, containing the target block, via inter-

region paths:
> Il e

PEQ(rm,Te) (1,5)EP

an

chct (rm7 rt) =

Where Q(7,,r:) denotes the set of all possible inter-region
paths from 7, to r¢, and p denotes a specific path within this
set. Each path requires at least one indirect edge between adja-
cent regions to ensure connectivity. The connectivity between
rm and r; along a path is the product of connectivities between
adjacent regions. Reachability also depends on the number of
inter-region paths; thus, we sum the connectivities of all paths
from r,, to ;. As accuracy probabilities are updated, inter-
region connectivity is continuously adjusted.

D. Fitness Metric and Optimization

Based on the reachability analysis, we propose a new fitness
metric called probabilistic reachability to measure and score
the reachability of basic blocks.

1) Calculation of probabilistic reachability: The proba-
bilistic reachability score of a basic block m is determined
by two key factors: intra-region depth and inter-region con-
nectivity. The calculation is categorized as follows:

(1) Basic block m in the target-unreachable region.
Since no basic block in this region can reach the target, its
probabilistic reachability score is set to 0.

(2) Basic block m in the potential reachable region. To
reach the target, m must first traverse one of the exit basic
blocks of its own region and then follow an inter-region path to
a target-reachable region. In this case, inter-region connectivity
is the more dominant factor, because it requires satisfying
uncovered indirect edge conditions and successfully navigating
multiple inter-region transitions. Accordingly, we place greater
emphasis on inter-region connectivity:

E
u ) chct

12
7| 12)

score(m) = Rgepen(m) +
Where score(m) denotes the reachability score of m, and %
is an adaptive weight that balances term contributions across
programs, avoiding manual parameter tuning and improving
robustness. First, we do not normalize Rgeptp, and Ry Since
they are already scale-comparable (Rgepern < 1, typically
Renet < 3), thus avoiding unnecessary computation. Second,
the adaptive weight % reflects the granularity difference
between intra-region and inter-region transitions. A lower
proportion of inter-region edges indicates increasing difficulty
of executing indirect edges and performing inter-region tran-
sitions, thus placing greater weight on inter-region transitions.
(3) Basic block m in the target-reachable region. When
m belongs to a target-reachable region, m has maximum inter-
region connectivity max Repct, and its probabilistic reachabil-
ity score is given by:

|E|

‘ I‘ max chct

score(m) = Rgeptn(m) + (13)



Based on the reachability scores of basic blocks, the reacha-
bility score for each seed is calculated as:

Zmef(s) score(m)
1€(s)]

Where £(s) denotes the set of all basic blocks along the path
of s, and |£(s)| denotes the number of basic blocks in £(s).

2) Reachability-guided fuzzing optimization: With the
reachability scores of basic blocks and seeds, we optimize the
input prioritization, power scheduling, and mutation strategy
to prioritize covering basic blocks with high reachability (i.e.,
high-reachability basic blocks).

Input prioritization. BinGo first prioritizes inputs that
uncover new edges between high-reachability basic blocks. If
new edges are not found, BinGo re-mutates previously fuzzed
seeds, focusing on inputs whose execution paths include high-
reachability blocks within these regions.

Power scheduling. Based on the reachability scores of
seeds and AFL’s method for basic energy assignment, BinGo
adjusts the energy assigned to each seed:

(14)

score(s) =

score(s)

B(s) = Pasi - 15)

—

score
Seeds with higher scores receive more energy, increasing the
chance of overcoming path constraints and reaching targets.
We allocate more energy to seeds with above-average reacha-
bility scores, enhancing the focus on promising paths.

Mutation strategy. We define promising basic blocks as
those that, if target-reachable (e.g., block m), have successor
blocks (e.g., [) that are also target-reachable but not yet
covered. During seed mutation, we log covered blocks and
identify promising ones. We then check if mutations affect
variable values in these blocks, marking the positions of bytes
causing such changes as rough promising bytes. These bytes
are refined into fine-grained promising bytes by intersection.
Finally, we dynamically adjust the selection probabilities of
fine-grained promising bytes based on mutation effectiveness
compared to other bytes:

P(bytesfp) = prb(s)/NS (16)

Where bytesf, denotes fine-grained promising bytes, Npp,(s)
denotes the number of times variable changes occur in promis-
ing basic blocks within seed s, and N, denotes the total
number of mutations on seed s.

IV. IMPLEMENTATION

The implementation of BinGo is based on QEMU-AFL [5].
Specifically, BinGo integrates IDA Pro and CALLEE to re-
cover indirect edges and construct CFGs from COTS binaries.
Our prototype of BinGo comprises approximately 1800 lines
of C/C++ code and 2300 lines of Python code. The C/C++
code is dedicated to the fuzzing component, which collects
runtime information, such as edge and basic block executions.
It also calculates reachability scores for seeds to optimize input
prioritization and power scheduling. Python code is used for
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the static analysis component. It performs structural informa-
tion enhancement and region classification and supports the
fuzzing process by conducting reachability analysis.

V. EVALUATION

To evaluate BinGo, we conducted extensive experiments
aiming to answer the following research questions:
RQ1: How does BinGo perform in reaching targets?
RQ2: How effective is BinGo in exposing known vulnera-
bilities?
RQ3: How does each component of BinGo contribute to its
overall performance?
RQ4: What is the overhead introduced by each component
of BinGo?
RQ5: How does BinGo perform in terms of discovering
new vulnerabilities?

A. Evaluation Setup

1) Comparison targets: We use six state-of-the-art fuzzers
as baselines, including AFL++ (QEMU mode, shortened to
AFL++ in the evaluation) [16], AFLGo [11], PDGF [43], UA-
FUZZ [31], and 1dVul [33]. Among them, AFL++ is a binary-
level coverage-guided fuzzer, aiming to determine whether
similar performance gains of BinGo can be achieved with
an efficient binary-level coverage-guided fuzzer. The other
four baseline fuzzers are directed fuzzers. First, we selected
AFLGo, a well-known DGEF tool, and created a binary-only
version (AFLGo.,s) based on their paper. We also used
the source-code-level version of AFLGo (AFLGo,y.,,) as the
ground truth to analyze the accuracy of reachability analysis in
BinGo and AFLGo,.:s. Second, among DGF approaches that
dynamically supplement CFGs and update reachability (e.g.,
ParmeSan [32], PDGF [43], Seive [35], and FishFuzz [44]),
we chose PDGF because it does not require sanitizers for
pre-analysis and allows pre-defined targets. Since PDGF is
designed at the source-code level, we implemented a binary-
only version following their paper’s description. Finally, since
1dVul is not open-sourced, we also reproduced it according to
its design described in the paper.

2) Evaluation benchmarks: We selected one dataset and
two benchmarks for our evaluation, covering a diverse range
of programs, with a total of 194 targets. (1) DARPA Cyber
Grand Challenge (CGC) dataset: The CGC dataset bina-
ries contain various obstacles to validate binary analysis and
dynamic testing capabilities. To ensure fairness, we selected
the same 126 single-object applications from CGC as those
used by 1dVul [33]. (2) CVE-Benchmark: A set of real-world
programs containing diverse types of known vulnerabilities,
which have been evaluated in previous works, e.g., Bea-
con [18], DAFL [22], SelectFuzz [28], and 1dFuzz [41]. (3)
UniBench benchmark: This benchmark includes various real-
world programs and has been used in prior studies [15], [27],
[43]. To ensure consistency, we used the same 16 programs
with 30 targets as used by PDGF.
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(a) TTE deviation to the average on CVE-Benchmark

(b) TTE deviation to the average on UniBench.

Figure 4: TTE deviation to the average on CVE-Benchmark and UniBench.

3) Experiment settings: Experiments were conducted in a
Docker environment on a 64-bit Ubuntu machine equipped
with 1 CPU core (Intel Xeon(R) Gold 6133 CPU @2.50GHz)
and 8 GB of memory. All fuzzers were launched using
one CPU core in the Docker environment. For each fuzzing
campaign, we used the initial seeds provided in the dataset
if available; otherwise, we used a file containing the string
“hello” as the initial seed. Each baseline fuzzer was configured
as recommended in its respective paper. For statistical analysis,
we employed the Mann-Whitney U test to compute p-values
and determine significance. Experiments on the CGC dataset
were repeated three times with an 8-hour time budget per run,
consistent with the 1dVul setup. For the CVE-Benchmark and
UniBench, experiments were repeated five times, each with a
24-hour time budget. In total, we used approximately 42,000
CPU hours to evaluate BinGo’s effectiveness.

B. Reaching Target Locations (RQ1)

Target selection. We compared BinGo with the baseline
fuzzers on reaching the target locations in the CGC dataset.
The CGC dataset includes 126 applications along with their
corresponding patched versions, which contain fixes for the
identified vulnerabilities. We utilized BinDiff [3] to perform
binary diffing between these 126 applications and their patched
versions to identify the differing basic blocks. From these
differing basic blocks, we randomly selected one basic block
as the fuzzing target for each application. Consequently, our
evaluation included 126 targets, and we used the Time-to-
Reach (TTR) metric to assess the time required to generate
the first input whose path covers the target basic block.

TTR results. BinGo can reach the most (77/126) target
sites compared to AFL++ (69/126), AFLGo.,s (64/126),
PDGF (59/126), UAFuzz (60/126), and 1dVul (70/126) within
the time budget. For the mean TTR, BinGo demonstrated
1.23x, 1.37%, 1.78 %, 1.53x, and 1.26x speedup compared to
AFL++, AFLGO.s, PDGF, UAFuzz, and 1dVul, respectively.
P-values were below 0.05, indicating that the improvements
achieved by BinGo in TTR are statistically significant.

C. Exposing Known Vulnerabilities (RQ2)

To answer RQ2, we compared BinGo with the base-
line fuzzers in exposing known vulnerabilities in the CVE-

720

TABLE I: The TTE results for the CVE-Benchmark.

No Program  CVE  AFL++ AFLGo.,;s PDGF UAFuzz 1dVul BinGo; BinGop BinGo
1 2016-4491 5823m  4644m  842.4m 935.Im 7943m 398.Im  422.6m  3014m
2 O 0166131 2557m  3528m  523.Am 423.0m 6443m 2732m  3409m  1594m
3 2017-83921321.3m TO. TO. TO. TO. TO. TO. 12335m
4 2017-8396  TO. TO. TO. TO. TO. TO.  TO. TO.
5 objdump 2017-8398  TO. TO. TO. TO. TO. TO. TO. TO.
6 2017-16828  T.O. TO. TO. TO. TO. TO. TO. TO.
7 2018-17360 _ T.O. TO. TO. TO. TO. TO. TO.  TO.
3 2017-7303  T0. TO. TO. TO. TO. TO. TO.  TO.
9 bic 2017-8393  TO. TO. TO. TO. TO. TO. TO. TO.
10 “OPY " 9017-8304  TO. TO. TO. TO. TO. 983Im TO. 592.8m
1 2017-8395  TO. TO. TO. TO. TO. 10447m TO. 6482m
[P 2018-14498  T0. TO. TO. TO. TO. TO. TO.  TO.
13 P8 902013790 427.4m  5264m  647.2m  TO.  8234m 4547m  4992m  308.2m
4 2016-9827 16.9m 213m $24m  342m  396m 172m  239m  184m
15 2016-9829 9548m  1264.8m TO. TO. TO. 9162m 10426m 736.1m
16 2016-9831  79.2m 63.7m 982m  864m 8l6m 6l4m  749m  57.2m
17 2017-7578  43.5m 98.4m 482m  1043m 532m  442m  85.Im  39.2m
18 2017-9988  T.O. TO. TO. TO. TO. TO. TO. TO.
19 2017-11728  TO. TO. TO. TO. TO. TO. TO. TO.
20 2017-11729 1025m  1284m  984m  253.6m 173.6m 1108m  924m  753m
22 switophp 2018-8807 404.2m  5549m  696.3m 377.6m 7924m 4594m 398.Im  374.7m
23 20188962 T.O. 7258m  1058.6m 3953m TO. 6883m 703.4m  603.5m
24 2018-11095  TO. TO. TO. 4275m TO. TO. TO. 582m
25 2018-11225 799.Im  8184m  7346m TO. TO. 7943m 6493m 542.1m
26 2018-11226  TO. TO. TO. TO. TO. TO. TO. TO.
27 2018-20427  TO. TO. TO. TO. TO. TO. TO. 7923m
28 20199114 TO. TO. TO. TO. TO. TO. TO. 523Im
29 2019-12982  TO. TO. TO. TO. TO. 9%lém TO. 3645m
30 2020-6628 8432m  968.Im  12358m TO. TO. TO. TO. 5024m
31 20175969 24.6m 28.4m 346m  27.0m  319m  275m  29.0m _ 22.5m
32 2017-9047  TO. TO. TO. TO. TO. TO. TO. TO.
33 NG 50170008 TO. TO. TO. TO. TO. TO. TO. TO.
34 2017-9049  TO. TO. TO. TO. TO. TO. TO.  TO.
3 2017-8846 309.Im  2884m  406.8m 89.3m 3759m 2074m 2419m  107.2m
36 2018-11496 1164m  142.6m _ 1784m_ 104.6m 1754m 1383m  157.2m  122.4m
37 pngimage 2018-13785 _ TO. TO. TO. TO. TO. _TO. __TO. _ TO.
38 avaconv_ 2018-18829 _T.O. TO. TO. TO. TO. _TO. __TO. _ TO.
speedup 1.85x 1.95x 221X 207x 239x 168x 170X -
mean p-values 0.012 0.010 0.005 0007 0003 0015 0018

T.O. means that the fuzzers cannot expose known vulnerabilities within 24 hours; the text in bold represents the best
TTE performance.

Benchmark and UniBench [25]. We used the Time-to-
Exposure (TTE) metric to assess the time required to expose
the vulnerability at the target site. A crash observed at the
target site indicates that the fuzzer has successfully exposed the
vulnerability. We present the TTE results using two methods.
First, the raw TTE results for CVE-Benchmark and UniBench
are shown in Table I, and Table II. Additionally, to provide
a more straightforward comparison, bar charts in Figure 4
visualize these results. In these figures, the x-axis represents
the sequential target numbers, and the y-axis shows the TTE
deviation from the average. For each target, we first calculate
the average TTE across all fuzzers, and subtract this average
from each fuzzer’s TTE. A negative TTE deviation indi-
cates superior vulnerability-exposure performance compared
to other fuzzers. Furthermore, targets that timed out for all
fuzzers were excluded from the analysis.

Comparison with fuzzers in CVE-Benchmark. The de-



TABLE II: The TTE results on programs from UniBench.

No.Program  Target sites AFL++ AFLGo_.,t s PDGF UAFuzz 1dVul BinGoj BinGopr BinGo
1 cflow parser.c:1284 T.O. T.O. TO. TO. T.O. T.O. T.O. T.O.
2 mp42aac  Factory.cpp:89  289.4m 248.6m 3953m 642.3m 353.4m 196.4m 159.4m 117.6m
3 mp42aac  Factory.cpp:105  244.2m 394.2m 523.4m 451.2m 317.2m 2532m 322.5m 193.4m
4 mp42aac  Buffer.cpp:175 TO. T.O. T.O. T.O. T.O. 11284m TO. 753.7m
5 jhead jpeqeuess.c:108  T.O. TO. TO. TO. TO. TO. TO. TO.
6 mp3gain gain analysis.c:195 76.2m 98.4m 121.4m 217.2m 174.6m 772m  97.5m  82.4m
7 mp3gain interface.c:188 T.O. T.O. T.O. T.O. T.O T.O. T.O. T.O.
8 lame 8.3m 14.6m 183m 152m 369m 7.3m 13.5m  92m
9 lame 10.3m 11.2m 42.Im  29.6m 16.8m 109m 11.8m  8.6m
10 lame :865  287.4m 166.7m 76.3m  352.7m 186.4m 109.5m 1253m 65.4m
11 imginfo  jpe_dec.c:1297  TO. TO. TO. TO. TO. TO. TO. TO.
12 imginfo jpc_dec.c:516 T.O. T.O. T.O. T.O. T.O. 13378m TO. 851.9m
13 imginfo  jpe_tlcod.c:144  TO. TO. TO. TO. TO. TO. TO. TO.
14 pixdata io-tga.c:441 T.O. T.O. T.O. T.O. T.O. T.O. T.O. T.O.
15 pixdata 4 T.O. T.O. T.O. T.O. T.O. T.O. T.O. 1244.6m
16 pixdata TO. T.O. 1288.5m T.O. T.O. T.O. T.O. 785.4m
17 pixdata T.O. T.O. T.O. T.O. T.O. T.O. T.O. T.O.
18 tepdump  in_cksum.c: 892.6m T.O. 1410m  T.O. TO. 9935m TO. 562.9m
19 tepdump print-isakmp.c:2502  T.O. TO. TO. TO. TO. TO. TO. TO.
20 tic name_match.c:102 1353.9m T.O. T.O. T.O. T.O. T.O. T.O. 1252.3m
21 flvmeta  dump_xml.c:151 2.3m 3.4m 6.4m  4.2m 5.4m 8.4m 4.7m 5.8m
22 pdftotext FoFiTypel.cc:206  T.O. T.O. T.O. T.O. T.O. T.O. T.O. T.O.
23 pdftotext OutputDev.cc:3065 982.7m  1317.2m  1182.4m T.O. T.O. 847.5m 1027.4m 428.3m
24 exiv2 basicio.cpp:1003  785.9m 1068m T.O. T.O. 1341.2m 931.7m 519.4m 364.3m
25 objdump libbfd.c:618 T.O. T.O. 1322.4m T.O. T.O. T.O. T.O. 1284.6m
26 objdump  dwarf2.c:2553 T.O. T.O. T.O. T.O. T.O. T.O. T.O. T.O.
27 mujs Jjsdtoa.c:725 T.O. T.O. T.O. T.O. T.O. T.O. T.O. T.O.
28 wav2swf wav.c:281 TO. 941.7m 847.3m 1399.4m T.O. 1065.6m 935.7m 644.7m
29 tiffep tiffcp.c:1423 T.O. 1205.1m T.O. T.O. T.O. 836.4m 1031.7m 469.3m
30 tiffep tiffep.c:1596 342.9m 388.3m 149.3m 4152m 1116m 351.8m 463.9m 324.3m
speedup 172 1.79 % 207X 247x 182X 130x 230X%

mean p-values 0.029 0.018 0.007  0.006 0.012 0.033  0.008

tailed TTE results on real-world programs from the CVE-
Benchmark are presented in Table I. Among the fuzzers,
BinGo can expose the most vulnerabilities (23) compared
to AFL++(15), AFLGo.ts (15), PDGF (14), UAFuzz (13),
and 1dVul (11). For the mean TTE, BinGo demonstrated
1.85x%, 1.95%, 2.21x, 2.07x, and 2.39x speedup compared to
AFL++, AFLGo..:s, PDGF, UAFuzz, and 1dVul, respectively.
Moreover, as Figure 4(a) shows, for almost all targets, BinGo’s
TTE deviations are negative. Most of BinGo’s TTEs are sig-
nificantly lower than the average, indicating that BinGo’s TTE
performance consistently surpasses the average performance of
all other fuzzers. Based on the above analysis, we can conclude
that BinGo can expose known vulnerabilities faster than
baseline fuzzers in the CVE-Benchmark.

Comparison with fuzzers in UniBench The detailed TTE
results on real-world programs from UniBench are presented
in Table II. Among the fuzzers, BinGo exposed the most
vulnerabilities (19) compared to AFL++ (12), AFLGO:s (12),
PDGF (13), UAFuzz (9), and 1dVul (9). For the mean TTE,
BinGo demonstrated 1.72x, 1.79x, 2.07x, 2.47x, and 2.30x
speedup compared to AFL++, AFLGo..s, PDGF, UAFuzz,
and 1dVul, respectively. Moreover, as Figure 4(b) shows, for
almost all targets, BinGo’s TTE deviations are negative. Most
of BinGo’s TTEs are significantly lower than the average,
indicating that BinGo’s TTE performance in the UniBench
consistently surpasses the average performance of all other
fuzzers. Based on the above analysis, we can conclude that
BinGo can expose known vulnerabilities faster than the
baseline fuzzers in the UniBench benchmark.

D. Component-wise Analysis (RQ3)

To address RQ3, we conducted an ablation study to eval-
uate the impact of Indirect Edge Assessment (i.e., /E) and
Region-based Guidance (i.e., RG) optimizations on the overall
performance of BinGo. The RG optimizations include the
region-based reachability analysis and optimizations in §III-C
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Figure 5: Distribution of accuracy probability and the number
of hit indirect edges.

and S§III-D. First, we disabled the /E module from BinGo to
form BinGoj;, where indirect edges are recovered solely by
CALLEE with fixed accuracy probabilities from CALLEE’s
matching similarity [45]. Then, we replaced our region-based
guidance with AFLGo’s distance-based strategy from BinGo
to form BinGog, updating distances periodically based on in-
direct edge accuracy probabilities. We evaluated these variants
on both the CVE-Benchmark and UniBench, with detailed
TTE results in Table I and Table II. In the CVE-Benchmark,
BinGo exposed the most vulnerabilities (21), compared to
BinGo; (17) and BinGog (17), with mean TTE speedups of
1.68x and 1.70x, respectively. In the UniBench benchmark,
BinGo exposed 19 vulnerabilities, versus 14 for BinGo; and
12 for BinGog, with mean TTE speedups of 1.30x and 2.30x.
From these TTE analysis results, we can conclude that both
IE and RG contribute significantly to reducing TTE in
BinGo. Additionally, to further validate the impact of each
component, we conducted the following experiments.
Accuracy of the IE module. We claim that the dynamically
updated accuracy probabilities from the /E module reliably
reflect the likelihood of correctly recovering indirect edges.
To validate this, we analyzed the correlation between edge hit
counts and their accuracy probabilities. Theoretically, if the
accuracy probability is reliable, edges with higher probabilities
should be hit more frequently, indicating correct recovery and
accurate reachability analysis. We categorized indirect edges
into 19 probability intervals (e.g., 0-5%, 5-10%, ..., 85%-90%,
90%-+). For each category, we recorded two statistics: (1) the
average number of indirect edges hit per test, and (2) the
observed rates of correct versus incorrect edge recovery. The
accuracy probability of each edge is dynamically updated dur-
ing fuzzing: it decreases only when the indirect edge remains
unhit while its source or destination blocks are frequently exe-
cuted (see Formula 7). This mechanism ensures that edges with
low accuracy probabilities have typically undergone extensive
exploration, yet remain unhit, indicating a higher likelihood
of incorrect recovery. Conversely, edges with high accuracy
probabilities are easily exercised, suggesting a greater likeli-
hood of correct recovery. Thus, a positive correlation between
hit count and accuracy probability demonstrates the reliability
of our approach, with higher probabilities empirically linked



(a) Deviation between reachability (b) Deviation between distances in
and distance scores. two AFLGo versions.

Figure 6: Deviation between different fitness metrics in BinGo
and AFLGo.,ts.

to a greater likelihood of correct recovery.

Figure 5 presents the distribution of accuracy probabilities
and the average number of hit indirect edges per category.
The x-axis shows the accuracy probability intervals, and the
y-axis indicates the average hit count. The red and blue lines
represent BinGo and BinGoyj, respectively. For BinGo, hit
counts generally rise with higher accuracy probabilities, except
in the 90%+ range, where the decline is due to the initially
small number of edges with very high static probabilities,
which decrease as fuzzing progresses. In contrast, BinGo;
shows no clear correlation between accuracy probability and
hit counts. These results confirm that indirect edges with
higher accuracy probabilities are more likely to be correctly re-
covered and hit, supporting more effective target reachability.
Furthermore, BinGo also achieves significantly more hit target-
reachable indirect edges (1941) compared to BinGo; (1247)
and the binary-only version of PDGF (652) per program on
average, indicating enhanced CFG coverage and more accurate
reachability analysis for binary-level DGF.

Accuracy of RG module. The effectiveness of the RG
module depends on whether the probabilistic reachability
scores accurately reflect the reachability of regions and ba-
sic blocks. To evaluate the accuracy of the probabilistic
reachability scores, we measured the deviation between the
probabilistic reachability scores and BB distances calculated
by AFLGO,pen, which served as the ground truth. First,
we constructed the CFG using AFLGo,pe, and LLVM-CFI,
and calculated BB distances for all basic blocks. We then
normalized both the probabilistic reachability scores and BB
distances for comparability, assigning O to the minimum value
and 1 to the maximum value for each metric. The deviation
for each basic block was calculated as the absolute difference
between its normalized reachability score and BB distance.

Figure 6(a) illustrates the deviations for all basic blocks:
each dot represents a basic block, with the x-axis showing the
normalized BB distance and the y-axis showing the normalized
reachability score. The black line is the y = z diagonal,
while the blue and red dashed lines indicate deviations of 0.1
and 0.2, respectively. As shown in Figure 6(a), most data
points are tightly clustered near the y = x, with 67.8% of
blocks within 0.1 and 89.8% within 0.2 of the diagonal. The
average deviation for BinGo is 0.0936, indicating that the nor-
malized probabilistic reachability scores closely approximate
the ground-truth BB distances. For comparison, Figure 6(b)
shows the deviation between the BB distances in AFLGo..s
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TABLE III: Fuzzing throughput of fuzzers (exec/s).

AFL++ AFLGo PDGF UAFuzz 1dVul BinGo; BinGogr BinGo

FT
INCR.

937 893

95.3%

649
69.3%

766
81.8%

673
71.8%

872
93.1%

703
75.0%

821
87.6%

and AFLGO,pen,- Only 38.5% of dots lie within 0.1 of the
y =z diagonal and 69.6% within 0.2. The average deviation
of AFLGo.s is 0.1637, which is significantly larger than that
of BinGo (0.0936), confirming that probabilistic reachability
scores more accurately reflect basic block reachability in
binary-level DGF than distance metrics. Additionally, we ana-
lyzed fuzzing resource allocation and found that BinGo assigns
substantially more resources to high-reachability basic blocks
(normalized BB distance above 0.5) compared to AFLGo.s.
High-reachability blocks account for 43% of total hits in
BinGo, versus only 27% in AFLGo..s. Thus, we can conclude
that the probabilistic reachability scores generated by the
RG module reliably represent basic block reachability,
effectively guiding DGF to high-reachability basic blocks.

E. Overhead Analysis (RQ4)

To answer RQ4, we measure the overhead introduced by
different components of our approach by evaluating the reduc-
tion in fuzzing throughput (i.e., the number of inputs tested
per unit time). We calculated the mean fuzzing throughput
for AFL++, AFLGo..:s, PDGF, UAFuzz, 1dVul, BinGoy,
BinGopg, and BinGo. As shown in Table III, #INCR. rep-
resents the fuzzing throughput of each fuzzer relative to
AFL++, and the key observations on fuzzing throughput
across configurations are as follows: First, BinGo; achieves a
slightly higher throughput than BinGo, indicating that the IE
module introduces minimal overhead and maintains fuzzing
performance. Second, BinGop exhibits sign??ificantly lower
throughput compared to BinGo, suggesting that distance-based
methods for updating BB distances incur substantially higher
overhead than the reachability updating approach in the RG
module. Third, we observe that PDGF, a source-code-level
DGF tool, is not well-suited for binary-level DGF, showing
the lowest throughput. Specifically, the high overhead from
QEMU emulation of two binaries leads to an 18.3% lower
throughput compared to BinGo.

F. Discovering New Vulnerabilities (RQ5)

To address RQS, we applied BinGo to discover new vulner-
abilities in real-world programs. In addition to UniBench, we
included applications evaluated in recent fuzzing studies [18],
[28], [39], such as cscope, LibJPEG, and LibPNG. We first
identified vulnerable functions with assigned CVE-IDs in older
versions of the tested programs. Next, we used BinDiff [3]
to perform differential analysis between the old and new
versions to locate newly added or modified code regions. Basic
blocks from these differing regions were randomly selected
as targets for directed fuzzing with BinGo to uncover new
vulnerabilities. As a result, we identified three previously
undiscovered vulnerabilities in cscope-15.9 [2], listed in Ta-
ble IV. All newly discovered vulnerabilities have been



TABLE IV: New vulnerabilities detected by BinGo.

No Prog Bug Loc Bug Type Bug-ID
1 cscope-15.9  cscope+0x2ae05 heap-buffer-overflow APPLYING
2 cscope-15.9  cscope+0x2fb7e stack-buffer-overflow ~ APPLYING
3 cscope-15.9  cscope+0x2af53 heap-buffer-overflow APPLYING

responsibly reported to vendors and are currently awaiting
vulnerability ID assignment. These findings demonstrate that
BinGo can effectively collaborate with binary differencing
tools to discover new vulnerabilities in COTS binaries.

VI. DiscussioN

Necessity of the Bayesian-based method for indirect
edge assessment. Existing dynamic fuzzing techniques can
update coverage only for executed indirect edges, leaving
the influence of unexecuted ones unassessed. To address this
gap, we propose a Bayesian-based method that quantifies
recovery uncertainty for such edges. The Bayesian model
is well-suited for fuzzing’s sparse, incomplete, and unpre-
dictable runtime data, seamlessly combining static priors (e.g.,
CALLEE scores) with dynamic observations. As new evi-
dence emerges, it incrementally refines confidence estimates,
enabling accurate and adaptive reachability guidance even with
incomplete coverage.

Novelty of the region concept in BinGo. Our region
concept arises from the observation that unexecuted indirect
edges affect the reachability of downstream basic blocks, dis-
tinguishing it from prior uses in LLVM [7], SESE-region [19],
and TargetFuzz [12]. We define regions based on the reach-
ability of blocks influenced by indirect edges, enabling us to
capture this impact explicitly. This new abstraction transforms
the CFG into a region graph, facilitating efficient reachability
analysis. Leveraging the dynamically updated region graph
and reachability scores, our fitness metric remains adaptive,
lightweight, and robust to imperfect binary-level CFGs.

Impact of CFG and region accuracy on fuzzing effective-
ness. The accuracy of CFG recovery and region classification
critically affects directed fuzzing. Inaccurate indirect edges
can misclassify basic blocks and regions as reachable or un-
reachable, skewing energy allocation and degrading guidance
(§8II-B). Such errors cascade to techniques relying on reacha-
bility, e.g., distance-based scoring and path pruning, further
reducing effectiveness. Similar challenges appear in proba-
bilistic symbolic execution, where analyses must reason over
uncertain control flow. For instance, Symbolic PathFinder [17]
augments symbolic execution with path-probability computa-
tion via constraint counting, prioritizing paths more likely to
reach targets. Applying analogous probabilistic reasoning in
fuzzing can mitigate CFG inaccuracies by aligning resource
allocation with true reachability likelihoods.

VII. RELATED WORK

Directed grey-box fuzzing. Source-code level DGF
tools [11], [13], [15], [23], [43] have gained significant re-
search attention in recent years. For example, SelectFuzz [28],
DAFL [22], and SDFuzz [24] exclude codes irrelevant to the
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target sites, thereby improving the efficiency and effectiveness
of DGF. TargetFuzz [12] organizes regions based on the
coverage of seed-executed paths and focuses on those covered
by close seeds, which differs from our region-based methods.
However, only a few works investigate DGF for COTS bina-
ries, and those that do are typically tailored for specific sce-
narios. For instance, V-Fuzz [26] employs a machine-learning
approach to optimize power schedule, aiming to trigger vul-
nerable targets. UAFUZZ [31] utilizes operation sequence
coverage to optimize seed selection, aiming to accelerate the
discovery of use-after-free vulnerabilities. 1dFuzz [41] designs
fitness metrics to reproduce 1-day vulnerabilities by leveraging
unique features of patches. Unlike the aforementioned works,
BinGo is customized for binary-level DGF, which can ac-
commodate the flawed CFGs. Leveraging the new concept of
region, BinGo can retain the accuracy of reachability analysis
while minimizing overhead.

CFG construction for COTS binaries. Several reverse
engineering tools, such as IDA Pro [4], Angr [34], and
Ghidra [6], construct CFGs by decompiling COTS binaries
but struggle to recover indirect edges from calls and jumps,
leading to inaccurate CFGs. Static methods have been de-
veloped to identify indirect call and jump targets. Type-
based approaches [37] infer function pointer types, matching
them with address-taken functions, while CCFIR [42] scans
code addresses in stripped binaries. Tools like BAP [10] and
CodeSurfer [8] trace value sets for abstract locations, and
CALLEE [45] uses transfer and contrastive learning to resolve
indirect call targets. However, due to imprecise type data,
these solutions often construct inaccurate CFGs for COTS
binaries. To enhance CFGs for DGF’s reachability analysis,
methods like ParmeSan [32], PDGF [43], Seive [35], and
FishFuzz [44] incrementally add indirect edges to CFGs and
update reachability. However, these methods rely on source
code to perform compile-time instrumentation, which is infea-
sible in our case of binary-only fuzzing. Additionally, PDGF
only handles a limited number of indirect edges, which hinder
its effectiveness in correcting reachability analysis errors. To
support directed fuzzing, BinGo employs a heuristic method
combined with a Bayesian-based approach to mitigate the
impact of inaccurate indirect edges in dynamic fuzzing.

VIII. CONCLUSION

In this paper, we propose BinGo, a tailored directed grey-
box fuzzer for COTS binaries. BinGo optimizes the binary-
level reachability analysis of basic blocks on the region graph
and leverages a new fitness metric—probabilistic reachability
to prioritize the blocks and seeds with high reachability.
Our approach can retain the accuracy of reachability analysis
while minimizing overhead at the binary level. Extensive
experiments have demonstrated that BinGo can reach target
locations and expose known vulnerabilities faster than baseline
fuzzers (AFL++, AFLGo.ss, PDGF, UAFuzz, and 1dVul).
BinGo also discovered three new real-world vulnerabilities.
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