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Abstract—Log-based fault diagnosis is essential for maintain-
ing software system availability. However, existing fault diagnosis
methods are built using a task-independent manner, which fails
to bridge the gap between anomaly detection and root cause
localization in terms of data form and diagnostic objectives,
resulting in three major issues: 1) Diagnostic bias accumulates in
the system; 2) System deployment relies on expensive monitoring
data; 3) The collaborative relationship between diagnostic tasks
is overlooked. Facing this problems, we propose a novel end-to-
end log-based fault diagnosis method, Chimera, whose key idea
is to achieve end-to-end fault diagnosis through bidirectional in-
teraction and knowledge transfer between anomaly detection and
root cause localization. Chimera is based on interactive multi-
task learning, carefully designing interaction strategies between
anomaly detection and root cause localization at the data, feature,
and diagnostic result levels, thereby achieving both sub-tasks
interactively within a unified end-to-end framework. Evaluation
on two public datasets and one industrial dataset shows that
Chimera outperforms existing methods in both anomaly detection
and root cause localization, achieving improvements of over
2.929%~5.00% and 19.01%~37.09%, respectively. It has been
successfully deployed in production, serving an industrial cloud
platform.

Index Terms—Fault Diagnosis, Log Analysis, Root Cause
Localization, Multi-Task Learning.

I. INTRODUCTION

Software systems (e.g., web servers) are becoming increas-
ingly large and complex and are subject to more failures [1]-
[8]. Software providers must find rapid and effective methods
to manage exceptions in order to enhance system reliability.
Faults can propagate across servers, causing anomalies within
the system and ultimately leading to failures of the entire
system [9]-[13]. Fault diagnosis requires the timely detect the
anomalies within the system and the accurate localization of
root causes that trigger failures [14]-[16], which is crucial
for Site Reliability Engineers (SREs) to establish recovery
strategies and maintain the reliability of software systems.

Logs record the system’s operational state and are an essen-
tial source of information for fault diagnosis. In recent years,
there has been significant research on log-based fault diag-
nosis [17]-[31]. Current log-based fault diagnosis techniques
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(a) The Existing Task-Independent Paradigm. Initially, the labeled
log sequences and log entries are inputted, and the detector and localizer
are trained independently. The two are integrated into a fault diagnosis
network, leading to issues such as diagnostic bias accumulates.
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(b) The Proposed Task-Interactive Paradigm. The labeled log se-
quence is used to train the detector and localizer interactively in an
end-to-end manner, resulting in excellent diagnostic performance.

Fig. 1. Two different fault diagnosis deployment paradigms. The proposed
method achieves end-to-end fault diagnosis through bidirectional interaction
between anomaly detection and root cause localization.

[32]-[38] generally consist of two separate stages: anomaly
detection and root cause localization. An log entry captures
specific operational events of the system and can uncover the
root cause at the time of a failure [39], [40]. Additionally,
log sequences, with multiple log entries organized sequen-
tially, provide a complete context of operations, reflecting the
system’s operational state more thoroughly [41], [42]. Thus,
in the anomaly detection phase, current methods [17], [18],
[23], [43] employ sequential neural networks to extract the



system’s operational state from log sequences for anomaly
detection. After an anomaly is detected, the subsequent process
involves localizing the root cause. The purpose of root cause
localization is to identify the fault that caused the failure
and link it to specific log entries [44], [45]. By examining
these root cause logs, SREs can comprehend the specific
operational events that led to the failure, enabling them to
quickly formulate relevant recovery strategies [35], [46], [47].

Despite significant efforts, achieving accurate fault diagno-
sis still faces many challenges, as shown in figure 1. First,
diagnostic bias accumulates within the system. Log-based fault
diagnosis is divided into two stages: first, anomaly detec-
tion, followed by root cause localization. Existing methods
execute these two stages independently, leading to inaccurate
anomaly detection that severely affects the effectiveness of
root cause localization. Secondly, system deployment relies
on costly monitoring data. Existing methods require not noly
the provision of anomalous log sequences but also root cause
logs to separately train the detector and the localizer. However,
collecting substantial amounts of these two different types of
log data requires significant human efforts, making it nearly
impractical. Finally, the collaborative relationship between
diagnostic tasks is overlooked. Anomaly detection and root
cause localization are interrelated tasks, and executing these
two tasks independently neglects the rich transfer of informa-
tion between them, which results in suboptimal diagnosis.

In our view, the root cause of these issues is that anomaly
detection and root cause localization rely on different forms
of data for training and have distinct diagnostic objectives for
faults. The anomaly detection uses anomalous log sequences
as training data, with the diagnostic objective of determining
whether a fault has occurred in the system. The root cause
localization utilizes root cause logs as training data, with the
objective of localizing the fault that caused the failure. Simply
piecing together expert models to construct a fault diagnosis
system cannot effectively bridge the gap between the two in
terms of data forms and diagnostic objectives, nor can it handle
fault diagnosis within a unified framework.

Addressing these issues requires bridging the gap between
the two sub-tasks in terms of data forms and diagnostic
objectives, and constructing an end-to-end fault diagnosis
system. Our approach is to implement interactive multi-task
learning between the two sub-tasks. Our key insight is that
there is a strong mutual implication between the anomaly
detection task and the root cause localization task, and their
bidirectional interaction and knowledge transfer can bridge the
gaps in data forms and diagnostic objectives.

In this paper, we introduce Chimera, an innovative end-
to-end log-based fault diagnosis method designed to achieve
anomaly detection and root cause localization through inter-
action at three levels: data, features, and diagnostic results,
within a unified framework. Chimera first interacts at the data
level to bridge the gap in data forms. It leverages the principle
of multiple-instance learning [48] [49] to develop a localizer
trained only on anomalous log sequences. The key idea is to
continuously compare normal log sequences with anomalous
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log sequences to infer the root cause from the anomalous
log sequences. Subsequently, Chimera interacts at the feature
and diagnostic result levels to bridge the gap in diagnostic
objectives. At the feature level, Chimera employs disentangle-
ment learning to learn interactive log representations for the
two tasks. At the diagnostic result level, Chimera aligns the
diagnostic results of the two tasks based on mutual information
theory. With a meticulously designed interactive multi-task
learning strategy, Chimera can perform fault diagnosis in
an end-to-end manner, avoiding potential error propagation.
Moreover, the bidirectional interaction between the sub-tasks
fully leverages the diagnostic information, resulting in more
effective fault diagnosis.

To assess the effectiveness of Chimera, we conducted ex-
tensive experiments on two widely used public datasets, BGL
and Thunderbird [50], as well as an industrial dataset, System
A. The experimental results indicate that, in the anomaly
detection task, Chimera achieved an average F1 score exceed-
ing 90%, outperforming existing task-independent methods by
more than 2.92% to 5.00%. In the root cause localization
task, compared to existing task-independent methods, Chimera
achieved an advantage of over 19.01% to 37.09% across the
four evaluated metrics. The experiments demonstrated that
the bidirectional interaction and knowledge transfer between
anomaly detection and root cause localization contribute to
more effective fault diagnosis. In summary, the contributions
of this paper are as follows:

o We proposed an end-to-end log-based fault diagnosis sys-
tem, Chimera, which achieves anomaly detection and root
cause localization interactively within a unified frame-
work through carefully designed interaction strategies.
We designed a sequence-driven localizer based on the
principle of multiple-instance learning, which utilizes
only anomalous log sequences for training without the
need for root cause logs.

We proposed a multi-task interaction strategy based on
disentanglement learning and mutual information theory,
which facilitates interaction at the feature and diagnostic
result levels, effectively promoting knowledge transfer
between tasks.

Evaluations on two public datasets and one industrial
dataset demonstrate the effectiveness of our approach.

II. BACKGROUND
A. Log Terminology

In figure 2, we present an example of log data extracted
from the publicly available Hadoop dataset, collected from
a distributed system. Log messages represent unstructured
text generated by logging statements within the system (e.g.,
logging.info()), containing both log events and parameters.
Log events (e.g., "Number of reduces for”) form the constant
part of log messages, consisting of text strings, and serve as
abstractions in log analysis. Log parameters make up the vari-
able part of log messages, recording specific system attributes
during runtime (e.g., job ID). Log parsing, typically the initial



step in log analysis, separates log events from log parameters
in unstructured log messages. An event sequence consists of a
sequence of log events that document the execution flow of a
particular task, commonly organized by job ID or timestamp.

Raw Logs

2015-10-19 17:47:25,206 INFO [main] org.apache.hadoop.mapreduce.v2.app.job.impl.Joblmpl:
Adding job token for job_1445182159119_0020 to jobTokenSecretManager

2015-10-19 17:47:25,409 INFO [main] org.apache.hadoop.mapreduce.v2.app.job.impl.Joblmpl:
Not uberizing job_1445182159119_0020 because: not enabled; too many maps; too much input;
2015-10-19 17:47:25,440 INFO [main] org.apache.hadoop.mapreduce.v2.app.job.impl.Joblmpl:
Input size for job job_1445182159119_0020 = 1256521728. Number of splits = 10

2015-10-19 17:47:25,440 INFO [main] org.apache.hadoop.mapreduce.v2.app.job.impl.Joblmpl:
Number of reduces for job job_1445182159119_0020 = 1

2015-10-19 17:47:25,440 INFO [main] org.apache.hadoop.mapreduce.v2.app.job.impl.Joblmpl:
job_1445182159119_0020Job Transitioned from NEW to INITED

l Log Parsing
Structured Logs

Header Log Event Parameters
2015-10-19 17:47:25,206 INFO [main] org.apac 'Adding Job token for * to job [job_1445182
he.hadoop.mapreduce.v2.app.job.impl.Joblmpl TokenSecretManager 159119_0020]
2015-10-19 17:47:25,206 INFO [main] org.apac | Not uberizing * because: not enabled; | [job_1445182
he.hadoop. app.job.impl.JobImpl too many maps; too much input; 159119_0020]
‘job_14451821
2015-10-19 17:47:25,206 INFO [main] org.apac | . ¢ sjze for * = * Number of splits = * [5191 79.0020'1
he.hadoop. app.job.impl.Joblmpl! 56521725 10
2015-10-19 17:47:25,206 INFO [main] org.apac Number of reduces for = + [job_14451821
he hadoop. v2.app.jobimpl.Joblmpl: 59119 0020',1"
2015-10-19 17:47:25,206 INFO [main] org.apac | , [job_1445182
iR app.job.impl.Joblmpl: |  JoP Transitioned from NEW to INITED | {59119 00207]

Fig. 2. Examples of key terminologies in log analysis. The red section in raw
logs represents timestamps, while the green section represents log contents.

B. Log-based Fault Diagnosis

In this paper, our objective is to perform fault diagnosis
of software systems based on system logs. Consider a large
software system, where we have a log sequence defined as
x = [l1,l2,...,l,] within an observation window of length
n, where [; represents the log observed at each time point.
Our work seeks to establish an end-to-end framework that pro-
cesses the input log sequence through a unified model, outputs
the system’s operational status, and additionally outputs rele-
vant root cause logs when anomalies are detected. Specifically:
1) Given the observed log sequence x, the detector D predicts
the presence of anomalies, with the result y represented as
0 (normal) or 1 (anomalous), i.e., y = D(x) € {0,1}. 2)
If y = 1, the localizer L identifies the probability of each
log in the input sequence being the culprit, represented as
L(z) = [p1,p2,---sPnl, pi € [0,1].

III. EMPIRICAL STUDY

This section presents an empirical study of existing log-
based fault diagnosis methods based on the system log dataset
Thunderbird [50]. We manually examined the unsatisfactory
performance of existing methods to provide motivational sup-
port for the proposed method. Details regarding baselines,
metrics, and the dataset can be found in Section V-A.

A. How effective are existing methods in addressing diagnostic
bias?

Log-based fault diagnosis are divided into two stages: 1)
anomaly detection is performed first, and 2) if a fault is
detected, further root cause localization is conducted. If the
detector yields inaccurate results, these inaccuracies will also
be passed on to the localizer. For instance, if the detector
reports a false positive, the result from the localizer will also
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be a false positive. We define this phenomenon as diagnostic
bias, which is an unavoidable noise in fault diagnosis.

To further investigate the impact of diagnostic bias in fault
diagnosis, we compared the performance of different methods
in 1) theoretical anomaly detection settings (referred to as
theoretical scores) and 2) actual anomaly detection settings
(referred to as actual scores). In the theoretical anomaly
detection setting, all system anomalies are passed to the
localizer. In the actual anomaly detection setting, we only pass
the system anomalies detected by the detector to the localizer.
We consider the difference in localizer performance under the
two settings as diagnostic bias, with results shown in table I.

TABLE I
THE EXISTING METHODS ARE AFFECTED BY DIAGNOSTIC BIAS WHEN
PERFORMING FAULT DIAGNOSIS ON THE THUNDERBIRD DATASET.

Metric Model Theoretical ~ Actual Bias
RobustFlagger 19.83 13.78 -6.05

LogRCA 21.00 19.05 -1.95

AFAFormer 12.55 11.68 -0.87
HRel Eadro 28.41 1459 -13.82
Average 20.45 14.78 -5.67
RobustFlagger 39.21 22.81 -16.40

LogRCA 4521 38.50 -6.71

AFAFormer 47.27 39.68 -7.59

HR@3 Eadro 49.35 3139 -17.96
Average 45.26 3310  -12.16
RobustFlagger 54.84 30.18 -24.66

LogRCA 60.51 50.12  -10.39

AFAFormer 68.85 55.51 -13.34

HR@5 Eadro 62.05 4186 -20.19
Average 61.56 4442  -17.14

It is evident that existing methods do not effectively address
diagnostic bias; the baseline methods show average reductions
of 5.67%, 12.16%, and 17.14% in HR@1, HR@3, and HR@5,
respectively, indicating that diagnostic bias severely impacts
fault diagnosis performance. This is because existing log-
based fault diagnosis methods perform anomaly detection and
root cause localization independently. If the detector makes
an error, for instance by reporting a false positive, even if
the localizer cannot identify the root cause, the localizer will
still report a false positive root cause to the SRE due to
the influence of the detector, resulting in a failed diagnosis.
This provides motivation for us to collaborate the detector
and localizer, as unifying the knowledge of the detector and
localizer for a joint diagnosis would help reduce the noise
transmission between them, thereby lowering diagnostic bias.

Summary. Existing log-based fault diagnosis methods con-
duct anomaly detection and root cause localization in a
task-independent manner, which fails to adequately address
the inevitable diagnostic bias in fault diagnosis, thereby
severely impacting diagnostic performance.

B. How effective are existing methods in addressing subopti-
mal diagnosis?

Log-based fault diagnosis is divided into two subtasks:
anomaly detection and root cause localization, where the



former detects whether a system fault has occurred, and the
latter identifies the root cause of the fault. However, due to the
differing diagnostic granularity of the two tasks, the diagnostic
results for the same system fault may vary, and a system fault
may not be simultaneously detected and localized. Specifically,
based on the diagnostic results, faults can be classified into
four categories: 1. Detected and Localized Fault (DLF), 2.
Detected but not Localized Fault (DF), 3. Localized but not
Detected Fault (LF) , 4. Missing Fault (MF).

Among these, DLF represents the successful diagnosis,
identified as optimal diagnosis, while MF indicates a complete
failure in diagnosis, and DF and LF denote incomplete suc-
cessful diagnosis, identified as suboptimal diagnosis. DF indi-
cates that the fault can be effectively handled by the detector
but not by the localizer, while LF is the opposite. Suboptimal
diagnosis arises from the limited diagnostic capability of either
the detector or the localizer, and by enhancing the diagnostic
capabilities of the detector or localizer, suboptimal diagnosis
can be transformed into optimal diagnosis.

To study the effectiveness of existing methods in han-
dling suboptimal diagnosis, we examined the distribution of
suboptimal diagnoses DF and LF, as well as the optimal
diagnosis DLF, generated by these methods when diagnosing
the Thunderbird system, as shown in figure 3. Please note that
to eliminate the impact of inaccurate anomaly detection, we
passed all system anomalies to the localizer.

Overall, existing methods produced a significant amount
of suboptimal diagnoses, particularly of the DF type. This
indicates that many faults are detected by the detector but
fail during the root cause localization process. This is because
existing methods perform anomaly detection and root cause
localization independently, neglecting the collaborative rela-
tionship between the two diagnostic tasks, resulting in system
faults not being simultaneously detected and localized, which
leads to undesirable suboptimal diagnoses. This provides moti-
vation for us to collaborate the detector and localizer, as lever-
aging the knowledge of the detector or localizer to enhance the
diagnostic capabilities of the other could facilitate converting
suboptimal diagnoses DF and LF into the optimal diagnosis
DLF, thereby improving fault diagnosis performance.

Summary. Existing fault diagnosis methods independently
perform anomaly detection and root cause localization,
neglecting their collaborative relationship, which prevents
simultaneous detection and localization of faults, resulting
in a large number of undesirable suboptimal diagnoses.

IV. METHODOLOGY
A. Overview

In this paper, we present Chimera, an innovative end-to-
end log-based fault diagnosis method designed to interactively
achieve both anomaly detection and root cause localization
within a unified framework. Log-based fault diagnosis is cru-
cial for maintaining the reliability of industrial systems; how-
ever, existing methods construct models in a task-independent
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Fig. 3. The distribution of diagnostic results from existing methods in
performing fault diagnosis on the Thunderbird dataset. The green portion
represents Detected but not Localized Fault (DF), the red portion represents
Localized but not Detected Fault (LF), and the yellow portion represents
Detected and Localized Fault (DLF).

manner, which fails to provide precise and unified fault diag-
nosis. To address this, we introduce Chimera, which can bridge
the gap between anomaly detection and root cause localization,
achieving more effective end-to-end fault diagnosis through
their bidirectional interaction and knowledge transfer. Figure
4 illustrates the pipeline of Chimera.

Chimera first employs the advanced log parsing method,
Drain [51], to process unstructured raw logs from software
systems to obtain log events. Chimera follows existing work
[24], [29] to extract semantic embeddings for each log event.
Next, Chimera performs the Interactive Log Representation
Learning to learn interactive log representations from the log
embeddings. This stage disentangles task-related private and
shared representations and integrates them interactively, aim-
ing to facilitate feature knowledge sharing between anomaly
detection and root cause localization. Finally, the learned
interactive log representations are fed into the Joint Fault
Diagnosis stage for diagnosing system faults. Benefiting from
the interactions of the diagnostic result, Chimera can leverage
insights from the detector and localizer regarding anomalies
of varying granularity, achieving precise fault diagnosis.

B. Interactive Log Representation Learning

Interactive Log Representation Learning aims to learn in-
teractive log representations from log embeddings to facilitate
feature knowledge sharing between the two tasks, bridging the
gap in diagnostic objectives. In previous fault diagnosis work
[32], [34], [35], [38], the features of the detector and localizer
were either completely unrelated or fully shared. The former
did not utilize the interaction information between tasks, while
the latter overlooked the private information of each task.
Numerous studies [52]-[54] have demonstrated that excessive
sharing of features is detrimental in multi-task interactions.
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Fig. 4. The pipeline for Chimera. Firstly, the raw system logs are labeled and parsed into log event sequences, and corresponding log embeddings are
extracted. Secondly, the ILRL module to learns shared and private representations for detection and localization interactively, and combines them into a log
representation for fault diagnosis. Finally, the learned log representation is fed into the localizer and detector for joint fault diagnosis. Chimera bridges the
gap between anomaly detection and root cause localization through their bidirectional interaction and knowledge transfer, achieving effective fault diagnosis.

How to achieve moderate feature interaction has become a
significant challenge. To address this, Chimera has designed
a private-shared feature interaction strategy, which involves
disentangling the most necessary features to be shared from
the log embeddings and integrating them with task-specific
private features to achieve moderate interaction.

1) Shared-Private Log Representation Encoder: To
achieve optimal interaction of task features, Chimera has de-
signed the Shared-Private Log Representation Encoder (SPE),
which aims to separately encode task-shared and task-private
features from log embeddings. As shown in Figure 4, the
SPE consists of three independent encoders, of which two are
private encoders, Eg and EL, responsible for encoding task-
specific features, and one is a shared encoder, E;, responsible
for encoding task-shared features. Specifically, given a log
event embedding sequence of length n, x = [e1, e, ..., €4),
each encoder encodes specific representations:

d _ mpd _ d d d
Vp - Ep(x) - [Hp17Hp27 ...,Han
V) =El(z) = [H.,, H}y, ..., H. ], (1
Vs = Es(x) - [H317H327 '~7H52]7

Then, the SPE performs interactive fusion of the private
representations and shared representations to obtain features
for the anomaly detection and the root cause localization.

Vd = VZ + Vs = [Hld?Hg7 7H’Zl]’

2
Vl:VL+VS:[H{7Hé77HL]7 ( )
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In log-based fault diagnosis, the log sequence consists of a
series of log events that are continuously generated during
system operation and are closely related within a short time
frame. To effectively capture the temporal properties exhibited
by log sequences, inspired by [24], [29], Chimera has designed
a Gated Recurrent Unit to implement the private and shared
encoders E of the SPE. For each timestamp ¢, the encoder E
maintains an update gate and a reset gate:

o (W, - [Hi_1,e4]),
o (W, [He—1,e4]),

* 3)

Tt
Here, o represents the logistic sigmoid function, W denotes
the network parameters, H;_; is the hidden state of the { — 1th
log event, and e, is the embedding of the ¢ log event in the
input sequence. Subsequently, the encoder E computes the
hidden state of the th log event:

fIt =tanh (W - [ry *« Hy_1,e4]),

~ (€]
Hy = (1 — 2¢) « Hi_1 + 2 * Hy,

This design utilizes the update gate and reset gate to jointly de-
termine the influence of past log events on future ones within
a log sequence, allowing Chimera to capture the temporal
information of the input log event sequence.

2) Disentanglement Interaction Loss: A significant chal-
lenge in merging the representations of the anomaly detection
and the root cause localization is determining the appropriate
shared representation. To address this, inspired by [55]-[57],
Chimera proposes a disentanglement interaction loss, based on
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Fig. 5. The workflow of Sequence-driven Localizer. Given embeddings of log
sequence, the network outputs a score for each log. The localizer is designed
based on multi-instance learning, and locates the root cause log by comparing
the scores of normal log sequences and anomalous log sequences.

the key idea that the representations to be shared should differ
as much as possible from the task-specific representations.

Specifically, if Vg is the private representation for the
anomaly detection task encoded by the SPE, Vé is the private
representation for the root cause localization task encoded by
the SPE, and V is the shared representation between the two
tasks, Chimera uses a soft subspace orthogonality constraint
to define the loss:

arg ngin EDisemanglemem(Q) = HVzV;I—H; + HVLVIHZ ) (5)

Here, H||§{ represents the square of the Hilbert-Schmidt
norm. This loss encourages the shared encoder and private
encoder to encode representations as differently as possible, in
order to disentangle the most necessary features to be shared.

C. Joint Fault Diagnosis

In this section, we introduce the Joint Fault Diagnosis stage,
which utilizes the learned interactive log representations for
end-to-end fault diagnosis. Chimera has designed an innova-
tive localizer based on multi-instance learning, as well as a
diagnostic result interaction strategy. Leveraging their advan-
tages, Chimera is capable of training anomaly detection and
root cause localization models using only log sequences, while
aligning and interacting their diagnostic results to achieve
accurate and unified end-to-end joint fault diagnosis.

1) Attention-based Detector: The log sequences in soft-
ware systems are often highly complex, with noisy events
significantly affecting the effectiveness of anomaly detec-
tion. To address these issues, Chimera has designed an
attention-based detector for detecting anomalies from log
sequences [58]. Specifically, for the input representation V¢ =
[H{, HY, ..., H), the attention-based detector assigns a learn-
able weight to the hidden state: o = tanh(W2 - Hy).

Here, W is the learnable attention matrix. Subsequently,
the detector weights the hidden states of the log events
according to these weights, resulting in the representation
of the log event sequence Zizg o' - H;. Finally, Chimera
optimizes the detector by minimizing the cross-entropy loss.

argmin Lpecetor(6) = ;[—m log(:) + (1 — i) log(1 — §i))],
B ©®)
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2) Sequence-driven Localizer: Existing methods require
the simultaneous provision of anomalous log sequences and
root cause logs to separately train the detector and the local-
izer. However, collecting a substantial amount of high-quality
data of both types demands huge human effort, which is nearly
impractical [29], [43]. To address this challenge, Chimera
has designed a sequence-driven localizer that trains only on
anomalous log sequences, bridging the gap in data forms.

We first introduce the workflow of the sequence-driven
localizer, as shown in 5. For the input log sequence represen-
tation V! = [H!, H., ..., H!], the localizer L assigns a score
L(H) to each log event representation H, with a higher score
indicating a greater likelihood of being a root cause log.

Next, we introduce the training process of the sequence-
driven localizer. The key idea of the localizer is to continually
compare normal log sequences with anomalous log sequences
to infer the root causes of the anomalies from the anomalous
log sequences. Specifically, for the input normal log sequence
representation V', and the anomalous log sequence represen-
tation V', Chimera has designed a ranking loss based on the
principle of multi-instance learning [49], [59]-[61].

arg mein L1 ocalizer(0) = max(0,1 + L(Vil) - L(Vé))
~ max oY), P

= max(0,14 max L(H')
levi HleV},

HleVl,

This loss encourages the localizer to assign higher scores
to log events in anomalous log sequences compared to those
in normal log sequences, thereby inferring the root causes.

3) Cross-granularity Diagnostic Alignment: To further
bridge the gap in diagnostic objectives between anomaly de-
tection and root cause localization, and to promote knowledge
transfer between the two tasks, Chimera has designed a cross-
granularity diagnostic alignment module that facilitates inter-
active learning at diagnostic results. The fundamental insight is
that the two subtasks have different diagnostic objectives for
the faults, and bidirectional interaction supplements distinct
granularities of diagnostic insights for each task.

Specifically, Chimera facilitates bidirectional interaction by
constraining the two subtasks to have similar diagnostic re-
sults. This interaction strategy has been shown to effectively
facilitate knowledge transfer between tasks [62]-[64]. Given
that the diagnostic objectives of the two tasks differ, making
direct alignment of diagnostic results impossible, Chimera’s
strategy is to align the diagnostic results of the localizer with
the attention scores of the detector, specifically by maximizing
their mutual information. If A represents the distribution of the
detector’s attention scores and R denotes the distribution of
the root causes identified by the localizer, Chimera’s objective
is: argmaxy Z(A;R).

To achieve this, an intuitive idea is to use the Kullback-
Leibler (KL) divergence to measure the distance between A
and R, and then minimize this distance: arg ming K L(A|R).
However, the KL divergence is asymmetric, and it can only
facilitate unidirectional interaction. To this end, we adopt
the Jensen-Shannon (JS) divergence to assess the similarity



between A and R, as its symmetric nature guarantees bidi-
rectional interaction among the subtasks.

A+R\ 1
; )+§KL(R||

1 A+R
IS(AIR) = LKL (AH - ) ®

2

arg moin Lalign(0) = arg mgin JS(A|R), )

D. Training

In this manner, Chimera can be deployed on real indus-
trial software systems for end-to-end log-based fault diagno-
sis. Chimera performs end-to-end training by integrating the
above-mentioned loss functions:

arg min L(0) = M Lpetector (0) + A2 Liocatizer (0)
+ A3£Disentanglement(0) + )\4['Align(9)7

Here, A1, A2, A3, A4 are hyperparameters used to balance the
loss functions.

(10)

V. EXPERIMENTAL EVALUATION

In this section, we evaluate our proposed method by ad-
dressing the following research questions:

« RQI: How effective is Chimera in the anomaly detection
and root cause localization?

« RQ2: How effective is Chimera in the log-based fault
diagnosis?

« RQ3: How do different modules contribute to Chimera?

« RQ4: How effective is Chimera in addressing diagnostic
bias?

« RQ5: How effective is Chimera in addressing suboptimal
diagnosis?

A. Experimental Setup

1) Datasets: We conducted comprehensive experiments on
two widely used log-based anomaly detection public datasets:
BGL, Thunderbird [50], and an industrial dataset System
A. The BGL dataset is derived from the operational logs
of the Blue Gene/L supercomputing system, which contains
128K processors. The Thunderbird dataset contains over 200
million log messages, collected a supercomputer with 9,024
processors and 27,072 GB of memory. The System A dataset is
sourced from an industrial cloud platform, which is built on a
Kubernetes-based microservices architecture. Considering the
huge scale of the Thunderbird dataset, we followed the settings
of the previous study [65], [66] and selected the earliest 10
million log messages for experimentation.

2) Compared Methods: To better evaluate the effectiveness
of Chimera, we compare it with advanced deep learning-based
log anomaly detection methods and root cause localization
methods. NeurallLog [65], SwissLog [67], LogRobust [17],
and CNN [68] are the leading anomaly detection methods that
utilize supervised learning, employing neural networks to map
log sequences to vectors and then using classification-based
approaches for anomaly detection. LogFaultFlagger [37] and
LogRCA [32] are the advanced root cause localization meth-
ods that utilize statistical models or recurrent neural networks
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to mine root causes from historical log sequences. Eadro
[38] is a advanced end-to-end multimodal fault diagnosis
system; to ensure fairness in the experiments, only log data
is used for fault diagnosis in the evaluation. AFAFormer
[69] trains a Transformer network using labeled log sequences
for anomaly detection and employs the network’s multi-head
attention scores for root cause localization.

3) Evaluation Metrics: To comprehensively assess the ef-
fectiveness of Chimera in log-based fault diagnosis, we employ
a comprehensive set of metrics for the evaluation. For the
anomaly detection task, we evaluate using Precision, Recall,
and F1 Score. For the root cause localization task, we evaluate
using Hit Rate at K (HR@k), Precision at K (PR@k), Mean
Average Precision at K (MAP@k), and Mean Reciprocal Rank
at K (MRR). We set k£ = 1, 3,5 for evaluation. When k£ = 1,
the meanings of metrics other than HR are equivalent to
HR@1, so we only report results for £ = 3 and k£ = 5.

4) Implementation Details: To ensure the reproducibility
of the research, we present detailed implementation specifics.
Following the setup of existing works [26], [66], we group
the dataset using a sliding window of size 20, parse the log
messages with Drain, and split the dataset into training, testing,
and validation sets in a ratio of 6:3:1. The AdmaW optimizer
is used for training optimization, with a learning rate set to
le-3. The hyperparameters used to balance the joint training
loss functions, A1, A2, A3, A4, are set to 1, 2, 0.001, and 0.5,
respectively. For all experiments, we conducted five runs and
reported the mean and standard deviation. Code is available
at https://github.com/hemh02/Chimera

B. RQI: How effective is Chimera in the anomaly detection
and root cause localization?

To evaluate the effectiveness of Chimera in log-based fault
diagnosis, we evaluated Chimera separately on anomaly de-
tection and root cause localization. Specifically, we compared
Chimera with expert models for these two tasks, rather than
complete fault diagnosis methods, to comprehensively evaluate
Chimera’s capabilities in anomaly detection and root cause lo-
calization. For the baseline setup in the root cause localization,
we passed all system anomalies to the localizer to eliminate
the impact of inaccurate anomaly detection. Tables II and III
present the comparison with the baselines.

Overall, Chimera achieved best performance even when
compared to expert models addressing anomaly detection and
root cause localization. For the anomaly detection, the results
obtained by Chimera exceeded those of the best supervised
methods by 2.72%, 5.67%, and 3.42% in F1 scores, respec-
tively. For the root cause localization, Chimera demonstrated
even more significant advantages. Compared to the advanced
methods, it averaged 21.62%, 12.42%, and 4.02% higher in
HR@k; 13.11%, 4.62% higher in PR@k; 18.01%, 14.43%
higher in MAP@k; and 13.49% higher in MRR. This sig-
nificant leap indicates that the bidirectional interaction and
knowledge transfer between anomaly detection and root cause
localization facilitate the effective utilization of diagnostic
information, leading to more efficient fault diagnosis.



TABLE II
COMPARISON RESULTS WITH BASELINE METHODS FOR ROOT CAUSE LOCALIZATION. ALL SYSTEM ANOMALIES ARE PASSED TO THE LOCALIZER.

Dataset Model HR@1 HR@3 HR@5 PR@3 PR@5 MAP@3 MAP@5 MRR
LogFaultFlagger 40.64 67.18 73.43 44.20 46.74 4242 43.94 56.53
LogRCA 4289050 6793+ 155 7838£053 4419£025 47.10+029 4343026 4456%022 5850 % 045
BGL AFAFormer 7266 +3.11 8898+ 1.01 9324 £0.62 77.81 147 7945 115 7468 +246 7647+ 1.57 8048 + 2.08
Eadro 4534 £082 6886+081 79.82+0.62 4839 +0.63 5191058 4680062 4850 %058 60.32 £ 0.68
Chimera 89.73 £2.81 9429+ 119 9576 + 0.73 8620 +2.44 8128+ 1.56 8779 +221 8561 =191 9115+ 177
LogFaultFlagger 19.83 39.21 54.84 3035 42.39 24.96 30.73 36.49
LogRCA 2100 £ 171 4521095 6051+ 1.71 29.69 + 1.33 4099 + 1.81 2510+ 148 3027 =151 3899 + 1.14
Thunderbird  AFAFormer 1255659 4727 +895 68.85%841 40.84+7.34 57.68+644 2732681 3792668 3592%6.10
Eadro 2841 £0.25 4935+024 6205+045 37.04+023 4682+024 3263016 3730012 44.39 £0.16
Chimera 68.57 £ 1.03 7486+ 072 7657+ 121 6838+2.16 69.03+2.14 6861+ 1.61 68.59=182 72.22+0.79
LogFaultFlagger 56.59 67.90 74.75 58.69 61.82 57.59 58.92 65.48
LogRCA 5642033 7340+ 100 8136086 57.65+023 60352039 57.00%020 5805£020 67.950.20
System A AFAFormer  69.66 + 139 79.15%0.73 8672%053 73.01£122 7639+ 142 7118+ 1.05 7292+ 1.08 7924 +0.70
Eadro 5042082 7378+026 81.82+0.52 6094040 64.10%0.12 6021053 6143036 69.51 042
Chimera 75.28 +2.23  85.60 + 143 8855+ 115 7641+ 122 7707130 7613+139 7639 =121 81.23 +2.79
TABLE III ments end-to-end fault diagnosis through interactive learning
COMPARISON RESULTS WITH BACSELOINE METHODS FOR ANOMALY between the two tasks, effectively addressing diagnostic bias.
DETECTION. . .
Compared to the advanced task-independent methods built on
Dataset Model Precision Recall F1-Score an end-to-end paradigm, Chimera’s results for the anomaly
CNN 8931 £0.76 7038 £ 8.14  78.44 £ 5.09 detection increased the F1 scores by 4.24%, 5.00%, and
LogRobust 9031 + 1.97 9273 % 1.31  91.47 + 0.47 . - : )
BGL NewralLog 8697 £ 362 7554 £257  80.82 £ 2.64 4.66%, respectively. For the root cause localization, Chlm.era S
SwissLog ~ 99.31 + 0.26  84.43 + 1.65  91.26 + 0.93 results averaged 19.24%, 14.75%, 21.05%, and 21.20% higher
Chimera  91.22+£190 9737+0.36 ' 94.19 £ 1.05 in HR@k, PR@k, MAP@Xk, and MRR, respectively. Existing
CNN 94384162 6603191 77.67+1.28 end-to-end method deploy by simply sharing features between
LogRobust ~ 91.36 + 5.80  78.13 £2.65  84.13 £ 3.17 . o - .
Thunderbird  NeuralLog 7634 +4.40 7446 +326 7520 & 1.17 the two tasks, neglecting the utilization of diagnostic informa-
SwissLog 3174 +3.13 4813 + 885  38.16 + 5.09 tion. In contrast, Chimera utilizes interactive learning between
Chimera  98.08 0.75 82.82+2.18 89.80 = 1.59 s . .
the two tasks to facilitate knowledge transfer of diagnostic
CNN 7834 £279  68.87 £ 0.66 73.29 % 1.55 i . hievi ffective fault di .
LogRobust ~ 82.35 +2.55 8642 + 1.82  84.28 + 0.54 Information, achieving more eftective fault diagnosis.
System A NeuralLog 5440 £2.90  74.60 + 2.18  66.04 + .11
SwissLog ~ 88.17 +4.42 7835339  82.80 + 1.19 . ; ; ; 9
Chimery 83755100 9330 £ 157 WETTUTEOES D. RQ3: How do different modules contribute to Chimera:

C. RQ2: How effective is Chimera in the log-based fault
diagnosis?

This RQ evaluates the effectiveness of Chimera in log-
based fault diagnosis tasks and highlights the importance of
deploying end-to-end fault diagnosis systems using a task-
interactive strategy. To this end, we compared Chimera with
state-of-the-art log-based fault diagnosis methods that are
deployed using a task-independent strategy, including those
constructed with pipeline and end-to-end paradigms. Among
these, RobustFlagger is a fault diagnosis method deployed in
a pipeline manner, consisting of the state-of-the-art anomaly
detection method LogRobust [17] and the leading root cause
localization method LogFaultFlagger [37] from RQ1. Tables
IV and V present our results.

Generally speaking, Chimera achieved the best perfor-
mance across three datasets. Compared to the advanced task-
independent method built on a pipeline paradigm, Chimera’s
results for the anomaly detection exceeded the F1 scores by
3.99%, 4.31%, and 2.92%, respectively. For the root cause
localization, Chimera’s results averaged 29.30%, 33.61%,
37.09%, and 30.58% higher in HR@k, PR@k, MAP@k,
and MRR, respectively. Task-independent methods constructed
using a pipeline paradigm perform detection and localization
completely independently, resulting in the accumulation of
diagnostic bias within the system. In contrast, Chimera imple-

In this section, we perform an ablation study to assess
the effectiveness of two critical components in Chimera:
Interactive Log Representation Learning (ILRL) and Cross-
granularity Diagnostic Alignment (CDA). The findings of the
ablation study are shown in Tables VI and VII.

In general, the ablation of all components resulted in differ-
ent levels of performance degradation in both the anomaly
detection and root cause localization tasks, confirming the
effectiveness of the components we proposed. During the
ablation of the ILRL component, Chimera’s results for the
anomaly detection task were 2.09% higher in terms of F1
scores. In the root cause localization task, Chimera achieved
results that were 8.52%, 7.06%, 7.84%, and 5.53% higher
in HR@k, PR@k, MAP@k, and MRR, respectively. This
suggests that moderate interaction between the two tasks at
the feature level is advantageous, aiding in facilitating feature
knowledge sharing between the tasks.

During the ablation of the CDA component, Chimera’s
results were 1.51% higher in F1 scores for the anomaly
detection task. In the root cause localization task, Chimera
achieved results that were 7.04%, 10.61%, 9.46%, and 5.44%
higher in HR@k, PR@k, MAP@k, and MRR, respectively.
This suggests that interaction at the diagnostic results level ef-
fectively capitalizes on the insights of the two sub-tasks across
different diagnostic granularities, facilitating more efficient
fault diagnosis. The concurrent ablation of both components
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TABLE IV
COMPARISON RESULTS WITH BASELINE METHODS FOR FAULT DIAGNOSIS IN ROOT CAUSE LOCALIZATION TASK.

Dataset Deployment Model HR@1 HR@3 HR@S PR@3 PR@5 MAP@3 MAP@S MRR
Task-Independent _ RobustFlagger 4042 £ 0.18 6553 £ 021 7168 £ 0.38 4249 £ 024 4513 £ 034 41122021 4245025 5590 £ 038
(Pipeline) LogRCA  39.53£0.84 6555205 73.98% 172 4208%0.64 4472£066 4098+078 4216+072 5511 130
BGL Task-Independent AFAFormer  70.64 +323 8527+ 115 8814128 7865+ 171 7955+ 115 7603242 7739% 176 7938 1.78
(End-to-End) Eadro 3888+ 097 6181132 6971+ 194 40042068 41222080 39.53%0.77 4004 %073 51.80 £ 115
Task-Interactive Chimera 8973 +2.81 9420+ 119 9576073 8620 +2.44 8128+ 156 8779221 8561+ 191 9LI5+ 177
Task-Independent RobustFlagger  13.78 £ 0.08 22.81 +0.12  30.18 £ 0.17 1523 £0.07 19.06 £0.13 1436 £ 0.06 1572 £ 0.08  29.77 + 0.34
(Pipeline) LogRCA  19.05+095 3850+ 173 50.12+244 2478+ 159 3230 +268 2145097 2501+ 156 33.04 + 132
Thunderbird Task-Independent AFAFormer 11.68 £5.30 39.68 £891 5551 +6.17 32.03+625 4481 +503 22.06+599 30.04 £5.66 29.79 +5.71
(End-to-End) Eadro 1459127 3139%1.16 4186+ 131 1688+0.76 2171090 1569 %097 1757 £0.87 2750 + 114
Task-Interactive Chimera 6857 +1.03 7486+ 072 7657121 6838+ 216 69.03 %214 68.61 % 1.61 68.59 + 1.82 7222 + 0.79
Task-Independent _ RobustFlagger 5497  0.37 6442 £ 0.60 7000 = 086 5500 £ 043 3693 £ 050 5486 £ 040 5546 £ 0.43  63.92  0.33
(Pipeline) LogRCA 5433 £095 6843 +£227 7542+095 5540046 5742+047 5487 +£0.67 5568 £0.58 63.62 +0.70
Sysem A Tosk-Independent  AFAFormer 6396 £243 7778 +396 8338 £3.67 G66I8+299 6863346 6496267 6632+295 7182282
4 (End-to-End) Eadro 5236 £ 1.12 6348 £ 1.57 6831 £2.07 52.25+1.03 5390+ 1.07 5220+ 1.01 52.69+1.03 5935+ 141
Task-Interactive Chimera 7528 +223 8560+ 143 8855+ 115  7641+122 7707+ 130 7613 %139 7639 121 _ 81.23 + 2.79

TABLE V dataset, which is catastrophic for real-world fault diagnosis.

COMPARISON RESULTS WITH BASELINE METHODS FOR FAULT DIAGNOSIS
IN ANOMALY DETECTION TASK.

Dataset Model Precision Recall F1-Score
RobustFlagger  87.98 £ 5.890  92.83 £ 1.37  90.20 + 2.64
LogRCA 8493 £2.82 9391 +£+0.86 89.16 +£ 1.25
BGL AFAFormer 87.51 £3.76 9259 + 1.30  89.95 + 2.35
Eadro 91.10 £ 0.97 77.78 £2.05 83.91 + 1.51
Chimera 9122 £ 190 97.37 £0.36 94.19 + 1.05
RobustFlagger  92.34 + 430  78.62 £ 1.72  84.83 + 1.06
LogRCA 96.33 £ 1.60 7696 + 3.85 8549 £ 235
. AFAFormer 95.87 £ 1.10  76.10 + 3.31  84.80 + 1.92
Thunderbird Eadro 9379 £025 7376 £039  82.58 £ 031
Chimera 98.08 £ 0.75 82.82 +2.18 89.80 + 1.59
RobustFlagger  84.69 +2.06  84.95 + 1.62  84.78 + 0.53
LogRCA 78.70 + 3.78  88.63 £ 1.87 83.27 + 1.25
System A AFAFormer 7741 £2.89 89.66 +0.99 83.04 £ 143
Eadro 79.54 £ 197 7721 £294 7835+ 244
Chimera 8275 £1.02 9330+ 1.57 87.70 + 0.58

yielded notably greater benefits, with F1 scores in the anomaly
detection task exceeding by 2.83% and MRR in the root cause
localization task exceeding by 8.31%. These findings indicate
that both the ILRL and CDA facilitate bidirectional interaction
and knowledge transfer between the two sub-tasks, enabling
effective fault diagnosis.

E. RQ4: How effective is Chimera in addressing diagnostic
bias?

This RQ evaluates whether Chimera effectively addresses
diagnostic bias in fault diagnosis. To this end, we followed
the setup in Section III-A and further compared the root cause
localization performance of various fault diagnosis methods
under theoretical and actual anomaly detection settings. The
performance was calculated using the average HR@1, HR@3,
and HR@5 metrics, with results shown in table VIIIL.

Overall, Chimera effectively reduced the adverse effects
of diagnostic bias, achieving the best performance. Existing
methods conduct fault diagnosis in a task-independent manner,
performing anomaly detection and root cause localization
independently, which results in inaccurate anomaly detection
severely affecting the root cause localization task, reducing
performance by up to 17.32%. Even the best methods caused
a diagnostic bias of 6.35% when handling the Thunderbird
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In contrast, Chimera achieved fault diagnosis through bidirec-
tional interaction and knowledge transfer between the anomaly
detection and root cause localization tasks, resulting in a
maximum diagnostic bias of only 3.41% within a unified end-
to-end framework. This demonstrates that Chimera is indeed
capable of effectively handling diagnostic bias.

E RQS5: How effective is Chimera in addressing suboptimal
diagnosis?

This RQ evaluates whether Chimera effectively handles
suboptimal diagnoses. To this end, we followed the setup
in Section III-B and further compared the proportions of
suboptimal diagnoses produced by various fault diagnosis
methods. The evaluation results shown in figure 6.

Overall, Chimera produced the fewest suboptimal diag-
noses, with the majority of faults being detected and localized
simultaneously. Existing methods overlook the collaborative
relationship between the two tasks, which results in system
faults not being detected and localized simultaneously, leading
to the occurrence of suboptimal diagnoses, averaging 43.73%,
36.78%, 31.13%, and 32.19%. In contrast, Chimera produced
only 9.71% suboptimal diagnoses, reducing this by 21.42%
compared to the advanced methods. Furthermore, Chimera
generated the highest number of optimal diagnoses (DLF),
exceeding the advanced methods by 19.94%. This success
is attributed to Chimera’s thoughtfully designed interactive
learning strategy, which facilitates knowledge transfer between
anomaly detection and root cause localization, leveraging
different insights from diagnostic tasks for fault diagnosis.

VI. RELATED WORK
A. Log-based Fault Diagnosis

Analyzing logs to discover and identify issues has long
been an active area of research [17], [25], [26], [30], [43],
[70]-[74]. Recent work in fault diagnosis has focused on two
tasks: anomaly detection and root cause localization. Some
state-of-the-art anomaly detection methods [30], [72]-[75] first
extract event sequences and then generate graph-based models
to compare with log sequences in production environments
to detect conflicts. Other methods [17], [24], [26], [43], [70],



TABLE VI
ABLATION RESULTS ON THE ROOT CAUSE LOCALIZATION TASK.

Dataset  ILRL CDA | HR@I HR@3 HR@5 PR@3 PR@5 MAP@3 MAP@5 MRR

X X | 8191£379 8791236 90.77+150 7845+479 73.94+422 8029 +427 7811424 8592+ 28l

BGL X vV | 8234248 8838+211 9LI17+£177 7859 +492 7457 +490 8049 500 7853 £482 8625333

v X | 8798+239 9312128 9472091 8391£272 77.74+317 8638 £257 8347275 91.08 + 1.70

v vV | 89732281 9429+1.19 9576+0.73 8620 =244 8128+ 156 87.79 221 85.61 £ 191 9115 = 1.77

X X | 5586721 6915510 73.01%342 57.09 %637 6049 £493 5626+ 677 5760 +6.12 63.19 £ 5.42

Thundesid % V| 6005947 7287172 7525£1.19 6132+430 6459 +2.61 6077666 6194511 6669 % 5.80

underoir v X | 61.53+425 6895327 7349287 5777429 6132412 5915422 5958 £4.10 66.78 £ 3.36

v vV | 6857103 7486072 7657 +121 68.38+216 69.03+2.14 68.61+1.61 6859+ 1.82 7222079

X X | 7019442 8105418 8565336 7010410 7213425 7001 £429 70.62 %426 77.10 £ 3.87

X V| 74782177 8534+160 88.08%143 7518170 7679 1.74 7507+ 1.64 7555+ 159 80.90 £ 0.98

System A

) v X | 7310455 8404+ 183 8621 %172 7453287 7560+ 172 73.96+3.62 7443292 79.23 +2.94

v vV | 7528223 8560 +143 8855+ 115 7641122 77.07+130 7613139 7639 +121 8123 +2.79
TABLE VII [71] typically construct deep learning-based models to capture
ABLATION RESULTS ON THE ANOMALY DETECTION TASK. sequential features of log events. Some other works [32]—
Dataset  TLRL _CDA | Precision Recall TiScore [38] focus on locating the root causes of anomalies. LogRCA
5% X | 88142459 9818+ 047 9282 239 [32] .1s a .root ?auge lo.cahzat.lon method that ¥an¥<s all logs
BGL X V| 9004+ 198 97.99+027 93.84 % 115 within an investigation time window using the principles of PU
? )‘/‘ 89.37 +1.69  98.09 + 034 93.52 + 0.80 Learning. Onion [35] proposed a log aggregation form called
122150 97.37+03 EEEEESEE Log Clique to identify event-indicative logs. Building on these
XX | 97822053 78742109 8725062 works, researchers aim to propose a unified fault diagnosis

_ X vV | 9836085 79.15+050 87.71 %025 . . .
Thunderbird ~/ X | 9890061 7926+044 8800 4 0.45 framework. Eadro [38] is an end-to-end fault diagnosis method
v V| 9808075 8282+218 89.80 + 1.59 designed for microservices systems that aggregates multi-
X X | 7719+238 9434+ 122 8487 + 1.00 source monitoring data by modeling internal service behav-
System A X vV | 7906238 9423%199 8594126 iors. However, these works overlook the interaction between
v X | 8L9£584 01852397 8619 14S anomaly detection and root cause localization, failing to bridge

4 vV | 8275+1.02 9330+ 157 87.70 + 0.58 . . ; L .
the gap in data forms and diagnostic objectives, which leads

TABLE VIII

COMPARISON RESULTS WITH BASELINE METHODS FOR ADDRESSING
DIAGNOSTIC BIAS.

Dataset Model Theoretical ~ Actual Bias
RobustFlagger 60.42 59.21 -1.21

LogRCA 63.07 59.69 -3.38

AFAFormer 84.96 81.35 -3.61

BGL Eadro 64.67 5680  -7.87
Chimera 94.39 93.26 -1.13
RobustFlagger 37.96 22.26 -15.70

LogRCA 42.24 35.89 -6.35

. AFAFormer 42.89 35.62 -7.27
Thunderbird Eadro 46.60 2928 -17.32
Chimera 76.74 73.33 -3.41

RobustFlagger 66.41 63.13 -3.28

LogRCA 70.39 66.06 -4.33

AFAFormer 78.51 75.04 -3.47
System A Eadro 71.67 61.38  -10.29
Chimera 85.38 83.14 -2.24
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Fig. 6. Comparison results with baselines for addressing suboptimal diagnosis.

to issues such as the propagation of diagnostic bias.

B. Multi-task Learning

Multi-task learning (MTL) is a machine learning paradigm
designed to utilize valuable information from multiple related
tasks to improve the generalization performance across all
tasks [52], [53], [76]-[79]. Recent studies on MTL have
centered on the interactions of tasks related to features. ASAP
[80] was the first to investigate an end-to-end approach for
extracting aspects and sentiments within a MTL framework,
achieving deployment by sharing task features. SPRM [54]
and HI-ASA [62] explore interaction strategies focused on
features, with the goal of capturing different levels of feature
correlation among various sentences. DMVAE [81] introduces
an innovative disentangled VAE approach intended to seg-
regate the private and shared latent spaces in multimodal
contexts. Considering that feature interactions are independent
of specific tasks, additional research has focused on explicit in-
teractions among tasks. IMN [82] utilizes an iterative message-
passing framework to model interactions between tasks, with
the goal of enhancing the transfer of information. STAGE
[83] introduces a greedy reasoning strategy for triplet extrac-
tion that accounts for the mutual span constraints between
sentiment fragments and aspects. In contrast to these works,
Chimera concurrently establishes implicit feature interactions
and explicit task interactions, utilizing a variety of interaction
strategies to promote knowledge transfer for anomaly detection
and root cause analysis.
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VII. CONCLUSION

In this paper, we propose an end-to-end log-based fault
diagnosis method, called Chimera. The key idea of Chimera
is to achieve end-to-end fault diagnosis through bidirectional
interaction and knowledge transfer between anomaly detection
and root cause localization. It is built upon interactive multi-
task learning, where interaction strategies for anomaly detec-
tion and root cause localization are meticulously designed at
the levels of data, features, and diagnostic results, enabling
these two sub-tasks to interact within a unified end-to-end
framework. Evaluation on two public datasets and one indus-
trial dataset shows that Chimera achieves advantages of over
2.92% to 5.00% in anomaly detection and over 19.01% to
37.09% in root cause localization compared to existing meth-
ods. Chimera has been successfully deployed in production,
serving an industrial cloud platform.
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